	[image: C:\Users\ANDERM\Desktop\HCA-logo.png]
	PROFESSIONAL SERVICES CONTRACT 
for Fully Insured Group Medical Plan
	[bookmark: Text5]HCA Contract Number: K     
Resulting from Solicitation Number (If applicable: 2716
Contractor/Vendor Contract Number: 

	THIS CONTRACT is made by and between Washington State Health Care Authority, (HCA) and _____________________________________, (Contractor).

	CONTRACTOR NAME
	CONTRACTOR DOING BUSINESS AS (DBA)
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	CONTRACTOR ADDRESS
	Street
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	State
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	CONTRACTOR CONTACT
	CONTRACTOR TELEPHONE
	CONTRACTOR E-MAIL ADDRESS

	     
	     
	     

	Is Contractor a Subrecipient under this Contract?
	CFDA NUMBER(S):
	FFATA Form Required

	   |_|YES       |_|NO
	93.778; 
	   |_|YES             |_|NO

	
	

	HCA PROGRAM 
	HCA DIVISION/SECTION

	School Employees Benefits Board (SEBB) Program
	Employees and Retirees Benefits (ERB) Division

	HCA CONTACT NAME AND TITLE 
	HCA CONTACT ADDRESS

	     ,      

	Health Care Authority
626 8th Avenue SE
PO Box ____     
Olympia, WA 98504-____

	HCA CONTACT TELEPHONE 
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	CONTRACT START DATE
	CONTRACT END DATE 
	TOTAL MAXIMUM CONTRACT AMOUNT

	     
	     
	     

	PURPOSE OF CONTRACT:
	
	

	Contractor agrees to provide all contracted insurance plans and administrative services, as herein specified, for Members enrolled in the School Employees Benefits Board (SEBB) Program.

	
	
	

	The parties signing below warrant that they have read and understand this Contract, and have authority to execute this Contract. This Contract will be binding on HCA only upon signature by HCA.

	CONTRACTOR SIGNATURE
	PRINTED NAME AND TITLE
	DATE SIGNED

	
	     
	

	HCA SIGNATURE
	PRINTED NAME AND TITLE
	DATE SIGNED
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[bookmark: _Ref516726299][bookmark: _Toc519577812]OVERVIEW
[bookmark: _Toc519577813]Recitals
The State of Washington, acting by and through the Health Care Authority (HCA), issued a Request for Proposals (RFP) dated June 8, 2018, (Exhibit 1 – HCA RFP 2716) for the purpose of purchasing fully insured group medical plan(s) for the School Employees Benefits Board (SEBB) Program in accordance with its authority under chapters 39.26 and 41.05 RCW.
[Contractor Name] submitted a timely Response to HCA’s RFP #2716 (Exhibit 2 – Bidder Response to HCA RFP 2716).
HCA evaluated all properly submitted responses to the above-referenced RFP and has identified [Contractor Name] as an Apparently Successful Bidder.
HCA has determined that entering into a Contract with [Contractor Name] will meet HCA’s needs and will be in the State’s best interest.
NOW THEREFORE, HCA awards to [Contractor Name] this Contract, the terms and conditions of which will govern Contractor’s providing to HCA the insured plans and administrative services defined herein. 
IN CONSIDERATION of the mutual promises as set forth in this Contract, the parties agree as follows:
[bookmark: _Ref461699323][bookmark: _Toc410209850][bookmark: _Toc519577814]Purpose and Scope
The purpose of this Contract is to establish Contractor as a provider of SEBB Medical Plan(s), as described in this agreement, for the School Employees Benefits Board (SEBB) Program, in which the Contractor will assume financial responsibility for their Members' medical Claims and for all incurred administrative costs. The following categories of services that Contractor will provide to HCA, all as more fully described in this Contract and all exhibits and attachments hereto are:
Benefits Services - This includes, but is not limited to: providing benefits in accordance with the Certificate of Coverage in effect during the Contract year, Clinical Management, Utilization Management, Chronic Condition Management, Case Management, and Health Savings Account (HSA) administration.
Administrative Services - This includes, but is not limited to: implementation, Claims administration, customer service provided via toll-free line and fax lines, Member communications including mailing of members' materials and identification cards, online services, and processing Appeals and Complaints.
Health Transformation Services - This includes, but is not limited to: rewarding patient-centered, high value care; improving quality outcomes and patient experience; driving standardization based on evidence and best-practice recommendations; striving for the Triple Aim; and implementing purchasing strategies that align with HCA’s purchasing goals.
[bookmark: _Toc519577815]DEFINITIONS
“Accountable Communities of Health” or “ACHs” is a regionally governed, public-private collaborative tailored by the region to align actions and initiatives of diverse coalition of players in order to achieve healthy communities. Nine ACHs serve the entirety of Washington State, the boundaries of which align with Medicaid Regional Service Areas.
“All Payer Claims Database” or “APCD” is Washington’s statewide all-payer health care claims database to support transparent public reporting of health care information as described in RCW 43.371.020.
“Annual Open Enrollment” means an annual event set aside for a period of time when Subscribers may make changes to their SEBB Medical Plan enrollment and salary reduction elections for the following Plan Year. During the Annual Open Enrollment, Subscribers may transfer from one SEBB Medical Plan to another, enroll or remove Dependents from coverage, or enroll or waive enrollment in SEBB Program medical. School Employees eligible to participate in the salary reduction plan may enroll in or re-enroll under the dependent care assistance program (DCAP), or the medical flexible spending arrangement (FSA). They may also enroll in or opt-out of the premium payment plan.
“Appeal” means a written or oral request for reconsideration of a decision to deny, modify, reduce, or terminate payment, coverage, authorization, or provision of health care services, including the admission to, or continued stay in, a health care facility.
“Authorized Representative” means a person to whom signature authority has been delegated in writing acting within the limits of his/her authority.
"Book-of-Business" means all commercial business of the Contractor, including any and all fully insured and self-insured products within the Contractor’s accounts.
“Breach” means the unauthorized acquisition, access, use, or disclosure of Confidential Information that compromises the security, confidentiality, or integrity of the Confidential Information.
“Bree Collaborative” means the statewide public-private consortium established in 2011 by the Washington State Legislature “to provide a mechanism through which public and private health care stakeholders can work together to improve quality, health outcomes, and cost effectiveness of care in Washington State." Annually, the Bree Collaborative identifies up to three areas where there is substantial variation in practice patterns and/or high utilization trends that do not produce better care outcomes. Recommendations from the Bree are sent to HCA to guide state purchasing for programs such as Medicaid and Public Employees Benefits Board.
“Business Days” means Monday through Friday, 8:00 a.m. to 5:00 p.m., Pacific Time, except for holidays observed by the state of Washington.
“Cafeteria Plan” means a separate written plan maintained by an employer for employees that meets the specific requirements of and regulations of section 125 of the Internal Revenue Code. It provides participants an opportunity to recive certain benefits on a pretax basis[footnoteRef:1]. [1:  https://www.irs.gov/government-entities/federal-state-local-governments/faqs-for-government-entities-regarding-cafeteria-plans
] 

“Calendar Days” means any day of the week, including weekends.
"Case Management" means a collaborative process of assessment, planning, facilitation, Care Coordination, evaluation, and advocacy for options and services to meet an individual’s and family’s comprehensive health needs through communication and available resources to promote quality, cost-effective outcomes.
"Centers for Disease Control and Prevention" or "CDC" means the the federal office responsible for controlling the introduction and spread of infectious diseases.
“Centers for Medicare and Medicaid Services” or “CMS” means the federal office under the Secretary of the United States Department of Health and Human Services, responsible for the Medicare and Medicaid programs.
“Center of Excellence” or “COE” is a health care provider or facility that is identified by the Contractor and/or HCA as a high quality, cost efficient provider that produces the best outcomes for a specific service.
"Certificate of Coverage" or "COC" means a summary of the essential features of the group coverage contract produced and made available to each covered person. The COC is in effect during a given benefit year in which the date of service(s) received by the Member, falls.
“Choosing Wisely” means the national initiative lead by the American Board of Internal Medicine (ABIM) to promote conversations between clinicians and their patients in order to avoid unnecessary medical tests, treatment, and procedures. 
"Chronic Condition Management" means the oversight and education activities conducted by health care professionals to help members with chronic diseases and health conditions such as diabetes, high blood pressure, congestive heart failure, and chronic obstructive pulmonary disease learn to understand their condition and live successfully with it. The work involves motivating members to persist in necessary therapies and interventions and helping them to achieve an ongoing, reasonable quality of life.
"Claim" means the written notice on a form acceptable by the Contractor for reimbursement for any health care service or supply pursuant to the terms of the applicable Certificate of Coverage.
"Clinical Management" means the programs that apply systems, science, incentives, and information to improve medical practice and assist both consumers and their support system to become engaged in a collaborative process designed to manage medical/social/behavioral health conditions more effectively. The goal of Clinical Management is to achieve an optimal level of wellness and improve Care Coordination while providing cost effective, non-duplicative services.
"Code of Federal Regulations" or “CFR” means the annual codification of the general and permanent rules published in the Federal Register by the executive departments and agencies of the Federal Government. All references in this Contract to CFR chapters or sections include any successor, amended, or replacement regulation. The CFR may be accessed at www.ecfr.gov. 
"Complaint" means an oral or written expression of dissatisfaction submitted by or on behalf of a Member regarding: (i) the denial of health care services or payment for health care services; (ii) issues other than denial of or payment for health care services, including dissatisfaction with health care services, delays in obtaining health care services, conflicts with Carrier staff or providers; or (iii) dissatisfaction with the Plan practices or actions unrelated to health care services.
“Confidential Information” means information that may be exempt from disclosure to the public or other unauthorized persons under chapter 42.56 RCW or chapter 70.02 RCW or other state or federal statutes or regulations. Confidential Information includes, but is not limited to, any information identifiable to an individual that relates to a natural person’s health (see also Protected Health Information), finances, education, business, use or receipt of governmental services, names, addresses, telephone numbers, social security numbers, driver license numbers, financial profiles, credit card numbers, financial identifiers and any other identifying numbers, law enforcement records, HCA source code or object code, or HCA or State security information. 
"Consolidated Omnibus Budget Reconciliation Act" or "COBRA" means the federal law administered by a governmental plan under Title XXII of the Public Health Service (PHS) Act, 42 U.S.C. 300bb-1 through 300bb-8. 
[bookmark: _Toc365444932][bookmark: _Toc495406060][bookmark: _Toc496792311]“Consumer-Directed Health Plan” or “CDHP” has the same meaning as a Health Savings (HSA) qualified high-deductible health plan (HDHP). A CDHP has two main components, it is: (1) an IRS defined high-deductible health plan; and (2) a Health Savings Account through an IRS qualified trustee.
"Continuation Coverage" means the temporary continuation of health plan coverage available to Enrollees after a qualifying event occurs as administered under COBRA, the Uniformed Services Employment and Reemployment Rights Act (USERRA), 38 U.S.C. Secs. 4301 through 4335, or SEBB insurance coverage extended by the SEB Board.
 “Contract” means this Contract document and all schedules, exhibits, attachments, incorporated documents and amendments.
“Contractor” means [Contractor Name], its employees and agents. Contractor includes any firm, provider, organization, individual or other entity performing services under this Contract. It also includes any Subcontractor retained by Contractor as permitted under the terms of this Contract.
“Coordination of Benefits” or “COB” is defined in WAC 284.51.195(7).
“Data” means information produced, furnished, acquired, or used by Contractor in meeting requirements under this Contract.
“Deliverable” means all tangible objects, reports, work product, program or tool documentation, designs, formulas, methods, or other documents and materials provided or delivered by Contractor to HCA pursuant to the terms of this Contract.
“Dependent” means a spouse, state-registered domestic partner, or child of the Subscriber, who meets SEBB Program eligibility requirements as described in the SEB Board policy resolutions SEBB 2018-01, SEBB 2018-02, and SEBB 2018-03 (or subsequent amended versions of these resolutions).
[bookmark: _Toc365444933][bookmark: _Toc495406061][bookmark: _Toc496792312]"Enrollee" means a person who meets all eligibility requirements defined in chapter 182-31 WAC, who is enrolled in SEBB benefits, and for whom applicable premium payments have been made.
"Explanation of Benefits" or "EOB" means a statement sent to covered individuals explaining what medical treatments and/or services were paid on their behalf.
“Formulary” means a list of outpatient prescription drugs, selected by the Plan and revised periodically, that are covered when prescribed by a physician and filled at a participating pharmacy.
“HCA Contract Manager” means the individual identified on the cover page of this Contract who will provide oversight of the Contractor’s activities conducted under this Contract.
[bookmark: _Toc365444936][bookmark: _Toc495406064][bookmark: _Toc496792315]“Health Care Authority” or “HCA” means the Washington State Health Care Authority, any division, section, office, unit or other entity of HCA, or any of the officers or other officials lawfully representing HCA.
"Health Care Quality" means the degree to which health care services for individuals and populations increase the likelihood of desired health outcomes and are consistent with current professional knowledge.
"Health Equity" is achieved when every person has the opportunity to "attain his or her full health potential" and no one is "disadvantaged from achieving this potential because of social position or other socially determined circumstances." Health disparities or inequities, are types of unfair health differences closely linked with social, economic or environmental disadvantages that adversely affect groups of people.[footnoteRef:2] [2:  https://www.cdc.gov/nccdphp/dch/programs/healthycommunitiesprogram/overview/healthequity.htm
] 

“Health Insurance Portability and Accountability Act” or “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191, as amended from time to time, and its corresponding federal regulations.
[bookmark: _Toc365444935][bookmark: _Toc495406063][bookmark: _Toc496792314]“Health Savings Account” or “HSA” means a tax-advantaged medical savings account created for Submscribers who are enrolled in the Contractor’s CDHP plan. Funds from the account are sued to pay for medical expenses the CDHP plan does not cover.  
[bookmark: _Toc365444938][bookmark: _Toc495406066][bookmark: _Toc496792317]"Healthier Washington" means the state initiative aimed at health transformation so Washington State residents experience better health and receive better, more affordable care.
"HSA Trustee" means the subcontracted IRS-qualified trustee responsible for managing HSA accounts.
“LAN” means the Health Care Payment Learning and Action Network, a collaborative effort between Department of Health and Human Services, acting through CMS and its private, public, and non-profit partners to transform the nation’s health system to emphasize value of care over volume.
“Medicare” refers to the program of medical care coverage set forth in Title XVIII of the Social Security Act as amended by Public Law 89-97 or as thereafter amended.
“Member” refers to Subscribers and their Dependents who have enrolled in a medical plan under this Contract, and for whom applicable premium contributions and any applicable premium surcharges have been made.
“Monthly Premiums” means the monthly payments made by HCA to Contractor as payment for the insurance coverage and services included in this Contract. Monthly Premiums will be calculated based on monthly per adult Member per month rates that will be negotiated and mutually agreed upon during the RFC Process and finalized by a formal amendment as described in  Exhibit 3 – Request for Completion Process (RFC Process). 
"National Committee for Quality Assurance" or "NCQA" means a private 501(c)(3) not-for-profit organization dedicated to improving Health Care Quality. NCQA is one of several accreditation bodies for health plans in the United States. NCQA uses the Healthcare Effectiveness Data and Information Set (HEDIS) tool to measure health plan performance on important dimensions of care and service.
"Overpayment" means any payment or benefit to the Contractor in excess of that to which the Contractor is entitled by law, rule, or this Contract, including amounts in dispute.
“Participating Provider” means a person, practitioner, or entity that, at the time care is rendered to a Member, has a contract with Contractor or is employed by the Contractor to provide health related services to Members during the term of this Contract.
"Patient Decision Aid" means a tool that can help people engage in shared health decisions with their health care provider. Research shows that use of Patient Decision Aids leads to increased knowledge, more accurate risk perception, and fewer patients remaining passive or undecided about their care. A list of certified Patient Decision Aids can be found at: https://www.hca.wa.gov/about-hca/healthier-washington/certified-aids.
“Patient Protections and Affordable Care Act” or “PPACA” means the Patient Protections and Affordable Care Act of 2010, as amended by the Health Care and Education Reconciliation Act of 2010, together known as the Affordable Care Act (ACA).
“Patient Reported Outcomes” means the outcomes from medical care that are important to patients and their support groups.
"Performance Credit" means the financial consequence associated with failure to meet the applicable performance standards or guarantees.
"Performance Guarantee" means the list of expectations that HCA views as critical to the success of the plans provided under this Contract. Failure to achieve a Performance Guarantee will result in the issuance of Performance Credits.
[bookmark: _Toc365444945][bookmark: _Toc495406073][bookmark: _Toc496792324]“Plan Year” means the twelve (12) month duration beginning on January 1 of each year and ending December 31 of the same year.
“Primary Care Provider” or “PCP” means a Participating Provider who has the responsibility for supervising, coordinating, and providing primary health care to Members, initiating referrals for specialist care, and maintaining the continuity of Member care. PCPs, as designated by Contractor, may include, but are not limited to, pediatricians, family practitioners, general practitioners, internists, naturopathic physicians, physician assistants (under the supervision of a physician), or advanced registered nurse practitioners (ARNP) or, for women’s health services, providers listed in RCW 48.42.100(2).    
“Proprietary Information” means information owned by Contractor to which Contractor claims a protectable interest under law. Proprietary Information includes, but is not limited to, information protected by copyright, patent, trademark, or trade secret laws.
“Protected Health Information” or “PHI” means individually identifiable information that relates to the provision of health care to an individual; the past, present, or future physical or mental health or condition of an individual; or past, present, or future payment for provision of health care to an individual, as defined in 45 CFR 160.103. Individually identifiable information is information that identifies the individual or about which there is a reasonable basis to believe it can be used to identify the individual, and includes demographic information. PHI is information transmitted, maintained, or stored in any form or medium (45 CFR 164.501). PHI does not include education records covered by the Family Educational Rights and Privacy Act, as amended, 20 USC 1232g(a)(4)(b)(iv).
"Quality Improvement" means a systematic and continuous set of actions that lead to measurable improvement in health care services and the health status of targeted patient groups.
"Quality Management" means a planned, systemic, organization-wide approach to the monitoring, analysis, and improvement of organizational performance, thereby continually improving the quality of patient care and services provided and the likelihood of desired patient outcomes.
“Request for Completion” or “RFC” means the letter HCA will draft to request information from a Contractor to finalize the details of the Contract (specifically rates and final plan design) as part of the RFC Process. The RFC is being used to amend the Contract to incorporate rates based on the SEB Board final approved plan designs.
“Request for Completion Process” or “RFC Process” means the process HCA will initiate after Contract execution in order to finalize rates and plan designs with the Contractor as set forth in Exhibit 3 – Request for Completion Process (RFC Process).
“Request for Completion Response” or “RFC Response” means the Contractor’s response to HCA’s RFC that will include HCA's requested information and have a specific due date as part of the RFC Process.
"Request for Proposals" or “RFP” means the solicitation document used to establish this Contract, including all its amendments and modifications. Included by reference in Exhibit 1 – HCA RFP 2716.
“Request for Renewal” or “RFR” means the annual process used by HCA when issuing to request and/or require changes to benefits or Contractor’s deliverables for the next plan year. Once the Contractor and HCA come to a mutual agreement on the benefit change(s) or Contractor’s deliverables, the final is incorporated into the Contract as an amendment. 
“Response” means Contractor’s Response to HCA’s RFP 2716 for SEBB fully insured medical plans. Included by reference in Exhibit 2 – Bidder Response to HCA RFP 2716.
“Retiree” has the same meaning as defined in RCW 41.05.011 (18) and (24)
"Revised Code of Washington" or “RCW” means the compilation of all permanent laws now in force. All references in this Contract to RCW chapters or sections include any successor, amended, or replacement statute. Pertinent RCW chapters can be accessed at http://apps.leg.wa.gov/rcw/.
"School Employee" has the same meaning as 41.05.011(6)(b).
“School Employees Benefits Board” or “SEB Board” means the board made up of members appointed by the Governor that is authorized to design and approve insurance benefit plans for School Employees and to establish criteria for participation in benefit plans under RCW 41.05.740.
“School Employees Benefits Board Program” or "SEBB Program" means the program administered by HCA that purchases and coordinates benefits for eligible School Employees.
"SEBB Medical Plan" or "Plan" means a medical plan approved by the SEB Board that is offered under the SEBB Program.
[bookmark: _Toc365444946][bookmark: _Toc495406074][bookmark: _Toc496792325]“SEBB Organization(s)” means a public school district, or educaitonal service district or charter school established under chapter 28A.710 RCW that participates in benefit plans provided by the SEB Board.
“Service Area” means the designated geographical area, approved by HCA, within which a Member must reside or currently work to be eligible for enrollment.  This area is comprised of the counties and zip codes listed in Exhibit 7– Provider Adequacy and Service Areas.
"Shared Decision Making" means the process that allows patients and their providers to make health care decisions together, taking into account the best scientific evidence available, as well as the patient’s values and preferences.
"Social Determinants of Health" describes a set of factors surrounding Health Equity that contribute to a person’s current state of health. These factors may be biological, socioeconomic, psychosocial, behavioral, or social in nature.
“Subcontractor” means a person or entity that is not in the employment of the Contractor, who is performing all or part of the business activities under this Contract under a separate contract with Contractor. The term “Subcontractor” means subcontractor(s) of any tier.
[bookmark: _Toc365444947][bookmark: _Toc495406075][bookmark: _Toc496792326]“Subscriber” means the School Employee or Continuation Coverage Enrollee who has been determined eligible by the SEBB Program, school district, educational service district, or charter school and is the individual to whom the SEBB Program and contracted vendors will issue all notices, information, requests, and premium bills on behalf of Members.
"Summary of Benefits and Coverage" means the document, required by law under the Affordable Care Act, that insurance companies and group health plans provide to consumers comparing benefits and coverage for different plans. The information provided must be concise, in plain language, and must be consistent with the health plans benefits and coverage information for consumers to easily compare different coverage options to select their health plan.
"United States Code" or “USC” means the consolidation and codification by subject matter of the general and permanent laws of the United States. All references in this Contract to USC chapters or sections shall include any successor, amended, or replacement statute. The USC may be accessed at http://uscode.house.gov/. 
"Utilization Management" or "UM" means the evaluation of medical necessity, appropriateness, and efficiency of the use of health care services, procedures, and facilities under the provisions of the applicable health benefits plan. Utilization Management is sometimes called utilization review.
"Value Based Payment" or "VBP" means a form of reimbursement that ties payments for care delivery to the quality of care provided and rewards providers for both efficiency and effectiveness. HCA defines Value Based Payments as payment arrangements in the CMS Health Care Learning & Action Network Categories 2c – 4b (see Exhibit 10 - CMS Framework for Value‐based Payments or Alternative Payment Models).
"Washington Administrative Code" or “WAC” means the administrative rules and regulations by which state agencies operate to execute the laws enacted by the Legislature. The WAC codifies the regulations and arranges them by subject or agency. All references to WAC chapters or sections will include any successor, amended, or replacement regulation. Pertinent WACs may be accessed at: http://app.leg.wa.gov/wac/.
"Washington Health Alliance" or “WHA" means the nonprofit, nonpartisan organization that reports data on Health Care Quality and value through the collection and analysis of Claims and clinical data from providers, health plans, health trusts, and employers. They focus on evidence-based practices and providing information to providers, patients, employers, and union trusts in order to help them make better decisions about how to reduce waste and cost while focusing on quality.
“Washington State Wide Common Measure Set” or "Common Measure Set" means a set of statewide measures for Washington State that provide the foundation for health care accountability and measuring performance. The Performance Measures Coordinating Committee, which was created by legislation (RCW 41.05.690), approved a “starter set” of measures in December 2014 that are intended to evolve over time as the science of measurement and state priorities evolve.
“WHA Community Checkup” means the annual Community Checkup public report that is produced by the WHA. It reports on the quality of health care in Washington State by analyzing data submitted by more than 25 health plans, as well as self-insured employers, union trusts, and Washington State agencys, and reflects the outcomes of the fifty-six (56) measures in the Washington State Wide Common Measure Set. 
[bookmark: _Toc519577816]SPECIAL TERMS AND CONDITIONS
[bookmark: _Toc519577817]Term
1. [bookmark: _Ref512861139]The initial term of the Contract will commence on the last date of signature by both parties, and continue through December 31, 2023, unless terminated sooner as provided herein. Implementation will begin immediately following Contract execution. Covered benefits, Clinical Management, and other administrative services, such as processing Claims, will not begin until January 1, 2020.
This Contract may be extended through December 31, 2031 in increments of no less than one (1) year, by mutual agreement of the parties. No change in terms and conditions will be permitted during these extensions unless specifically agreed to in writing.
Work performed without a contract or amendment signed by the Authorized Representatives of both parties will be at the sole risk of the Contractor. HCA will have no obligation to pay any costs incurred before this Contract or any subsequent amendment(s) is fully executed.
[bookmark: _Toc395764104][bookmark: _Toc401226259][bookmark: _Ref410139171][bookmark: _Toc410209856][bookmark: _Toc519577818]Deliverable Acceptance
1. Upon receipt of a Deliverable submitted by Contractor, HCA will have an initial period of ten (10) Calendar Days to review and evaluate the Deliverable for deficiencies, unless a longer timeframe is mutually agreed to by the parties.  HCA will provide written acceptance of the Deliverable if, in HCA’s sole reasonable discretion, it has no deficiencies.
If a deficiency is found, HCA will notify the Contractor of such deficiency(-ies) in writing. Contractor will have five (5) Business Days to correct any deficiencies, unless a longer timeframe is mutually agreed to by the parties, and submit the corrected Deliverable to HCA. Upon receipt of the corrected Deliverable, HCA will have five (5) Business Days to review and evaluate the Deliverable for deficiencies. This process will be repeated until HCA provides written acceptance of the Deliverable.
Once a corrected Deliverable has been accepted by HCA, the obligations described in the Deliverable will be enforceable subject to HCA’s rights and remedies contained in this Contract for Contractor’s failure to perform.
[bookmark: _Toc519577819]Contractor and HCA Contract Managers
1. Contractor’s Contract Manager will have primary responsibility and final authority for the services provided under this Contract and be the principal point of contact for HCA’s Contract Manager for all business matters, performance matters, and administrative activities.
HCA’s Contract Manager is responsible for monitoring the Contractor’s performance and will be the contact person for all communications regarding contract performance and Deliverables. HCA’s Contract Manager has the authority to accept or reject the services provided and must approve Contractor’s invoices prior to payment. 
The contact information provided below may be changed by written notice of the change (email acceptable) to the other party.
	CONTRACTOR
Contract Manager Information
	Health Care Authority
Contract Manager Information

	Name:
	     
	Name:
	     

	Title:
	     
	Title:
	     

	Address:
	     
	Address:
	     

	Phone: 
	     
	Phone: 
	     

	Email: 
	     
	Email: 
	     


[bookmark: _Toc519577820]Legal Notices
Any notice or demand or other communication required or permitted to be given under this Contract or applicable law is effective only if it is in writing and signed by the applicable party, properly addressed, and either delivered in person, or by a recognized courier service, or deposited with the United States Postal Service as first-class mail, postage prepaid certified mail, return receipt requested, to the parties at the addresses provided in this section.
1. In the case of notice to the Contractor:
[Contractor Contact Information]
In the case of notice to HCA:
Attention: Contracts Administrator
Health Care Authority
Division of Legal Services
Post Office Box 42702
Olympia, WA  98504-2702
Notices are effective upon receipt or four (4) Business Days after mailing, whichever is earlier. 
The notice address and information provided above may be changed by written notice of the change given as provided above. 
[bookmark: _Toc519577821]Incorporation of Documents and Order of Precedence
Each of the documents listed below is by this reference incorporated into this Contract. In the event of an inconsistency, the inconsistency will be resolved in the following order of precedence:
1. Applicable Federal and State of Washington statutes and regulations;
Exhibit 14 – Data Share Agreement;
Special Terms and Conditions, HCA Responsibilities, Contractor Obligations, and Strategic Partnering on Health Transformation;
General Terms and Conditions;
Attachment 1: Confidential Information Security Requirements; 
Exhibit 1: HCA RFP # 2716 for SEBB Program Fully Insured Medical Plans, dated June 8, 2018;
Exhibit 2: Contractor’s Response dated      ; and
Any other provision, term or material incorporated herein by reference or otherwise incorporated.
[bookmark: _Toc519577822]Insurance
Contractor must provide insurance coverage as set out in this section. The intent of the required insurance is to protect the State should there be any claims, suits, actions, costs, damages or expenses arising from any negligent or intentional act or omission of Contractor or Subcontractor, or agents of either, while performing under the terms of this Contract. Contractor must provide insurance coverage that is maintained in full force and effect during the term of this Contract, as follows:
1. Commercial General Liability Insurance Policy - Provide a Commercial General Liability Insurance Policy, including contractual liability, in adequate quantity to protect against legal liability arising out of contract activity but no less than $1 million per occurrence/$2 million general aggregate. Additionally, Contractor is responsible for ensuring that any Subcontractors provide adequate insurance coverage for the activities arising out of subcontracts.
Business Automobile Liability. In the event that services delivered pursuant to this Contract involve the use of vehicles, either owned, hired, or non-owned by the Contractor, automobile liability insurance is required covering the risks of bodily injury (including death) and property damage, including coverage for contractual liability. The minimum limit for automobile liability is $1 million per occurrence, using a Combined Single Limit for bodily injury and property damage.
Professional Liability Errors and Omissions – Provide a policy with coverage of not less than $1 million per claim/$2 million general aggregate.
The insurance required must be issued by an insurance company/ies authorized to do business within the state of Washington, and must name HCA and the state of Washington, its agents and employees as additional insured’s under any Commercial General and/or Business Automobile Liability policy/ies. All policies must be primary to any other valid and collectable insurance. In the event of cancellation, non-renewal, revocation or other termination of any insurance coverage required by this Contract, Contractor must provide written notice of such to HCA within one (1) Business Day of Contractor’s receipt of such notice. Failure to buy and maintain the required insurance may, at HCA’s sole option, result in this Contract’s termination.
Privacy Breach Response Coverage. Contractor must maintain insurance to cover costs incurred in connection with a Breach, or potential Breach, including:
Computer forensics assistance to assess the impact of the Breach or potential Breach, determine root cause, and help determine whether and the extent to which notification must be provided to comply with Breach notification laws.
Notification and call center services for individuals affected by a Breach. 
Breach resolution and mitigation services for individuals affected by a Breach, including fraud prevention, credit monitoring and identity theft assistance.
Regulatory defense, fines and penalties from any claim in the form of a regulatory proceeding resulting from a violation of any applicable privacy or security law(s) or regulation(s). 
The policy must be maintained for the term of this Agreement and three (3) years following its termination.
Upon request, Contractor must submit to HCA a certificate of insurance that outlines the coverage and limits defined in the Insurance section. If a certificate of insurance is requested, Contractor must submit renewal certificates as appropriate during the term of the contract.
[bookmark: _Toc519577823]HCA RESPONSIBILITIES
[bookmark: _Toc519577824]Responsibility
While establishment of eligibility criteria is the statutory responsibility of the SEB Board, HCA retains administrative responsibility for individual eligibility determinations for SEBB Program benefits, and handles individual benefits eligibility Appeals. HCA has the right to delegate its administrative responsibility and benefit eligibility appeals to a SEBB Organization(s). 
In addition, HCA reserves the right to authorize audits by third parties.
[bookmark: _Ref516726269][bookmark: _Ref516726277][bookmark: _Ref516726312][bookmark: _Toc519577825]Compensation
A. HCA shall pay to Contractors as compensation for the performance of all services necessary and incidental to meet Contractor’s obligations under this contract the Monthly Premiums. Initial rates used in calculating the Monthly Premium will be determined by the RFC Process as described in Exhibit 3 – Request for Completion Process (RFC Process) and finalized by a formal amendment to this Contract.
B. [bookmark: _Ref518128964]If this Contract is terminated pursuant to Section 7.40.F. such that none of Contractor’s medical plans are offered as a SEBB Medical Plan to Subscribers during the 2019 Annual Open Enrollment, HCA shall pay as compensation to Contractor for any implementation services and deliverables described in Exhibit 6 – Implementation Plan the lesser of (i) actual costs incurred by Contractor in the performance of such services and delivery of accepted deliverables, or (ii) $100,000. No other compensation will be owed by HCA to Contractor if this Contract is so terminated.
C. [bookmark: _Ref518131055]Any such payment made under Section 4.2.B. shall be contingent upon Contractor providing (i) all completed or in process Deliverables to HCA, and (ii) a detailed invoice of the costs incurred by Contractor in performing implementation services set forth in Exhibit 6 – Implementation Plan. Both (i) and (ii) of this subsection C. shall be as of the effective date of termination pursuant to Section 7.40.F.
[bookmark: _Toc519577826]Eligibility Information
HCA will provide enrollment  data to Contractor by way of a daily eligibility change file and a monthly file in American National Standards Institute (ANSI) 834 Benefit and Enrollment Maintenance Format. HCA agrees to accept responsibility for furnishing up to date enrollment information and Contractor may rely upon the latest information received as correct without further verification, unless there is an obvious error. Rarely, and only when necessary, HCA may provide updates by telephone, followed by confirmation via the standard ANSI 834 Benefit and Enrollment Maintenance Format. 
[bookmark: _Toc519577827]Procedures for Applying for SEBB Benefits
HCA will require all potential Members to follow consistent procedures as outlined in WAC and other HCA guidelines in applying for benefits.
[bookmark: _Toc519577828]Information
HCA will furnish information and materials requested by Contractor that are in the possession of HCA as necessary for Contractor to provide its services as specified in this Contract. HCA is responsible for the completeness and accuracy of such information and materials.
[bookmark: _Toc519577829]Member Communications
1. HCA will define, in WAC, eligibility and coverage requirements to be used by Contractor in Member communications. HCA will establish and comply with document control policies and procedures, and provide timelines to the Contractor.  
HCA will develop, educate, advertise, and deliver information on the Contractor's SEBB Medical Plan(s) to promote the Contractor's plan(s) to Members.
HCA will provide a single point of contact to the Contractor at the beginning of each Plan Year for the Contractor to work directly with.
[bookmark: _Toc519577830]Benefits Design
HCA will collaborate with Contractor on benefit design, however, final benefit design decisions will be made by HCA or the SEB Board.
[bookmark: _Toc519577831]CONTRACTOR OBLIGATIONS
Contractor will comply with the provisions and obligations of this section during the term of this Contract, in order to receive timely payment by HCA as provided in section 4.2, Compensation.
[bookmark: _Toc519577832]Account Management
1. General: 
1. All costs associated with staff assigned to the HCA account will be included in the Contractor's Monthly Premium payment. 
Contractor will provide HCA with a list identifying all staff members of the Contractor’s account management team.
Contractor will provide an account management team that is proficient in coordinating resources and services to meet all Contract requirements and Performance Standards and is responsive to HCA requests for support and coordination.
No new employees will be assigned to the account team without HCA's written approval. HCA has the authority to require replacement of account team members. Contractor shall not replace account team members without the express written consent of HCA.
Account Management Functions. The Contractor will:
1. Be responsive to HCA inquiries and problems, acknowledge receipt of each request within 24 hours of receiving the request and have an estimated resolution time within 48 hours.
1. Attempt to answer each request within three (3) Business Days; provided, however, requests designated by HCA as urgent of a legislative request must be answered within 24 hours.
Be sensitive to the economic and political environment associated with SEBB Medical Plans.
Keep HCA informed of new and outstanding issues that relate to the Contractor's administration of their Plan(s), such as down customer service call lines, microsite service interruptions, etc.
Have a point of contact for Members inquiries that come directly to HCA and a dedicated escalations process for the HCA Account Manager and the Contractor’s point of contact for working through escalated Member issues.
Attend all SEB Board meetings (via teleconference or in person) and work with the HCA Account Manager after meetings to follow-up on SEB Board questions.
Travel to in-person meetings as required by HCA.
Collaborate and coordinate with the Office of the Attorney General (AGO), including any Special Assistant Attorney General, when requested by the AGO, on any actual or potential legal action litigation against HCA related in any way to the Plan(s). This includes the gathering by Contractor of information, data, and documents used internally by Contractor or any Subcontractor, and providing witnesses as requested by the AGO or required as part of the litigation process. No additional fees will be paid for such services.
Manage the contract with the HSA Trustee for the Contractor's SEBB CDHP.
Comply with, or provide information and refund money to allow HCA to comply with, Washington State and other applicable laws relating to escheatment and unclaimed property, including chapter 63.29 RCW.
Inform HCA in writing of any changes among the Contractor’s executive leadership and management team who is involved with this Contract within ten (10) Business Days of Contractor’s knowledge of such change. 
Account Managers. The Account Managers will: 
1. Be the daily points of contact for the HCA Contract Manager(s) and team, and for the escalation of issues between Contractor and HCA.
Coordinate and recommend strategies to the SEB Board with HCA, including lowering or maintaining cost trend, improving Utilization Management, and changing the health care market to achieve Healthier Washington goals. 
Respond when called for urgent issues, as identified by HCA, within four (4) hours.
Be the point of contact for all Contract amendments, accounting, and finance questions.
Medical Director (Doctor of Medicine (MD) or Osteopathic Medicine (DO))
Must be an employed physician of the Contractor who holds a current, active, and unrestricted license to practice medicine in Washington State. The MD or DO is responsible for the following:
1. Provide medical expertise and clinical guidance, and promote the delivery of evidence-based care. 
1. Oversee the Quality Management and Improvement, Utilization Management, provider credentialing, and population health management programs. 
1. Ensure implementation of components of the Bree Collaborative and other HCA-identified performance improvement requirements as they relate to the SEBB Medical Plan(s) and the State’s health care purchasing system. 
Implementation Management
The Implementation Management team will consist of:
1. Implementation Manager. The duties will include:
a. Serve as the single point of contact for HCA Account Manager and HCA project manager on implementation activities.
b. Coordinate and ensure performance of the implementation Services.
c. Work full-time in support of Contractor’s implementation services.
d. Provide services from the Effective Date through June 2020 for initial phase. If any new plans are added at a later date, Contractor will supply an implementation manager for such projects.
1. Project Managers:
a. Contractor will provide at least two (2) solely dedicated full-time employees to service as Project Managers reporting to the Implementation Manager.
b. Project Managers will support implementation activities as directed by the Implementation Manager, coordinate and ensure performance of the implementation services, and provide services from the Effective Date through June 2020 for initial phase.
Emergency Response Account Management
The Contractor must be able to maintain specific business functions during an extended closure or emergency or sever weather event. Contractor will:
1. Within five (5) Business Days of a request from HCA, and annually on August 1, Contractor will provide its current Business Interruption and Disaster Management Plan specific to SEBB Medical Plan operations. An initial SEBB Medical Plan disaster plan and uninterrupted business plan and contact lists are included as Exhibit 16 – Business Interruption and Disaster Management Plan. 
1. Maintain core business operations during an Event and provide HCA specific information that clearly relates the emergency response to the contracted SEBB Medical Plans during an Event no less frequent than once per 24-hours. 
1. Maintain in an uninterrupted manner those business functions and services listed in the following sections: 
a. 5.1 (Account Management), 
b. 5.3 (Covered Services and Benefits), 
c. 5.5 (Customer Services), 
d. 5.6 (Online Services), and 
e. 5.8 (Claims Services).
[bookmark: _Toc519577833]Enrollment Provisions
1. Eligibility for Enrollment
Eligibility of Subscribers and their Dependents and the terms of their coverage must be set forth in each Plan Years’ Certificates of Coverage (COCs), subject to amendment in accordance with current and future provisions of chapter 41.05 RCW and Title 182 WAC. 
Open Enrollment Periods
1. SEBB Annual Open Enrollment: 
Contractor will support HCA’s designated SEBB Annual Open Enrollment activities each fall, to include, but not limited to: develop and deliver communications, attend benefit fairs, process eligibility files, etc.
1. Special Open Enrollment: 
In addition to HIPAA special open enrollment, the HCA, at its discretion, will authorize special Open Enrollment periods consistent with those allowed under a Cafeteria Plan. Contractor agrees to accept new Members during a special Open Enrollment period at the then current rates. Special Open Enrollment periods will include a Special Open Enrollment due to a significant curtailment of coverage which will be used if a material provider network disruption occurs.
Retroactive Enrollment
1. To the extent permitted by federal and state law, at the direction of HCA, Contractor will enroll any person for whom HCA pays such person’s Monthly Premium on a retroactive basis, even though the person may not have complied with the prescribed time limits for obtaining coverage. When a person has been retroactively enrolled, services covered during that retroactive period may be limited to those provided by Participating Providers (except if otherwise required by COB provisions; see section 5.4, Coordination of Benefits (COB)), and emergency care services. In addition, with regard to services that require preauthorization, retroactive coverage may be limited to services that would have been preauthorized (except if otherwise required by COB provisions) had the Member been actively enrolled at the time services were provided.
To the extent authorized by federal and state law, HCA may retroactively disenroll a Member who is not eligible for enrollment in the SEBB Medical Plan or who has not fully paid premiums when due, and recoup premium payments paid after the effective date of termination. 
Conditions for Enrollment
1. Subscribers must permanently reside, or be employed, within the Service Area. Contractor will notify HCA if it becomes aware that the Subscriber is no longer eligible for its plan. HCA may require Contractor to cover full zip codes and/or school districts that cross county borders served by Contractor in order to assure continuity of care or ready access to health care services. Contractor may require Members residing in a zip code or working at a school district that crosses the Service Area county border to access care in the county where Contractor has been awarded a contract.
Dependents will be eligible for enrollment only in the health plan selected by the Subscriber and must obtain all health care services from providers within any of the Contractor’s Service Areas, except for emergency care services within or outside the Service Area as set forth in the COCs.
Enrollment Reconciliation
Contractor will perform a full file enrollment match not less frequently than monthly. Contractor will:
1. Initiate full file match process by:
a. Comparing the 834 monthly audit file that gets automatically created on the morning of the 1st of each calendar month; or
b. Sending an email to ispebbsr@hca.wa.gov to request an 834 audit file on a specific date.
Use the 834 monthly audit file to compare (not update) the Contractor’s enrollment with SEBB enrollment to ensure that every Member's enrollment match.
Create a file in txt format of only main Subscriber SSN(s) that didn't match (do not include the Dependent SSN even if the mismatched Member is the Dependent). Mismatch condition is either:
a. Member is not in SEBB's system, but in the Plan's system; or
b. Member is not in the Plan's system, but in is SEBB's system.
Upload the txt file of Subscriber SSN to https://sft.wa.gov.
Send email to ispebbsr@hca.wa.gov with notification that mismatch file is available. 
Once Contractor has completed steps I-V above, HCA will download the file and create a separate 834 file with appropriate information with dates, as close as possible to the original date, to process against Contractor's file to bring Contractor's file in synchronization with HCA's file. For example: If Contractor's database has a Member that HCA does not have, HCA will send Contractor a "delete" record. If Contractor's database is missing a Member that HCA's database does have, HCA will send Contractor an "add" record. HCA will reply to the email from step V of this section when the mismatch 834 file is ready for Contractor pick-up.
[bookmark: _Toc519577834]Covered Services and Benefits
1. Certificates of Coverage (COCs)
1. Unless otherwise stated, the benefits and services described in the COCs are hereby incorporated by reference as if fully set forth herein (Covered Services). The parties understand the terms of coverage under this Contract are fully set forth in the COCs in effect for the Plan Year in which services were received. 
Upon notification by HCA or the Office of Insurance Commissioner (OIC) that a COC contains provisions that are non-compliant with state or federal regulation or law, Contractor will amend the COC and provide notice of the changes to Subscribers as directed by HCA or OIC.
Contractor will update the COCs for each renewal Plan Year. Contractor will assume responsibility to write, design, print, and distribute the COCs for the Contractor's Plan(s) annually and in accordance with the timeline(s) provided by HCA, ensuring their compatibility with Contractor’s administration of the Plan(s) and HCA’s responsibility for defining eligibility and benefits. By March 15 of each year, Contractor will develop the review schedule subject to HCA’s approval. HCA has final approval of the COCs, which must be finalized in PDF format at least three (3) Business Day before Annual Open Enrollment of each year.
Contractor will deliver a total of fifty (50) printed copies of the COC for each Plan to HCA as soon as possible, but in no event later than December 15 of each year.
Contractor will make available, upon request, a printed copy of the COCs to Plan Members and prospective Plan Members at no cost to the Member (or prospective Member) or HCA. 
Benefit Access
1. Contractor will issue Members identification cards. Contractors will ensure that Participating Providers accept the HCA-issued notice of enrollment as sufficient verification of enrollment to access Covered Services until an official identification card is issued to the Member.
Contractor will ensure Members have access to Covered Services by the medically appropriate provider upon the effective date of enrollment.
Subscribers and their Dependents, eighteen (18) years of age and older, are eligible for participation in Contractor’s Diabetes Prevention Program at no cost, when the Subscriber and/or Dependent meet the qualifying criteria to participate in the program. 
In accordance with the Americans with Disabilities Act, Contractor will:
a. Assure equal access of Covered Services for all Members when a Member’s oral or written language capabilities creates a barrier to such access; 
b. Make reasonable accommodation for Members with disabilities for all Covered Services and will assure physical and communication barriers will not inhibit Members with disabilities from obtaining Covered Services; and
c. Provide TTY/TDD services, or other available modes of communication, to accommodate visually and hearing impaired Members .
Contractor will provide foreign language translation services that comply with Section 1557 of the Affordable Care Act at no additional charge for Members.
Neither Contractor, nor its Participating Providers, will require Members to sign forms or waivers promising not to sue, or requiring binding arbitrations.
Network Adequacy
1. Contractor will maintain the support services and a provider network within the Contractor's Service Area(s), sufficient to serve Members and consistent with the requirements of this Contract. Contractor will provide the Covered Services required by this Contract through non-Participating Providers if its network of Participating Providers is insufficient to meet the medical needs of Members in a manner consistent with this Contract. Contractor will make Covered Services as accessible to Members under this Contract as under its other state, federal, or private contracts.
1. Participating Provider adequacy (access guidelines) is located in Exhibit 7– Provider Adequacy and Service Areas.
24/7 Availability of Services
Contractor will have the following services available on a 24-hour-a-day, 7 days-a-week (24/7) basis. These services may be provided directly by the Contractor or may be delegated to Subcontractors, provided that all Subcontractors perform subject to the applicable terms and conditions of this Contract:
1. Medical advice for Members from licensed health care professionals concerning the emergent, urgent, or routine nature of a medical condition through a nurse line, telemedicine, and virtual care.
 Emergency services (in and out-of-network coverage), out-of-area urgent care, or care at other facilities when the use of participating facilities is not practical.
Access to the Member’s on-line account.
Alternative Arrangements
1. Contractor agrees to make a reasonable effort to secure alternative arrangements for the provision of care by another Participating Provider without additional expense to the Member under the following circumstances: 
a. In the event a Participating Provider’s contract is terminated. 
b. In the event a Participating Provider is unable or unwilling to provide care to any Member, except as provided by this Contract. 
1. If such alternative arrangements are not made available, or are not deemed satisfactory to HCA due to problems of access or quality of care, then Contractor agrees to provide all services and benefits of this Contract to the Member on a fee-for-service basis. In such an event, Contractor will reimburse Member for such fees, less any deductible or copayment specified in this Contract, and the limitation contained herein with respect to use of a Participating Provider will be of no force or effect.
1. If services or benefits are provided on a fee-for-service basis, they will continue until any affected treatment plan has been completed or until such time as the patient agrees to obtain services from another Participating Provider for the same condition or treatment plan, his or her enrollment is terminated, or enrollment is transferred to another plan offered to Members, whichever comes first.
Certification of Disabled Dependents
1. Contractor will provide input to the SEBB Program regarding the Dependent's nature of the disability and dependence on the Subscriber.  The SEBB Program will determine certification of disability for disabled Dependent status under the health plans covered by this Contract.
1. Contractor will provide their disabled Dependents certification process, which will be incorporated into the Contract as an exhibit.
Office Appointment Standards
Contractor will comply with appointment standards that are no longer than the following:
1. Non-symptomatic office visits will be available from the Member’s PCP or an alternative provider within thirty (30) Calendar Days. A non-symptomatic office visit may include, but is not limited to, well or preventive care such as physical examinations, annual gynecological examinations, or children and adult immunizations.
Non-urgent, symptomatic (e.g., routine care) office visits will be available from the Member’s PCP or an alternative provider within seven (7) Calendar Days. A non-urgent, symptomatic office visit is associated with the presentation of medical signs not requiring immediate attention.
Urgent, symptomatic office visits will be available with twenty-four (24) hours. An urgent, symptomatic visit is associated with the presentation of medical signs that require immediate attention, but are not life threatening.
Emergency medical care shall be available 24/7.
Access to Specialty Care
Contractor will provide availability of necessary covered specialty care for Members available within the Contractor’s Participating Provider Network. If a Member needs specialty care from a specialist who is not available within Contractor’s Participating Provider network, Contractor will provide the necessary services with a qualified specialist outside Contractor’s Participating Provider network without additional expense (except applicable coinsurance or copayment amounts) to the Member or to HCA.
Preventive Care
1. Preventive care services will be provided in accordance with the Patient Protection and Affordable Care Act (PPACA). 
If any federal or state laws regarding preventive care services are repealed, Contractor will continue to cover said preventive care services, unless otherwise directed by the HCA. 
Contractor will provide Members with a description and recommended schedule of preventive care benefits to be used by Contractor. Contractor’s preventive care benefit description and schedule will be submitted to HCA upon request.
Contractor will administer a preventive services program that ensures appropriate wellness and preventive services by providing targeted reminders for Members when data indicates a Member may be due for certain services.
Tobacco Cessation Program (placeholder for negotiations)
Diabetes Prevention Program
Contractor will contract for testing services and for the 16-week course/classes of the Diabetes Prevention Program (DPP) provided to non-Medicare Members age eighteen (18) and older with a CDC approved vendor(s), to be in person or by virtual care. Contractor agrees to provide monthly participation reports.
Prescription Drugs, Insulin, and Diabetic Supplies
The Prescription Drug, Insulin and Diabetic Supplies benefit will be administered as follows:
1. Formulary: Contractor’s Formulary must reflect an evidence-based Formulary that includes all therapeutic classes of drugs and meets or exceeds the recommendations set forth by the Academy of Managed Care Pharmacists. The Formulary or list for Members must be available to Members upon request. Contractor must ensure Members know how to request the Formulary; Contractor will provide the list to the requesting Member within 2 Business Days of receipt.
Administration of copayments: 
a. In no case may a Member’s copayment exceed the price of the drug.
b. If a brand-name drug has an AB-rated generic equivalent available, but Contractor chooses not to include it on its generic list, then a brand-name drug must be substituted at the generic copayment level. In a case where there is more than one AB-rated generic equivalent drug available, Contractor shall include at least one of these generic drugs on the Formulary or Contractor shall make a brand-name drug available at the Formulary generic copayment level.
Fill Restrictions:
a. Contractor may restrict the initial fill quantities of a drug where there is a sound clinical basis, such as for a new prescription with likely dosage, tolerance, or efficacy questions.
b. Contractor may limit newly released drugs and use for newly approved indications (for example, the first year after clinical approval for a specific indication) to specific circumstances and protocols when there is a sound clinical basis. 
c. Contractor may require preauthorization for a drug. Approval criteria must be consistently applied to all Members. 
d. If Contractor imposes any of these restrictions, the restriction must be described clearly in the COCs. 
Drug Formulary Changes
Contractor will give its Members sixty (60) Calendar Days’ notice when they are currently prescribed a drug that will be removed from Formulary status and notify the prescribing physician of the Formulary change. An exception to the notice requirement will be allowed when Contractor continues to cover a drug prescribed for a Member without interruption and under the same conditions, including copayment and limits that existed prior to the removal of the drug from Formulary status.
Opioid Policy (placeholder for Contract negotiations)
Contractor will comply with HCA’s opioid policy; see Exhibit 15 – HCA’s Opioid Policy.
Clinical Management Programs
The following are three Clinical Management programs that Contractor must provide for their SEBB Medical Plan(s). Additional Clinical Management programs will be found in Exhibit 12 - Clinical Management Programs.
1. Complex Case Management (placeholder for Contract negotiations)
1. Chronic Condition Management (placeholder for Contract negotiations)
1. Medical Benefit Drug Management (placeholder for Contract negotiations)
Referrals 
Any written referral by a Participating Provider is considered a Contractor-authorized referral unless the Member (or Member’s legal representative) is given a copy of a statement acknowledging that the referral services will not, or may not, be covered by Contractor, or that the referral must have prior authorization from Contractor to ensure that the services are a covered benefit. Contractor may not deny charges for referral services unless the Contractor, or a Participating Provider, on behalf of Contractor, has first provided the above-referenced statement to the Member or Member’s legal representative.
Prior Authorization Standards
Contractor will comply with RCW 41.05.074. If Contractor imposes different prior authorization standards and criteria for Covered Services of contracted providers of the same licensed profession within the same health plan, Contractor will post which tier an individual provider or group of providers is in by posting this information on Contractor’s website in accordance with RCW 41.05.074. Contractor will ensure this information is accessible to both Enrollees and providers. 
Consumer-Directed Health Plan (CDHP) and Health Savings Account (HSA)
1. Contractor will administer an integrated-IRS qualified CDHP, coupled with a HSA, administered by the Contractor’s HSA Trustee. Contractor agrees to:
a. Brand their IRS qualified HDHP as a CDHP for the SEBB Program.
b. Maintain, in good standing, its trustee contract throughout the term of this Contract.
c. Electronically transmit timely SEBB CDHP enrollment and Member health care claims to HSA Trustee.
d. Use and/or disclose Member protected health information solely to perform the duties and services described in this Contract. All parties will comply with all laws and rules that regulate the use and disclosure of protected health information, including but not limited to HIPAA and applicable state laws.
e. Perform a CDHP enrollment match with HSA Trustee not less frequently than quarterly. It is the responsibility of Contractor to:
i. Contact HSA Trustee to coordinate transmittal of the full file match and reconcile exceptions; and
ii. Reconcile discrepancies from the HSA Trustee data file within ten (10) Business Days and inform HCA’s Information Services team of any unreconciled enrollment discrepancies.
f. Actively monitor the performance and services provided under the terms of the HSA Trustee contract.
g. Ensure HSA Trustee mails the accountholder Forms 5498 and 1099 by the time deadlines required by the IRS. 
h. Provide HCA with a written statement, upon request, signed by HSA Trustee that verifies the they are committed to render the SEBB Program administrative services required under this Contract in accordance with the their Contract with Contractor.

[bookmark: _Toc487036476][bookmark: _Toc495406213][bookmark: _Toc496792444]Group Continuation Plan and Conversion of Coverage
The parties to this Contract understand that a Member is entitled to Continuation Coverage under the terms and conditions set forth in the federal Consolidated Omnibus Budget Reconciliation Act of 1985 (COBRA) and conditions set forth in Washington law governing Continuation Coverage upon expiration of COBRA rights. Contractor will provide that coverage. Contractor also agrees to notify eligible Members of the availability of individual health options prior to their termination of COBRA coverage and Contractor will provide such notice.
[bookmark: _Ref516726775][bookmark: _Toc519577835]Coordination of Benefits (COB)
When a Member is covered under one or more other plans, the benefits of this plan will be coordinated with the benefits payable by such other plans in accordance with the provisions set forth in the COCs and state and federal regulations. COB is allowed under RCW 48.21.200 and chapter 284-51 WAC in group and individual plans. The SEBB Program design does not include individual plans, as defined in Section VI.B., for purposes of COB. SEBB Medical Plans are designed to coordinate benefits between group products only.
[bookmark: _Toc519577836]SEBB Medical Customer Services
Contractor's Member and customer service representatives will be responsible to understand SEBB benefits and eligibility information in order to provide knowledgeable, responsive, high quality customer service to all Enrollees, regardless of their location. Contractor’s center providing such services will be structured to provide a consistently high degree of Member and customer services and timeliness as measured through the applicable performance standards defined in Exhibit 4 – Performance Guarantees (PG) and Medical Loss Ratio (MLR). All of the Contractor's Member and customer service team must be located within the United States. Claims processing must be located and performed within the United States. Contractor’s Member and customer service center must be well-versed in the geographic, cultural, and social aspects of Washington State, Oregon, and Idaho. Contractor will:
1. Beginning on September 1, 2019, and each year thereafter on a day to be determined, provide at least two (2) trained staff for every SEBB Annual Open Enrollment benefits fair (which could be held multiple times in different locations in Washington over the SEBB Annual Open Enrollment period) who can knowledgeably discuss topics including benefits and cost-sharing, network providers, Claim procedures, Member services, and plan informational tools and resources. 
Provide interactive voice response (IVR) for providers to access Members' eligibility and Claims information, and for Members to access self-service customer service options.
Provide a secure on-line portal to allow providers and Member’s access to eligibility and Claims information.
Provide language translation services and TTY/TDD services, or other available modes of communication, to accommodate visually and hearing impaired Members in accordance with Washington State and federal law.
Provide a backup customer service center when local customer service is disrupted.
Provide customer service coordination with the Plans' eligibility and enrollment, with the other HCA vendors, as directed by HCA. 
Collect Member feedback and respond appropriately by the end of the next Business Day after receipt.  Provide Member feedback to HCA, as requested.
Establish and maintain a process and system for monitoring call quality and accuracy of information provided. 
Provide a clinical case manager or reviewer as the first point of contact for clinical programs.
Provide customer service via telephone and live online chats (Monday through Friday, 8 a.m. to 8 p.m. Pacific Time and Saturday 8 a.m. to 4:30 p.m. Pacific Time), email, and mail.
[bookmark: _Toc519577837]Online Services
1. Contractor will collaborate with HCA to develop and host a SEBB-specific microsite for their Contracted SEBB Medical Plans. HCA will provide needed information, such as HCA logos. The design and content of the Contractor's microsite will be subject to HCA's review and approval. The Contractor will provide HCA thirty (30) Calendar Days' notice of any material proposed changes (including HCA's review and approval) to the content or functionality of the microsite. Contractor will do the following:
1. Provide ongoing maintenance of the microsite as funded by the Contractor's Monthly Premiums.
Except for scheduled downtime not exceeding three (3) hours per month, provide access to the Contractor's microsite 24/7, with continuity as provided in Section 5.1(F), Emergency Response Account Management.
Ensure information on the microsite is kept up-to-date, accurate, and complies with the ADA and other associated regulations, such as HIPAA.
Respond to all Member emails by the end of the next Business Day after receipt.
For testing and acceptance, see Exhibit 6 – Implementation Plan.
Capture and maintain all Member communications within a searchable data warehouse.
Allow for mobile/tablet access as well as desktop use.
1. [bookmark: _Toc251581905][bookmark: _Toc259458688][bookmark: _Toc398628897][bookmark: _Toc402266613][bookmark: _Toc264972903]Microsite Security Standards. The online services must at all times meet or exceed the following state of Washington Information Technology Standards attached as Exhibit 5 – OCIO Policies, or their replacements or successors:
1. Security;
1. Accessibility Guidelines; and  
1. Public Records Privacy Protection Policy.
1. [bookmark: _Toc251581906][bookmark: _Toc259458689][bookmark: _Toc398628898][bookmark: _Toc402266614][bookmark: _Toc264972904]Non-Secure Access. On any webpage of the Contractor's microsite that is available to the public and does not require specific sign in, Contractor will provide the following:
1. [bookmark: _Toc251581907][bookmark: _Toc259458690][bookmark: _Toc398628899][bookmark: _Toc402266615][bookmark: _Toc264972905]Identification of the SEBB Plans and statement relationship between HCA and Contractor.
1. Searchable up-to-date provider directory with the provider’s location that is searchable by zip code. This tool will support the goals and objectives of HCA while providing Members the support they need to effectively optimize their utilization of their Plan.
1. In-network provider ratings displayed at the provider and facility levels to identify high-value, high-performing providers, using the WHA Community Checkup where available. Ratings should take into account multiple performance and outcome measures resulting from authenticated member experiences. 
1. Benefit information, to include COCs, Summaries of Benefits and Coverage, and other general benefit information.
1. Links to other Washington State or HCA vendor websites, as requested by HCA, including links to the following websites and any other Washington State or HCA vendor as requested:
a. Bree Collaborative public website; 
b. Washington Health Foundation Choosing Wisely website.
c. HCA’s main SEBB Program webpage. 
1. Downloadable forms in PDF or Word Format (authorization forms, etc.).
1. Resources for Members, to include, but not limited to:
a. Cost transparency tool for both medical and pharmacy, which considers Member benefit designs relative to copays and cost sharing.
b. Coverage exceptions and service limits.
c. Cost and outcome comparisons of alternative treatments linked to shared decision-making tools.
d. Pharmacy benefits.
e. Provider quality information.
f. Informed decision-making tools and education, including: 
i. HCA certified shared decision making tools; and
ii. For procedures where no HCA certified Patient Decision Aids exist, patient decision support aids for common decisions regarding surgeries, medical tests, medicines, and other health issues that guide Members through understanding their choices, comparing risks versus benefits, expressing their preferences, and making a decision that’s right for them. Aids should include a summary including key questions they can review with their doctor. This covers over 100 decisions regarding surgeries, medical tests, medicines, and other health issues.
g. HCA-certified Shared Decision Making tools.
h. A list of services requiring preauthorization and related standards, coverage criteria, or other information, to be updated monthly in accordance with RCW 41.05.0740.
i. List of Contractor's or vendor's discounts available to Members.
j. 24/7 nurse line.
1. [bookmark: _Toc398628900][bookmark: _Toc402266616]Secure Access. On any webpage of the Contractor's microsite that requires secure sign-in and provides PHI, such as services a Member has received, Contractor will provide the following:
1. Sign-in security approach that meets the OCIO security standards (see, Exhibit 5 – OCIO Policies) and in coordination with other vendors that provide Member online services to ensure a single sign-on across sites.
1. Personal and Dependent Claims history that complies with HIPAA privacy requirements (e.g., some Claim information or Dependents may need to be masked on the basis of diagnosis or age), accumulator status, deductible status, and out-of-pocket maximum status.
1. Masking all sensitive Claims individually or suppressing entire Dependent records from view for sensitive Claims.
1. Cost calculator to search medical costs by treatment code and diagnostic procedure, including office visits, inpatient and outpatient (including provider and facility costs), with filter capability by provider, facility, keyword or category, provider demographics, patient safety scores, clinical quality, measures for hospitals, experience match scores for providers and professionals, and patient satisfaction ratings where available. The cost calculator will include pharmacy benefits.
48. Contractor will train customer service staff on assisting Members in the use of the cost calculator. Training will include the source(s) of data used by the calculator, the services reported by the calculator, and the most common scenarios when customer service staff are expected to assist Members with the calculator.
1. Secure email to and from customer services with next Business Day response.
1. Secure messaging for Members to communicate with their providers.
[bookmark: _Toc519577838]Member Communications and Marketing
1. Contractor, and its Subcontractors, will not engage in any marketing activity related to this Contract without prior written approval of HCA.
1. Contractor, and its Subcontractors, will not use the names, or any references to, or identifying marks of SEBB, HCA, or the state of Washington on any materials produced or issued by Contractor without the prior written consent of HCA. This includes, but is not limited to marketing, advertising, web text, or other direct communications to Members, terminated Members, or potential Members.
1. Contractor will dual brand, between HCA and Contractor, communications pertaining to the Contractor's SEBB Medical Plan(s), with the HCA logo and Plan name the same size as Contractor's name and logo, unless otherwise agreed to by HCA. No Plan communications will be branded as being solely from the Contractor except with advance written approval of HCA. 
Contractor, and its Subcontractors, will not to represent itself as endorsed, supported by, or affiliated with the state of Washington.
Contractor, and its Subcontractors, will collaborate with HCA to the fullest extent possible to develop and distribute written and web communications concerning matters relating to the scope of this Contract, including but not limited to the Contractor's SEBB Medical Plan(s) and HSA.
At the beginning of each Plan Year, Contractor will provide HCA a single point of contact regarding the services outlined in this section 5.7, Member Communications and Marketing.
Contractor will comply with the document control policies and procedures that are established by HCA. 
All communications will be readable and clear, ADA-compliant, and in full compliance with Section 1557 of the Affordable Care Act (including the availability of language translation services, and translated materials to be provided upon Member request within seven (7) Calendar Days).
Contractor will write, design, print, and distribute the SEBB Annual Open Enrollment materials (both physical and electronic copies) listed below. All SEBB Annual Open Enrollment and new Plan Year communications must be approved by HCA thirty (30) Calendar Days prior to the start of the SEBB Annual Open Enrollment.
1. Benefits summary comparison documents;
1. CDHP materials;
1. Disclosure items required by the Washington State Health Care Patient Bill of Rights described in RCW 41.05.017;
1. Informational materials, including changes to the Plan(s) for the upcoming Plan Year;
1. Microsite promotional page;
1. Postcards used to request a hard copy of the COC;
1. Provider directories (print copies to be available for reference at annual benefit fairs and to Members upon request); and
1. Summary of Benefits and Coverage documents.
For each Plan, write, design, print, and distribute a hard copy welcome packet and identification cards for new and renewing Members no later than (1) December 20 of each year if Contractor receives the full membership eligibility file by December 10, and (2) within thirty (30) Calendar Days for the enrollment of a new Member if Contractor receives the updated membership eligibility file within five (5) Business Days of the Member's start date. If Contractor does not receive the full membership eligibility file by December 10 of each year, then Contractor is obligated to mail the welcome packet and identification cards within seven (7) Calendar Days of receiving such file. 
Contractor, and its Subcontractors, will submit any materials or web text intended primarily for Members or prospective Members as part of a mass distribution for enrollment in SEBB coverage to HCA for review and prior approval. In addition, Contactor will submit to HCA a courtesy copy of all other materials sent to Members or prospective Members as part of a mass distribution. This subsection does not refer to such items as provider directories and plan-wide newsletters, as long as they do not contain information on eligibility, enrollment, benefits, and rates, which HCA must review.
Contractor, and its Subcontractors, will not advertise or distribute any information to Members, terminated Members, prospective Members, or providers that contains false or misleading information. Violation of this subsection is subject to the rights and remedies defined in this Contract. Contractor further agrees that if erroneous or misleading information is sent to a Member or Subcontractors (including contracted providers) regarding any matter related to this Contract, HCA may require Contractor to mail a correction or clarification to correctly inform the recipients of such written materials, at Contractor’s expense. 
Nothing in this Section will be construed to prohibit Contractor from acknowledging that it has entered into this Contract with HCA.
[bookmark: _Toc519577839]Claims Services
Claims processing must be located and performed within the United States. Contractor will:
1. Administer the Plan benefits as outlined in the most current COCs, as described in this Contract. HCA will approve all COCs for all SEBB Medical Plans every calendar year.
Adjudicate all Claims in accordance with Plan benefits and Service Area/non-Service Areas in the applicable COC. 
[bookmark: _Ref504489082]Demonstrate strategic initiatives within the Contractor's SEBB Medical Plans that offer similar or better results to HCA's strategic initiatives and demonstration projects, such as Accountable Care Networks (ACNs), Centers of Excellence (COE) contracting, bundled payment, and tiered hospital networks. If the Contractor does not have any strategic initiatives, Contractor will support HCA's strategic initiatives in partnership with HCA based on an agreed to strategic plan, and in a manner that does not disrupt the Contractor's Book-of-Business.
Provide fraud, waste, and abuse (collectively called program integrity) awareness, detection, and recovery services.
Recover any payments the Contractor determines have been made erroneously. 
Provide a structured, dedicated, and adequately staffed Claims office that delivers a consistently high degree of Claims payment accuracy and timeliness as measured by the Performance Guarantees.
Provide services for Claim adjudication, Appeals and Complaints management, reports and customer service for all Claims for dates-of-service during the Term. 
Resolve issues with Claims requiring additional information for proper adjudication, including:
1. Authorization;
1. Coordination of Benefits;
1. Member eligibility;
1. Referral;
1. Third-party liability; and
1. Workers’ Compensation information.
Include all Claims and provider networks in one resource enabling Members to receive EOBs, access Claims information (electronic and paper based), and search for providers.
For any new Value Based Payment arrangement, new alternative payment model, or change to an existing arrangement or model, co-develop, implement, and administer such arrangements or models as requested by HCA. 
Perform other Claims-related functions necessary to provide a complete administration of Claims service.
Provide internal audit, training, and performance management programs to ensure consistency and accuracy of Claims processing, coverage decisions, customer service, and administrative performance.
Provide a credit balance recovery service and provide HCA quarterly reports thereof.
Make benefit revisions, and update the Claims system to pay accordingly, on sixty (60) Calendar Days’ advance notice from HCA.
Collect information from Members via mail, or other methods approved by HCA, at least annually (at the same time after Annual Open Enrollment that “Welcome Packets” are mailed by Contractor) about other health insurance coverage the Member has for administration of Coordination of Benefits.
Track and resolve incomplete or pending Claims using an automated process and within designated timeframes.
Provide a fully operational Claims payment service by January 1, 2020 that includes the ability to accurately auto-adjudicate 85% of all non-Medicare Claims.
Provide corrective action plan(s) for resolution of Claims adjudication issues, including administration in accordance with Plan benefits, Member eligibility, referral, authorization, Coordination of Benefits, third-party liability, subrogation, fraud, overpayments, or workers’ compensation information, within fifteen (15) Calendar Days of being notified of any such issue. 
Use only licensed clinicians when the need for consultation arises during any part of the Claims administration process. These licensed clinicians may be geographically located throughout the United States.
[bookmark: _Toc519577840]Service Area
1. Contractor's agreed to Service Area(s) can be found in Exhibit 7– Provider Adequacy and Service Areas.
Contractor agrees that it will not withdraw from any Service Area where Members are enrolled during the term of this Contract without prior HCA approval. If Contractor experiences provider network disruptions or other similar circumstances that make it necessary for Members to change plans or providers, Contractor agrees to provide sixty (60) Calendar Days advance notice in writing to HCA and cooperate with HCA and other contracted SEBB Medical Plans in planning for the orderly transfer of Members as necessary.
Contractor agrees to comply with Engrossed Substitute House Bill (ESHB) 2408  (Laws of 2018, Ch. 219) beginning January 1, 2020, including the associated Medical Loss Ratio percentage point in Exhibit 4 – Performance Guarantees (PG) and Medical Loss Ratio (MLR).
Contractor agrees to reimburse HCA for any costs incurred by HCA as a result of Contractor’s withdrawal from a Service Area (not including a withdraw from the Washington Health Benefit Exchange as outlined in Exhibit 4 – Performance Guarantees (PG) and Medical Loss Ratio (MLR) or the withdrawal of a material Subcontractor from the Service Area. HCA may reduce each subsequent payment of Contractor’s Monthly Premium until such costs are fully recovered. This will be in addition to any other provision of this Contract.
Contractor agrees that if the U.S. Postal Service alters the zip codes within Contractor’s Service Area, HCA will re-determine the boundaries of the Service Area by written amendment to this Contract.
[bookmark: _Toc519577841]Participating Providers
1. [bookmark: _Toc365444982][bookmark: _Toc495406108][bookmark: _Toc496792359]Credentialing
Contractor will have in place credentialing requirements for its Participating Providers at least equal to those required by the National Committee on Quality Assurance (NCQA). Further, Contractor will have an ongoing review process to ensure that its Participating Providers remain in compliance with the representations and warranties set forth in this Contract. A copy of these requirements will be submitted to HCA immediately upon request.
[bookmark: _Toc365444987][bookmark: _Toc495406113][bookmark: _Toc496792364]Physician/Hospital and Staff Turnover
Contractor will maintain records of the turnover of its Participating Providers, health care professional staff and customer service staff. Contractor routinely monitors this turnover to ensure that it does not disrupt the delivery of quality care and customer service.
[bookmark: _Toc365444988][bookmark: _Toc495406114][bookmark: _Toc496792365]Provider Licenses
All of Contractor’s Participating Providers will be duly licensed or certified, as required by the laws of Washington State. Contractor will routinely monitor its Participating Providers’ licenses to ensure they are current. Contractor’s Participating Providers must not have any Department of Health (DOH), Medical Board of Washington, or National Practitioner Data Bank licensing restrictions.
Provider Insurance:
Contractor will ensure its Participating Physicians are insured for malpractice, either independently or through Contractor, in a dollar amount sufficient for their practice and as may be required by law or accrediting entities. Contractor’s Participating Providers will also have other liability insurance in a dollar amount appropriate for their business practice.
[bookmark: _Toc495406126][bookmark: _Toc496792377]Notice Regarding Participating Provider Network Changes
1. Contractor will notify HCA of any pending material change in the composition of its Participating Provider network, or its Participating Provider network contracts, at least sixty (60) Calendar Days prior to the implementation of such change or as soon as reasonably possible upon learning of a material change.
If a PCP’s contract is terminated, or employment ends without cause, Contractor will notify his or her Member-patients in writing that he or she will no longer be a contracting provider at least sixty (60) Calendar Days prior to the contract termination or immediately upon Contractor’s knowledge of the termination if knowledge is acquired in less than sixty (60) Calendar Days. 
[bookmark: _Toc519577842]Quality Assurance
1. Contractor will have in place a quality assurance program that, at a minimum, meets the following requirements:
1. Satisfies all applicable quality assurance requirements set forth by state and federal regulations; 
Includes a review process to ensure that standards of care are in place for the delivery of health services;
Reaches out to Members to ensure appropriate detection of disease, optimal management of illness or injury, and preventive services are available and effectively delivered; 
Supports efforts of Participating Providers to improve quality, service, safety, and effectiveness of care; and
Includes meaningful clinical initiatives and robust interventions relative to the Contractor’s population with specific measurable objectives. 
Contractor will require participating hospitals, ambulatory care surgery centers, and office-based surgery sites to endorse and adopt procedures for verifying the correct patient, the correct procedure, and the correct surgical site that meet or exceed those set forth in the Universal Protocol™ developed by the Joint Commission.
Contractor will use data provided by HCA, DOH, OIC, any quality accrediting body, clinical utilization and Member Complaint and satisfaction surveys, and its own data, to identify and correct problems and to improve care and service to Members.
[bookmark: _Ref516671460][bookmark: _Toc519577843]Data Reporting Requirements
1. [bookmark: _Toc365444990][bookmark: _Toc495406116][bookmark: _Toc496792367][bookmark: _Toc365445007][bookmark: _Toc495406134][bookmark: _Toc496792385]Reporting Accuracy
1. All reports, documents, instruments, papers, data, information, and forms of evidence delivered to HCA with respect to this Contract must be accurate, correct, and complete in all material respects insofar as completeness may be necessary to give HCA true and accurate knowledge of the subject matter thereof, and do not contain any material misrepresentations or omissions.
1. Contractor will accept, store, process, and validate data from various sources (e.g., Claims, clinical data from EHRs, and other HCA vendors) in order to coordinate and integrate data sets across these sources.
1. Contractor will coordinate (a) Claims data with other HCA vendors at the Member level, (b) Member communication, (c) behavioral health outreach, (d) wellness programs and benefits, (e) and other HCA programs. HCA data vendors may include, but are not limited to, the outsourced wellness program, etc.
1. Contractor must require Participating Provider use of certified Electronic Health Record (EHR) systems as defined by the Office of the National Coordinator. Additionally, among providers that have a certified EHR system, or establish a certified EHR system, Contractor must require Participating Providers to agree to contribute clinical data from its EHR system to the state Health Information Exchange hosted by OneHealthPort. Use innovative, state-of-the-art risk adjustment approaches in data work.
1. All information sharing will be in full compliance with HIPAA and other applicable privacy laws and regulations, with information and reporting structured to meet the needs of Members, providers, HCA, the community, and other identified stakeholders.
Performance Standards Reports
1. Contractor will comply with the reporting requirements set forth in Exhibit 4 – Performance Guarantees (PG) and Medical Loss Ratio (MLR). If a due date falls on a non-business day, the due date will be the next Business Day. Unless instructed otherwise, reports will be submitted directly to HCA’s notification address on the signature page.
1. Increases or decreases in Contractor’s SEBB enrollment will not be considered a reason for non-compliance with these standards. Contractor agrees to maintain adequate records, satisfactory to HCA, documenting compliance with these standards and make such records available to HCA auditors upon request.
[bookmark: _Toc495406135][bookmark: _Toc496792386]Quality and Outcomes Data
1. Contractor will provide SEBB-specific HEDIS® measures and HEDIS®-like measures calculated using hybrid methodology as instructed by the accreditation body and the HCA, in all required measures no later than June 30 of each year. See Exhibit 8 - SEBB Clinical Performance Measures.
1. Contractor will provide other quality and outcomes data using mutually agreed upon specifications, format, and schedule.
1. Contractor will provide HCA with the results of its NCQA accreditation review and maintain accreditation over the term of this Contract.
[bookmark: _Toc365445009][bookmark: _Toc495406136][bookmark: _Toc496792387]Consumer Assessment of Health Plans Survey (CAHPS™) 
Contractor will submit a copy of their Adult CAHPS™ report or a survey and survey report determined by the HCA. HCA will determine whether the survey will be conducted on SEBB-specific or Book-of-Business members. The report will be received from the Contractor’s vendor no later than August 30 of each year.
Data Share Agreement (DSA)
HCA and Contractor will maintain a current DSA (Exhibit 14 – Data Share Agreement). This agreement outlines the ways in which data will be shared and used by HCA and Contractor. 
[bookmark: _Toc495406138][bookmark: _Toc496792389]HCA Secure Data Warehouse
Contractor will allow the third party actuary designated by HCA to pass Claims level data received from Contractor to HCA, subject to the DSA executed under section 5.12.E above.
[bookmark: _Toc495406139][bookmark: _Toc496792390]Data Requests
1. Contractor will respond to HCA data requests, including Claims data, within timeframes and in formats specified by HCA, subject to the DSA executed under section 5.12.E above.
Contractor will provide both standard and ad hoc customized reports to HCA on Plan quality, cost, and utilization performance, VBP arrangement(s), Member reported outcomes, provider performance, and population health measures.
Provide appropriate data and routine, standardized reporting on provider performance regarding various clinical and quality metrics, including Patient Reported Outcomes, patient experience and population health. This reporting must be understandable and accessible to providers and provider groups.
Provide data and/or analytical support as specified by HCA from community transparency initiatives and the system for measuring HCA's progress on core processes and key outcomes, called “Results HCA.”
[bookmark: _Toc495406140][bookmark: _Toc496792391]Hepatitis C Medication Reporting
Contractor will provide a monthly report on the utilization and costs associated with Hepatitis C medications using mutually agreed upon specifications, format, and schedule.
[bookmark: _Toc487028011][bookmark: _Toc487032055][bookmark: _Toc487036394][bookmark: _Toc495406141][bookmark: _Toc496792392]Complaints and Appeals Report 
1. In support of RCW 41.05.630, Contractor will submit an annual summary of its SEBB Complaints and Appeals data to HCA using the Complaint Categories reflected in section 5.7.9.3 or as defined by the National Committee for Quality Assurance. Reports are due by July 31 of each year. Complaints and Appeals processed between January 1, 2020 and June 30, 2020 will be reported on July 31, 2020. For each subsequent year, reports will report on Complaints and Appeals processed during the fiscal year (July 1 - June 30).
The Appeals and Complaints report will include the Appeals and Complaints for each of the following categories:
a. Availability of a health care service;
b. Customer services;
c. Quality of a health care services;
d. Total number of Appeals and Complaints; 
e. Number of initial decisions overturned on Appeal; and
f. Actions taken as a result of analysis of Appeals and Complaint data and CAHPS survey results. 
[bookmark: _Toc495406142][bookmark: _Toc496792393]Service Delivery Model Comparison Reporting
Contractor will collaborate with HCA to design and implement a process that results in regular reporting on utilization, Claims costs, and selected quality measures for staff model services delivery versus contracted staff services delivery by the end of the Contract period.
[bookmark: _Toc495406143][bookmark: _Toc496792394]Statewide Common Measure Set Committee Participation
Contractor will provide SEBB-specific data to the Washington Health Alliance (WHA) using measures and specifications recommended by the Statewide Common Measure Set Committee, and within the necessary data submittal timelines, at no cost to HCA. Contractor will allow WHA to publish results at the carrier, community-level as well as produce private reports for participating purchasers. The list of measures can be found in Exhibit 8 - SEBB Clinical Performance Measures.
[bookmark: _Toc495406144][bookmark: _Toc496792395]All Payer Claims Database (APCD) Participation
Per RCW 43.371.030, SEBB Medical Plans will be required to submit Claims data to the APCD to be established and maintained by the lead organization designated by the Office of Financial Management (OFM). The Contractor will adhere to the start time, frequency and format of SEBB Medical Plan reporting as established by the OFM director. In addition to submitting required claims data to the APCD, Carriers will submit the same claims data feed (including financial data) to the WHA database.
[bookmark: _Toc365445012][bookmark: _Toc495406151][bookmark: _Toc496792397]Paid Claims and Annual Risk Assessment Data
1. Contractor will submit to HCA's designated actuary, non-Medicare paid Claims encounter and eligibility data electronically on a monthly basis reflecting the data elements listed in Exhibit 9 – Paid Claims and Risk Assessment Data. Claims paid through the calendar year will be used for the risk adjustment of rates during the annual procurement process. Specifically:
a. The most granular service lines for each Claim or encounter must be provided. Data must not be rolled up into aggregate stays or visits.
b. Data files will meet risk assessment data specifications as outlined in Exhibit 9 – Paid Claims and Risk Assessment Data. Risk assessment data will not be submitted quarterly, since it will be provided monthly.
c. Paid Claims data will be provided via monthly data files by the last Calendar Day of the month following the report month. (For example, January data will be due February 28th and February data will be due March 31st). 
i. Contractor will be permitted a three (3) Business Day grace period for up to four files per year, resulting in those file being due on the third (3rd) Calendar Day of the second month following the report month, or the next Business Day if the third (3rd) Calendar Day falls on a weekend or holiday. (For example, January data would be due by March 3rd or the next Business Day using the grace period).
ii. Contractor will also be permitted to send data up to one month late for up to two files per year in non-consecutive months, with notice of delays provided on or before the original due date. (For example, January data would be provided by March 31st).
d. Data will be submitted via file format and method agreed upon by HCA and the Contractor, including but not limited to DVD, USB Drive, FTP site, or other electronic media that is mutually agreeable.
e. Contractor will transfer data in a secure manner to HCA, which meets OCIO Standards as outlined in Exhibit 5 – OCIO Policies, and HCA’s contracted consultant and must be encrypted in a mutually agreed upon method.
f. The Contractor will provide all identifiers necessary to link providers and Members to HCA identifiers.
g. The data files will be comma separated or tab delimited.
h. The Contractor will supply control totals with the files that include the total number of records, the total number of Members for each month, and the total amount billed for each month. These totals must balance to Contractor financial reports.
Contractor will provide all outstanding data for the current Contract term whether or not this Contract is renewed for any subsequent term.
Failure to provide the annual risk assessment data in accordance with the terms of this Contract will constitute a material Breach of performance. Contractor agrees that HCA would be immediately and irreparably harmed by its failure to provide this data. Upon any such material Breach or threatened Breach, HCA is entitled to specific performance and injunctive relief pursuant to Section 7.32 without bond or other security. Contractor will pay HCA the costs of obtaining such relief, including, without limitation, reasonable legal fees and expenses. Such equitable remedies will not be HCA’s exclusive remedy for Contractor’s failure to meet the risk assessment data reporting obligations. HCA reserves the right, at its sole discretion, to pursue all other remedies available at law or equity.
[bookmark: _Toc519577844]Audits
1. Contractor agrees to provide, upon HCA request, detailed documentation on the SEBB-specific rate development methodology. Contractor will provide justification, documentation, and support used to determine rate changes, including providing adequately supported cost projections.
Separate and apart from the annual SEBB rate setting process, Contractor will, upon request from HCA, share with HCA its non-proprietary information on trends, cost projections, assumptions, and key factors related to cost forecasting.
HCA understands and agrees that Contractor will only be obligated to provide access to such information to the extent that: (1) access to such information is permitted by applicable state and federal law and regulation, including, but not limited to, state and federal law or regulation relating to confidential or private information and, (2) it would not cause Contractor to breach the terms of any contract to which Contractor is a party.
Contractor agrees to provide a business plan upon HCA’s request addressing all of its key business operations and provide a general overview of cost control initiatives.
[bookmark: _Toc519577845]Financial Reporting and Public Regulatory Studies
1. All financial information delivered to HCA, including without limit, information relating to Contractor, its parent corporation, its affiliates and subsidiaries, its partners or joint venturers, or any guarantor fairly and accurately represents such financial condition and has been prepared in accordance with Statutory Accounting Principles, unless otherwise noted in such information.
Contractor will submit to HCA a copy of any “early warning reports” which it files with the Office of Insurance Commissioner (OIC). These reports will be submitted to HCA concurrent with the filing with the OIC. 
Contractor will promptly notify HCA if the OIC requires enhanced reporting requirements within fourteen (14) Calendar Days after Contractor’s notification by the OIC. Contractor agrees that HCA may, at any time, access any financial reports submitted to the OIC in accordance with any enhanced reporting requirements and consult with OIC staff concerning information contained therein.
Contractor will notify HCA within twenty-four (24) hours after any action by the OIC that may affect the relationship of the parties under this Contract.
Contractor will submit to HCA immediately upon request, a copy of any financial audit report, Office of Insurance Commissioner market conduct report or special report, and of any public quality of care study or access study (including any supporting documentation submitted by the Contractor) prepared by a federal or state regulatory agency or by an accrediting body (Joint Commission, National Committee on Quality Assurance (NCAQ), or Utilization Review Accreditation Commission). 
Contractor will allow a representative designated by HCA to accompany any accreditation review team during the site visit in an official observer status. Contractor must provide HCA with at least ten (10) Business Days prior notice of any scheduled accreditation review in order that HCA might observe the review. The representative designated by HCA will share information with HCA, DOH, or DSHS, as needed, to reduce duplicated work for both Contractor and the state. 
[bookmark: _Toc519577846]Appeals and Complaints Process
1. Contractor will establish and maintain an Appeals and Complaints process that complies with the state and federal regulations and NCQA accreditation requirements. If there is a conflict between state and/or federal regulations and NCQA standards, state and/or federal regulations take precedence.
For Appeals and Complaints involving the delay, denial, or modification of health care services, Contractor’s written responses to Members shall describe the criteria used and the clinical reasons for its decision, including criteria and clinical reasons related to medical necessity. If Contractor provides a decision that delays, denies, or modifies health care services because it is not a covered benefit under this Contract, the decision will clearly specify the provisions in the COC that exclude that coverage.
[bookmark: _Toc519577847]Utilization Management
1. Contractor will have a Utilization Management process, which includes prior authorization and concurrent review. 
1. Contractor will provide HCA with a current list of its current programs for UM. Contractor will also provide HCA with a detailed description of their UM process.
Contractor will have an Appeal process that allows providers to challenge Utilization Management decisions made by Contractor that they believe will not serve the best interests of their patients. Contractor agrees that the Appeal process will assure that the process of review will be neither arbitrary nor capricious, but fair and prompt, and comply with applicable state and federal laws, regulations, and NCQA Utilization Management standards. Contractor agrees that Utilization Management will not operate to prevent the delivery of emergency medical treatment.
[bookmark: _Toc519577848]Transitions and Continuation of Care
Beginning January 1, 2020, Contractor will provide transitions and continuation of care to all Members requiring the services. Contractor will work closely with HCA, previous health plan carriers, and school organizations to ensure a seamless and safe transition and continuation of care. 
1. Transitions of Care:
Contractor will be required to work with a Member’s previous health plan carrier when transitioning the Member from their previous carrier’s coverage to the Contractor’s coverage. This includes, but is not limited to the following:
1. Covering out-of-network facilities as in network if the Member cannot be transferred prior to discharge to any of the Contractor’s in-network facilities; and
1. Honoring medical prior authorizations approved by the Member’s previous health plan carrier until the Contractor’s prior authorization process is ready, so long as the approved service(s) or treatment plan falls between January 1, 2020 and March 31, 2020. 
1. Having a transition plan in place for handling pharmacy prior authorizations.
Contractor will provide adequate staff to handle all chronic, complex, high needs, and behavioral health condition transitions, including Contractor’s medically trained case managers.
Contractor will provide Policy/Procedure to HCA on Transitions and Continuation of Care.
1. Continuation of Care:
Contractor will ensure continuity of care, as outlined in this Section, for new Members in an active course of treatment, active hospitalization, and chronic, complex, and acute medical conditions. The Contractor will ensure that all medically necessary care for Members is not interrupted and that transitions from one setting or level of care to another are promoted.
1. If possible and reasonable, the Contractor shall preserve Member-provider relationships through transitions;
1. The Contractor will notify new Members with chronic conditions of the impact of changes in:
a. Co-pays or deductibles;
b. Provider, clinic, and hospital status (preferred, participating, out-of-network) and change in provider; 
c. Status impact on the Member’s out of pocket expenses; and
d. Any other change involving a financial impact to the Member, within ninety (90) Calendar Days of enrollment.
Unless otherwise required in this Contract, Contractor will provide coverage of previously prescribed medications for the first 120 days of a new member’s enrollment without requiring prior authorization or trial and failure of a preferred medication. The Contractor shall have a documented plan that includes communication to members and providers when the transition period will end, when and whether prior authorization or trial and failure of a preferred drug may be required, and how to request authorization for continued coverage of the prescribed medication.
[bookmark: _Toc519577849]Statutory or Regulatory Impacts to Health Plan Benefits, Rates, or Terms
Contractor will notify HCA in writing as soon as possible, but no later than thirty (30) Business Days after Contractor becomes aware of any changes in state law or regulation that may require a change to health plan benefits, rates, or other terms under this Contract. For federal law or regulation changes, Contractor will notify HCA in writing as soon as possible, but no later than forty-five (45) Business Days after it becomes aware of any changes that may require a change to health plan benefits, rates, or other terms under this Contract. The scope of this notification is limited to the large group, fully insured commercial market. Contractor will notify HCA of the topic and source of change, and the date of the statute or regulation was finalized and its effective date. The sources of changes will include applicable statutes or regulations. For federal statutes or regulations, Contractor agrees to collaborate with HCA on making any necessary changes to this Contract.
[bookmark: _Toc519577850]Fraud and Abuse Detection and Prevention Program
Contractor will provide HCA with a description of its current, or planned, fraud and abuse detection and prevention program upon request.  
[bookmark: _Toc519577851]Disaster Recovery Plan
Contractor will maintain a disaster recovery plan as it relates to SEBB and its enrolled Members. Upon request, and at HCA’s discretion, Contractor will allow HCA to access and review the entire disaster and recovery plan or provide a summary of the plan to include:
1. A general description of Contractor’s disaster recovery plan.
1. Specific details relating how Contractor will safeguard Member enrollment records and deal with Members who present to emergency rooms and other providers without their Contractor identification card during and after a disaster.
1. Contractor’s plan and timeline for reestablishing communication with HCA staff after a disaster, including primary and backup contacts and contact information.
1. Contractor’s plan and timeline for resuming data submissions, as required in this Contract, following a major disaster.
1. A message for Members relating what they should do if they are in a disaster area and need health care services.
[bookmark: _Toc519577852]Obligations Upon Termination or Non-Renewal
1. [bookmark: _Toc487026790][bookmark: _Toc487028082][bookmark: _Toc487032126][bookmark: _Toc487036466][bookmark: _Toc489446847][bookmark: _Toc489448207][bookmark: _Toc489449034][bookmark: _Toc491101670][bookmark: _Toc495406203]In the event of termination or non-renewal of this Contract, Contractor will be responsible for administrative services associated with Covered Services under this Contract, including incurred Claims, runout Claims, and Member Appeals in compliance with OIC’s regulations. Contract termination will not extinguish or prejudice HCA’s right to remedies for any default by Contractor that has not been cured.
1. [bookmark: _Toc487026791][bookmark: _Toc487028083][bookmark: _Toc487032127][bookmark: _Toc487036467][bookmark: _Toc489446848][bookmark: _Toc489448208][bookmark: _Toc489449035][bookmark: _Toc491101671][bookmark: _Toc495406204]From and after the effective date of termination or expiration of this Contract, Contractor will not be entitled to compensation for further services hereunder. If directed by HCA, not later than thirty (30) Calendar Days following such termination or non-renewal, Contractor will deliver to HCA a full accounting of the status of SEBB Medical Plan Claims or other payments and all property and documents of HCA then in the custody of Contractor. Contractor will have the right to demand the return of its property and documents from HCA during this same period.
1. [bookmark: _Toc487026792][bookmark: _Toc487028084][bookmark: _Toc487032128][bookmark: _Toc487036468][bookmark: _Toc489446849][bookmark: _Toc489448209][bookmark: _Toc489449036][bookmark: _Toc491101672][bookmark: _Toc495406205]The termination or non-renewal of this Contract will not relieve Contractor of liability under the indemnification provisions of this Contract.
1. [bookmark: _Toc487026793][bookmark: _Toc487028085][bookmark: _Toc487032129][bookmark: _Toc487036469][bookmark: _Toc489446850][bookmark: _Toc489448210][bookmark: _Toc489449037][bookmark: _Toc491101673][bookmark: _Toc495406206]Reporting requirements set forth in section 5.12, Data Reporting Requirements, survive termination of this Contract or its expiration. Contractor will reimburse HCA the reasonable cost of obtaining Contractor’s data in the event Contractor does not provide data in accordance with the terms of this Contract.
1. [bookmark: _Toc487026794][bookmark: _Toc487028086][bookmark: _Toc487032130][bookmark: _Toc487036470][bookmark: _Toc489446851][bookmark: _Toc489448211][bookmark: _Toc489449038][bookmark: _Toc491101674][bookmark: _Toc495406207]Should Contractor merge, be acquired by, whether or not that plan is under contract with HCA at the time of the merger, or acquisition, Contractor agrees to provide the annual risk assessment data for the term of this Contract, as well as any other data for any report year for which data is outstanding on the date of the merger, or acquisition. In addition, HCA reserves the right to modify or clarify the data request at that time.
1. [bookmark: _Toc487026797][bookmark: _Toc487028089][bookmark: _Toc487032133][bookmark: _Toc487036473][bookmark: _Toc489446854][bookmark: _Toc489448214][bookmark: _Toc489449041][bookmark: _Toc491101677][bookmark: _Toc495406210]Upon the termination or non-renewal of this Contract, Contractor will cooperate fully with HCA in order to effect an orderly transition of Members to another health care plan. This cooperation will include attending such post-termination meetings as will be reasonably requested by HCA, providing requested information to HCA or succeeding carrier, in compliance with applicable federal and state law and regulations, and communicating with affected Subscribers as requested by HCA.
1. Transition information will be provided by Contractor within the timeframes agreed upon by HCA and Contractor, and in the form and manner specified by HCA, and may include, but is not limited to, the following:
1. [bookmark: _Toc487026798][bookmark: _Toc487028090][bookmark: _Toc487032134][bookmark: _Toc487036474][bookmark: _Toc489446855][bookmark: _Toc489448215][bookmark: _Toc489449042][bookmark: _Toc491101678][bookmark: _Toc495406211]Data regarding Contractor’s Participating Providers covered by this Contract.
[bookmark: _Toc487026799][bookmark: _Toc487028091][bookmark: _Toc487032135][bookmark: _Toc487036475][bookmark: _Toc489446856][bookmark: _Toc489448216][bookmark: _Toc489449043][bookmark: _Toc491101679][bookmark: _Toc495406212]Specific Member information necessary to assure continuity of care after the expiration date or effective date of termination of this Contract, to the extent permitted by applicable federal and state law and regulation.
[bookmark: _Toc519577853]Administrative Simplification
1. To maximize understanding, communication, and administrative economy among all SEBB contractors, subcontractors, governmental entities, and Members, Contractor will use and follow the most recent updated versions of:
1. Current Procedural Terminology (CPT);
International Classification of Diseases (ICD);
Healthcare Common Procedure Coding System (HCPCS);
CMS Relative Value Units (RVUs); and
CMS billing instructions and rules
In lieu of the most recent versions, Contractor may request an exception. Such request must be in writing and will include Contractor’s reasons for requesting the exception. HCA’s consent thereto will not be unreasonably withheld.
Contractor may set its own conversion factor(s), including special code-specific or group-specific conversion factors, as it deems appropriate.
[bookmark: _Toc519577854]Electronic Commerce
HCA and Contractor have mutually agreed to conduct business transactions using electronic commerce. Contractor will comply with the applicable requirements of Title II, Subtitle F of the Health Insurance Portability and Accountability Act of 1996 and the final regulations issued pursuant thereto by the U.S Department of Health and Human Services (DHHS) no later than the timeframes required by HIPAA. Contractor will require contracting providers of medical, pharmaceutical, and ancillary services to also comply with the requirements of HIPAA.
[bookmark: _Toc410209861][bookmark: _Toc519577855]STRATEGIC PARTNERING ON HEALTH TRANSFORMATION
[bookmark: _Toc251581943][bookmark: _Toc259458727][bookmark: _Toc398628955]Contractor will support and actively engage in activities that assist HCA to achieve its purchasing goal of ninety percent (90%) of state purchased health care payments, for the State Medicaid program and the SEBB and PEBB programs, that will be linked to quality and value of care by 2021. This is defined by the CMS LAN Alternative Payment Model Framework categories 2C – 4B (see Exhibit 10 - CMS Framework for Value‐based Payments or Alternative Payment Models).
[bookmark: _Toc519577856]Innovative Leadership and Administrative Support
Contractor will:
1. Actively support and participate in statewide health transformation efforts, including Healthier Washington Health Innovation Leadership Network. 
Support linkages between communities and clinical care to address Social Determinants of Health by participating in Accountable Communities of Health (ACHs) that are within the Contractor’s Service Area(s). Specifically, Contractor will:
1. Engage with ACH to discuss shared priorities and opportunities to align with VBP strategies; 
1. Coordinate with ACH to establish appropriate communication and participation to support delivery system reform and health improvement efforts at the local level;
1. Provide ACHs with information regarding provider barriers and opportunities related to VBP uptake and performance on VBP metrics; and 
1. Communicate with providers regarding the role of the ACH and opportunities to benefit from shared infrastructure and partnership opportunities led by the ACH.
Use HCA’s clinical policies, care transformation vision and VBP, as well as foundational elements of the ACNs, in its Book-of-Business as outlined in Section 5.8, Claims Services, above.
Provide and coordinate customized reporting of Plan offerings to HCA leadership at quarterly meetings on care transformation activities, VBP updates and other reporting, as requested by HCA. 
Design and implement new models of care that drive toward population-based care for Members, entire Book-of-Business and other purchasers as approved or requested by HCA as outlined in Section 5.8, Claims Services, above. 
Provide HCA the opportunity to participate in the pilot phase of new Clinical Management initiatives; however, HCA will determine in its sole discretion which initiatives in which it will participate.
Create and distribute Member education materials for all value based purchasing programs to enhance Member health literacy.
Deploy strategies that improve patient education and self-management as approved or requested by HCA.
Facilitate conversations between HCA and providers on the subject matter within this section 6, Strategic Partnering on Health Transformation.
Collaborate with HCA on development and implementation of new programs and services for HCA’s rural populations.
Provide programs and assistance to rural providers. These programs may include, but are not limited to, incentive based reimbursement programs and/or the tailoring of Contractor’s total cost of care framework to make it more accessible and appealing to rural providers.
[bookmark: _Toc519577857]Paying for Value Through Value Based Payments and Alternative Payment Models
Contractor will:
1. Pay providers using VBP arrangements in CMS LAN APM Categories 2c through 4b (see Exhibit 10 - CMS Framework for Value‐based Payments or Alternative Payment Models) for its Washington State Book-of-Business as well as the SEBB Plan(s). Targets for these arrangements specific to CMS LAN APM Categories 3a through 4b will be developed in collaboration with HCA.
Complete the VBP survey on an annual basis in accordance with HCA’s release of the survey and requested completion time. Contractor’s annual response will be incorporated by reference as Exhibit 11 - Paying for Value Survey.
Administer different types of VBP and alternative payment models in different plan offerings in Washington State, and actively promote alternative payment models to other employers and entire Book-of-Business.
Label all VBP and APM products and plan offerings using the CMS APM LAN Framework definitions.
Promote the use of VBP and APM products and plan offerings to all of Contractor’s Book-of-Business, including using the CMS APM LAN Framework categories as set forth in Exhibit 10 - CMS Framework for Value‐based Payments or Alternative Payment Models.
Offer suggestions to HCA on other forms of VBP strategies that have proven successful.
Participate in multi-payer and data sharing initiatives as requested by HCA, provided that such participation does not materially disadvantage Contractor’s competitive position within the market as mutually agreed between Contractor and HCA.
Tie hospital rate increases to meeting quality targets through Contractor’s hospital paying for performance. Targets for these arrangements will be developed in collaboration with HCA.
Provide copies of Participating Provider agreement templates and Subcontractor agreements that are filed with the OIC Commissioner to facilitate HCA’s reviews for the inclusion of specific language provisions. 
[bookmark: _Toc519577858]Member Engagement and Experience
Contractor will offer the tools and resources listed in this Section to all Members. 
1. [bookmark: _Toc504682478]Shared Decision Making
1. HCA is committed to spreading the practice of Shared Decision Making through the use of HCA-certified Patient Decision Aids. This commitment stems from evidence that supports the use of Shared Decision Making, and decision aids in patient centered care.
1. The Contractor must support and encourage use of Shared Decision Making through its provider agreements, Member communications, and Member resources.
1. Certified Patient Decision Aids are available at http://www.hca.wa.gov/about-hca/healthier-washington/patient-decision-aids-pdas.
[bookmark: _Toc504682480]Multichannel Communications, Tools, & Resources 
1. Member Communications: Multiple channels and methods for Members to communicate with the plan: via email, secure messaging, telephone, in person, and/or text.
1. Members must be able to conduct transactional activities, such as managing their insurance accumulators, via the website or applications.
1. Use of EHR among providers and enable Members to access their own records (clinician chart notes, visit summaries, lab results, etc.) to help them take an active role in their own care. 
1. Enable Members to communicate with their health plans through electronic means, schedule appointments with providers, request prescription refills, and communicate with providers online or through telehealth, virtual care services.
1. Include telehealth, virtual care vendor services for Members. 
1. Access to a toll-free, 24/7 nurse line.
1. Tools for Members to seek expert medical opinions (EMO), particularly in specialties such as oncology, and online services offering second opinions.
1. Provide customer support for Member Complaints and Appeals related to Claims. 
1. Access to forms for Claims, Appeals, Complaints, and enrollment.
[bookmark: _Toc504682481]Tools and Resources for Self-Management & Health Literacy
1. Offer Members the ability to manage chronic diseases in an evidence-based way that is convenient and customizable to their needs. 
1. Provide timely, evidence-based information to Members on different self-management and health topics (including choosing a value-based health plan, how to actively engage in self-care, how to choose appropriate care) from Choosing Wisely, the WHA, and other organizations as appropriate. Contractor must get HCA approval prior to any such information being made available or provided to Members.
1. Provide support for a culturally and linguistically diverse Membership as well as reasonable accommodations for communications that are consistent with ADA requirements for all Member-oriented tools.
1. Work collaboratively with HCA on the development and implementation of new initiatives and tools for self-management and engagement.
[bookmark: _Toc519577859]Multi-Stakeholder Quality Improvement and Transparency Initiatives
Contractor must actively participate and encourage its contracted providers to actively participate in the following community initiatives including various workgroups and committees during the term of the Contract:
1. [bookmark: _Toc504682484]Washington Health Alliance (WHA)
The WHA is a health system improvement nonprofit organization in Washington. Located in Seattle, the WHA brings together health care stakeholders to create a high quality, affordable system for the people of Washington state. The WHA also produces and shares the most reliable data on Health Care Quality and value in the state to help providers, patients, employers and union trusts make better decisions about health care. More information is available at www.wahealthalliance.org.
[bookmark: _Toc504682485]Bree Collaborative
The Bree Collaborative is a multi-stakeholder, Governor-appointed group working to improve the quality, health outcomes and cost effectiveness of care in Washington. The Bree Collaborative produces best practice recommendations for health care services that experience a high variation of care delivery, are frequently used but do not lead to better care or patient health, or that experience patient safety issues. More information is available at www.breecollaborative.org
[bookmark: _Toc504682486]Accountable Communities of Health (ACHs)
1. ACHs are regional health collaborative that bring together leaders from multiple health sectors with a common interest in improving health and Health Equity throughout the state. As ACHs align resources and activities that improve whole person health and wellness. Nine ACHs serve the entirety of Washington State, the boundaries of which align with Medicaid Regional Service Areas. More information is available at www.hca.wa.gov/hw.
1. Contractor will support the goals of the ACHs and the relationship of the Medicaid transformation work with the health care delivery systems in Contractor’s commercial provider networks. 
[bookmark: _Toc504682487]Hutchinson Institute for Cancer Outcomes Research (HICOR)
HICOR is a research institute at Fred Hutchinson Cancer Research Center whose mission is to improve cancer prevention, detection and treatment in ways that will reduce the economic and human burden of cancer. HICOR brings together patient organizations, clinicians, industry leaders, insurers and policy developers to share cancer-related data and generate performance metrics that are clinically relevant and can guide improvements in cancer care. More information about HICOR is available at https://www.fredhutch.org/en/labs/hicor.html.
[bookmark: _Toc504682488]National Business Coalition on Health e-Value8™ Initiative
e-Value8 is a transformational resource that helps purchasers and employers measure and evaluate health plan performance. The WHA sponsors a biannual e-Value8™ which is supported by HCA. More information about e-Value8™ is available at www.nbch.org/evalue8.
[bookmark: _Toc504682489]Practice Transformation Support Hub
This is a key initiative to support clinical practices to incorporate evidence-based guidelines and Primary Care Medical Home (PCMH) concepts into care delivery.
[bookmark: _Toc504682490]Improving Prior Authorization
Contractor will support HCA’s goal in improving health plans’ prior authorization processes in order to reduce the administrative burdens faced by providers attempting to comply with these various processes. Both prior authorization criteria and processes must be standardized, making it easier for providers to focus more resources on the patient. Accordingly, Contractor (a) commits to the principle of improving prior authorization for providers, and (b) will participate, and use its best efforts to take a leadership position in, any workgroup, partnership, collaboration, or other initiative, whether public, private, or a public-private joint effort, focused on the improvement and/or standardization of prior authorization criteria or processes. The Contractor will also implement recommendations from HCA-sponsored workgroups into the Plan(s).
[bookmark: _Toc504682491]Transparency Initiative Participation
Unless prohibited by law, Contractor must provide a copy of Claims data for the Plan(s) and its Book-of-Business to the following community transparency initiatives:
1. WHA Community Checkup (per requirements established by the WHA).
1. HICOR.
1. All-Payer Claims Database (APCD) (when operational).
[bookmark: _Toc519577860]GENERAL TERMS AND CONDITIONS 
[bookmark: _Toc519577861]Access to Data
In compliance with RCW 39.26.180 (2) and federal rules, the Contractor must provide access to any data generated under this Contract to HCA, the Joint Legislative Audit and Review Committee, the State Auditor, and any other state or federal officials so authorized by law, rule, regulation, or agreement at no additional cost. This includes access to all information that supports the findings, conclusions, and recommendations of the Contractor’s reports, including computer models and methodology for those models.
[bookmark: _Toc519577862]Advance Payment Prohibited
No advance payment will be made for services furnished by the Contractor pursuant to this Contract.
[bookmark: _Ref516670302][bookmark: _Toc519577863]Amendments
This Contract may be amended by mutual agreement of the parties. Such amendments will not be binding unless they are in writing and signed by personnel authorized to bind each of the parties.
[bookmark: _Toc461808719][bookmark: _Toc461808720][bookmark: _Toc461808721][bookmark: _Toc461808722][bookmark: _Toc461808723][bookmark: _Ref516730528][bookmark: _Toc519577864]Assignment
1. [bookmark: _Ref478462142]Contractor may not assign or transfer all or any portion of this Contract or any of its rights hereunder, or delegate any of its duties hereunder, except delegations as set forth in Section 7.38, Subcontracting, without the prior written consent of HCA. Any permitted assignment will not operate to relieve Contractor of any of its duties and obligations hereunder, nor will such assignment affect any remedies available to HCA that may arise from any breach of the provisions of this Contract or warranties made herein, including but not limited to, rights of setoff. Any attempted assignment, transfer or delegation in contravention of this Subsection 7.4.A of the Contract will be null and void. 
HCA may assign this Contract to any public agency, commission, board, or the like, within the political boundaries of the State of Washington, with written notice of thirty (30) Calendar Days to Contractor. 
This Contract will inure to the benefit of and be binding on the parties hereto and their permitted successors and assigns.
[bookmark: _Toc519577865]Attorneys’ Fees
In the event of litigation or other action brought to enforce the terms of this Contract, each party agrees to bear its own attorneys’ fees and costs.
[bookmark: _Toc519577866]Change in Status
In the event of any substantive change in its legal status, organizational structure, or fiscal reporting responsibility, Contractor will notify HCA of the change. Contractor must provide notice as soon as practicable, but no later than thirty (30) Calendar Days after such a change takes effect.
[bookmark: _Ref410204369][bookmark: _Toc410209870][bookmark: _Toc519577867]Clerical Error
No clerical error on the part of HCA will operate to defeat or alter any term of this Contract or operate to defeat any of the rights, privileges, or benefits of any Member.
[bookmark: _Ref516730714][bookmark: _Toc519577868]Confidential Information Protection
1. Contractor acknowledges that some of the material and information that may come into its possession or knowledge in connection with this Contract or its performance may consist of Confidential Information. Contractor agrees to hold Confidential Information in strictest confidence and not to make use of Confidential Information for any purpose other than the performance of this Contract, to release it only to authorized employees or Subcontractors requiring such information for the purposes of carrying out this Contract, and not to release, divulge, publish, transfer, sell, disclose, or otherwise make the information known to any other party without HCA’s express written consent or as provided by law. Contractor agrees to implement physical, electronic, and managerial safeguards to prevent unauthorized access to Confidential Information (See Attachment 1: Confidential Information Security Requirements).
Contractors that come into contact with Protected Health Information may be required to enter into a Business Associate Agreement with HCA in compliance with the requirements of the Health Insurance Portability and Accountability Act of 1996, Pub. L. 104-191, as modified by the American Recovery and Reinvestment Act of 2009 (“ARRA”), Sec. 13400 – 13424, H.R. 1 (2009) (HITECH Act) (HIPAA). 
HCA reserves the right to monitor, audit, or investigate the use of Confidential Information collected, used, or acquired by Contractor through this Contract. Violation of this section by Contractor or its Subcontractors may result in termination of this Contract and demand for return of all Confidential Information, monetary damages, or penalties.
The obligations set forth in this Section will survive completion, cancellation, expiration, or termination of this Contract.
[bookmark: _Ref410204419][bookmark: _Toc410209871][bookmark: _Toc519577869]Confidential Information Security
The federal government, including the Centers for Medicare and Medicaid Services (CMS), and the State of Washington all maintain security requirements regarding privacy, data access, and other areas. Contractor is required to comply with the Confidential Information Security Requirements set out in Attachment 1 to this Contract and appropriate portions of the Washington OCIO Security Standard, 141.10 (https://ocio.wa.gov/policies/141-securing-information-technology-assets/14110-securing-information-technology-assets).
[bookmark: _Ref516730739][bookmark: _Toc519577870]Confidential Information Breach – Required Notification
1. Contractor must notify the HCA Privacy Officer (HCAPrivacyOfficer@hca.wa.gov) within five Business Days of discovery of any Breach or suspected Breach of Confidential Information.
Contractor will take steps necessary to mitigate any known harmful effects of such unauthorized access including, but not limited to, sanctioning employees and taking steps necessary to stop further unauthorized access. Contractor agrees to indemnify and hold HCA harmless for any damages related to unauthorized use or disclosure of Confidential Information by Contractor, its officers, directors, employees, Subcontractors or agents.
Any breach of this clause may result in termination of the Contract and the demand for return or disposition (Attachment 1, Section 6) of all Confidential Information.
Contractor may not charge HCA or Members to recoup costs for fulfilling obligations under this section 7.10.  
Contractor’s obligations regarding Breach notification survive the termination of this Contract and continue for as long as Contractor maintains the Confidential Information and for any breach or possible breach at any time. 
[bookmark: _Toc461808731][bookmark: _Toc410209874][bookmark: _Toc519577871]Construction
1. The parties agree that neither of them will be deemed the drafter of this Contract and that, in construing this Contract, no provision hereof will be construed in favor of one party on the ground that such provision was drafted by the other. 
In this Contract, where applicable, references to the singular will include the plural and references to the plural will include the singular.
Regardless of capitalization, “including” means, unless the context requires otherwise, “including but not limited to.”
If any deadline for performance of an obligation in this Contract does not fall on a Business Day, the deadline for performance will be the next Business Day.
[bookmark: _Toc519577872]Contractor’s Proprietary Information
Contractor acknowledges that HCA is subject to chapter 42.56 RCW, the Public Records Act, and that this Contract will be a public record as defined in chapter 42.56 RCW. Any specific information that is claimed by Contractor to be Proprietary Information must be clearly identified as such by Contractor. To the extent consistent with chapter 42.56 RCW, HCA will maintain the confidentiality of Contractor’s information in its possession that is marked Proprietary. If a public disclosure request is made to view Contractor’s Proprietary Information, HCA will notify Contractor of the request and of the date that such records will be released to the requester unless Contractor obtains a court order from a court of competent jurisdiction enjoining that disclosure. If Contractor fails to obtain the court order enjoining disclosure, HCA will release the requested information on the date specified.
[bookmark: _Toc519577873]Covenant Against Contingent Fees
Contractor warrants that no person or selling agent has been employed or retained to solicit or secure this Contract upon an agreement or understanding for a commission, percentage, brokerage or contingent fee, excepting bona fide employees or bona fide established agents maintained by the Contractor for the purpose of securing business. HCA will have the right, in the event of breach of this clause by the Contractor, to annul this Contract without liability or, in its discretion, to deduct from the contract price or consideration or recover by other means the full amount of such commission, percentage, brokerage or contingent fee.
[bookmark: _Toc461808734][bookmark: _Toc461808735][bookmark: _Toc461808736][bookmark: _Toc519577874]Debarment
By signing this Contract, Contractor certifies that it is not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded in any Washington State or Federal department or agency from participating in transactions (debarred). Contractor agrees to include the above requirement in any and all subcontracts into which it enters, and also agrees that it will not employ debarred individuals. Contractor must immediately notify HCA if, during the term of this Contract, Contractor becomes debarred. HCA may immediately terminate this Contract by providing Contractor written notice, if Contractor becomes debarred during the term hereof.
[bookmark: _Ref516730925][bookmark: _Ref516731020][bookmark: _Toc519577875]Disputes
The parties will use their best, good faith efforts to cooperatively resolve disputes and problems that arise in connection with this Contract. Both parties will continue without delay to carry out their respective responsibilities under this Contract while attempting to resolve any dispute. When a genuine dispute arises between HCA and the Contractor regarding the terms of this Contract or the responsibilities imposed herein and it cannot be resolved between the parties’ Contract Managers, either party may initiate the following dispute resolution process.
1. The initiating party will reduce its description of the dispute to writing and deliver it to the responding party (email acceptable). The responding party will respond in writing within five (5) Business Days (email acceptable). If the initiating party is not satisfied with the response of the responding party, then the initiating party may request that the HCA Director review the dispute. Any such request from the initiating party must be submitted in writing to the HCA Director within five (5) Business Days after receiving the response of the responding party. The HCA Director will have sole discretion in determining the procedural manner in which he or she will review the dispute. The HCA Director will inform the parties in writing within five (5) Business Days of the procedural manner in which he or she will review the dispute, including a timeframe in which he or she will issue a written decision.  
A party's request for a dispute resolution must:
1. Be in writing; 
1. Include a written description of the dispute; 
1. State the relative positions of the parties and the remedy sought; 
1. State the Contract Number and the names and contact information for the parties;
This dispute resolution process constitutes the sole administrative remedy available under this Contract. The parties agree that this resolution process will precede any action in a judicial or quasi-judicial tribunal.
[bookmark: _Toc410209877][bookmark: _Toc519577876]Entire Agreement
HCA and Contractor agree that the Contract is the complete and exclusive statement of the agreement between the parties relating to the subject matter of the Contract and supersedes all letters of intent or prior contracts, oral or written, between the parties relating to the subject matter of the Contract, except as provided in Section 7.44, Warranties.
[bookmark: _Toc519577877]Force Majeure
A party will not be liable for any failure of or delay in the performance of this Contract for the period that such failure or delay is due to causes beyond its reasonable control, including but not limited to acts of God, war, strikes or labor disputes, embargoes, government orders or any other force majeure event.
[bookmark: _Toc519577878]Funding Withdrawn, Reduced or Limited
If HCA determines in its sole discretion that the funds it relied upon to establish this Contract have been withdrawn, reduced or limited, or if additional or modified conditions are placed on such funding after the effective date of this contract but prior to the normal completion of this Contract, then HCA, at its sole discretion, may:
1. Terminate this Contract pursuant to Section 7.41.C, Termination for Non-Allocation of Funds;
Renegotiate the Contract under the revised funding conditions; or
Suspend Contractor’s performance under the Contract upon five (5) Business Days’ advance written notice to Contractor. HCA will use this option only when HCA determines that there is reasonable likelihood that the funding insufficiency may be resolved in a timeframe that would allow Contractor’s performance to be resumed prior to the normal completion date of this Contract.
1. During the period of suspension of performance, each party will inform the other of any conditions that may reasonably affect the potential for resumption of performance.
When HCA determines in its sole discretion that the funding insufficiency is resolved, it will give Contractor written notice to resume performance. Upon the receipt of this notice, Contractor will provide written notice to HCA informing HCA whether it can resume performance and, if so, the date of resumption. For purposes of this subsection, “written notice” may include email.
If the Contractor’s proposed resumption date is not acceptable to HCA and an acceptable date cannot be negotiated, HCA may terminate the contract by giving written notice to Contractor. The parties agree that the Contract will be terminated retroactive to the date of the notice of suspension. HCA will be liable only for payment in accordance with the terms of this Contract for services rendered prior to the retroactive date of termination.
[bookmark: _Toc519577879]Governing Law
This Contract is governed in all respects by the laws of the state of Washington, without reference to conflict of law principles. The jurisdiction for any action hereunder is exclusively in the Superior Court for the state of Washington, and the venue of any action hereunder is in the Superior Court for Thurston County, Washington. Nothing in this Contract will be construed as a waiver by HCA of the State’s immunity under the 11th Amendment to the United States Constitution.
[bookmark: _Toc519577880]HCA Network Security
1. Contractor agrees not to attach any Contractor-supplied computers, peripherals or software to the HCA Network without prior written authorization from HCA’s Chief Information Officer. Unauthorized access to HCA networks and systems is a violation of HCA Policy and constitutes computer trespass in the first degree pursuant to RCW 9A.52.110. Violation of any of these laws or policies could result in termination of the contract and other penalties. 
Contractor will have access to HCA's visitor Wi-Fi Internet connection while on site.
[bookmark: _Toc519577881]Indemnification
Contractor must defend, indemnify, and save HCA harmless from and against all claims, including reasonable attorneys’ fees resulting from such claims, for any or all injuries to persons or damage to property, or Breach of its confidentiality and notification obligations under Section 7.8 Confidential Information Protection and Section 7.10 Confidential Information Breach - Required Notification, arising from intentional or negligent acts or omissions of Contractor, its officers, employees, or agents, or Subcontractors, their officers, employees, or agents, in the performance of this Contract. 
[bookmark: _Toc519577882]Independent Capacity of the Contractor
The parties intend that an independent contractor relationship will be created by this Contract. Contractor and its employees or agents performing under this Contract are not employees or agents of HCA. Contractor will not hold itself out as or claim to be an officer or employee of HCA or of the State of Washington by reason hereof, nor will Contractor make any claim of right, privilege or benefit that would accrue to such employee under law. Conduct and control of the work will be solely with Contractor.
[bookmark: _Toc519577883]Industrial Insurance Coverage
Prior to performing work under this Contract, Contractor must provide or purchase industrial insurance coverage for the Contractor’s employees, as may be required of an “employer” as defined in Title 51 RCW, and must maintain full compliance with Title 51 RCW during the course of this Contract. 
[bookmark: _Toc519577884]Legal and Regulatory Compliance
1. During the term of this Contract, Contractor must comply with all local, state, and federal licensing, accreditation and registration requirements/standards, necessary for the performance of this Contract and all other applicable federal, state and local laws, rules, and regulations. 
While on the HCA premises, Contractor must comply with HCA operations and process standards and policies (e.g., ethics, Internet / email usage, data, network and building security, harassment, as applicable). HCA will make an electronic copy of all such policies available to Contractor.
Failure to comply with any provisions of this section may result in Contract termination.
[bookmark: _Toc519577885]Limitation of Authority
Only the HCA Authorized Representative has the express, implied, or apparent authority to alter, amend, modify, or waive any clause or condition of this Contract. Furthermore, any alteration, amendment, modification, or waiver or any clause or condition of this Contract is not effective or binding unless made in writing and signed by the HCA Authorized Representative.
[bookmark: _Toc519577886]No Third-Party Beneficiaries
HCA and Contractor are the only parties to this contract. Nothing in this Contract gives or is intended to give any benefit of this Contract to any third parties.
[bookmark: _Toc519577887]Nondiscrimination
During the performance of this Contract, the Contractor must comply with all federal and state nondiscrimination laws, regulations and policies, including but not limited to: Title VII of the Civil Rights Act, 42 U.S.C. §12101 et seq.; the Americans with Disabilities Act of 1990 (ADA), 42 U.S.C. §12101 et seq., 28 CFR Part 35; and Title 49.60 RCW, Washington Law Against Discrimination. In the event of Contractor’s noncompliance or refusal to comply with any nondiscrimination law, regulation or policy, this Contract may be rescinded, canceled, or terminated in whole or in part under the Termination for Default sections, and Contractor may be declared ineligible for further contracts with HCA.
[bookmark: _Hlt517059604][bookmark: _Toc410209889][bookmark: _Toc519577888]Overpayments to Contractor
In the event that Overpayments or erroneous payments have been made to the Contractor under this Contract, HCA will provide written notice to Contractor and Contractor shall refund or apply a credit for HCA in, the full amount to HCA within thirty (30) Calendar Days of the notice. If Contractor fails to make timely refund or apply a credit, HCA may charge Contractor one percent (1%) per month on the amount due, until paid in full. If the Contractor disagrees with HCA’s actions under this section, then it may invoke the dispute resolution provisions of Section 7.15, Disputes.
[bookmark: _Toc519577889]Pay Equity
1. Contractor represents and warrants that, as required by Washington state law (Laws of 2017, Chap. 1, § 213), during the term of this Contract, it agrees to equality among its workers by ensuring similarly employed individuals are compensated as equals. For purposes of this provision, employees are similarly employed if (i) the individuals work for Contractor, (ii) the performance of the job requires comparable skill, effort, and responsibility, and (iii) the jobs are performed under similar working conditions. Job titles alone are not determinative of whether employees are similarly employed.
1. Contractor may allow differentials in compensation for its workers based in good faith on any of the following: (i) a seniority system; (ii) a merit system; (iii) a system that measures earnings by quantity or quality of production; (iv) bona fide job-related factor(s); or (v) a bona fide regional difference in compensation levels.
1. Bona fide job-related factor(s)” may include, but not be limited to, education, training, or experience, that is: (i) consistent with business necessity; (ii) not based on or derived from a gender-based differential; and (iii) accounts for the entire differential.
1. A “bona fide regional difference in compensation level” must be (i) consistent with business necessity; (ii) not based on or derived from a gender-based differential; and (iii) account for the entire differential.
1. Notwithstanding any provision to the contrary, upon breach of warranty and Contractor’s failure to provide satisfactory evidence of compliance within thirty (30) Days of HCA’s request for such evidence, HCA may suspend or terminate this Contract.
[bookmark: _Toc519577890]Publicity
1. The award of this Contract to Contractor is not in any way an endorsement of Contractor or Contractor’s Services by HCA and must not be so construed by Contractor in any advertising or other publicity materials. 
Contractor agrees to submit to HCA, all advertising, sales promotion, and other publicity materials relating to this Contract or any Service furnished by Contractor in which HCA’s name is mentioned, language is used, or Internet links are provided from which the connection of HCA’s name with Contractor’s Services may, in HCA’s judgment, be inferred or implied. Contractor further agrees not to publish or use such advertising, marketing, sales promotion materials, publicity or the like through print, voice, the Web, and other communication media in existence or hereinafter developed without the express written consent of HCA prior to such use.
[bookmark: _Toc519577891]Records and Documents Review
1. The Contractor must maintain books, records, documents, magnetic media, receipts, invoices or other evidence relating to this Contract and the performance of the services rendered, along with accounting procedures and practices, all of which sufficiently and properly reflect all direct and indirect costs of any nature expended in the performance of this Contract. At no additional cost, these records, including materials generated under this Contract, are subject at all reasonable times to inspection, review, or audit by HCA, the Office of the State Auditor, and state and federal officials so authorized by law, rule, regulation, or agreement [See 42 USC 1396a(a)(27)(B); 42 USC 1396a(a)(37)(B); 42 USC 1396a(a)(42(A); 42 CFR 431, Subpart Q; and 42 CFR 447.202].
The Contractor must retain such records for a period of six (6) years after the date of final payment under this Contract.
If any litigation, claim or audit is started before the expiration of the six (6) year period, the records must be retained until all litigation, claims, or audit findings involving the records have been resolved.
[bookmark: _Ref518372547][bookmark: _Toc519577892]Remedies Non-Exclusive
1. The remedies provided in this Contract are not exclusive, but are in addition to all other remedies available under law.
In addition to any other remedies that may be available for default or breach of this Contract, in equity or otherwise, HCA may seek injunctive relief and specific performance by the Contractor against any threatened or actual breach of this Contract without the necessity of proving actual damages.  HCA reserves the right to recover any or all administrative costs incurred in the performance of this Contract during or as a result of any threatened or actual breach, including attorney fees.
[bookmark: _Toc519577893]Right of Inspection
The Contractor must provide right of access to its facilities to HCA, or any of its officers, or to any other authorized agent or official of the state of Washington or the federal government, at all reasonable times, in order to monitor and evaluate performance, compliance, and/or quality assurance under this Contract.
[bookmark: _Toc519577894]Rights in Data/Ownership
1. HCA and Contractor agree that all data and work products (collectively “Work Product”) produced pursuant to this Contract will be considered a work for hire under the U.S. Copyright Act, 17 U.S.C. §101 et seq, and will be owned by HCA. Contractor is hereby commissioned to create the Work Product. Work Product includes, but is not limited to, discoveries, formulae, ideas, improvements, inventions, methods, models, processes, techniques, findings, conclusions, recommendations, reports, designs, plans, diagrams, drawings, Software, databases, documents, pamphlets, advertisements, books, magazines, surveys, studies, computer programs, films, tapes, and/or sound reproductions, to the extent provided by law. Ownership includes the right to copyright, patent, register and the ability to transfer these rights and all information used to formulate such Work Product.
If for any reason the Work Product would not be considered a work for hire under applicable law, Contractor assigns and transfers to HCA, the entire right, title and interest in and to all rights in the Work Product and any registrations and copyright applications relating thereto and any renewals and extensions thereof.
Contractor will execute all documents and perform such other proper acts as HCA may deem necessary to secure for HCA the rights pursuant to this section.
Contractor will not use or in any manner disseminate any Work Product to any third party, or represent in any way Contractor ownership of any Work Product, without the prior written permission of HCA. Contractor shall take all reasonable steps necessary to ensure that its agents, employees, or Subcontractors will not copy or disclose, transmit or perform any Work Product or any portion thereof, in any form, to any third party.
Material that is delivered under this Contract, but that does not originate therefrom (“Preexisting Material”), must be transferred to HCA with a nonexclusive, royalty-free, irrevocable license to publish, translate, reproduce, deliver, perform, display, and dispose of such Preexisting Material, and to authorize others to do so. Contractor agrees to obtain, at its own expense, express written consent of the copyright holder for the inclusion of Preexisting Material. HCA will have the right to modify or remove any restrictive markings placed upon the Preexisting Material by Contractor.
Contractor must identify all Preexisting Material when it is delivered under this Contract and must advise HCA of any and all known or potential infringements of publicity, privacy or of intellectual property affecting any Preexisting Material at the time of delivery of such Preexisting Material. Contractor must provide HCA with prompt written notice of each notice or claim of copyright infringement or infringement of other intellectual property right worldwide received by Contractor with respect to any Preexisting Material delivered under this Contract. 
[bookmark: _Toc519577895]Severability
If any provision of this Contract or the application thereof to any person(s) or circumstances is held invalid, such invalidity will not affect the other provisions or applications of this Contract that can be given effect without the invalid provision, and to this end the provisions or application of this Contract are declared severable.
[bookmark: _Toc519577896]Site Security
While on HCA premises, Contractor, its agents, employees, or Subcontractors must conform in all respects with physical, fire or other security policies or regulations. Failure to comply with these regulations may be grounds for revoking or suspending security access to these facilities. HCA reserves the right and authority to immediately revoke security access to Contractor staff for any real or threatened breach of this provision. Upon reassignment or termination of any Contractor staff, Contractor agrees to promptly notify HCA.
[bookmark: _Ref516730479][bookmark: _Toc519577897]Subcontracting
1. Neither Contractor, nor any Subcontractors, may enter into subcontracts for any of the work contemplated under this Contract without prior written approval of HCA. HCA has sole discretion to determine whether or not to approve any such subcontract. In no event will the existence of the subcontract operate to release or reduce the liability of Contractor to HCA for any breach in the performance of Contractor’s duties. 
Contractor is responsible for ensuring that all terms, conditions, assurances and certifications set forth in this Contract are included in any subcontracts. 
If at any time during the progress of the work HCA determines in its sole judgment that any Subcontractor is incompetent or undesirable, HCA will notify Contractor, and Contractor must take immediate steps to terminate the Subcontractor's involvement in the work.
The rejection or approval by HCA of any Subcontractor or the termination of a Subcontractor will not relieve Contractor of any of its responsibilities under the Contract, nor be the basis for additional charges to HCA.
HCA has no contractual obligations to any Subcontractor or vendor under contract to the Contractor. Contractor is fully responsible for all contractual obligations, financial or otherwise, to its Subcontractors.
[bookmark: _Toc519577898]Survival
The terms and conditions contained in this Contract that, by their sense and context, are intended to survive the completion, cancellation, termination, or expiration of the Contract will survive. In addition, the terms of the sections titled Confidential Information Protection, Confidential Information Breach – Required Notification, Contractor’s Proprietary Information, Disputes, Overpayments to Contractor, Publicity, Records and Documents Review, Rights in Data/Ownership, and Rights of State and Federal Governments will survive the termination of this Contract. The right of HCA to recover any Overpayments will also survive the termination of this Contract.
[bookmark: _Toc519577899]Taxes
HCA will pay sales or use taxes, if any, imposed on the services acquired hereunder. Contractor must pay all other taxes including, but not limited to, Washington Business and Occupation Tax, other taxes based on Contractor’s income or gross receipts, or personal property taxes levied or assessed on Contractor’s personal property. HCA, as an agency of Washington State government, is exempt from property tax.
Contractor must complete registration with the Washington State Department of Revenue and be responsible for payment of all taxes due on payments made under this Contract.
[bookmark: _Ref516730659][bookmark: _Toc410209900][bookmark: _Toc519577900]Termination
1. TERMINATION FOR DEFAULT
In the event HCA determines that Contractor has failed to comply with the terms and conditions of this Contract, HCA has the right to suspend or terminate this Contract. HCA will notify Contractor in writing of the need to take corrective action. If corrective action is not taken within five (5) Business Days, or other time period agreed to in writing by both parties, the Contract may be terminated. HCA reserves the right to suspend all or part of the Contract, withhold further payments, or prohibit Contractor from incurring additional obligations of funds during investigation of the alleged compliance breach and pending corrective action by Contractor or a decision by HCA to terminate the Contract.
In the event of termination for default, Contractor will be liable for damages as authorized by law including, but not limited to, any cost difference between the original Contract and the replacement or cover Contract and all administrative costs directly related to the replacement Contract, e.g., cost of the competitive bidding, mailing, advertising, and staff time. 
If it is determined that Contractor: (i) was not in default, or (ii) its failure to perform was outside of its control, fault or negligence, the termination will be deemed a “Termination for Convenience.” 
[bookmark: _Toc410209901][bookmark: _Ref412549527]TERMINATION FOR CONVENIENCE
When, at HCA’s sole discretion, it is in the best interest of the State, HCA may terminate this Contract in whole or in part by providing ten (10) Calendar Days’ written notice. If this Contract is so terminated, HCA will be liable only for payment in accordance with the terms of this Contract for services rendered prior to the effective date of termination. No penalty will accrue to HCA in the event the termination option in this section is exercised.
[bookmark: _Ref412551780]TERMINATION FOR NONALLOCATION OF FUNDS
If funds are not allocated to continue this Contract in any future period, HCA may immediately terminate this Contract by providing written notice to the Contractor. The termination will be effective on the date specified in the termination notice. HCA will be liable only for payment in accordance with the terms of this Contract for services rendered prior to the effective date of termination. HCA agrees to notify Contractor of such nonallocation at the earliest possible time. No penalty will accrue to HCA in the event the termination option in this section is exercised. 
TERMINATION FOR WITHDRAWAL OF AUTHORITY
In the event that the authority of HCA to perform any of its duties is withdrawn, reduced, or limited in any way after the commencement of this Contract and prior to normal completion, HCA may immediately terminate this Contract by providing written notice to the Contractor. The termination will be effective on the date specified in the termination notice. HCA will be liable only for payment in accordance with the terms of this Contract for services rendered prior to the effective date of termination. HCA agrees to notify Contractor of such withdrawal of authority at the earliest possible time. No penalty will accrue to HCA in the event the termination option in this section is exercised.
TERMINATION FOR CONFLICT OF INTEREST
HCA may terminate this Contract by written notice to the Contractor if HCA determines, after due notice and examination, that there is a violation of the Ethics in Public Service Act, Chapter 42.52 RCW, or any other laws regarding ethics in public acquisitions and procurement and performance of contracts. In the event this Contract is so terminated, HCA will be entitled to pursue the same remedies against the Contractor as it could pursue in the event Contractor breaches the Contract.
[bookmark: _Ref518132697]TERMINATION PRIOR TO OPEN ENROLLMENT FOR PLAN YEAR 2020
In the event that (I) HCA and Contractor are unable to agree on any rates as discussed in Exhibit 3 – Request for Completion Process (RFC Process), or (II) the SEB Board does not authorize offering any of Contractor’s SEBB Medical Plan(s) to Subscribers in the initial fall 2019 SEBB Annual Open Enrollment, HCA has sole discretion to terminate the Contract. If such option is exercised, HCA will provide ten (10) Calendar Days’ written notice. If this Contract is so terminated, HCA will be liable only for payment in accordance with the terms of Section 4.2.B. and C. of this Contract. No penalty will accrue to HCA in the event the termination option in this section is exercised. 
[bookmark: _Toc519577901]Termination Procedures
1. Upon termination of this Contract, HCA, in addition to any other rights provided in this Contract, may require Contractor to deliver to HCA any property specifically produced or acquired for the performance of such part of this Contract as has been terminated.
HCA will pay Contractor the agreed-upon price, if separately stated, for completed work and services accepted by HCA and the amount agreed upon by the Contractor and HCA for (i) completed work and services for which no separate price is stated; (ii) partially completed work and services; (iii) other property or services that are accepted by HCA; and (iv) the protection and preservation of property, unless the termination is for default, in which case HCA will determine the extent of the liability. Failure to agree with such determination will be a dispute within the meaning of Section 7.15, Disputes. HCA may withhold from any amounts due the Contractor such sum as HCA determines to be necessary to protect HCA against potential loss or liability.
After receipt of notice of termination, and except as otherwise directed by HCA, Contractor must:
1. Stop work under the Contract on the date of, and to the extent specified in, the notice;
Place no further orders or subcontracts for materials, services, or facilities except as may be necessary for completion of such portion of the work under the Contract that is not terminated; 
Assign to HCA, in the manner, at the times, and to the extent directed by HCA, all the rights, title, and interest of the Contractor under the orders and subcontracts so terminated; in which case HCA has the right, at its discretion, to settle or pay any or all claims arising out of the termination of such orders and subcontracts;
Settle all outstanding liabilities and all claims arising out of such termination of orders and subcontracts, with the approval or ratification of HCA to the extent HCA may require, which approval or ratification will be final for all the purposes of this clause;
Transfer title to and deliver as directed by HCA any property required to be furnished to HCA;
Complete performance of any part of the work that was not terminated by HCA; and
Take such action as may be necessary, or as HCA may direct, for the protection and preservation of the records related to this Contract that are in the possession of the Contractor and in which HCA has or may acquire an interest.
[bookmark: _Toc519577902]Waiver
Waiver of any breach of any term or condition of this Contract will not be deemed a waiver of any prior or subsequent breach or default. No term or condition of this Contract will be held to be waived, modified, or deleted except by a written instrument signed by the parties. Only the HCA Authorized Representative has the authority to waive any term or condition of this Contract on behalf of HCA.
[bookmark: _Ref516730616][bookmark: _Toc519577903]Warranties
1. Contractor represents and warrants that it will perform all services pursuant to this Contract in a professional manner and with high quality and will immediately re-perform any services that are not in compliance with this representation and warranty at no cost to HCA.
Contractor represents and warrants that it shall comply with all applicable local, State, and federal licensing, accreditation and registration requirements and standards necessary in the performance of the Services.
Any written commitment by Contractor within the scope of this Contract will be binding upon Contractor. Failure of Contractor to fulfill such a commitment may constitute breach and will render Contractor liable for damages under the terms of this Contract. For purposes of this section, a commitment by Contractor includes: (i) Prices, discounts, and options committed to remain in force over a specified period of time; and (ii) any warranty or representation made by Contractor to HCA or contained in any Contractor publications, or descriptions of services in written or other communication medium, used to influence HCA to enter into this Contract.
[bookmark: _Ref512929836][bookmark: _Toc519577904]Exhibit 1 – HCA RFP 2716
RFP 2716 (including any and all amendments) is an integral part of this Contract and is incorporated herein by this reference. 





[bookmark: _Ref512929897][bookmark: _Toc519577905]Exhibit 2 – Bidder Response to HCA RFP 2716
Contractor’s proposal in response to RFP 2716 is an integral part of this Contract and is incorporated herein by this reference. 





[bookmark: _Ref512929934][bookmark: _Ref516664117][bookmark: _Ref516667862][bookmark: _Ref518315582][bookmark: _Toc519577906]Exhibit 3 – Request for Completion Process (RFC Process)
HCA will initiate a one-time RFC Process in December 2018 to obtain binding rates and final plan design options, and any other information that may be required to include in the Contract from Contractor. HCA anticipates completing the process of obtaining and negotiating rates from Contractor and determining final payment rates to Contractor in the following four (4) phases:
1. Phase 1: September – November 2018 
Orientation to rates approach and methodology, including risk adjustment and area adjustment using geographic rating regions similar to OIC’s rating regions.
2. Phase 2: December 2018 – February 2019  
Release of Request for Completion (RFC), submission of initial rates by Contractors, and negotiation of not-to-exceed (NTE) rates. Contractors will receive a data book that contains summarized School Employee data to assist in the development of proposed rates for the plan designs approved by the SEB Board. Contractors will use their current School Employee enrollment data to develop rates and use the statewide data as a reasonableness check. Prior to receiving this data, Contractors may be required to sign a non-disclosure agreement (NDA) or a data share agreement (DSA). The RFC will include instructions regarding how to access the claims data, and a specific due date by which a Contractor must provide their RFC Response. HCA anticipates that the RFC will go out in early December 2018. 
3. Phase 3: March - June 2019  
Negotiation of rates and plan designs as needed to align with 2019-2021 biennial budget development.
4. Phase 4: June – August 2019
Contract amendment for negotiated rates in Phase 3 will be signed for Monthly Premiums for Plan Year 2020.

5. Phase 5: January – June 2020  
Final payment rates incorporated into the Contract via a contract amendment.
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Exhibit 4 – Performance Guarantees (PG) and Medical Loss Ratio (MLR)
A. Performance Guarantees
I. Definitions
For purposes of this Exhibit, the following terms shall have these meanings:
"Abandoned Call" means the caller hangs up before being connected to a live agent working for or on behalf of Contractor.
“Abandoned Call Rate” means the number of Abandoned Calls divided by the total number of calls. Any call that is abandoned within ten (10) seconds of being placed in queue or is resolved by automated response will not be used in calculating the Abandoned Call Rate.
“Adjudication Accuracy” means the total number of Claims filed less the number of Claims processed with one or more Errors, then divided by the total number of Claims filed.
“Answer Time” means the time between the connection of a call to Contractor’s call center and the time when a Contractor employee, agent, Subcontractor, or representative answers the call.
“Appeals” includes both Expedited Appeals and Non-Expedited Appeals.
“Average Answer Time” means the mean Answer Time of all calls received by Contractor during the measurement period.
“Clean Claim” means any Claim that has no material defect, impropriety, lack of any required substantiating documentation, or special circumstances (e.g., suspected fraud, subrogation, or Coordination of Benefits) that prevents timely adjudication of the Claim.
“Error” means any inaccuracy in entering or processing a Claim, regardless of cause or whether the error has a financial impact.
“Expedited Appeals” shall have the meaning ascribed to it in the COC.
“Independent Review Request” shall have the meaning ascribed to it in the COC.
“Non-Expedited Appeals” shall have the meaning ascribed to it in the COC.
“Payment Accuracy” means Total Payments minus the absolute value of the sum of Overpayments and Underpayments, divided by Total Payments.
“Underpayments” means any payment made by Contractor under the Contract that, for any reason, (i) should have been paid but was not, or (ii) was less than what was required under the Contract.
 “Total Payments” means all Claims payments made by Contractor pursuant to the Contract.
II. General
a. Contractor agrees to the Performance Guarantees (PGs) and Performance Credits as stated in Attachment 2 – Performance Guarantees and Credits.
b. There will be a "premium at risk" amount for each credit towards Monthly Premiums in the event of the Contractor's failure to meet the PGs as set for in Attachment 2 – Performance Guarantees and Credits. 
c. Failure to meet any one or more of these standards for two (2) consecutive measurement or reporting periods is grounds for Contract termination for cause pursuant to Section 7.40.A, Termination for Default.
d. Any Performance Credit for failing to meet any ongoing Performance Guarantees shall be assessed during the MLR settlement. 
e. Contractor agrees to cooperate with HCA or its agent or consultant in auditing Contractor's performance against these standards.
f. All PGs are SEBB Medical Plan specific (not Book-of-Business) measures, unless otherwise specified, and results (where appropriate) will be rounded to the nearest tenth of a percentage point (for example, 98.4499% becomes 98.4% and 98.4500% becomes 98.5%).
III. Performance Credits
a. If Contractor misses one (1) or more of the PGs within each of the PG tables (Implementation, Ongoing Core, Reporting, Account Management, and Annual Member Satisfaction) Contractor agrees that HCA will be due the entire Performance Credit for that table.
b. Contractor will calculate all Performance Credits due to HCA for failing to meet Performance Guarantees as outlined in Attachment 2 – Performance Guarantees and Credits.
c. The Performance Credit will be in addition to, and not in place of, any other right or remedy available to HCA.
d.  Any Performance Credit for failing to achieve any of the implementation PGs shall be reconciled to HCA in the August 2020 Monthly Premium invoice.
e. If total Performance Credit due by Contractor for any given reconciled Plan Year is a) under one percent (1%), the Performance Credit will be credited from the August Monthly Premium(s); or b) more than one percent (1%) the Performance Credit due to HCA will be spread equally over the August and September Monthly Premiums. As an example, if Contractor’s Performance Credit totals two percent (2%) for reporting year 2021, Contractor’s August and September 2022 Monthly Premium invoices will each be reduced by one percent (1%).
f. Upon termination of the Contract, if there is a Performance Credit balance due to HCA at the end of the term, the Contractor will send the rebate to HCA within sixty (60) Calendar Days of Contract termination.
IV. Performance Guarantees
See Attachment 2 – Performance Guarantees and Credits for the list of deliverables and amounts at risk.
V. Measurement of Performance Standards
a. Timeliness
Contractor must measure and report performance with respect to the above Performance Standards as set forth in Attachment 2 – Performance Guarantees and Credits. 
b. Audit of Performance Standards
1. At the sole option of HCA, the accuracy of Contractor’s timeliness and reporting of performance results may be subject to an independent audit by HCA or a professional audit firm selected by HCA. The professional audit firm will be selected by the HCA in its sole discretion. Contractor will be given at least thirty (30) Calendar Days’ notice of the audit and will cooperate with requests from the auditor for Claims data and other related requests from the auditor. Unless otherwise stated above, these audits will be at HCA’s expense.
2. Any such audit will be conducted consistent with applicable state and federal privacy laws. Preliminary results of any independent audit shall be provided to Contractor for review, in order to give Contractor the opportunity to address and correct any errors by the auditor in interpreting Contractor’s data or systems. Disputed points not resolved between the auditor and Contractor will be noted in the final audit report given to HCA. If the results of the independent audit are below the results reported by Contractor for the audit period by more than 5% for any single Performance Standard, then Contractor agrees that the results of the independent audit will be used as the basis for determining the performance with respect to potential amounts at risk.
3. Contractor will allow, and cooperate fully with, both external and internal audits by HCA staff or any organization chosen by HCA to confirm Appeals and Complaints performance
c. Mechanism of Adjustment
Performance Credits will be satisfied as adjustments to Monthly Premiums. The reductions will be to the first fees otherwise payable after HCA determines Contractor has failed to meet a Performance Standard. HCA may choose, however, to spread the reduction over more than one Monthly Premiums invoice.
d. Failures Caused by HCA
Contractor will have no liability for Performance Credits if failure to meet Performance Standards is the result of a written directive from HCA to delay Claims or modify services.
e. Waiver
Notwithstanding any other provisions of this Contract, HCA may waive all or part of any Performance Credit at its sole discretion. Any waiver does not affect the right of HCA to apply a fee reduction with respect to any other failure to meet a Performance Standard.
f. Transition of Performance Standard Measures
Upon demonstration by Contractor of its ability to meet any or all the standard Performance Standards in this Exhibit, HCA may decide to negotiate different standard Performance Standards to reflect trends and goals of HCA at that time.
B. Incentive Based Minimum Medical Loss Ratio (MLR) and HCA Premium Rebate
I. Definitions
For purposes of this Exhibit, the following terms shall have these meanings:
“MLR Incentive Adjustment” means the performance based incentive to lower the MLR Incentive Threshold based on the performance score. The MLR Incentive Adjustment should not be more than the difference between the MLR Incentive Threshold and the Minimum MLR of 85%.
“MLR Incentive Threshold” means the threshold that is set by HCA and must be at or higher than 85%, which is the Affordable Care Act (ACA) MLR threshold.
“Medical Loss Ratio” or “MLR” means the accounting guidance and procedures which describe the definitions of premiums, Quality Improvements, Claims, taxes and fees. The general definition of MLR is the ratio of Claims plus Quality Improvements to premiums less taxes and fees. The minimum MLR requirement threshold is 85% for large groups under the ACA.

“Payment Disincentives” means the portion of a provider’s payment that is owed to the Contractor as a condition of a VBP arrangement based on the provider’s quality of services results.  Examples include: downside risk arrangements whereby providers make payments to contracted payer(s) from their existing reimbursement structure based on quality reporting and/or performance; deficit payments made by a provider to contracted payer(s) based on quality reporting and/or performance; or withheld payments from existing provider reimbursement structures based on quality reporting and/or performance.
“Payment Incentives” means the portion of a provider’s payment that is owed to the provider by Contractor as a condition of a VBP arrangement based on the provider’s quality of services results.  Examples include: retrospective bonus payments made on top of a provider’s existing reimbursement structure (i.e. upside only); savings achieved by a provider under a shared-savings arrangement whereby the provider’s portion of the savings is tied to quality reporting and/or performance; or prospective care management incentive or payment, on top of a provider’s existing reimbursement structure, that is tied to quality reporting and/or performance.
“Premium Rebates” means the adjustment to premiums paid by HCA to the Contractor in order to satisfy the minimum MLR requirement. If premiums paid result in an MLR of 80% then there will be Premium Rebate of 11.12% of premiums less taxes and fees so that the MLR will rise to 90%. If the Contractor owes a Premium Rebate, the Premium Rebate will be paid by the Contractor to HCA.
“Provider Incentive” means Payment incentives and Payment Disincentives that apply to base payments that are Provider Payments in a VBP arrangement.
“Provider Payments” means actual payments made to the provider.
“Quality Component” means one (1) of the four (4) components of the MLR Incentive Adjustment, comprising 2% points of the default 5% point adjustment, and based on clinical quality measures in Table QC2.
“VBP Adoption Component” means one (1) of the four (4) components of the MLR Incentive Adjustment, comprising one 1% point of the default 5% point adjustment, based on the percentage of provider payments that are tied to VBP arrangements.
“VBP Significance Component” means one (1) of the four (4) components of the MLR Incentive Adjustment, comprising 1% point of the default 5% point adjustment, and measuring the percentage of base contractual payments that are at risk in connection with VBP arrangements.
“WA HBE Component” means one (1) of the four (4) components of the MLR Incentive Adjustment, comprising 1% point of the default 5% point adjustment, based on the Contractor’s compliance with offering a QHP. 
II. MLR Background
a. Medical Loss Ratio (MLR) is a basic financial measurement created by the federal Affordable Care Act (45 CFR §158) to encourage health plan carriers to provide value to enrollees. 
b. Under 45 CFR §158 the general definition of MLR is the ration of Claims plus Quality Improvements to premiums less taxes and fees. For example, if an insurer uses eighty (80) cents out of every premium dollar to pay its customers' medical claims and activities that improve the quality of care, the company has a MLR of 80%. A MLR of 80% indicates that the insurer is using the remaining twenty (20) cents of each premium dollar to pay overhead expenses, such as marketing, profits, salaries, administrative costs, and agent commissions. 
c. Under 45 CFR §158 the minimum MLR requirement threshold is eighty-five percent (85%) for large group lines of business.
d. Under 45 CFR §158.210 allows for distribution of a Premium Rebate if the Contractor has a MLR of less than eighty-five percent (85%).
III. General
Utilizing the MLR to incentivize high quality health care, value-based payment and care transformation:
a. Under this Contract, the Contractor is required to meet a MLR Incentive Threshold, calculated as ninety percent (90%) minus (-) the MLR Incentive Adjustment. If the Contractor’s MLR is less than the MLR Incentive Threshold, the Contractor will distribute the incentive based Premium Rebate to HCA.
b. The MLR Incentive Adjustment will consist of four (4) additive components: a Quality Component (up to two (2) percentage points), a WA HBE Component (up to one (1) percentage point), a VBP Adoption Component (up to one (1) percentage point), and a VBP Significance Component (up to one (1) percentage point).  Each component is set at zero (0) by default, but may be increased on the basis of performance measures as set out below in this exhibit.
c. The MLR Incentive Adjustment will modify the minimum MLR set under this Contract by up to five percentage (5%) points from the base MLR of ninety percent (90%) down to an adjusted MLR of 85%.  For example, an MLR Incentive Adjustment of five percent (5%) would reduce the MLR from ninety percent (90%) to eight five percent (85%), and an MLR Incentive Adjustment of four percent (4%) would reduce the MLR from ninety percent (90%) to eighty six percent (86%).  By maximizing the MLR Incentive Adjustment the Contractor can reduce its adjusted MLR.
d. HCA does not intend to reduce the Premium Rebate under 45 CFR §158. If the Contractor has a MLR of less than eighty five percent (85%) then the incentive based Premium Rebate will be limited to the difference between the Maximum MLR Incentive Adjustment and the MLR Incentive Adjustment. The incentive based Premium Rebate is expressed as a percentage of premium less the applicable taxes and fees, and intended to be consistent with the denominator of the MLR formula.
e. Under the illustrative performance where the MLR Incentive Threshold is eighty-seven percent (87%), and the actual MLR reported for the Contractor is eighty-one and a half percent (81.5%) then the MLR Incentive based Premium Rebate would result in a Premium Rebate of two percent (2%) of premium less applicable taxes and fees. The Premium Rebate relating to 45 CFR §158, would be three and a half percent (3.5%) of premium less applicable taxes and fees. The final adjusted loss ratio after application of both the incentive based Premium Rebate and the Federal Premium Rebate would be eighty-seven percent (87%).
f. Timing of the performance model will be such that the performance score will be available around June following the close of the Calendar Year, with the MLR being reported around that August.  
IV. Quality Component 
The Quality Component of the MLR Incentive Adjustment shall contribute up to two percentage (2%) points to the MLR Incentive Adjustment. The Quality Component may be earned via performance on a set of quality measures identified by HCA. The Quality Component will be calculated as set out below:
a. In the evaluation of performance, each measure will hold equal weight within the overall context of performance for the combined results for any plans offered through the SEBB medical fully-insured portfolio of benefits. Measure specifications are defined in the Washington Statewide Common Measures Set.
b. Once each measure is reported by the Contractor to HCA, HCA will compare performance on each measure to a Quality benchmark identified in Table QC1, below. Each measure will receive one (1) point for performance above the median (50th percentile), and one (1) additional point for each percentile of performance above the 51st percentile. Two (2) additional points will be awarded for each percentile of performance at the 70th percentile and above, and two (2) more additional points will be awarded for each percentile of performance at the 80th percentile and above. No additional points are awarded for performance above the 89th percentile and the score is capped at one hundred (100) for the measure. HCA will use linear interpolation for points between the benchmark source’s reported results to determine the score. See Table QC1 for performance scores at the various percentiles.
	Table QC1

	
Measure Score for Percentile Performance

	Percentile
	Score
	Percentile
	Score
	Percentile
	Score
	Percentile
	Score

	50
	1
	60
	11
	70
	23
	80
	55

	51
	2
	61
	12
	71
	26
	81
	60

	52
	3
	62
	13
	72
	29
	82
	65

	53
	4
	63
	14
	73
	32
	83
	70

	54
	5
	64
	15
	74
	35
	84
	75

	55
	6
	65
	16
	75
	38
	85
	80

	56
	7
	66
	17
	76
	41
	86
	85

	57
	8
	67
	18
	77
	44
	87
	90

	58
	9
	68
	19
	78
	47
	88
	95

	59
	10
	69
	20
	79
	50
	89
	100



c. The total score across all measures will be calculated in June of each year for the previous Plan Year. Table QC2 below describes the performance measures and targets that HCA will use. 
	Table QC2

	Performance Measure
	Benchmark Source
	Benchmark Target

	Adult Body Mass Index Assessment
	Quality Compass (PPO)
	90th percentile

	Antidepressant Medication Management – Effective Acute Phase Treatment*
	Quality Compass (PPO)
	90th percentile

	Antidepressant Medication Management – Effective Continuation Phase Treatment*
	Quality Compass (PPO)
	90th percentile

	Breast Cancer Screening*
	Quality Compass (PPO)
	90th percentile

	Cervical Cancer Screening*
	Quality Compass (PPO)
	90th percentile

	Childhood Immunization Status (Combo 10)
	Quality Compass (PPO)
	90th percentile

	Chlamydia Screening in Women
	Quality Compass (PPO)
	90th percentile

	Comprehensive Diabetes Care: Blood Pressure Control
	Quality Compass (PPO)
	90th percentile

	Comprehensive Diabetes Care: Eye Exam
	Quality Compass (PPO)
	90th percentile

	Comprehensive Diabetes Care: Hemoglobin A1c (HbA1c) Poor Control (>9.0%)
	Quality Compass (PPO)
	90th percentile

	Controlling High Blood Pressure
	Quality Compass (PPO)
	90th percentile

	Medication Management for People with Asthma (Asthma Medication Ratio)
	Quality Compass (PPO)
	90th percentile

	Statin Therapy for Patients with Cardiovascular Disease (Received Statin Therapy)
	Quality Compass (PPO)
	90th percentile

	CAD Statin Adherence Measure
	Washington Health Alliance
	90th percentile

	Well-Child Visits in the 3rd, 4th, 5th and 6th Years of Life
	Quality Compass (PPO)
	90th percentile


*These four measures will be implemented over a 4 year period to account for look-back periods defined in the measure specifications. See current HEDIS® Technical Specifications for Health Plans publications for further information.
d. For each Plan Year, the number of total points scored will be totaled for the selected performance measures in Table QC2 and divided by the threshold quality score, which is set at 200 for each Plan Year. The result, capped at a maximum of one hundred percent (1.000), will be the Contractor’s MLR Incentive Adjustment Quality Score.  The MLR Incentive Adjustment Quality Score will be multiplied by three (3) percentage points to determine the Quality Component of the MLR Incentive Adjustment.   For example, a Quality Score of one hundred percent (1.000) will result in a Quality Component of .02 × 1.000 = .02 or 2 percentage points, a Quality Score of fifty percent (0.500) will result in a Quality Component of .02 × 0.500 = .01 or 1 percentage point, and a Quality Score of twenty percent (0.200) will result in a Quality Component of .02 × 0.200 = .004 or .4 percentage points.
e. Contractor will be notified of any changes to the performance measures in advance of the measure taking effect so that the measure can be reported. Plan Year 2020 will be the first (1st) year to calculate the Quality Component of the MLR Incentive Adjustment based on 2020 experience. The implementation schedule for performance measures are described in Table QC4.
	Table QC4

	Plan Year
	Measurement and Reporting
	Performance Measures Implementation Schedule

	2020
	Calculate clinical measures data
	2020 performance adjustment will be made in 2021.

	2021
	Calculate clinical measures data


	2021 performance adjustment will be made in 2022.

	2022
	Calculate clinical measures data


	2022 performance adjustment will be made in 2023.

	2023
	Approach as described in this table for Plan Years 2020, 2021, and 2022.
	Approach as described in this table for Plan Years 2020, 2021, and 2022.



V. WA HBE Component
The WA HBE Component of the MLR Incentive Adjustment shall contribute up to one (1) percentage point. The WA HBE Component will be earned by ensuring compliance with the following:
a. Beginning January 1, 2020, Contractor will ensure that at least one (1) health carrier in the insurance holding company the Contractor belongs to is offering on the Washington Health Benefit Exchange (HBE), at least one (1) silver and one (1) gold qualified health plan (QHP) in any county in which any health carrier in that insurance holding company system offers a fully insured health plant that was approved by the SEB Board to be offered to School Employees and their covered Dependents. Contractor must confirm to HCA that the following actions have been completed:
i. Contractor has filed the HBE's Letter of Intent by the indicated due date;
ii. No later than May of each year, Contractor has timely filed proposed health plans with the OIC;
iii. No later than July of each year, the Contractor has submitted the Participation Agreement to the HBE;
iv. No later than July of each year, the Contractor has signed the EDI Trading Partner Agreement, required for the sharing of EDI files with the HBE; and
v. No later than November of each year, the Contractor's QHPs have been approved by the OIC and certified by the HBE Board, and that all Service Areas covered in SEBB are covered in the HBE.
VI. VBP Adoption Component 
The VBP Adoption Component of the MLR Incentive Adjustment shall contribute up to one (1) percentage point. The VBP Adoption Component may be earned by ensuring that payments are tied to Value-Based Payment Arrangements as set out below.
a. Contractor shall report to HCA the total annual statewide Provider Payments in each HCP-LAN Category as defined under the Health Care Payment Learning and Action Network (HCP-LAN) Alternative Payment Model (APM) Framework Final Whitepaper version dated 1/12/2016, attached as Attachment 3 - APM Whitepaper. Contractor must report results to HCA within ninety (90) Calendar Days after the end of each reporting period. HCA will provide the reporting table.
b. Provider Payments will consist of the total medical and pharmacy spend for all covered and administered lives in the Contractor’s Book-of-Business.
c. HCA will use the data supplied by the Contractor to calculate two (2) performance percentages: a.) the total Payments in CMS LAN APM Categories 2C – 4B as a percent of total Provider Payments for the Contractor for the Plan Year, and b.) the total Payments in CMS LAN APM Categories 3A – 4B as a percent of total Provider Payments for the Contractor for the Plan Year.  Each performance percentage will be compared to the Threshold VBP Adoption Scores set out in Table AC2. 
	Table AC2
	
	
	
	

	Value Based Payment Strategies Tied to PGs
	2020
	2021
	2022
	2023

	Minimum % of total annual Provider Payments that meets the requirements of CMS LAN APM Categories 2c-4b (see Table 8, below) as self-reported by Contractor.
Metrics tied to payment must be from the Common Measure Set.
	70%
	75%
	80%
	85%

	Minimum % subset of the above percentage of total Provider Payments that meets the requirements of CMS LAN APM Categories 3A-4B as self-reported by Contractor.
Metrics tied to payment must be from the Common Measure Set.
	20%
(14% of total)
	25%
(18.5% of total)
	35%
(28% of total)
	45%
(38.25% of total)



d. If the Contractor meets both thresholds set out in Table AC2 then the VBP Adoption Component of the MLR Incentive Adjustment shall be set at one (1) percentage point. If one (1) threshold is met but not the other then the VBP Adoption Component of the MLR Incentive Adjustment shall be set at one half (.5) of a percentage point. If neither threshold is met for the Plan Year then the VBP Adoption Component of the MLR Incentive Adjustment shall be set at zero (0) percentage points.
e. HCA may use a third-party assessment organization to review and validate Contractor’s results. Contractor must pay for the audit performed by the third-party assessment organization, if requested by HCA. 
VII. VBP Significance Component
The VBP Significance Component of the MLR Incentive Adjustment shall contribute up to one (1) percentage point to the MLR Incentive Adjustment. The VBP Significance Component may be reduced by establishing Payment Incentives and Payment Disincentives tied to quality and financial attainment. The VBP Significance Component of the MLR Incentive Adjustment will be calculated as set out below.
a. Contractor shall report to HCA the total statewide Provider Payments that the Contractor made to providers for the Plan Year, and the amount of statewide Payment Incentives and Payment Disincentives for the Plan Year (us Table SC1 for data reporting). Contractor must report results to HCA within ninety (90) Calendar Days after the end of each reporting period. Failure to provide the report by the deadline may result in the application of the default zero (0) value for the VBP Significance Component of the MLR Incentive Adjustment. 
b. HCA will use the data supplied by the Contractor to calculate the total Provider Incentives for the Plan Year as a percent of the Contractor’s total Provider Payments for the Plan Year. This percentage shall be referred to herein as the “VBP Significance Score.” This “VBP Significance Score” shall be compared to the VBP Significance Threshold Score, which is set at one percent (1%) to determine the VBP Significance Component of the MLR Incentive Adjustment.
	Table SC1
	Payment Incentives
	Payment Disincentives
	Total Payments

	
	Total Amount
	Describe*
	Total Amount
	Describe*
	

	Statewide Provider Payments 
	
	
	
	
	







*For example: “Downside risk arrangement whereby providers make payments to contracted payers from an existing reimbursement structure based on quality reporting and performance.”
c. Provider Incentives should be reported in the period in which they are paid or accrue in the Contractor’s financial statements. The method of reporting should be consistent to ensure that amounts are not duplicated year-to-year.
d. If, for the Plan Year, the VBP Significance Score is equal to or exceeds the VBP Significance Threshold Score, then the VBP Significance Component of the MLR Incentive Adjustment shall be set at one (1) percentage point. If the VBP Significance Score is less than then VBP Significance Threshold Score for the Plan Year, then the VBP Significance Component of the MLR Incentive Adjustment shall be set at zero (0) percentage points.
VIII. Reporting and Reconciliation of MLR
a. MLR Incentive Adjustment will occur annually under the Contract.
b. HCA intends to reconcile the Premium Rebates relating to the MLR Incentive Threshold concurrently with the final Federal reconciliation of the MLR rebate. Any incentive based Premium Rebate should not be considered a premium adjustment for the MLR year.
c. All rules and regulations pertaining to the financial accounting and reporting of 45 CFR §158 will continue to apply to this Contract. 
d. Timing of the performance model will be such that the performance score will be available around June following the close of the Calendar Year, with the MLR being reported around that August.
e. HCA reserves the right to use a third-party to validate any of the Contractor’s reported components. 
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Placeholder for Contractor’s implementation plan.
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Placeholder for Contractor’s provider adequacy and approved Service Area(s).
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Contractor agrees to calculate and report the Statewide Common Measure Set (SCMS) on an annual basis within required timelines (see section 5.12.C, Quality and Outcomes Data, subsection III). The measures can be found here: https://www.hca.wa.gov/assets/Washington-State-Common-Measure-Set-2018.pdf.
In addition to the SCMS measures, the Contractor will be notified of any additional measures requiring calculation and reporting annually, as part of the Request for Renewal process. All measures will require an audit conforming to audit standards and business processes defined by the National Committee for Quality Assurance for the calculation and reporting of HEDIS measures.
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Placeholder for paid Claims and risk assessment data specifications, which will be provided during Contract negotiations.
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For more information, see LAN APM Framework White Paper, here: https://hcp-lan.org/workproducts/apm-whitepaper.pdf
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Contractor’s annually updated Paying for Value Survey will be incorporated here as Exhibit 11.
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Placeholder for Clinical Management programs offered by Contractor and included within the scope of this Contract. 
Clinical Management programs may be changed through the RFR process. Each amended Clinical Management program will be maintained in the Contract as programs that have been phased out by the Contractor.


[bookmark: _Toc519577916]Exhibit 13 – ERB HIPAA 834 Eligibility File Format





[bookmark: _Ref517882085][bookmark: _Toc519577917]Exhibit 14 – Data Share Agreement
Placeholder for Data Share Agreement.
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A. Prescribing Opioids
EFFECTIVE JANUARY 2, 2018
Acute use of opioids for the treatment of non-cancer, non-palliative care, non-hospice, non-end of life paid (applies to both short-acting and long-acting formulas):
I. Grandfathering criteria: 
a. Patients who have filled at least one opioid prescription in three (3) of the last four (4) months (other than methadone) will be grandfathered. The attestation is not needed for these patients. 
1. The dose, quantity, and forty two (42) Calendar Day supply limits do not apply. 
2. These patients may be identified electronically by looking back at claims data prior to January 2, 2018. 
II. In general, only short-acting opioids will be approved for acute use. Long-acting opioids for acute use will be approved only under the exception criteria listed in (4) below. 
III. Short and long-acting opioid prescriptions are covered without prior authorization to treat non-cancer, non-palliative care, non-hospice, and non-end of life related pain when the limits listed in (3a) and (3b) below are followed or when one of the exceptions listed in (4) applies. Limits apply as follows: 
a. For short acting opioids only: 
1. A quantity limit of eighteen (18) dosages per prescription for children (≤ 20 years of age); [Note: Prescriber indicating EXEMPT overrides quantity limit] OR 
2. ii) A quantity limit of forty two (42) dosages per prescription for adults (≥ 21 years of age); [Note: Prescriber indicating EXEMPT overrides the quantity]; AND 
b. For both long and short acting opioids: 
1. No more than forty two (42) Calendar Days of opioid use within a rolling 90-day period. Use of any opioid for more than forty two (42) Calendar Days within a 90-day period is considered chronic use of opioids and requires prior authorization. See the chronic use of opioids section below; AND 
IV. Exceptions (Quantity limits in Table 1 below apply) (4a and 4b require separate codes): 
a. Patient with a diagnosis or pharmacy claim for active cancer treatment, hospice, palliative care, or end-of-life care and pharmacy documents this on the prescription and submits the claim with an expedited authorization code used for this criteria; [Note: quantity limits do not apply]; OR 
b. Provider wrote/typed “EXEMPT” on the prescription or the pharmacist has contacted the provider and the provider confirmed verbally the patient has an “EXEMPT” medical condition. 
1. By indicating “EXEMPT” the provider is attesting that the patient has a medically necessary need that requires the prescribed long or short acting opioid (other than pain related to active cancer, hospice, palliative care, or end-of-life care) and it is documented in the medical record 
2. The pharmacy may submit the claim with the expedited authorization code used for this criteria; OR 
c. New Members are exempted for the first one hundred and twenty (120) Calendar Days of enrollment. 
1. Documentation from the pharmacist or prescriber is not required 
2. Quantity limits and forty two (42) Calendar Day supply limit do not apply. 
d. Current prior authorization on file. 
V. Opioid prescriptions exceeding the limits in (3a) and (3b) that do not have an exception listed in (4) are not authorized unless provider submits attestation. 
Chronic use of opioids for the treatment of non-cancer pain (applies to both short-acting and long-acting formulations):
VI. Use of opioids for more than forty two (42) Calendar Days may be authorized in twelve (12) month intervals or to the provider’s indicated expiration date [“End Date”] when the prescriber signs the attestation below. 
Attestation: 

“I [Doctor’s Name] attest that all of the below criteria are met, or there is documentation in the chart for why one or more are not applicable: 

a. The patient has an on-going clinical need for chronic opioid use at the prescribed dose (more than forty two (42) Calendar Days per ninety (90) Calendar Day period) that is documented in the medical record. 
b. The patient is using appropriate non-opioid medications, and/or non-pharmacologic therapies; OR 
c. The patient has tried and failed non-opioid medications and non-pharmacologic therapies for the treatment of this pain condition; AND 
d. For long-acting opioids, the patient must be using or had trials of short-acting opioid therapy for at least forty two (42) Calendar Days; OR 
1. The reason for inadequate response to short-acting opioid therapy is documented in the medical record; OR 
2. Justification of beginning an opiate naïve patient on a long-acting opioid is documented in the medical record; 
e. The provider has recorded baseline and ongoing assessments of measurable, objective pain scores and function scores. These should be tracked serially in order to demonstrate clinically meaningful improvements in pain and function; AND 
f. The patient has been screened for mental health disorders, substance use disorder, naloxone use; AND 
g. The provider will conduct periodic urine drug screens; AND 
h. The provider has checked the PDMP for any other opioid use and concurrent use of benzodiazepines and other sedatives; AND 
i. The provider has discussed with the patient the realistic goals of pain management therapy and has discussed discontinuation as an option during treatment; AND 
j. The provider confirms that the patient understands and accepts these conditions and the patient has signed a pain contract or informed consent document. 

By signing this attestation, I hereby certify that the above information is true, accurate and complete. That the requested treatment is medically necessary, does not exceed the medical needs of the Member, and is clinically supported in the Member’s medical record [Insert Attestation End Date].
VII. Definitions: 
“Short-acting opioid” means an opioid that is FDA-approved to manage pain severe enough to require opioid treatment and for which alternative treatment options are inadequate (includes tramadol and tapentadol; excludes trans-mucosal fentanyl and all buprenorphine products). 
“Long-acting opioid” means an extended release opioid that is FDA-approved to manage pain severe enough to require daily, around-the-clock, long-term opioid treatment for opioid-tolerant patients and for which alternative treatment options are inadequate (includes fentanyl patches and tramadol ER; excludes methadone and buprenorphine patches). 
“Dosage” means one dosage equals one (1) tablet, one (1) capsule, one (1) suppository, or five (5) ml. 
“Opioid” means drugs containing the following ingredients
· Codeine 
· Fentanyl 
· Hydrocodone
· Hydromorphone 
· Meperidine 
· Morphine 
· Oxycodone 
· Oxymorphone 
· Tapentadol
· Tramadol 
“MED” means morphine equivalent doses per the calculator published on the Washington State Agency Medical Directors’ Group website(http://agencymeddirectors.wa.gov/opioiddosing.asp)

Table 1: Quantity and Days’ Supply Limits
	ACUTE USE

	
	Short acting opioids
	Long acting opioids

	Standard limits when exceptions are not met
	Quantity limits for children ≤ 20 years old
	18 tablets or capsules, or 90 ml per prescription
	No allowed for acute use unless exempt

	
	Quantity limits for adults ≥21 years old
	42 tablets or capsules, or 210 ml per prescription
	

	Limits when exceptions are met
	Dosage
	No MED limits at this time.

	
	Day Supply
	30 days maximum in a single fill. Use of opioids not to exceed 42 calendar days within a rolling 90 day period. Greater than 42 days require attestation or prior authorization.

	CHRONIC USE

	Limits
	Dosage
	No Med limit at this time.

	
	Day Supply
	30 day supply



B. Treatment for Opioid Use Disorder
Prescriptions for opioid treatment medications for the treatment of Opioid Use Disorder do not require a prior authorization.

C. 

[bookmark: _Toc519577919]Exhibit 16 – Business Interruption and Disaster Management Plan
Placeholder for Contractor’s business interruption and disaster management plan. 




[bookmark: _Toc519577920]Attachment 1 – Confidential Information Security Requirements
Definitions 
In addition to the definitions set out in Section 2 of this Contract K      for Fully Insured Group Medical Plan, the definitions below apply to this Attachment.  
a. “Hardened Password” means a string of characters containing at least three of the following character classes: upper case letters; lower case letters; numerals; and special characters, such as an asterisk, ampersand or exclamation point. 
i. Passwords for external authentication must be a minimum of 10 characters long.
ii. Passwords for internal authentication must be a minimum of 8 characters long.
iii. Passwords used for system service or service accounts must be a minimum of 20 characters long.
b. “Portable/Removable Media” means any Data storage device that can be detached or removed from a computer and transported, including but not limited to: optical media (e.g. CDs, DVDs); USB drives; or flash media (e.g. CompactFlash, SD, MMC).
c. “Portable/Removable Devices” means any small computing device that can be transported, including but not limited to: handhelds/PDAs/Smartphones; Ultramobile PC’s, flash memory devices (e.g. USB flash drives, personal media players); and laptops/notebook/tablet computers. If used to store Confidential Information, devices should be Federal Information Processing Standards (FIPS) Level 2 compliant. 
d. “Secured Area” means an area to which only Authorized Users have access. Secured Areas may include buildings, rooms, or locked storage containers (such as a filing cabinet) within a room, as long as access to the Confidential Information is not available to unauthorized personnel.
e. “Transmitting” means the transferring of data electronically, such as via email, SFTP, webservices, AWS Snowball, etc.
f. “Trusted System(s)” means the following methods of physical delivery: (1) hand-delivery by a person authorized to have access to the Confidential Information with written acknowledgement of receipt; (2) United States Postal Service (“USPS”) first class mail, or USPS delivery services that include Tracking, such as Certified Mail, Express Mail or Registered Mail; (3) commercial delivery services (e.g. FedEx, UPS, DHL) which offer tracking and receipt confirmation; and (4) the Washington State Campus mail system. For electronic transmission, the Washington State Governmental Network (SGN) is a Trusted System for communications within that Network.
g. “Unique User ID” means a string of characters that identifies a specific user and which, in conjunction with a password, passphrase, or other mechanism, authenticates a user to an information system.
Confidential Information Transmitting
a. When transmitting HCA’s Confidential Information electronically, including via email, the Data must be encrypted using NIST 800-series approved algorithms (http://csrc.nist.gov/publications/PubsSPs.html). This includes transmission over the public internet.
b. When transmitting HCA’s Confidential Information via paper documents, the Receiving Party must use a Trusted System.
Protection of Confidential Information
The Contractor agrees to store Confidential Information as described:
a. Data at Rest:
i. Data will be encrypted with NIST 800-series approved algorithms. Encryption keys will be stored and protected independently of the data. Access to the Data will be restricted to Authorized Users through the use of access control lists, a Unique User ID, and a Hardened Password, or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards. Systems which contain or provide access to Confidential Information must be located in an area that is accessible only to authorized personnel, with access controlled through use of a key, card key, combination lock, or comparable mechanism. 
ii. Data stored on Portable/Removable Media or Devices:
· Confidential Information provided by HCA on Removable Media will be encrypted with NIST 800-series approved algorithms. Encryption keys will be stored and protected independently of the Data.
· HCA’s data must not be stored by the Receiving Party on Portable Devices or Media unless specifically authorized within the Data Share Agreement. If so authorized, the Receiving Party must protect the Data by:
1. Encrypting with NIST 800-series approved algorithms. Encryption keys will be stored and protected independently of the data; 
2. Control access to the devices with a Unique User ID and Hardened Password or stronger authentication method such as a physical token or biometrics; 
3. Keeping devices in locked storage when not in use;
4. Using check-in/check-out procedures when devices are shared;
5. Maintain an inventory of devices; and
6. Ensure that when being transported outside of a Secured Area, all devices with Data are under the physical control of an Authorized User. 
b. Paper documents. Any paper records containing Confidential Information must be protected by storing the records in a Secured Area that is accessible only to authorized personnel. When not in use, such records must be stored in a locked container, such as a file cabinet, locking drawer, or safe, to which only authorized persons have access.
Confidential Information Segregation
HCA Confidential Information received under this Contract must be segregated or otherwise distinguishable from non-HCA data. This is to ensure that when no longer needed by the Contractor, all HCA Confidential Information can be identified for return or destruction. It also aids in determining whether HCA Confidential Information has or may have been compromised in the event of a security Breach.
0. HCA's Confidential Information must be kept in one of the following ways:
i. on media (e.g. hard disk, optical disc, tape, etc.) which will contain only HCA Data; or
ii. in a logical container on electronic media, such as a partition or folder dedicated to HCA’s Data; or
iii. in a database that will contain only HCA Data; or
iv. within a database and will be distinguishable from non-HCA Data by the value of a specific field or fields within database records; or
v. when stored as physical paper documents, physically segregated from non-HCA Data in a drawer, folder, or other container.
a. When it is not feasible or practical to segregate HCA Confidential Information from non-HCA data, then both the HCA Confidential Information and the non-HCA data with which it is commingled must be protected as described in this Attachment.
Confidential Information Shared with Subcontractors
If HCA Confidential Information provided under this Contract is to be shared with a Subcontractor, the contract with the Subcontractor must include all of the Confidential Information Security Requirements. 
Confidential Information Disposition
When the Confidential Information is no longer needed, except as noted below, the Confidential Information must be returned to HCA or destroyed. Media are to be destroyed using a method documented within NIST 800-88 (http://csrc.nist.gov/publications/PubsSPs.html).
a. For HCA’s Confidential Information stored on network disks, deleting unneeded Confidential Information is sufficient as long as the disks remain in a Secured Area and otherwise meet the requirements listed in Section 3, above. Destruction of the Confidential Information as outlined in this section of this Attachment may be deferred until the disks are retired, replaced, or otherwise taken out of the Secured Area.


[bookmark: _Ref518400824][bookmark: _Ref518400862][bookmark: _Toc519577921]Attachment 2 – Performance Guarantees and Credits



[bookmark: _Toc519577922]Attachment 3 – APM Whitepaper
The HCP LAN Alternative Payment Model whitepaper can be found at this link: https://hcp-lan.org/workproducts/apm-whitepaper.pdf.
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Office of the Chief  STANDARD NO.  141.10 
Information Officer (OCIO)  


Securing Information Technology Assets  
Purpose:  Set requirements for maintaining 
system and network security, data integrity, 
and confidentiality.  
  
  


Effective Date:  November 13, 2017  
  
See Also:   


Policy No. 141 - Securing Information 
Technology Assets  


Policy No. 143 - IT Security Incident 
Communications   


Appendix C:  IT Security Non-
Compliance/Deviation Form   


Media Handling and Data Disposal Best 
Practices   


PURPOSE 


The state has a fiduciary responsibility to protect the IT systems, applications and data 
entrusted to it by its citizens. Therefore, it is necessary to take appropriate measures to ensure 
the security of these public IT assets. 


INTRODUCTION  


To enable the mission of state agencies and the state enterprise, reduce business risk and cost 
it is required that agencies adopt and implement common IT 


security standards.  Common standards will help ensure that agencies have an effective means 
of protecting vital IT assets, and can securely store and share data between agencies and with 
citizens and business partners.  Agencies may, and should, exceed these IT security standards 
based on their assessment of the risk and complexity of their IT environment or system 
implementation.   
  
These IT security standards apply to all IT systems and applications, inside and outside the 
State Government Network (SGN), whether government-owned IT systems or contractor or 
vendor-owned systems that process state information, and define the processes, procedures, 
and practices necessary for implementing an agency-specific IT security program.  They 
include specific steps that will be taken to ensure that a secure IT environment is maintained 
and all agency systems provide appropriate levels of privacy, confidentiality, integrity and 
availability.   
  
Responsibly protecting public IT assets is made possible through an enterprise approach to 
security in state government that:  
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(1) Recognizes an interdependent relationship among agencies, such that strengthening 
security for one strengthens all and conversely, weakening one weakens all.  


(2) Assumes mutual distrust until proven friendly, including relationships within government, 
with trading partners, and with anonymous users in a least-privilege approach to access 
control.  


(3) Supports industry standards where applicable.  
 
Agencies are responsible for adherence to these IT security standards to protect IT systems 
and applications, whether they are operated by or for an agency, and whether they operate 
internally on the SGN, or external to the SGN. Examples of environments external to the SGN 
include the Inter-Governmental Network (IGN), the Public Government Network (PGN), 
business partner hosted services and cloud services.  
  
IT security planning is primarily a risk management issue. Therefore, the OCIO requires 
agencies to follow the IT Security policy and standards to mitigate security risks in a shared and 
trusted environment.  Agencies will:  


(1) Ensure secure interactions between and among governmental agencies take place within 
a shared and trusted environment.  


(2) Ensure secure interactions between and among business partners, external parties, and 
that state agencies utilize a common authentication process, security architecture, and 
point of entry.  


(3)  
(4) Prevent misuse of, damage to, or loss of IT hardware and software facilities.  
(5) Ensure employee accountability for protection of IT assets.  
(6) Ensure and oversee compliance with these IT security standards, including the annual 


verification of security compliance from the agency heads to OCIO.  
  
This document contains the following IT Security Standards:  
  
Section 1:    Agency IT Security Program Standard  
Section 2  11:  Standards for IT security functional areas  
  
Agencies must develop, document and implement policies and procedures for the IT security 
program in Section 1 and the functional areas in Sections 2 through 11.  Agencies may, and 
should, exceed these IT security standards based on the risk and complexity of the IT 
environment.  


SCOPE  


(1) The IT security policy applies to state of Washington executive branch agencies, agencies 
headed by separately elected officials, and institutions of higher education.  


(2) These IT security standards apply to state of Washington executive branch agencies and 


document.   
(3) Institutions of higher education shall develop standards that are appropriate to their 


respective missions and that are consistent with the intended outcomes of the OCIO to 


security standards shall address:  
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a. Appropriate levels of security and integrity for data exchange and business 
transactions.  


b. Effective authentication processes, security architectures(s), and trust fabric(s).  
c. Staff training.   
d. Compliance, testing, and audit provisions.  


  
Academic and research applications and infrastructure at institutions of higher education are 
exempt.  


STANDARDS  


1.  Agency IT Security Program  


1.1.   Documentation  


The agency IT Security Program documentation must:  


(1)  


(2) Clearly identify the security objectives for agency systems.  


(3) Contain policies, processes and procedures for all sections of OCIO IT security 
standards.  


(4) Contain detail commensurate with the size, complexity, and potential business 
exposure based on the results of the agency's IT Risk Assessment process.  


(5) Contain details of the security controls applied to agency systems.  


(6) Contain details, justifications and approvals by OCIO for any deviation from the 
OCIO IT security standards.  


(7) Contain results, logs, and records from risk and security assessments to 
demonstrate that the assessments performed met the intended security 
objectives of the agency.  


(8) Identify mechanisms for receiving, documenting, and responding to reported 
security issues.  


Agency Security Program documentation may contain information that is exempt from 
public disclosure as defined in RCW 42.56.420.  


1.2.   IT Risk Assessment  


The agency must:  


(1) Define and implement a formal IT Risk Assessment process to evaluate risks 
resulting from the use of information systems to agency operations, systems and 
personnel.  


(2) Conduct an IT Risk Assessment when introducing new systems. When changes 
are made to an existing computing environment that impacts risk, conduct an IT 
Risk Assessment with a scope that is in proportion to the changes made.  


(3) Identify assets that are within the scope of the agency IT Security Program and 
the entity that has responsibility for the production, development, maintenance, 
use, and security of the assets.  
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(4) Identify potential threats to assets identified as within scope. 


(5) Identify the vulnerabilities that might be exploited by the threats.  


(6) Identify the impacts that losses of confidentiality, integrity, and availability may 
have on assets identified as within scope.  


(7) Assess the likelihood that security failures may occur based on prevailing threats 
and vulnerabilities.  


(8) Conduct an IT Risk Assessment on Systems processing Category 3 data or 
higher once every three years.  Please refer to Section 4 for data categories.  


(9) Take into account business, legal, or regulatory requirements, and contractual 
security obligations.  


1.2.1   Security Design Review and Risk Assessment     


The agency must request a Security Design Review and Risk Assessment for 
maintenance and new development of systems and infrastructure projects when 
one or more of the following conditions exist:   


(1) An agency is required to submit an investment plan to OCIO commensurate 
with the IT Investment Standards.    


(2) An agency project or initiative requires OCIO or OCIO oversight as 
determined by OCIO policy and standards.  


(3) An agency project or initiative impacts risk to state IT assets outside the 
agency.  


(4) An agency project or initiative meets criteria for a Security Design Review 
and Risk Assessment as defined and documented by the agency IT security 
program.  


Agencies are encouraged to consult with OCIO and CTS regarding any project to 
determine whether a Security Design Review and Risk Assessment is 
recommended.  
 
The agency must provide the following to the state Chief Information Security 
Officer at CTS for the Security Design Review and Risk Assessment:  


(1) The IT Security Checklist for the system.  Please refer to Section 1.5.  


(2) A system architecture diagram showing security controls and information 
flows.  


(3) Security risk assessments identified for the system and IT infrastructure.  


(4) The planned security controls and how they will be implemented.  
   
The Chief Information Security Officer at CTS must:  


(1) Review the results of the agency IT Security Checklist and other documents 
specific to the System.  


(2) Determine whether the security design complies with OCIO IT security 
standards.  


(3) Provide design recommendations as necessary for the agency to satisfy 
OCIO IT security standards.  
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Agencies may submit appeals regarding Security Design Review and Risk 
Assessment results to the OCIO.    


1.3.   IT Security Assessment  


IT Security Assessments must be conducted periodically to review and assess the 
effectiveness of existing security controls.  These assessments must include testing of 
security controls to make sure unauthorized access attempts can be identified or 
stopped. Examples of periodic testing include penetration tests, vulnerability 
assessments and system code analysis. The agency must:  


(1) Establish an IT Security Assessment framework and schedule to identify a 
sampling of agency systems, applications, and IT infrastructure to test.    


(2) Conduct IT Security Assessments against the sample in the framework to verify 
security controls and identify weaknesses at least once every three years.  


(3) Conduct an assessment through testing scenarios relevant to changes made 
when the following conditions exist:    


a. A significant IT infrastructure upgrade or modification since the last IT 
Security Assessment was performed.  Examples of a significant 
infrastructure upgrade or modification include but are not limited to: the 
addition of a new sub-network, DMZ or security perimeter device; upgrades 
to firewalls, switches or routers.  


b. Applications have been added or significantly modified.  


(4) Correct weaknesses identified with appropriate controls.   


1.4.   Education and Awareness  


The agency must:   


(1) Ensure that personnel assigned responsibilities defined in the agency IT Security 
Program are competent to perform the required tasks.   


(2) Document the knowledge, skills, and abilities required for personnel performing 
work affecting the agency IT Security Program.  


(3) Require that all employees receive annual security awareness training that 
includes the risks of data compromise, their role in prevention, and how to 


 


(4) Ensure that personnel assigned responsibilities defined in the agency IT Security 
Program must, at a minimum, receive training that addresses the OCIO Security 


 


1.5.   Compliance    


The agency must:  


(1) Ensure compliant implementation of systems and IT infrastructure funded and 
approved after adoption of these IT security standards.  
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(2) Include estimates to implement these IT security standards and resulting security 
controls in schedules, budgets, and funding requests for maintenance and new 
development of applications, infrastructure, and operations.    


(3) Complete the IT Security Checklist and include costs of required security controls 
in budgets and schedules of new development or maintenance when:  


a. Significant changes are made to the application, IT infrastructure or 
operations.  


b. An IT Investment Plan must be prepared. 


c. It is required to complete a Security Design Review and Risk Assessment 
(Section 1.2.1)  


d. The IT Security Checklist is required by the agency IT security program.  


(4) Select and apply the appropriate security controls commensurate with the risk 
and complexity of the system after completing the agency IT Risk Assessment 
(Section 1.2), IT Security Assessment (Section 1.3), the IT Security Checklist, and 
the Security Design Review and Risk Assessment (when required) to comply with 
the requirements in the OCIO IT security standards.  


(5) 
services provided when:  


a. The scope of work affects a state IT resource or asset.  


b. The agency contracts for IT resources or services with an entity not subject 
to the OCIO IT security standards.  


Contractor compliance may be demonstrated by mapping comparable contractor 
controls to these IT security standards, and by adding supplemental controls that 
close gaps between the two.  


(6) Confirm in writing that the agency is in compliance with OCIO IT security 
standards.  The head of each agency will provide annual verification to the OCIO 
by August 31 of each year or Office of Financial Management budget submittal 
date, whichever is later, that an agency IT Security Program has been developed 
and implemented according to the OCIO IT security standards. The annual 
security verification letter will be included in the agency IT portfolio and submitted 
to OCIO. The verification indicates review and acceptance of agency security 
policies, procedures, and practices as well as updates since the prior verification.  


(7) Document instances of non-compliance with OCIO IT security standards 
beginning no later than August 2010 and during the funding and approval process 
for new initiatives referenced above in Section 1.5.  For those components that 
do not comply, agencies complete the IT Security Non-Compliance/Deviation 
Form, Appendix C. Update the form and submit annually with the annual security 
verification letter. The form is submitted to the state CIO for approval through the 
state Chief Information Security Officer at CTS.  For security reasons, please 
submit only hardcopy IT Security Non-Compliance/Deviation Forms.  Do not 
submit these forms via email.  Agencies may submit appeals to the OCIO.    


1.6.  Audit  


The agency must:  







Office of the Chief Information Officer, Washington State  
Standard No. 141.10:  Securing Information Technology  


Page 7 of 33  


(1) Ensure an independent audit is performed once every three years to assess 
compliance with OCIO IT security standards.  


(2) Ensure the audit is performed by qualified parties independent of the agency's IT 
organization.  


(3) Submit the results of the audit to the state chief information security officer at 
CTS.  


(4) Maintain documentation showing the results of the audit according to applicable 
records retention requirements.  


(5) Validate that security controls are implemented appropriately based on OCIO IT 
security standards, the agency security program, and applicable regulatory 
requirements.  


(6) Identify nonconformities and related causes.  


(7) Track progress to correct nonconformities.   


(8) Implement the corrective action needed.  


1.7.   Maintenance  


The agency must:  


(1) Conduct an annual maintenance and review of the agency IT Security Program.  


(2) Identify areas to improve the effectiveness of the agency IT Security Program.  


2.    Personnel Security  


These Personnel Security controls are designed to reduce risks of human error, theft, 
fraud, or misuse of facilities.  They help agencies ensure that users are aware of 
information security threats and are equipped to support the OCIO security policy in the 
course of their normal work.  


 Agencies must:  


(1) Provide IT security orientation and supervision of employees and monitor contractors 
who have access to agency IT Assets.  


(2) Ensure that appropriate staff conduct is achieved and maintained related to security 
matters.   


(3) Conduct reference checks and background investigations as required by the agency 
IT security program and authorized by the agency.  


(4) Require employees to receive appropriate awareness training and regular updates on 
agency and OCIO IT Security Policies and standards as described in Section 1.4.  


(5) Provide opportunities for IT Security support staff to obtain technical training.  


(6) Impose appropriate sanctions for security violations.  


(7) Establish processes for the timely removal of system access for employees and 
contractors when duties change or when separating from service.   


(8) Include appropriate language in vendor contracts to require compliance with OCIO 
and agency security policies, standards, and requirements.   
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(9) Require employees and contractors to comply with these IT security standards and 
agency IT policies and procedures. Each user should be made clearly aware of this 
responsibility.  


(10) Identify, document, and implement rules for the acceptable use of IT assets 
consistent with rules provided by the Washington State Executive Ethics Board.    


3.    Physical and Environmental Protection   


Agencies are responsible for ensuring that adequate physical security and environmental 
protections are implemented to maintain the confidentiality, integrity, and availability of the 


compromise of IT assets. Investments in physical and environmental security must be 
commensurate with the risks, threats, and vulnerabilities unique to each physical site and 
location.  


3.1. Facilities  


Agencies must develop, document, and implement policies and procedures for the 
following:  


(1) Location and layout of the facility.  


(2) Physical security attributes for computer or telecommunications rooms.  


(3) Design and enforcement of physical protection and guidelines for working in 
secure areas.  


(4) Facility access control.  


(5) Physical data storage and telecommunications controls.  


(6) Off-site media storage.  


(7) Physical security controls for mobile devices.  


4.    Data Security   


Data security components outlined in this section are designed to reduce the risk 
associated with the unauthorized access, disclosure, or destruction of agency data.  


4.1. Data Classification  


Agencies must classify data into categories based on the sensitivity of the data.   
Agency data classifications must translate to or include the following classification 
categories:  


(1) Category 1  Public Information   


Public information is information that can be or currently is released to the public.  
It does not need protection from unauthorized disclosure, but does need integrity 
and availability protection controls.   


(2) Category 2  Sensitive Information   


Sensitive information may not be specifically protected from disclosure by law and 
is for official use only. Sensitive information is generally not released to the public 
unless specifically requested.  


(3) Category 3  Confidential Information  
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Confidential information is information that is specifically protected from either 
release or disclosure by law.  This includes, but is not limited to:  


a. Personal information as defined in RCW 42.56.590 and RCW 19.255.10.  


b. Information about public employees as defined in RCW 42.56.250. 


c. Lists of individuals for commercial purposes as defined in RCW 42.56.070 
(9).  


d. Information about the infrastructure and security of computer and 
telecommunication networks as defined in RCW 42.56.420.   


(4) Category 4  Confidential Information Requiring Special Handling  


Confidential information requiring special handling is information that is 
specifically protected from disclosure by law and for which:  


a. Especially strict handling requirements are dictated, such as by statutes, 
regulations, or agreements.     


b. Serious consequences could arise from unauthorized disclosure, such as 
threats to health and safety, or legal sanctions.  


4.2. Data Sharing  


Agencies must ensure that sharing data with the public at large complies with the OCIO 
Public Records Privacy Protection Policy and other applicable statutes or regulations.  


When sharing Category 3 and above data outside the agency, an agreement must be 
in place unless otherwise prescribed by law. The agreement (such as a contract, a 
service level agreement, or a dedicated data sharing agreement) must address the 
following:   


(1) The data that will be shared.  


(2) The specific authority for sharing the data.  


(3) The classification of the data shared. (4) Access methods for the shared data.  


(5) Authorized users and operations permitted.  


(6) Protection of the data in transport and at rest.  


(7) Storage and disposal of data no longer required.  


(8) Backup requirements for the data if applicable.  


(9) Other applicable data handling requirements.  


4.3. Secure Management and Encryption of Data  


(1)  Outside the SGN 


The storage of Category 3 and Category 4 information outside the SGN requires 
agencies to ensure that encryption is selected and applied using industry 
standard algorithms validated by the National Institute of Standards and 
Technology (NIST) Cryptographic Algorithm Validation Program. Encryption must 
be applied in such a way that it renders data unusable to anyone but authorized 







Office of the Chief Information Officer, Washington State  
Standard No. 141.10:  Securing Information Technology Assets


Page 10 of 33  


personnel, and the confidential process, encryption key or other means to 
decipher the information is protected from unauthorized access.  


(2)  New Systems and Applications Inside the SGN 


Systems storing Category 3 and Category 4 information deployed within the SGN 
after [effective date of this revision] requires agencies to select and apply 
encryption using industry standard algorithms validated by the National Institute 
of Standards and Technology (NIST) Cryptographic Algorithm Validation 
Program. Encryption must be applied in such a way that it renders data unusable 
to anyone but authorized personnel, and the confidential process, encryption key 
or other means to decipher the information is protected from unauthorized 
access; unless, after completing an IT Risk Assessment, other compensating 
controls are identified and approved by the agency CIO and are fully 
implemented. 


4.4. Secure Data Transfer  


Agencies must appropriately protect information transmitted electronically.  The 
transmission of Category 3 and above information outside of the SGN requires 
encryption such that:  


(1) All manipulations or transmissions of data during the exchange are secure.  


(2) If intercepted during transmission the data cannot be deciphered.  


(3) When necessary, confirmation is received when the intended recipient receives 
the data.   


(4) Agencies must use industry standard algorithms, or cryptographic modules 
validated by the National Institute of Standards and Technology (NIST).  


(5) For agencies not on the SGN, this standard applies when transmitting Category 
 


5.   Network Security  


Agencies must ensure the secure operation of network assets through the use of 
appropriate layered protections commensurate with the risk and complexity of the 
environment.  


5.1. Secure Segmentation  


Agencies must:  


(1) Define and implement logical boundaries to segment networks as determined by 
system risk and data classification.  


(2) Enforce controls to protect segments and individual assets within each segment.   
The methods to achieve secure segmentation include but are not limited to those 
detailed in Sections 5.1.1- 5.1.3.  


5.1.1 Network Devices  


Agencies must:  
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(1) Securely segment Internet-available systems from internal networks.  


(2) Disable unnecessary functionality such as scripts, drivers, features, 
subsystems, file systems and services.  


(3) Harden devices based on industry best practice such as NIST, SANS, and 
vendor configuration standards.  


(4) Change default or initial passwords upon installation.  


(5) Display banner text conveying appropriate use at system entry points and at 
access points where initial user logon occurs.  


(6) Disable remote communications where no business need exists.  


(7) Standardize and document the device configurations deployed.  


(8) Document deviations from device configuration standards along with the 
approval.  


(9) Mask internal addresses from exposure on the Internet as necessitated by 
the risk and complexity of the system.  


(10) Implement controls to prevent unauthorized computer connections and 
information flows through methods such as:   


a. Authentication of routing protocols.  


b. Ingress filtering at network edge locations.  


c. Internal route filtering.  


d. Routing protocols are enabled only on necessary interfaces.   


e. Restrict routing updates on access ports.  


f. Secure or disable physical network connections in public areas.  


5.1.2 Firewalls  


Agencies must:  


(1) Securely segment DMZ interfaces, where utilized, from interfaces 
connected directly to the internal network.   


(2) Configure network firewalls protecting production systems to:  


a. Allow system administration only through secure encrypted protocols.   


b. Prevent access by unauthorized source IP addresses or subnets.  


c. Block ingress of internal addresses from an external interface into the 
DMZ or internal interface.  


d. Block services, protocols, and ports not specifically allowed.  


e. Allow only necessary egress communications from the internal 
network to the DMZ, Internet, wireless networks and SGN.  


f. Allow only necessary ingress communications to the internal network 
from the DMZ, Internet, wireless networks and SGN.  


g. Maintain comprehensive audit trails.  


h. Fail in a closed state if failure occurs.  


i. Operate boundary/perimeter firewalls on a platform specifically 
dedicated to firewalls.  
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(3) Document services, ports and protocols allowed through firewalls, with 
supporting business purposes, in the agency IT security program.  


(4) Review configurations annually.  


5.1.3 Device Administration  


Agencies must:  


(1) Use authentication processes and mechanisms commensurate with the 
level of risk associated with the network segment or device.  


(2) Encrypt non-console administrative access using technologies such as 
Secure Shell (SSH), Virtual Private Network (VPN), or Secure Sockets 
Layer (SSL)/Transport Security Layer Security (TLS) for Web-based 
management and other non-console administrative access. 


5.2. Restricted Services  


Agencies must implement controls to prohibit the use of the following service and 
application types listed in this section unless specifically authorized. The use of 
restricted services must be documented in the agency IT security program and 
approved by agency management. Restricted services include but are not limited to:   


(1) Dial-in and dial-out workstation modems.  


(2) Peer-to-peer sharing applications.  


(3) Tunneling software designed to bypass firewalls and security controls.  


(4) Auto-launching applications such as U3 that execute from a mobile device and do 
not require installation on a host system.  


(5) Publicly managed e-mail, chat services, and video.  


(6) Products that provide remote control of IT assets.  


(7) Information systems audit tools.  


5.3. External Connections  


Agencies with devices connected to the SGN must:  


(1) Prohibit direct public access between external networks and internal systems.  


(2) Connect agency networks to the SGN through a CTS-managed security layer.  


(3) Ensure connections between internal networks on the SGN and external 
networks are made through a CTS-managed security layer. The CTS-managed 
security layer includes, but is not limited to, firewalls, intrusion detection systems, 
proxy servers, security gateways, VPN and other security and monitoring 
systems as deemed necessary by CTS to protect the integrity of the SGN.  


5.4. Wireless Connections  


Agencies are responsible for the secure deployment of wireless networks. Agencies 
must ensure:  


(1) The agency IT Security Program addresses the use of wireless technologies 
including but not limited to:  
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a. 802.11  
b. Bluetooth  


(2) Wireless devices that extend their Local Area Networks (LANs):  


a. Securely segment wireless access point connections from the agency 
network and the SGN.  


b. Use WPA or its successor for authentication and encryption. Use WPA2 
Enterprise on all new equipment purchased and existing equipment that 
supports the protocol.  


c. Change wireless vendor defaults including but not limited to pre-shared 
keys and passwords.  


d. Disable Simple Network Management Protocol (SNMP) unless there is a 
clear business need. If enabled, change the vendor defaults.  


e. Follow wireless access security practices developed within the agency.  


f. Continuously monitor for rogue wireless devices.  


(3) 
the SGN:  


a. Securely segment wireless access point connections from the Internet.  


b. Use authentication and encryption appropriate for the environment.  


c. Change wireless vendor defaults including but not limited to pre-shared 
keys and passwords.  


d. Disable Simple Network Management Protocol (SNMP) unless there is a 
clear business need.  If enabled, change the vendor defaults.  


e. Follow wireless access security practices developed within the agency.  


f. Monitor for rouge wireless devices as defined in the agency security 
program.  


(4) Open or public access wireless environments do not share assets or traverse 
infrastructure components that connect to the agency network or SGN unless 
wireless traffic is securely segmented, encapsulated or tunneled over shared 
infrastructure.  


If wireless networks are prohibited, the agency IT Security Program documentation 
must define how this is periodically verified and enforced.  


5.5. Security Patch Management  


Agencies must develop and document in the agency IT Security Program a patch 
management process commensurate with the risk and complexity of the IT 
environment that at a minimum includes:  


(1) Identification of the responsibilities required for patch management.  


(2) Identification of the authorized software and information systems deployed in the 
production environment.  


(3) Timely notification of patch availability.  


(4) A method of categorizing the criticality of patches in route or on delivery.   
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(5) Testing procedures, when required, before deployment into production 
environments.  


(6) Time-specific criteria for deploying patches as soon as reasonably possible after 
notification, including criteria for zero-day patches.  


(7) Regular verification that available patches are managed according to the agency 
patch management process.  


(8) A requirement for current patches on agency or non-agency remotely attached 
devices.  


(9) A requirement for current patches on agency or non-agency devices attached to 
agency networks, whether on agency local area networks or wireless networks.  


(10) Restrict access from devices that do not conform to the agency patch 
management policy.  


5.6. System Vulnerabilities  


Agencies must:  


(1) Establish a process to identify newly discovered security vulnerabilities such as 
subscribing to alert services freely available on the Internet.  


(2) Use processes that manage the installation and modification of system 
configuration settings.  


(3) Harden systems before deployment using hardening standards that meet or 
exceed current best practices and manufacturer recommendations at the time of 
system deployment and throughout the lifecycle.  


5.7. Protection from Malicious Software  


Agencies must:  


(1) Use anti-malware protection.  


(2) Address malware prevention, detection, and removal.   


(3) Keep malware protection current when connecting devices to the agency network 
or the SGN.   


(4) Ensure that file transfers, e-mail, and Web browser-based traffic are examined for 
known viruses.  


(5) Implement detection, prevention, and recovery controls to protect against 
malicious code.  


(6) Integrate malicious software detection reporting with the Washington Computer 
Incident Response Center (WACIRC) incident reporting processes.  


5.8. Mobile Computing  


Examples of mobile devices include laptops, smart phones, Personal Digital Assistants 
(PDAs), accessible equipment, and portable data storage devices such as tape drives, 
zip drives, removable hard drives, and USB data storage devices.   


Agencies must implement policies and procedures controlling the use of Category 3 
and above data on mobile devices.  At a minimum, agencies must: 
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(1) Approve and document the use of category 3 data or above on mobile devices.  


(2) Encrypt Category 3 data or above on mobile devices using industry standard 
algorithms or cryptographic modules validated by the National Institute of 
Standards and Technology (NIST).  


(3) Implement policies and procedures that address the use of portable data storage 
devices.  


6.    Access Security  


6.1. Access Management  


6.1.1 Policies  


To ensure proper access controls that conform to the principle of least privilege 
agencies must:  


(1) Implement policies and procedures that address access security controls for 
mainframe, client/server, wireless LANs, and stand-alone workstation-based 
systems that are consistent with the agency's classification of the data 
processed.  


(2) Restrict access to data, application, and system functions by users and 
support personnel in accordance with the agency defined access control 
policy.   


(3) Authentication and authorization controls must be appropriately robust for 
the risk of the application or systems to prevent unauthorized access to IT 
assets.  


(4) Manage and group systems, data, and users into security domains and 
establish appropriate access requirements within and between each 
security domain.  


(5) Implement appropriate technological controls to meet access requirements 
consistently.  


(6) Restrict the use of programs or utilities capable of overriding system and 
application controls.  


(7) Implement policies and procedures for identity proofing individuals.  


6.1.2 Accounts  


To ensure appropriate management of user accounts on system components 
agencies must:  


(1) Establish a formal procedure for issuance, management and maintenance 
of UserIDs and passwords.  


(2) Establish formal user registration and de-registration procedures for 
granting and revoking access to information systems and services.  


(3) Identify users with a unique identifier, for their individual use only, before 
allowing them to access components, systems, networks, or data.   


(4) Ensure that accounts are assigned access only to the services that they 
have been specifically authorized to use.  
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(5) Ensure the access rights of users to information and information processing 
facilities are removed upon suspected compromise, termination of their 
employment or contract, or are adjusted upon change in status.  


(6) Control the addition, deletion, and modification of UserIDs, credentials, and 
other identifier objects.  


(7) Implement mechanisms to restrict and control the use of privileges.  


(8) Verify user identity before performing password resets.  


(9) Set first-time passwords to a unique value per user that must be changed 
immediately after first use.  


(10) Use time of day, and day of week restrictions as appropriate.  


(11) Enable accounts used by vendors for remote maintenance only during the 
time needed.  


(12) Prohibit the use of group, shared, or generic UserIDs/passwords.  


(13) Establish a maximum of five incorrect login attempts and lock the account 
for a minimum of 15 minutes or until reset by an administrator.  


6.1.3 Sessions  


To ensure appropriate management of sessions on system components agencies 
must:  


(1) Establish procedures to shut down or reauthorize inactive sessions after a 
defined and reasonable period of inactivity.  


(2) Restrict user access to shared systems, especially those extending across 


requirements of the business applications.  


(3) Ensure that access to operating systems is controlled by a secure log-on 
procedure.  


6.1.4 Auditing  


To ensure system controls are effectively enforcing access policies agencies 
must:  


(1) Periodically review user access rights based on the risk to the data, 
application, or system using a formal process.  


(2) Implement mechanisms to monitor the use of privileges.  


6.2. Password Requirements  


Agencies must ensure:  


(1) Administration of password rules must be technically or procedurally enforced.  


(2) UserID/password combinations are Category 3 data and must be protected.  


(3) Individuals are prohibited from submitting a new password that is the same as 
any of the last four passwords used by the individual.  


(4) Passwords used for External Authentication Types outlined under section 6.3.1 
must:  
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a. Be a minimum of 10 characters long and contain at least three of the following 
character classes: uppercase letters, lowercase letters, numerals, special 
characters.  


b. UserID or any form of their full name.  


c. Not consist of a single complete dictionary word, but can include a 
passphrase.  


d. Be significantly different from the previous four passwords. Passwords that 
increment (Password1, Password2, Password3 ...) are not considered 
significantly different.  


(5) Passwords used for Internal Authentication Types outlined under section 6.3.2 
must:  


a. Be a minimum of 8 characters long and contain at least three of the following 
character classes: uppercase letters, lowercase letters, numerals, special 
characters.  


b. UserID or any form of their full name.  


c. Not consist of a single complete dictionary word, but can include a 
passphrase.  


d. Be significantly different from the previous four passwords. Passwords that 
increment (Password1, Password2, Password3 ...) are not considered 
significantly different.  


(6) PIN codes used in multi-factor authentication schemes must:  


a. Be a minimum of five digits in length.  


b. Not be comprised of all the same digit. PINs consisting of 11111, 22222 are 
not acceptable.  


c. Not contain more than a three consecutive digit run. PINs consisting of 12347, 
98761 are not acceptable.  


(7) Pass codes used to secure mobile devices must:  


a. Be a minimum of six alpha numeric characters.  


b. Contain at least three unique character classes. Pass codes consisting of 
11111a, aaaaa4, are not acceptable.  


c. Not contain more than a three consecutive character run. Pass codes 
consisting of 12345a, abcde1 are not acceptable.  


d. Render the device unusable after 10 failed login attempts.  


6.3. Authentication  


Authentication is used to validate the identity of users performing functions on systems. 
Selecting the appropriate authentication method is based on risks to data.  


6.3.1 External Authentication  


Six methods of authentication are defined for users accessing agency owned 
systems from resources outside the SGN.  
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6.3.1.1 Type 1 - External 


Access to category 1 data, if authenticated, requires authentication via 
the SecureAccess® Washington infrastructure (OCIO Identity 
Management User Authentication Standards 7/10/2008) with the 
following controls:  


(1) Requires UserID and hardened passwords as defined in Section 
6.2.  


(2) Password expiration period not to exceed 24 months.  


(3) Successful authentication requires that the individual prove 
through a secure authentication protocol (in other words, 
encrypted) that the individual controls the password.  


(4) Category 1 data may be accessed using type 2 or 3 authentication.  


6.3.1.2   Type 2 - External  


Access to category 2 data or a single category 3 record belonging to the 
individual requires authentication via the SecureAccess® Washington 
infrastructure (OCIO Identity Management User Authentication 
Standards 7/10/2008) with the following controls:  


(1) Requires UserID and hardened passwords as defined in Section 
6.2.  


(2) Password expiration period not to exceed 24 months.  


(3) Successful authentication requires that the individual prove 
through a secure authentication protocol (in other words, 
encrypted) that the individual controls the password.  


(4) Category 2 data may be accessed using type 3 authentication.  


6.3.1.3  Type 3 - External  


Access to category 3 data or a single category 4 record belonging to the 
individual requires multi-factor authentication via the SecureAccess® 
Washington infrastructure (IOCIO Identity Management User 
Authentication Standards 7/10/2008) with the following controls:  


(1) Requires multi-factor authentication supported by SecureAccess® 
Washington.  


(2) Passwords must meet the criteria outlined in Section 6.2.   


(3) Password expiration period not to exceed 13 months.  


(4) Requires that the individual prove through a secure authentication 
protocol (in other words, encrypted) that the individual controls the 
password or token.  


(5) Category 3 data may be accessed using type 4 authentication.  


6.3.1.4   Type 4 - External  
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Access to category 4 information requires multi-factor authentication via 


infrastructure (OCIO Identity Management User Authentication 
Standards 7/10/2008) with the following controls:  


(1) Requires multi-factor authentication using hardware or software 
tokens or digital certificates.  


(2) Requires that the individual prove through a secure, encrypted 
authentication protocol that the individual controls the token by first 
unlocking the token with a password, PIN or biometric in a secure 
authentication protocol to establish two factors of authentication 
using a hardware or software token or digital certificate.  


6.3.1.5   Type 5 - External  


Employee and contractor access to agency resources or the SGN via 
common remote access methods outlined in Section 6.4 requires two-
factor authentication with the following controls:  


(1)  Requires that the individual prove through a secure, encrypted 
authentication protocol that the individual controls a hardware or 
software token by first unlocking the token with a password, PIN or 
biometric in a secure authentication protocol to establish two 
factors of authentication.  


6.3.1.6   Type 6 - External  


Authenticated access that does not meet the criteria outlined in the 
OCIO Identity Management User Authentication Standards, 7/10/2008, 
requires, at a minimum, the use of the same controls specified in 
Authentication Types 1,2 and 3 above, as determined by the category of 
data.  


6.3.2 Internal Authentication  


Four methods of authentication are defined for users accessing agency owned 
systems from resources inside the agency network, SGN or already authenticated 
via common remote access methods outlined in Section 6.4.  


6.3.2.1   Type 7 - Internal  


Access to category 4 data and below requires authentication via the 
Enterprise Active Directory infrastructure (OCIO Identity Management 
User Authentication Standards, 7/10/2008) with the following controls:  


(1) Requires UserID and hardened passwords as defined in Section 
6.2.  


(2) Password expiration period not to exceed 120 days.  


6.3.2.2   Type 8  Internal  







Office of the Chief Information Officer, Washington State  
Standard No. 141.10:  Securing Information Technology Assets


Page 20 of 33  


Access to system administration functions requires the following 
controls:  


(1) Requires a discrete account used only for interactive system 
administration functions.  


(2) Where passwords are employed as an authentication factor:  


a. Requires a hardened password as defined in Section 6.2 with 
an extended password length of 16 characters.  


b. Password expiration period not to exceed 60 days.  


6.3.2.3   Type 9  Internal  


Accounts used for system service, daemon or application execution 
(service accounts) require documentation in the agency security 
program and the following controls:   


(1) Requires a discrete account used only for the defined privileged 
functions, and never used by an individual.  


(2) Requires a hardened password as defined in Section 6.2 with an 
extended password length of 20 characters.  


(3) Password expiration requirements must be documented in the 
agency security program.  


(4) The principle of least privilege must be employed when 
determining access requirements for the account.  


6.3.2.4   Type 10  Internal  


Authenticated access that does not meet the criteria outlined in the 
OCIO Identity Management User Authentication Standards, 7/10/2008, 
requires the following minimum controls:  


(1) Requires a hardened password as defined in Section 6.2 or 
stronger authentication.  


(2) Password expiration not to exceed 120 days.  


(3) Additional controls documented in the agency IT Security Program.  


6.4 Remote Access  


Agencies must:  


(1) Implement policies and procedures for remote access that mitigate the threat or 
risk posed by users or devices authorized to connect remotely to the agency 
network or the SGN including but not limited to:  


a. Monitoring practices for remote access sessions.  


b. Requirements for remote access devices.  


c. Remote access session controls that conform to the principle of least 
privilege.  


(2) Ensure mitigation is not susceptible to end-user modification.  
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(3) Prohibit the use of dial-up unless there is no other way to satisfy a business need. 
Dial-up access, if used, must be approved by management and documented in 
the Agency IT Security Program.   


(4) Use industry standard protocols for remote access solutions.  


(5)  
when remotely accessing agency resources and services on the SGN.  


(6) Ensure remote access solutions prompt for re-authentication or perform 
automated session termination after 30 minutes of inactivity.  


(7) Ensure that agency operated remote access solutions, not connected to the 
agency network or the SGN, use equivalent technologies that require multi-factor 
authentication and include documentation of the configuration in the agency IT 
Security Program.  


7.     Application Security  


7.1 Planning and Analysis  


Agencies must specify security controls when developing business requirements for 
new or enhanced information systems including but not limited to:  


(1) Ensure applications provide for data input validation to ensure the data is correct 
and appropriate and cannot be used to compromise security of the application, IT 
infrastructure, or data.  


(2) Procedures are in place to manage the installation of software on operational 
systems including but not limited to servers and workstations.  


(3) Access to program source code is restricted to only those individuals whose job 
requires such access.  


(4) Include specific requirements in contracts for outsourced software development to 
protect the integrity and confidentiality of application source code.  


(5) Implementation of changes will be managed by the use of formal change 
management procedures.  


(6) Appropriate access and security controls; audit trails; and logs for data entry and 
data processing.  


(7) Requirements for appropriate data protection.  


7.2 Application Development  


Agencies must develop software applications based on industry best practices and 
include information security throughout the software development life cycle, including 
the following:  


(1) Separate development, test, and production environments.  


(2) Implement separation of duties or other security controls between development, 
test and production environments. The controls must reduce the risk of 
unauthorized activity or changes to production systems or data including but not 
limited to the data accessible by a single individual.  
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(3) Production data used for development testing must not compromise privacy or 
confidentiality. Prohibit the use of Category 3 data or higher in development 
environments unless specifically authorized by the IT security program. 
Production data in any environment must meet or exceed the level of protection 
required by its data classification.  


(4) Removal of test data and accounts before production systems become live.   


(5) Removal of custom application accounts, usernames, and passwords from 
production environments before applications become active or are released to 
customers.  


(6) Review of custom code prior to release to production or customers to identify 
potential coding vulnerabilities as described in Section 7.4 Vulnerability 
Prevention.   


(7) Appropriate placement of data and applications in the IT infrastructure based on 
the risk and complexity of the system.  


(8) Use of appropriate authentication levels.  


7.3 Application Maintenance  


Agencies must:  


(1) Review and test system changes to ensure there are no adverse impacts on 
agency operations or security.  


(2) Obtain timely information about technical vulnerabilities of information systems 
ulnerabilities, and take 


appropriate measures to address the associated risk.  


7.4 Vulnerability Prevention  


Agencies must prevent common coding vulnerabilities in software development 
processes. Agencies must:  


(1) Develop software and applications based on secure coding guidelines.  An 
example is the Open Web Application Security Project guidelines. See 
www.owasp.org   
which include:   


a. Un-validated input.  


b. Weak or broken access control such as malicious use of UserIDs.  


c. Broken authentication/session management such as use of account 
credentials and session cookies.   


d. Cross-site scripting (XSS) attacks.  


e. Buffer overflows.  


f. Injection flaws such as SQL injection.  


g. Improper error handling that creates other conditions, divulges system 
architecture or configuration information.  


h. Insecure storage.  


i. Denial of service.  


j. Insecure configuration management.  
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(2)  Review code to detect and mitigate code vulnerabilities that may have 
security implications when significant changes have been made to the 
application.  


7.5 Application Service Providers  


Applications hosted by an Applications Service Provider or other third party outside of 
the shared, trusted environment must comply with:  


(1) The OCIO IT Security Policy and Standard as described in Section 1.5.  


(2) Agency security standards and procedures.  


The operation of such applications must not jeopardize the enterprise security 
environment.  


8.  Operations Management  


8.1 Change Management  


Agencies must implement an effective change management process that:  


(1) Ensures that duties and areas of responsibility are segregated to reduce 
opportunities for unauthorized or unintentional modification or misuse of the 


 


(2) Ensures computing environments are segmented to reduce the risks of 
unauthorized access or changes to the operational system.   


(3) Includes acceptance criteria for new information systems, upgrades, and new 
versions and ensure that suitable tests of the system(s) are carried out during 
development and prior to acceptance.  


8.2 Asset Management  


Agencies must:  


(1) Clearly identify and maintain an inventory of major components in the IT 
environment.  


(2) Ensure that information and assets associated with information processing be 


identifies an individual or entity that has management responsibility for 
authorizing the collection, use, modification, protection and disposal of the 
information and asset(s). 


(3) Maintain a current list of all systems containing Category 3 and Category 4 
information they are responsible for, both inside and outside the SGN, whether 
government owned IT systems or contactor or vendor-owned systems, and 
include this information in their Agency IT Security Program.  


8.3 Media Handling and Disposal  


Agencies must:  
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(1) Ensure that storage media that is owned, leased or otherwise under the physical 
control of the agency is sanitized securely and safely when no longer required, 
using formal, documented procedures. At a minimum, agencies must: 


a. Sanitize equipment containing storage media prior to disposal, consistent 
with NIST SP 800-88 Guidelines for Media Sanitation. 


b. Destroy, securely overwrite, or make unavailable all data and software 
consistent with the software licensing agreement. 


c. Verify the media is fully sanitized. 


d. Verify the sanitization tools are tested and maintained per a documented 
schedule. 


e. Maintain records that provide the date and methods used to sanitize and/or 
dispose of the storage media, and include attestation of the process by at 
least one individual. 


f. Physically destroy media when it cannot be sanitized through the use of 
software tools. Agencies may choose to physically destroy media even 
when the software sanitization tools are effective. Physical destruction may 
be accomplished by shredding, pulverization or other means that ensure the 
media can never be re-used. Disposal of physically destroyed media should 
be conducted in accordance with the Responsible Recycling (R2) standard, 
the e-Stewards Standard, or some other environmentally responsible way.  


(2) Ensure staff responsible for data disposal are trained to perform and attest to 
media sanitization functions.  


(3) Ensure that media sanitization and disposal documentation is protected against 
unauthorized access.  


(4) Ensure media containing information is protected against unauthorized access, 
misuse, or corruption from the time it is removed from operational status to the 
time it is sanitized or disposed, whether within the agency or outside the 
physical boundaries.  


8.4 Data and Program Backup  


Agencies must:  


(1) Satisfy data archival and rotational requirements for backup media based on the 
results of an IT Security Risk Assessment.   


(2) Implement procedures for periodic tests to restore agency data from backup 
media.   


(3) Test recovery procedures for critical systems at the frequency documented in the 
agency IT Security Program.    


(4) Establish methods to secure their backup media.  


(5) Store media back-ups in a secure location such as a designated temporary 
staging area, an off-site facility, or a commercial storage facility.  
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9.  Electronic Commerce  


Agencies must address the effect of using the Internet to conduct transactions for state 
business with other public entities, citizens, and businesses.  


Agencies must:  


(1) Prepare and incorporate plans for Internet-based transactional applications, 
including but not limited to e-  


(2) Protect information involved in electronic commerce passing over public networks 
from fraudulent activity, contract dispute, and unauthorized disclosure and 
modifications required by these IT security standards.  


(3) Protect information involved in on-line transactions in order to prevent incomplete 
transmission, misrouting, unauthorized message alteration, unauthorized 
disclosure, unauthorized message duplication, or replay.  


(4) Protect IT infrastructure supporting electronic commerce services from 
unauthorized access and use according to these IT security standards.    


10. Security Monitoring and Logging  


Audit logs recording user activities, exceptions, and information security events are 
necessary to detect and audit unauthorized information processing activities.  


10.1 Logging Policies  


Agencies must develop and document a logging strategy that addresses each system 
based on the risk and complexity of the system. At a minimum the logging strategy 
must address the following:  


(1) The log records including events, exceptions and user activities necessary to 
reconstruct unauthorized activities defined by the strategy.  


(2) Procedures for periodic review and analysis of recorded logs as set forth in the 
agency IT Security Program.    


(3) Retention periods for logs.  


10.2 Logging Systems  


At a minimum, logging systems must satisfy the logging strategy identified by the 
agency and:  


(1) Protect the logging facilities and log information against tampering and 
unauthorized access.  


(2) Synchronize with an agency approved accurate time source.  


(3) Provide automated recording to allow for reconstruction of the following events:   


a. Actions taken by individuals with root or administrative privileges.  


b. Invalid logical access attempts.  


c. Initialization of the logging process.  


d. Creation and deletion of system objects.  
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10.3 Intrusion Detection and Prevention 


CTS will monitor state networks with Intrusion Detection and Prevention systems at 
critical junctures. Agencies that deploy Intrusion Detection and Prevention systems 
must ensure the systems are configured to log information continuously and the logs 
are reviewed periodically as set forth in the agency IT Security Program.  


11. Incident Response  


Agencies must:  


(1) Ensure timely and effective handling of IT security incidents.    


(2) Establish, document, and distribute an incident response plan to be used in the event 
of system compromise. At a minimum, the plan must address specific incident 
response procedures, recovery and continuity procedures, data backup processes, 
roles and responsibilities, and communication and contact strategies in addition to the 
following:  


a. Escalation procedures.   


b. Designate specific personnel to respond to alerts.  


c. Be prepared to implement the incident response plan and to respond 
immediately to a system breach.   


d. Provide appropriate training to staff with security breach response 
responsibilities.   


e. Have a process to modify and evolve the incident response plan according to 
lessons learned and to incorporate industry developments.   


f. Incorporate the incident response plan in the agency IT Security Program.  


(3) Test the incident response plan at least annually.  


(4) Leverage the statewide incident response capabilities such as the WACIRC and the 
CTS Computer Security Incident Response Team to satisfy these response 
standards. Agencies are also encouraged to participate in appropriate security alert 
response organizations at the state and regional levels.   


(5) Develop and maintain a managed process for system availability throughout the 
agency that addresses the informati
business operations.  


Agencies must comply with the WACIRC incident reporting process(es). In the event of an 
incident involving the release of Category 3 data and above, agencies must comply, as 
appropriate, with the state breach notification statute, RCW 42.56.590 Personal 
Information.  


RESPONSIBILITIES  


  
Chief Information Officer (or designee)  


(1)  Interpret the policy and standards.  


(2) Ensure policy and standards content is kept current.  
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(3) Recommend updates to the policy and related standards in response to changes in 
technology, service delivery, or other challenges to the security environment.  


(4) Review agency projects for compliance with the security policy and standards.  


(5) Develop an escalation process if an agency is not in agreement or compliance.  


(6) Help agencies understand how to comply with the policy and standards.  


(7) Monitor annual compliance by agencies.  


(8) Approve deviations from the standard.  


Technology Services Board   


(1) Review and approve major policy changes.  


CTS  


(1) Maintain security of all CTS-managed networks such as the SGN, Intergovernmental 
Network (IGN), and Public Government Network (PGN).  


(2) Design, establish, and maintain the shared IT infrastructure necessary to support 
applications and data within a trusted, state-wide environment.  


(3) Review agency projects for compliance with the security policy and standards.   


(4) Help agencies understand how to comply with the policy and standards.  


State Auditor  


(1) Develop, publish, and maintain audit standards for IT security audits.  


(2) Conduct audits of state agencies according to its audit schedule.  


Agency Heads  


(1) curity program and ensure compliance 
with the security policy and these IT security standards.  


(2) Assign responsibility for IT security to an individual or group with the appropriate training 
and background to administer those functions and ensure that the individual or group has 
proper authority to install, monitor, and enforce IT security standards and procedures.  


(3) Ensure agency security policies, procedures, and other documents necessary for the 
security program are developed, implemented, maintained, and tested.  


(4) Ensure all agency users of IT resources are trained to follow security policies, standards, 
and procedures.  


(5) Submit an annual, signed security verification letter.   


DEFINITIONS  


When used in these IT security standards, the following terms are defined terms and will be 
proscribed the following meanings:  
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Access.  The ability to use, modify, or affect an IT system or to gain entry to a physical area or 
location.  


Application.  A computer program or set of programs that meet a defined set of business 
needs. See also Application System.   


Application System.  An interconnected set of IT resources under the same direct 
management control that meets a defined set of business needs.   


Attack.  An attempt to bypass security controls on an IT system in order to compromise the 
data.  


Authentication.  The process of ensuring the identity of a connected user or participants 
exchanging electronic data.  


Contractor.  The firm, its employees and affiliated agents. Contractor also includes any firm, 
provider, organization, individual, or other entity performing the business activities of the 
agency. It will also include any subcontractor retained by Contractor as permitted under the 
terms of the Contract. Contractor and third-party are synonymous as defined within the 
Definitions section of this standard.  


Environmental Security.  Physical protection against damage from fire, flood, wind, 
earthquake, explosion, civil unrest and other forms of natural and man-made risk.  


Extranet/VPN Connection.   Network-level access originating from outside the network. 
Examples include SSL, IPSec, -like connections.   


Firewall.  A combination of hardware and software designed to control the types of network 
connections allowed to a system or combination of systems or that enforces a boundary 
between 2 or more networks.  


Information Technology (IT).  Telecommunications, automated data processing, databases, 
the Internet, management information systems, and related information, equipment, goods, and 
services.  


Information Technology (IT) Assets.  The processes, procedures, systems, IT infrastructure, 
data, and communication capabilities that allow each agency to manage, store, and share 
information in pursuit of its business mission, including but not limited to:  


o Applications.  
o All data typically associated with IT systems regardless of source (agency, partner, 


customer, citizen, etc.).   
o All data typically associated with IT systems regardless of the medium on which it 


resides (disc, tape, flash drive, cell phone, personal digital assistant, etc.).  
o End-user authentication systems.  
o Hardware (voice, video, radio transmitters and receivers, mainframes, servers, 


workstations, personal computers, laptops, and all end point equipment).  
o Software (operating systems, application software, middleware, microcode).  
o IT infrastructure (networks, connections, pathways, servers, wireless endpoints).  
o Services (data processing, telecommunications, office automation, and computerized 


information systems).  
o Telecommunications hardware, software, and networks.  
o Radio frequencies.  
o Data computing and telecommunications facilities.  
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o Intelligent control systems such as video surveillance, HVAC, and physical security.  


Information Technology (IT) Infrastructure.  IT infrastructure consists of the equipment, 
systems, software, and services used in common across an organization, regardless of 
mission/program/project.  IT Infrastructure also serves as the foundation upon which 
mission/program/project-specific systems and capabilities are built.  Approaches to provisioning 
of IT infrastructure vary across organizations, but commonly include capabilities such as 
Domain Name Server (DNS), Wide Area Network (WAN), and employee locator systems. 
Additional common capabilities examples include IT security systems, servers, routers, 
workstations, networked Supervisory Control and Data Acquisition (SCADA) systems, and 
networked printers (multifunction devices).   


Information Technology (IT) Risk Assessment.  Reference 1.2.  Risk assessment is a 
process by which to determine what IT Assets exist that require protection, and to understand 
and document potential risks from IT security failures that may cause loss of information 
confidentiality, integrity, or availability. The purpose of a risk assessment is to help 
management create appropriate strategies and controls for stewardship of information assets. 
(Source: Information Resources and Communications (IR&C) at the University of California 
Office of the President)   


Internal System or Network.  An IT system or network designed and intended for use only by 
state of Washington employees, contractors, and business partners.  


Intrusion Detection Systems (IDS).  Software and/or hardware designed to detect an attack 
on a network or computer system. A Network IDS (NIDS) is designed to support multiple hosts, 
whereas a Host IDS (HIDS) is set up to detect illegal actions within the host. Most IDS 
programs typically use signatures of known cracker attempts to signal an alert. Others look for 
deviations of the normal routine as indications of an attack.   


Intrusion Prevention Systems (IPS).  Software and/or hardware designed to prevent an 
attack on a network or computer system. An IPS is a significant step beyond an IDS because it 
stops the attack from damaging or retrieving data. Whereas an IDS passively monitors traffic by 
sniffing packets off of a switch port, an IPS resides inline like a firewall, intercepting and 
forwarding packets. It can thus block attacks in real time.  


Malicious Code.  Software (such as a Trojan horse) that appears to perform a useful or 
desirable function, but actually gains unauthorized access to system resources or tricks a user 
into executing other malicious logic.  


Malware.  A general term coined for all forms malicious software including but limited to 
computer viruses, worms, trojan horses, most rootkits, spyware, dishonest adware, crimeware 
and other malicious and unwanted software.   


Mobile Device.  A small-sized computing device that may have a display screen, touch input or 
a keyboard, and/or data storage capability. Examples include laptops, Personal Digital 
Assistants (PDAs), smart phones, tablet PCs, accessible equipment, and portable data storage 
devices such as tape drives, zip drives, removable hard drives and USB data storage devices.  


Multi-factor Authentication (MFA).  A security system or mechanism in which more than one 
form of authentication is implemented to verify the legitimacy of a transaction. In contrast, single 
factor authentication involves only a UserID/password.   







Office of the Chief Information Officer, Washington State  
Standard No. 141.10:  Securing Information Technology Assets


Page 30 of 33  


In 2-factor authentication, the user provides dual means of identification, one of which is 
typically a physical token, such as a card, and the other of which is typically something 
memorized, such as a security code.   


Additional authentication methods that can be used in MFA include biometric verification such 
as keyboard cadence, finger scanning, iris recognition, facial recognition and voice ID. In 
addition to these methods, device identification software, smart cards, and other electronic 
devices can be used along with the traditional UserID and password.  


Network.  A term that describes an approach to link together computers and their peripherals in 
order to communicate among them and with outside parties.  


Network Device.  A device available to other computers on a network. Examples include 
servers, firewalls, routers, switches, workstations, networked Supervisory Control and Data 
Acquisition (SCADA) systems, and networked printers (multifunction devices).  


Password.  A unique string of characters that, in conjunction with a logon ID, authenticates a 
 


Penetration Test.  A deliberate probe of a network or system to discover security weaknesses. 
The test attempts to leverage identified weaknesses to penetrate into the organization. The test 
exploits the vulnerabilities uncovered during a vulnerability assessment to avoid false positives 
often reported by automated assessment tools.  


Physical Security.  Physical security describes measures that prevent or deter attackers from 
accessing a facility, resource, or information stored on physical media in an IT facility.  


Record Units of related data fields such as groups of data fields that can be accessed by a 
program and that contains information on a specific item or an individual.  


Risk.  The potential that an event may cause a material negative impact to an asset.   


Risk Assessment.  The process of identifying and evaluating risks to assess potential impact.  


Risk Management.  Identification and implementation of IT security controls to reduce risks to 
an acceptable level.  


Secure Segmentation.  Secure segmentation is defined as implementing methods that allow 
for secure communication between various levels of segmented environments. These 
environments typically involve 4 basic segment groups:  


1. Outside (Trust no one)  
2. Services (Trust limited to defined segmentation lines)  
3. Internal (Trust limited to defined group)  
4. External users (Trust limited to defined group)  


The methods for securing these segments may include but are not limited to firewall and 
switch/router configurations and router/switch ACLs.  


Security.  The protection afforded to IT systems and data in order to preserve their availability, 
integrity, and confidentiality. The ability to protect:  


o The integrity, availability, and confidentiality of information held by an agency.  
o Information technology assets from unauthorized use or modification and from 


accidental or intentional damage or destruction.  
o Information technology facilities and off-site data storage.  
o Computing, telecommunications, and applications related services.  
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o Internet-related applications and connectivity.  


Security Controls.  The security requirements and methods applied by agencies to manage IT 
security risk including but not limited those defined in the OCIO IT security standards.  


Security Domain.  An environment or context that is defined by security policy, a security 
model, or security architecture to include a set of system resources and the set of system 
entities that have the right to access the resources. 


State Government Network. The shared, internal enterprise network bounded by a CTS-
managed security layer. The CTS-managed security layer is defined as firewalls, proxy servers, 
security appliances, secure gateways and other centrally-managed security services.  


System.  Any collection of people, processes, and technology needed to deliver a service, 
capability, or functionality.  


Tablet PC.   A portable general-purpose computer contained within a single small form factor 
LCD display sized to approximately match that of a traditional writing paper tablet. A tablet PC 
utilizes a touch screen as the primary input source. Typically either wireless (802.11) or mobile 
(4G) networks are used for connectivity with limited physical port options.  


Tablet S, Toshiba Thrive, Acer Iconia, Kindle Fire, Nook tablet, etc.  


Threat.  Any circumstance or event (human, physical, or environmental) with the potential to 
cause harm to an IT system in the form of destruction, disclosure, adverse modification of data, 
and/or denial of service by exploiting vulnerability.  


Token.  A security token may be either a dedicated hardware device or software-based 
installation on an electronic device which is used for identity proofing in multi-factor 
authentication.  


Trusted Agency, System or Network.  An IT system or network that is recognized 
automatically as reliable, truthful, and accurate without continual validation or testing.  


Untrusted.  Characterized by absence of trusted status. Assumed to be unreliable, untruthful, 
and inaccurate unless proven otherwise.  


Vulnerability.  Relates to risk of attack. In IT terms, vulnerability describes points of risk to 
penetration of security barriers. Awareness of potential vulnerability is very important to 
designing ever more effective defenses against attack by unauthorized parties.  


Vulnerability Assessment.  A comprehensive analysis that attempts to define, identify, and 
classify the security holes (vulnerabilities) in a system, network, or communications 
infrastructure within the assessment scope.  


REVISION HISTORY  
Date  Action taken  
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November 2017 Creation of new Purpose section. New wording added to Introduction to 
emphasize that Standards apply to any system storing, processing or 
transmitting state data, regardless of location. Enhancements and 
clarification to classification of Category 3 data. Creates new encryption 
requirements for systems outside the SGN or any new system 
implemented on the SGN in Section 4.3. Major revision to Media Handling 
and Disposal section. Definition for SGN added.  Recommended for 
approval by the TSB Policy and Portfolio Subcommittee on 11/09/2017.  
Adopted by the State CIO on 11/13/2017 pending approval of the full 
Technology Services Board.  This policy is in effect with adoption.  


August 19, 2013  Wording change to section 1.4(3) and addition of new section, 1.4(4). The 
purpose is to remove the requirement that all employees be required to be 


policies and procedures, but stipulates such requirement for personnel 
 


April 10, 2012  Technical correction to clear up confusion about the meaning of 6.2.7 (b). 
least three 


contain some combination of at least three of the following:  uppercase 
letters, lowercase letters, numerals, and special characters.    


March 28, 2012  The standards are changed to add an additional subsection (7) following 
Section 6.2 (6).  


added to the examples listed in the definition of Mobile Device.  


October 2011  Standards reformatted for migration to Office of Chief Information Officer.  
Reflected changes in responsibilities from DIS to CTS.  Highlighted 
sections currently under review.  


August 13, 2009  The revision was designed to close the gap between the existing 
Standards and current industry security best practices to mitigate the 
breadth and sophistication of IT security threats.  Many of the security 
controls and the organization of the updated standards are based on IT 
security best practice frameworks from the recognized IT standards bodies. 


January 10, 2008  Added statement #9 requiring comparable security policies for entities 
wishing to connect to state systems.  


November 2006  Revised format; revised Applies To section content; added requirement to 
submit audit results to the ISB in statement #7; revised annual compliance 


removed language redundant with Information Technology Security 
Standards, Policy No. 401-S3; simplified and clarified language throughout.  


April 2002  Revised format; added language to policy statement #5 on Internet 
applications; added language to policy statement #8 on agencies providing 
annual certification to the ISB.  
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October 6, 2000  Initial effective date.  


July 14, 2000  Policy adopted.  


CONTACT INFORMATION  


For questions about this policy, please contact your OCIO Information Technology Consultant.  
For technical security questions or to request a Design Review and Risk Assessement, please 
contact the state Chief Information Security Officer at Consolidated Technology Services.  


APPROVING AUTHORITY  


Rob St. John, Acting Chief Information Officer 
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		The purpose of this document is to provide general information about the security design review process as well as to assist with preparation for the process. The various sheets of this document are described below.



		The Flowchart

		The Flowchart is a visual guide to assist with the steps in a security design review project.



		Checklist A

		Checklist A is a requirement to start new security design review projects.  It's intended to be used as an "intake" document that offers a high level overview of your service. This information will help OCS determine if this project requires a tier 1 or tier 2 review, which will drive the next steps in the process.



		Checklist B

		Checklist B is used to validate that your service is compliant with OCIO 141.10 and must be completed if it's determined that a tier 2 design review is necessary.  



		Notes

		This sheet is used with Checklist B.  Any answer that is marked as "No" or "NA" in the checklist will require more information. This can be completed by selecting the "Click to Add Notes" link that is listed throughout the checklist.



		Appendix A - User Matrix

		To determine the users of your service, please complete this user matrix.



		Tips, Hints and Information

		Some items in this document will be duplicated from project to project, especially items related to policy.  This includes the 141.10 Attestation as well as some information in Checklists A and B.  In order to reduce your workload, it is recommended that you run thru the document one time to complete those answers, and then save the document to use as a template for future projects.



		For customer resources available from the Office of Cyber Security, go to:

		http://designreview.ocs.wa.gov/

		For more information about OCIO 141.10, click here

		Exempt from Disclosure RCW 42.56.420(4)





https://ocio.wa.gov/policy/securing-information-technology-assets-standardshttp://designreview.ocs.wa.gov/

Flowchart

		Exempt from Disclosure RCW 42.56.420(4)





Checklist A

						Design Review Checklist A 
Vendor Hosted Solution
Last revised date: 6/26/2017		Exempt from Disclosure RCW 42.56.420(4)



		AGENCY & VENDOR						COMMENTS

				TRACKING/INFRA# 

				AGENCY/SPONSOR:

				VENDOR:

				PRODUCT NAME:

				LAUNCH DATE/WINDOW:

		AGENCY CONTACTS						COMMENTS

				PROJECT SPONSOR NAME:

				BUSINESS OWNER NAME:

				SECURITY CONTACT NAME:

				OTHER CONTACT NAME(S):

		VENDOR CONTACTS						COMMENTS

				SALES CONTACT NAME:

				TECHNICAL CONTACT NAME:

				 SECURITY CONTACT NAME:

				OTHER CONTACT NAME(S):

		SOLUTION DETAILS						COMMENTS

				IS THIS A NEW IMPLEMENTATION OR A CHANGE TO EXISTING?		Choose from dropdown…

				IF EXISTING, HAS IT BEEN PREVIOUSLY REVIEWED BY OCS?  		Choose from dropdown…

				DETAILED PRODCUT/SOLUTION DESCRIPTION

				DEPENDENCIES OR INTERFACES WITH OTHER SYSTEMS?		Choose from dropdown…

				IF YES, LIST THE SYSTEMS AND/OR INTERFACES.  

				HOW WILL THIS SYSTEM BE ACCESSED?		Choose from dropdown…

				CAN THE SYSTEM BE ACCESSED FROM THE INTERNET?		Choose from dropdown…

				WHO WILL BE HOSTING THIS PROJECT?		Choose from dropdown…

				HOW IMPORTANT IS THIS PROJECT?		Choose from dropdown…

				IS THIS A SYSTEM OF RECORD?		Choose from dropdown…

				OCIO OVERSIGHT?		Choose from dropdown…

				ARE YOU WORKING WITH AN INTEGRATOR?		Choose from dropdown…

				IF YES, PLEASE IDENTIFY:  

				IF YES, WHAT IS THEIR ROLE IN THE PROJECT?  

				WHAT SECURITY RISKS OR CONCERNS HAVE BEEN IDENTIFIED - AND HOW ARE THEY BEING MITIGATED?

				ARE YOU LEVERAGING A WATECH SERVICE FOR THIS PROJECT?		Choose from dropdown…

				IF YES, PLEASE IDENTIFY:  

				PROVIDE A LOGICAL NETWORK DIAGRAM		Location of service as deployed, users, and connections to other solutions…

				APPLICATION URL (IF AVAILABLE):  

		SYSTEM DETAILS						COMMENTS

				HARDWARE (such as mainframe, server, etc.)

				SOFTWARE (such as operating system, RDBMS, Java Runtime engine, browser, etc.)

				OPERATIONAL PROTOCOLS (such as TCP/IP, VOIP, SSL, etc.)

		DATA CATEGORIZATION & ENCRYPTION						COMMENTS

				WHAT IS THE HIGHEST CATEGORY OF DATA FOR THIS PROJECT?		Choose from dropdown…

				PLEASE DESCRIBE THE DATA ELEMENTS.   

				IF CATEGORY 4, WHAT REQUIREMENT APPLIES?   		Choose from dropdown…

				PROVIDE ANY ADDITIONAL DETAILS ABOUT CATEGORY 4 DATA:  

				IS  DATA IN SCOPE FOR THIS PROJECT ENCRYPTED AT REST?		Choose from dropdown…

				IF YES, HOW?   

				IS  DATA IN SCOPE FOR THIS PROJECT ENCRYPTED IN TRANSIT?		Choose from dropdown…

				IF YES, HOW?   

		USER POPULATION - COMPLETE APPENDIX A						COMMENTS





CL A Data

		Choose from dropdown…		WaTech		Category 1		HIPAA		Mission Critical		New		Agency Internal		Agency Employees		Active Directory (AD)

		Yes		Agency		Category 2		IRS Publication 1075		Very Important		Existing		State Government Network		Agency Administrators		Active Directory Federation Services (ADFS)

		No		Vendor		Category 3		SSA EIES		Important				Internet		Vendor Employees		Secure Access Washington (SAW)

				Hybrid		Category 4		CJIS		Not Important						Vendor Administrators		Local Unique Account

								FERPA								Constituents

								PCI								Public (Anonymous)

								Life Safety								Public (Authenticated)

								Other								Other





Checklist B

		        		OCS DESIGN REVIEW CHECKLIST
VENDOR HOSTED SOLUTION
         		TOTAL CHECKLIST
COMPLETION PROGRESS				0%

		AGENCY NAME:  				DATE COMPLETED: 

		VENDOR NAME:  

		PRODUCT NAME:  				Exempt from Disclosure RCW 42.56.420(4)

		AGENCY SECURITY CONTACT:  

		COMPLIANCE ISSUES				TOTAL ISSUE COUNT:				0

		You don't appear to have any compliance issues - or you haven't completed the checklist, yet!



				3. Physical and Environmental Protection
Agencies are responsible for ensuring that vendor solutions have adequate physical security and environmental protections implemented to maintain the confidentiality, integrity, and availability of the vendor computer systems. Vendors must prevent unauthorized access, damage, or compromise of IT assets. Investments in physical and environmental security must be commensurate with the risks, threats, and vulnerabilities unique to each physical site and location.


				3 - Facilities
Vendors must develop, document, and implement policies and procedures for the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor


				(1) Location and layout of the facility.		Select One

				(2) Physical security attributes for computer or telecommunications rooms.		Select One

				(3) Design and enforcement of physical protection and guidelines for working in secure areas.		Select One

				(4) Facility access control.		Select One

				(5) Physical data storage and telecommunications controls.		Select One

				(6) Off-site media storage.		Select One

				(7) Physical security controls for mobile devices.		Select One



				4. Data Security
Data security components outlined in this section are designed to reduce the risk associated with the unauthorized access, disclosure, or destruction of agency data.


				4.1 - Data Classification
Agencies must classify data  stored in vendor systems into categories based on the sensitivity of the data.

Agency data classifications must translate to or include the following classification categories:
		Which of the following categories of data are in scope for this implementation?

Stevens, Matt (WaTech): To be completed by the Agency

				(1) Category 1 - Public Information
Public information is information that can be or currently is released to the public.  It does not need protection from unauthorized disclosure, but does need integrity and availability protection controls.
		Select One

				(2) Category 2 - Sensitive Information
Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive information is generally not released to the public unless specifically requested.
		Select One

				(3) Category 3 - Confidential Information
Confidential information is information that is specifically protected from disclosure by law. It may be include, but is not limited to:

a.) Personal information about individuals, regardless of how that information is obtained.
b.) Information concerning employee personnel records.
c.) Information regarding IT infrastructure and security of computer and telecommunications systems.
		Select One

				(4) Category 4 - Confidential Information Requiring Special Handling
Confidential information requiring special handling is information that is specifically protected from disclosure by law and for which:

a.) Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements; or
b.) Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal sanctions.
		Select One

				4.2 - Data Sharing
Agencies must ensure that sharing data with the public at large complies with the OCIO Public Records Privacy Protection Policy and other applicable statutes or regulations.

When sharing Category 3 and above data outside the agency, an agreement must be in place unless otherwise prescribed by law. The agreement (such as a contract, a service level agreement, or a dedicated data sharing agreement) must address the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by Agency


				(1) The data that will be shared.		Select One

				(2) The specific authority for sharing the data.		Select One

				(3) The classification of the data shared.		Select One

				(4) Access methods for the shared data.		Select One

				(5) Authorized users and operations permitted.		Select One

				(6) Protection of the data in transport and at rest.		Select One

				(7) Storage and disposal of data no longer required.		Select One

				(8) Backup requirements for the data if applicable.		Select One

				(9) Other applicable data handling requirements.		Select One

				4.3 - Secure Management and Encryption of Data
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data at rest available for sensitive data?
Please explain on notes tab. 

				(1) The storage of Category 3 and above information requires agencies to select and apply encryption, at the discretion of the agency, after completing an agency IT Security Risk Assessment. Agencies must use industry standard algorithms or cryptographic modules validated by the National Institute of Standards and Technology (NIST).
		Select One

				4.4 - Secure Data Transfer
Agencies must appropriately protect information transmitted electronically.The transmission of Category 3 and above information outside of the SGN requires encryption such that:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data in-transit available for sensitive data? 
Please explain on notes tab. 

				(1) All manipulations or transmissions of data during the exchange are secure.		Select One

				(2) If intercepted during transmission the data cannot be deciphered.		Select One

				(3) When necessary, confirmation is received when the intended recipient receives the data.		Select One

				(4) Vendors must use industry standard algorithms, or cryptographic modules validated by the National Institute of Standards and Technology (NIST).		Select One

				(5) For agencies or services not on the SGN, this standard applies when transmitting Category 3 and above information outside of the agency's secure network.		Select One



				5. Network Security
Agencies are responsible for ensuring the secure vendor operation of network assets through the use of appropriate layered protections commensurate with the risk and complexity of the environment.


				5.1 - Secure Segmentation
Vendors must:

(1) Define and implement logical boundaries to segment networks as determined by system risk and data classification.
(2) Enforce controls to protect segments and individual assets within each segment.

The methods to achieve secure segmentation include but are not limited to those detailed in Sections 5.1.1 - 5.1.3.


				5.1.1 - Network Devices
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Securely segment Internet-available systems from internal networks.		Select One

				(2) Disable unnecessary functionality such as scripts, drivers, features, subsystems, file systems and services.		Select One

				(3) Harden devices based on industry best practice such as NIST, SANS, and vendor configuration standards.		Select One

				(4) Change default or initial passwords upon installation.		Select One

				(5) Display banner text conveying appropriate use at system entry points and at access points where initial user logon occurs.		Select One

				(6) Disable remote communications where no business need exists.		Select One

				(7) Standardize and document the device configurations deployed.		Select One

				(8) Document deviations from device configuration standards along with the approval.		Select One

				(9) Mask internal addresses from exposure on the Internet as necessitated by the risk and complexity of the system.		Select One

				(10) Implement controls to prevent unauthorized computer connections and information flows through methods such as:

a. Authentication of routing protocols.
b. Ingress filtering at network edge locations.
c. Internal route filtering.
d. Routing protocols are enabled only on necessary interfaces.
e. Restrict routing updates on access ports.
f. Secure or disable physical network connections in public areas.
		Select One

				5.1.2 - Firewalls
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Securely segment DMZ interfaces, where utilized, from interfaces connected directly to the internal network.		Select One

				(2) Configure network firewalls protecting production systems to:

a. Allow system administration only through secure encrypted protocols.
b. Prevent access by unauthorized source IP addresses or subnets.
c. Block ingress of internal addresses from an external interface into the DMZ or internal interface.
d. Block services, protocols, and ports not specifically allowed.
e. Allow only necessary egress communications from the internal network to the DMZ, Internet and wireless networks.
f. Allow only necessary ingress communications to the internal network from the DMZ, Internet and wireless networks.
g. Maintain comprehensive audit trails.
h. Fail in a closed state if failure occurs.
i. Operate boundary/perimeter firewalls on a platform specifically dedicated to firewalls.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(3) Document services, ports and protocols allowed through firewalls, with supporting business purposes, in the agency IT security program.		Select One

				(4) Review configurations annually.		Select One

				5.1.3 - Device Administration
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Use authentication processes and mechanisms commensurate with the level of risk associated with the network segment or device.		Select One

				(2) Encrypt non-console administrative access using technologies such as Secure Shell (SSH), Virtual Private Network (VPN), or Secure Sockets Layer (SSL)/ Transport Layer Security (TLS) for Web-based management and other non-console administrative access.		Select One

				5.2 - Restricted Services
Vendors must implement controls to prohibit the use of the following service and application types listed in this section unless specifically authorized. The use of restricted services must be documented in the vendor IT security program and approved by  management. Restricted services include but are not limited to:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Dial-in and dial-out workstation modems.		Select One

				(2) Peer-to-peer sharing applications.		Select One

				(3) Tunneling software designed to bypass firewalls and security controls.		Select One

				(4) Auto-launching applications such as U3 that execute from a mobile device and do not require installation on a host system.		Select One

				(5) Publicly managed e-mail, chat services, and video.		Select One

				(6) Products that provide remote control of IT assets.		Select One

				(7) Information systems audit tools.		Select One

				5.3 - External Connections
Agencies with devices connected to the SGN must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the agency. Please explain on notes tab 


				(1) Prohibit direct public access between external networks and internal systems.		Select One

				(2) Connect agency networks to the SGN through a CTS-managed security layer.		Select One

				(3) Connect internal networks to external networks through a CTS-managed or CTS-approved security layer.  The CTS-managed security layer is defined as firewalls, proxy servers and security gateways.		Select One

				5.4 - Wireless Connections
Vendors are responsible for the secure deployment of wireless networks. Vendors must ensure:

NOTE: If wireless networks are prohibited, the vendor IT Security Program documentation must define how this is periodically verified and enforced.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) The vendor IT Security Program addresses the use of wireless technologies including but not limited to:
a. 802.11
b. Bluetooth
		Select One

				(2) Wireless devices that extend their Local Area Networks (LANs):
a. Securely segment wireless access point connections from the vendor network.
b. Use WPA or its successor for authentication and encryption. Use WPA2 Enterprise on all new equipment purchased and existing equipment that supports the protocol.
c. Change wireless vendor defaults including but not limited to pre-shared keys and passwords.
d. Disable Simple Network Management Protocol (SNMP) unless there is a clear business need. If enabled, change the vendor defaults.
e. Follow wireless access security practices developed within the vendor.
f. Continuously monitor for rogue wireless devices.		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(3) Wireless devices that do not extend the vendor's local area network:
a. Securely segment wireless access point connections from the Internet.
b. Use authentication and encryption appropriate for the environment.
c. Change wireless vendor defaults including but not limited to pre-shared keys and passwords.
d. Disable Simple Network Management Protocol (SNMP) unless there is a clear business need. If enabled, change the vendor defaults.
e. Follow wireless access security practices developed within the vendor.
f. Monitor for rogue wireless devices as defined in the vendor security program.		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(4) Open or public access wireless environments do not share assets or traverse infrastructure components that connect to the vendor network unless wireless traffic is securely segmented, encapsulated or tunneled over shared infrastructure.
		Select One

				5.5 - Security Patch Management
Vendors must develop and document in the vendor IT Security Program a patch management process commensurate with the risk and complexity of the IT environment that at a minimum includes:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 

				(1) Identification of the responsibilities required for patch management.		Select One

				(2) Identification of the authorized software and information systems deployed in the production environment.		Select One

				(3) Timely notification of patch availability.		Select One

				(4) A method of categorizing the criticality of patches in route or on delivery.		Select One

				(5) Testing procedures, when required, before deployment into production environments.		Select One

				(6) Time-specific criteria for deploying patches as soon as reasonably possible after notification, including criteria for zero-day patches.		Select One

				(7) Regular verification that available patches are managed according to the vendor patch management process.		Select One

				(8) A requirement for current patches on vendor or non-vendor remotely attached devices.		Select One

				(9) A requirement for current patches on vendor or non-vendor devices attached to vendor networks, whether on vendor local area networks or wireless networks.		Select One

				(10) Restrict access from devices that do not conform to the vendor patch management policy.		Select One

				5.6 - System Vulnerabilities
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Establish a process to identify newly discovered security vulnerabilities such as subscribing to alert services freely available on the Internet.		Select One

				(2) Use processes that manage the installation and modification of system configuration settings.		Select One

				(3) Harden systems before deployment using hardening standards that meet or exceed current best practices and manufacturer recommendations at the time of system deployment and throughout the lifecycle.		Select One

				5.7 - Protection From Malicious Software
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Use anti-malware protection.		Select One

				(2) Address malware prevention, detection, and removal.		Select One

				(3) Keep malware protection current when connecting devices to the vendor network.		Select One

				(4) Ensure that file transfers, e-mail, and Web browser-based traffic are examined for known viruses.		Select One

				(5) Implement detection, prevention, and recovery controls to protect against malicious code.		Select One

				(6) Integrate malicious software detection reporting with the Washington Computer Incident Response Center (WACIRC) incident reporting processes.

Moody, Daniel (WaTech): NOTE: 
To be compliant please refer to Policy No.143 IT Security Incident Communications and report all incidence to the Security Operation Center (SOC)
		Select One

				5.8 - Mobile Computing
Examples of mobile devices include laptops, smart phones, Personal Digital Assistants (PDAs), accessible equipment, and portable data storage devices such as tape drives, zip drives, removable hard drives, and USB data storage devices.

Vendors must implement policies and procedures controlling the use of Category 3 and above data on mobile devices.At a minimum, Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Approve and document the use of category 3 data or above on mobile devices.		Select One

				(2) Encrypt Category 3 data or above on mobile devices using industry standard algorithms or cryptographic modules validated by the National Institute of Standards and Technology (NIST).		Select One

				(3) Implement policies and procedures that address the use of portable data storage devices.		Select One



				6. Access Security


				6.1 - Access Management

				6.1.1 - Policies
To ensure proper access controls that conform to the principle of least privilege agencies must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Implement policies and procedures that address access security controls for mainframe, client/server, wireless LANs, and stand-alone workstation-based systems that are consistent with the vendor's classification of the data processed.		Select One

				(2) Restrict access to data, application, and system functions by users and support personnel in accordance with the vendor defined access control policy.		Select One

				(3) Authentication and authorization controls must be appropriately robust for the risk of the application or systems to prevent unauthorized access to IT assets.		Select One

				(4) Manage and group systems, data, and users into security domains and establish appropriate access requirements within and between each security domain.		Select One

				(5) Implement appropriate technological controls to meet access requirements consistently.		Select One

				(6) Restrict the use of programs or utilities capable of overriding system and application controls.		Select One

				(7) Implement policies and procedures for identity proofing individuals.		Select One

				6.1.2 - Accounts
To ensure appropriate management of user accounts on system components vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Establish a formal procedure for issuance, management and maintenance of UserIDs and passwords.		Select One

				(2) Establish formal user registration and de-registration procedures for granting and revoking access to information systems and services.		Select One

				(3) Identify users with a unique identifier, for their individual use only, before allowing them to access components, systems, networks, or data.		Select One

				(4) Ensure that accounts are assigned access only to the services that they have been specifically authorized to use.		Select One

				(5) Ensure the access rights of users to information and information processing facilities are removed upon suspected compromise, termination of their employment or contract, or are adjusted upon change in status.		Select One

				(6) Control the addition, deletion, and modification of user IDs, credentials, and other identifier objects.		Select One

				(7) Implement mechanisms to restrict and control the use of privileges.		Select One

				(8) Verify user identity before performing password resets.		Select One

				(9) Set first-time passwords to a unique value per user that must be changed immediately after first use.		Select One

				(10) Use time of day, and day of week restrictions as appropriate.		Select One

				(11) Enable accounts used by vendors for remote maintenance only during the time needed.		Select One

				(12) Prohibit the use of group, shared, or generic UserIDs/passwords.		Select One

				(13) Establish a maximum of five incorrect login attempts and lock the account for a minimum of 15 minutes or until reset by an administrator.		Select One

				6.1.3 - Sessions
To ensure appropriate management of sessions on system components vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Establish procedures to shut down or reauthorize inactive sessions after a defined and reasonable period of inactivity.		Select One

				(2) Restrict user access to shared systems, especially those extending across the vendor's boundaries, in accordance with the access control policy and requirements of the business applications.		Select One

				(3) Ensure that access to operating systems is controlled by a secure log-on procedure.		Select One

				6.1.4 - Auditing
To ensure system controls are effectively enforcing access policies vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Periodically review user access rights based on the risk to the data, application, or system using a formal process.		Select One

				(2) Implement mechanisms to monitor the use of privileges.		Select One

				6.2 - Password Requirements
Vendors must ensure:
		Are your password requirements
OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 

				(1) Administration of password rules must be technically or procedurally enforced.		Select One

				(2) UserID/password combinations are Category 3 data and must be protected.		Select One

				(3) Individuals are prohibited from submitting a new password that is the same as any of the last four passwords used by the individual.		Select One

				(4) Passwords used for External Authentication Types outlined under section 6.3.1 must:
a. Be a minimum of 10 characters long and contain at least three of the following character classes: uppercase letters, lowercase letters, numerals, special characters.
b. Not contain the user's name, UserID or any form of their full name.
c. Not consist of a single complete dictionary word, but can include a passphrase.
d. Be significantly different from the previous four passwords. Passwords that increment (Password1, Password2, Password3 ...) are not considered significantly different.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(5) Passwords used for Internal Authentication Types outlined under section 6.3.2 must:
a. Be a minimum of 8 characters long and contain at least three of the following character classes: uppercase letters, lowercase letters, numerals, special characters.
b. Not contain the user's name, UserID or any form of their full name.
c. Not consist of a single complete dictionary word, but can include a passphrase.
d. Be significantly different from the previous four passwords. Passwords that increment (Password1, Password2, Password3 ...) are not considered significantly different.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(6) PIN codes used in multi-factor authentication schemes must:
a. Be a minimum of five digits in length.
b. Not be comprised of all the same digit. PINs consisting of 11111, 22222 are not acceptable.
c. Not contain more than a three consecutive digit run. PINs consisting of 12347, 98761 are not acceptable.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(7) Pass codes used to secure mobile devices must:
a. Be a minimum of six alpha numeric characters.
b. Contain at least three unique character classes. Pass codes consisting of 11111a, aaaaa4, are not acceptable.
c. Not contain more than a three consecutive character run. Pass codes consisting of 12345a, abcde1 are not acceptable.
d. Render the device unusable after 10 failed login attempts.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				6.3 - Authentication
Authentication is used to validate the identity of users performing functions on systems. Selecting the appropriate authentication method is based on risks to data.


				6.3.1 - External Authentication
Six methods of authentication are defined for users accessing agency owned or procured systems from resources outside the SGN.
		Which external authentication
types are you using?

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 


				6.3.1.1 - Type 1 (External)
Access to category 1 data, if authenticated, requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration not to exceed 24 months.
(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.
(4) Category 1 data may be accessed using type 2 or 3 authentication.
		Select One

				6.3.1.2 - Type 2 (External)
Access to category 2 data or a single category 3 record belonging to the individual requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 24 months.
(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.
		Select One

				6.3.1.3 - Type 3 (External)
Access to category 3 data or a single category 4 record belonging to the individual requires multi-factor authentication via the SecureAccess® Washington infrastructure (IOCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires multi-factor authentication supported by SecureAccess® Washington.
(2) Passwords must meet the criteria outlined in Section 6.2.
(3) Password expiration period not to exceed 13 months.
(4) Requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password or token.
(5) Category 3 data may be accessed using type 4 authentication.
		Select One

				6.3.1.4 - Type 4 (External)
Access to category 4 information requires multi-factor authentication via the SecureAccess® Washington or Transact Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires multi-factor authentication using hardware or software tokens or digital certificates.
(2) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls the token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication using a hardware or software token or digital certificate.
		Select One

				6.3.1.5 - Type 5 (External)
Employee and contractor access to agency/vendor resources or the SGN via common remote access methods outlined in Section 6.4 requires two-factor authentication with the following controls:

(1) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls a hardware or software token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication.
		Select One

				6.3.1.6 - Type 6 (External)
Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:

(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.
(2) Password expiration not to exceed 120 days.
(3) Additional controls documented in the agency IT Security Program
		Select One

				6.3.2 - Internal Authentication
Four methods of authentication are defined for users accessing agency owned systems from resources inside the agency/vendor network, SGN or already authenticated via common remote access methods outlined in Section 6.4.
		Which internal authentication
types are you using?

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 


				6.3.2.1 - Type 7 (Internal)
Access to category 4 data and below requires authentication via the Enterprise Active Directory infrastructure (OCIO Identity Management User Authentication Standards, 7/10/2008) with the following controls:

(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 120 days.
		Select One

				6.3.2.2 - Type 8 (Internal)
Access to system administration functions requires the following controls:

(1) Requires a discrete account used only for interactive system administration functions.
(2) Where passwords are employed as an authentication factor:
a. Requires a hardened password as defined in Section 6.2 with an extended password length of 16 characters.
b. Password expiration period not to exceed 60 days.
		Select One

				6.3.2.3 - Type 9 (Internal)
Accounts used for system service, daemon or application execution (service accounts) require documentation in the agency security program and the following controls:

(1) Requires a discrete account used only for the defined privileged functions, and never used by an individual.
(2) Requires a hardened password as defined in Section 6.2 with an extended password length of 20 characters.
(3) Password expiration requirements must be documented in the agency security program.
(4) The principle of least privilege must be employed when determining access requirements for the account.
		Select One

				6.3.2.4 - Type 10 (Internal)
Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:

(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.
(2) Password expiration not to exceed 120 days.
(3) Additional controls documented in the agency IT Security Program.
		Select One

				6.4 - Remote Access
Vendor must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Implement policies and procedures for remote access that mitigate the threat or risk posed by users or devices authorized to connect remotely to the vendor network including but not limited to:

a. Monitoring practices for remote access sessions.
b. Requirements for remote access devices.
c. Remote access session controls that conform to the principle of least privilege.
		Select One

				(2) Ensure mitigation is not susceptible to end-user modification.		Select One

				(3) Prohibit the use of dial-up unless there is no other way to satisfy a business need. Dial-up access, if used, must be approved by management and documented in the vendor IT Security Program.		Select One

				(4) Use industry standard protocols for remote access solutions.		Select One

				(5) Use IPSec VPN, SSH or SSL VPN when remotely accessing vendor resources and services.		Select One

				(6) Ensure remote access solutions prompt for re-authentication or perform automated session termination after 30 minutes of inactivity.		Select One

				(7) Ensure that vendor operated remote access solutions, not connected to the vendor LAN , use equivalent technologies that require multi-factor authentication and include documentation of the configuration in the vendor IT Security Program.		Select One



				7. Application Security


				7.1 - Planning and Analysis
Vendors must specify security controls when developing business requirements for new or enhanced information systems including but not limited to:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 

				(1) Ensure applications provide for data input validation to ensure the data is correct and appropriate and cannot be used to compromise security of the application, IT infrastructure, or data.		Select One

				(2) Procedures are in place to manage the installation of software on operational systems including but not limited to servers and workstations.		Select One

				(3) Access to program source code is restricted to only those individuals whose job requires such access.		Select One

				(4) Include specific requirements in contracts for outsourced software development to protect the integrity and confidentiality of application source code.		Select One

				(5) Implementation of changes will be managed by the use of formal change management procedures.		Select One

				(6) Appropriate access and security controls; audit trails; and logs for data entry and data processing.		Select One

				(7) Requirements for appropriate data protection.		Select One

				7.2 - Application Development
Vendors must develop software applications based on industry best practices and include information security throughout the software development life cycle, including the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Separate development, test, and production environments.		Select One

				(2) Implement separation of duties or other security controls between development, test and production environments. The controls must reduce the risk of unauthorized activity or changes to production systems or data including but not limited to the data accessible by a single individual.
		Select One

				(3) Production data used for development testing must not compromise privacy or confidentiality. Prohibit the use of Category 3 data or higher in development environments unless specifically authorized by the IT security program. Production data in any environment must meet or exceed the level of protection required by its data classification.
		Select One

				(4) Removal of test data and accounts before production systems become live.		Select One

				(5) Removal of custom application accounts, usernames, and passwords from production environments before applications become active or are released to customers.		Select One

				(6) Review of custom code prior to release to production or customers to identify potential coding vulnerabilities as described in Section 7.4 Vulnerability Prevention.		Select One

				(7) Appropriate placement of data and applications in the IT infrastructure based on the risk and complexity of the system.		Select One

				(8) Use of appropriate authentication levels.		Select One

				7.3 - Application Maintenance
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Review and test system changes to ensure there are no adverse impacts on agency operations or security.		Select One

				(2) Obtain timely information about technical vulnerabilities of information systems being used, evaluate the agency's exposure to such vulnerabilities, and take appropriate measures to address the associated risk.		Select One

				7.4 - Vulnerability Prevention
Vendors must prevent common coding vulnerabilities in software development processes. Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Develop software and applications based on secure coding guidelines.  An example is the Open Web Application Security Project guidelines. See www.owasp.org - "The Ten Most Critical Web Application Security Vulnerabilities" which include:
a. Un-validated input.
b. Weak or broken access control such as malicious use of UserIDs.
c. Broken authentication/session management such as use of account credentials and session cookies.
d. Cross-site scripting (XSS) attacks.
e. Buffer overflows.
f. Injection flaws such as SQL injection.
g. Improper error handling that creates other conditions, divulges system architecture or configuration information.
h. Insecure storage.
i. Denial of service.
j. Insecure configuration management.
		Select One

				(2) Review code to detect and mitigate code vulnerabilities that may have security implications when significant changes have been made to the application.		Select One

				7.5 - Application Service Providers
Applications hosted by an Applications Service Provider or other third party outside of the shared, trusted environment must comply with:

NOTE: The operation of such applications must not jeopardize the enterprise security environment.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the agency. 

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) The OCIO IT Security Policy and Standard as described in Section 1.5.		Select One

				(2) Agency security standards and procedures.		Select One



				8. Operations Management


				8.1 - Change Management
Vendors must implement an effective change management process that:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the agency. Please explain on notes tab 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor
		(1) Ensures that duties and areas of responsibility are segregated to reduce opportunities for unauthorized or unintentional modification or misuse of the agency's IT assets.		Select One

				(2) Ensures computing environments are segmented to reduce the risks of unauthorized access or changes to the operational system.		Select One

				(3) Includes acceptance criteria for new information systems, upgrades, and new versions and ensure that suitable tests of the system(s) are carried out during development and prior to acceptance.		Select One

				8.2 - Asset Management
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Clearly identify and maintain an inventory of major components in the IT environment.		Select One

				(2) Ensure that information and assets associated with information processing be assigned to or 'owned' by designated parts of the agency. The term 'owner' identifies an individual or entity that has management responsibility for authorizing the collection, use, modification, protection and disposal of the information and asset(s).
		Select One

				8.3 - Media Handling and Disposal
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		(1) Ensure that media be disposed of securely and safely when no longer required, using formal documented procedures.		Select One

				(2) Sanitize equipment containing storage media prior to disposal (reference best practices such as NIST SP 800-88 Guidelines for Media Sanitation or equipment disposal procedures documented in the IT security program) and:
a. Destroy, securely overwrite, or make unavailable agency identifiable data.
b. Destroy, securely overwrite, or make unavailable software consistent with the software licensing agreement.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

						

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Stevens, Matt (WaTech): To be completed by the Agency		(3) Ensure the safe and secure disposal of sensitive media.		Select One

				(4) Ensure that system documentation is protected against unauthorized access.		Select One

				(5) Ensure Media containing information is protected against unauthorized access, misuse, or corruption during transportation beyond an agency's physical boundaries.		Select One

				8.4 - Data and Program Backup
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 
		

Stevens, Matt (WaTech): To be completed by Agency
		(1) Satisfy data archival and rotational requirements for backup media based on the results of an IT Security Risk Assessment.		Select One

				(2) Implement procedures for periodic tests to restore agency data from backup media.		Select One

				(3) Test recovery procedures for critical systems at the frequency documented in the agency IT Security Program.		Select One

				(4) Establish methods to secure their backup media.		Select One

				(5) Store media back-ups in a secure location such as a designated temporary staging area, an off-site facility, or a commercial storage facility.		Select One



				9. Electronic Commerce
Agencies are responsible for ensuring that vendors address the effect of using the Internet to conduct transactions for state business with other public entities, citizens, and businesses.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the agency with assistance from the vendor. 


						

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Prepare and incorporate plans for Internet-based transactional applications, including but not limited to e-commerce, into the agency's portfolio.		Select One

				(2) Protect information involved in electronic commerce passing over public networks from fraudulent activity, contract dispute, and unauthorized disclosure and modifications required by these IT security standards.		Select One

				(3) Protect information involved in on-line transactions in order to prevent incomplete transmission, misrouting, unauthorized message alteration, unauthorized disclosure, unauthorized message duplication, or replay.		Select One

				(4) Protect IT infrastructure supporting electronic commerce services from unauthorized access and use according to these IT security standards.		Select One



				10. Security Monitoring and Logging
Audit logs recording user activities, exceptions, and information security events are necessary to detect and audit unauthorized information processing activities.


				10.1 - Logging and Policies
Vendors must develop and document a logging strategy that addresses each system based on the risk and complexity of the system. At a minimum the logging strategy must address the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data at rest available for sensitive data?
Please explain on notes tab. 		

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data in-transit available for sensitive data? 
Please explain on notes tab. 		

Moody, Daniel (WaTech): NOTE: 
To be compliant please refer to Policy No.143 IT Security Incident Communications and report all incidence to the Security Operation Center (SOC)
		(1) The log records including events, exceptions and user activities necessary to reconstruct unauthorized activities defined by the strategy.		Select One

				(2) Procedures for periodic review and analysis of recorded logs as set forth in the agency IT Security Program.		Select One

				(3) Retention periods for logs.		Select One

				10.2 - Logging Systems
At a minimum, logging systems must satisfy the logging strategy identified by the agency and:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Protect the logging facilities and log information against tampering and unauthorized access.		Select One

				(2) Synchronize with an agency approved accurate time source.		Select One

				(3) Provide automated recording to allow for reconstruction of the following events:
a. Actions taken by individuals with root or administrative privileges.
b. Invalid logical access attempts.
c. Initialization of the logging process.
d. Creation and deletion of system objects.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				10.3 - Intrusion Detection and Prevention
		Do you have IDS/IPS in place?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 		The vendor must monitor vendor networks with Intrusion Detection and Prevention systems at critical junctures. Vendors must ensure the systems are configured to log information continuously and the logs are reviewed periodically as set forth in the vendor IT Security Program.
		Select One



				11 - Incident Response
Vendors must:

NOTE: In the event of an incident involving the release of Category 3 data and above, agencies must work with vendors to comply, as appropriate, with the state breach notification statute, RCW 42.56.590.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Ensure timely and effective handling of IT security incidents.		Select One

				(2) Establish, document, and distribute an incident response plan to be used in the event of system compromise. At a minimum, the plan must address specific incident response procedures, recovery and continuity procedures, data backup processes, roles and responsibilities, and communication and contact strategies in addition to the following:
a. Escalation procedures.
b. Designate specific personnel to respond to alerts.
c. Be prepared to implement the incident response plan and to respond immediately to a system breach.
d. Provide appropriate training to staff with security breach response responsibilities.
e. Have a process to modify and evolve the incident response plan according to lessons learned and to incorporate industry developments.
f. Incorporate the incident response plan in the agency IT Security Program.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(3) Test the incident response plan at least annually.		Select One

				(4) Vendors must participate in appropriate security alert or response organizations at the state and regional levels.
		Select One

				(5) Develop and maintain a managed process for system availability throughout the organization that addresses the information security requirements needed for the vendor's business operations.		Select One
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		OCS DESIGN REVIEW CHECKLIST - NOTES



				3. Physical and Environmental Protection
Agencies are responsible for ensuring that vendor solutions have adequate physical security and environmental protections implemented to maintain the confidentiality, integrity, and availability of the vendor computer systems. Vendors must prevent unauthorized access, damage, or compromise of IT assets. Investments in physical and environmental security must be commensurate with the risks, threats, and vulnerabilities unique to each physical site and location.


				3 - Facilities







				4. Data Security
Data security components outlined in this section are designed to reduce the risk associated with the unauthorized access, disclosure, or destruction of agency data.


				4.1 - Data Classification




				4.2 - Data Sharing




				4.3 - Secure Management and Encryption of Data



				4.4 - Secure Data Transfer






				5. Network Security
Agencies are responsible for ensuring the secure vendor operation of network assets through the use of appropriate layered protections commensurate with the risk and complexity of the environment.


				5.1 - Secure Segmentation


				5.1.1 - Network Devices




				5.1.2 - Firewalls




				5.1.3 - Device Administration




				5.2 - Restricted Services




				5.3 - External Connections




				5.4 - Wireless Connections




				5.5 - Security Patch Management




				5.6 - System Vulnerabilities




				5.7 - Protection From Malicious Software




				5.8 - Mobile Computing






				6. Access Security


				6.1 - Access Management

				6.1.1 - Policies




				6.1.2 - Accounts




				6.1.3 - Sessions




				6.1.4 - Auditing




				6.2 - Password Requirements




				6.3 - Authentication


				6.3.1 - External Authentication




				6.3.2 - Internal Authentication




				6.4 - Remote Access






				7. Application Security


				7.1 - Planning and Analysis




				7.2 - Application Development




				7.3 - Application Maintenance




				7.4 - Vulnerability Prevention




				7.5 - Application Service Providers






				8. Operations Management


				8.1 - Change Management




				8.2 - Asset Management




				8.3 - Media Handling and Disposal




				8.4 - Data and Program Backup






				9. Electronic Commerce
Agencies are responsible for ensuring that vendors address the effect of using the Internet to conduct transactions for state business with other public entities, citizens, and businesses.






				10. Security Monitoring and Logging
Audit logs recording user activities, exceptions, and information security events are necessary to detect and audit unauthorized information processing activities.


				10.1 - Logging and Policies




				10.2 - Logging Systems




				10.3 - Intrusion Detection and Prevention



				11 - Incident Response




				Exempt from Disclosure RCW 42.56.420(4)



RETURN TO CHECKLIST

#'Checklist%20B'!A1
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Appendix A

				User Matrix  								Exempt from Disclosure RCW 42.56.420(4)

				Please provide information regarding each User type in the enviroment.                                                          (Use one colume per user type.)

				User Type 1		User Type 2		User Type 3		User Type 4		User Type 5		User Type 6		Example 1

		Application/Function														Cloud App

		Users Type														Agency Employee

		Client Software														Browser

		User Network Location														Agency LAN & Internet

		Data Category

Moody, Daniel (WaTech): 4.1. Data Classification:

Agencies must classify data into categories based on the sensitivity of the data.
Agency data classifications must translate to or include the following classification categories:

Category 1 – Public Information
     Public information is information that can be or currently is released to the public. It does not need protection from unauthorized disclosure, but does need integrity and availability protection controls.

Category 2 – Sensitive Information
     Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive information is generally not released to the public unless specifically requested.

Category 3 – Confidential Information
     Confidential information is information that is specifically protected from disclosure by law. It may include but is not limited to:
a. Personal information about individuals, regardless of how that information is obtained.
b. Information concerning employee personnel records.
c. Information regarding IT infrastructure and security of computer and telecommunications systems.

Category 4 – Confidential Information Requiring Special Handling
     Confidential information requiring special handling is information that is specifically protected from disclosure by law and for which:
a. Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements.
b. Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal sanctions.
														3

		Data Belongs to Individual 														No

		IT Administration														No

		User Repository														Active Directory + ADFS

		Single Sign-On														Yes

		Internet Facing														Yes

		VPN

Moody, Daniel (WaTech): VPN:
WaTech Provided Service or Agency Managed Service?
														Yes

		MFA Deployed														Yes with VPN

		OCIO 141.10 Auth Type

Moody, Daniel (WaTech): 6.3. Authentication:
Authentication is used to validate the identity of users performing functions on systems. Selecting the appropriate authentication method is based on risks to data.

6.3.1 External Authentication
     Six methods of authentication are defined for users accessing agency owned systems from resources outside the SGN.

6.3.1.1 Type 1 - External
     Access to category 1 data, if authenticated, requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:
(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 24 months.
(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.
(4) Category 1 data may be accessed using type 2 or 3 authentication.

6.3.1.2 Type 2 – External
     Access to category 2 data or a single category 3 record belonging to the individual requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls: Office of the Chief Information Officer, Washington State; Standard No. 141.10: Securing Information Technology; Page 17 of 29
(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 24 months.
(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.
(4) Category 2 data may be accessed using type 3 authentication.

6.3.1.3 Type 3 - External
     Access to category 3 data or a single category 4 record belonging to the individual requires multi-factor authentication via the SecureAccess® Washington infrastructure (IOCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:
(1) Requires multi-factor authentication supported by SecureAccess® Washington.
(2) Passwords must meet the criteria outlined in Section 6.2.
(3) Password expiration period not to exceed 13 months.
(4) Requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password or token.
(5) Category 3 data may be accessed using type 4 authentication.

6.3.1.4 Type 4 - External
     Access to category 4 information requires multi-factor authentication via the SecureAccess® Washington or Transact™ Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:
(1) Requires multi-factor authentication using hardware or software tokens or digital certificates.
(2) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls the token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication using a hardware or software token or digital certificate.

6.3.1.5 Type 5 - External
     Employee and contractor access to agency resources or the SGN via common remote access methods outlined in Section 6.4 requires two-factor authentication with the following controls:
(1) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls a hardware or software token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication.
Office of the Chief Information Officer, Washington State
Standard No. 141.10: Securing Information Technology
Page 18 of 29

6.3.1.6 Type 6 – External
     Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:
(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.
(2) Password expiration not to exceed 120 days.
(3) Additional controls documented in the agency IT Security Program

6.3.2 Internal Authentication
     Four methods of authentication are defined for users accessing agency owned systems from resources inside the agency network, SGN or already authenticated via common remote access methods outlined in Section 6.4.

6.3.2.1 Type 7 - Internal
     Access to category 4 data and below requires authentication via the Enterprise Active Directory infrastructure (OCIO Identity Management User Authentication Standards, 7/10/2008) with the following controls:
(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 120 days.

6.3.2.2 Type 8 – Internal
     Access to system administration functions requires the following controls:
(1) Requires a discrete account used only for interactive system administration functions.
(2) Where passwords are employed as an authentication factor:
a. Requires a hardened password as defined in Section 6.2 with an extended password length of 16 characters.
b. Password expiration period not to exceed 60 days.

6.3.2.3 Type 9 – Internal
     Accounts used for system service, daemon or application execution (service accounts) require documentation in the agency security program and the following controls:
(1) Requires a discrete account used only for the defined privileged functions, and never used by an individual.
(2) Requires a hardened password as defined in Section 6.2 with an extended password length of 20 characters.
(3) Password expiration requirements must be documented in the agency security program.
(4) The principle of least privilege must be employed when determining access requirements for the account.
Office of the Chief Information Officer, Washington State
Standard No. 141.10: Securing Information Technology
Page 19 of 29

6.3.2.4 Type 10 – Internal
     Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:
(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.
(2) Password expiration not to exceed 120 days.
(3) Additional controls documented in the agency IT Security Program.
														6.3.2.1. Type 7 and 6.3.1.5 Type 5

		Compensating Control for OCIO Compliance (only if standards are not met)														Claims Rule on ADFS Proxy

		Notes														Authenticated access limited to SGN without VPN
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Optional File Encryption Method

		OCS Public Key



https://watech.sp.wa.gov/ocs/SPC/CustomerResources/File%20Encryption%20-%20OCS%20Public%20Key.docx
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3. Introduction  1 


These standards designate the state’s Enterprise Active Directory (EAD), SecureAccess 
Washington® (SAW), and Transact Washington™ (TAW) as common user authentication 
solutions for state government to leverage available statewide investments, provide an integrated 
end-user experience, and enable single/reduced sign-on.  
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42 


Federated Identity Management (FID) is designated as an architectural strategy via extended 
SAW functionality, policies, practices, and technologies to enable single/reduced sign-on across 
organizational boundaries. 


3.1. Statutory Authority 9 


The provisions of RCW 43.105.041 detail the powers and duties of the Information Services 
Board (ISB), including the authority to develop statewide or interagency information services and 
technical policies, standards, and procedures.  


3.2. Scope 13 


These standards apply to all Washington State executive branch agencies and agencies headed 
by separately elected officials (referred to as “agency or agencies” throughout this document).  


Exemption requests must be submitted to the Department of Information Services (DIS) 
Management and Oversight of Strategic Technologies Division and will be forwarded to the ISB 
for decision.  A state agency must make a clear business case to develop or procure a custom 
user authentication solution. 


Starting July 10, 2008, the Identity Management User Authentication Standards will govern the 
planning and construction of all agency applications that require user authentication as follows:  


3.2.1.1. Agency to Agency – Internal to Internal 22 


By December 31, 2010 all agencies shall develop a migration strategy in coordination with DIS to 
join the state’s Enterprise Active Directory. EAD is defined in Section 4.1.1 and excludes the 
legislative and judicial branches of government, and higher education. 


3.2.1.2. Individuals and Businesses to Agencies – External to Internal   26 


Agency applications existing or under construction as of July 10, 2008 are not immediately 
required to incorporate SecureAccess Washington or Transact Washington as described in 
Section 4.2 unless there is a significant upgrade or when subject to other over-arching polices.  


By December 31, 2010 all agencies shall develop a migration strategy in coordination with DIS to 
comply or when applications are significantly upgraded, redesigned, or replaced. 


3.2.1.3. Government to Government – Internal to other Internal 32 


Other government entities including: legislative and judicial government, higher education, local 
governments, and federal government users will authenticate using Federated Identity 
Management (FID) via extended SAW functionality as described in section 4.3. 


3.3. Related Policies, Standards, and Strategic Plans 36 


Related ISB polices include, but are not limited to: ISB [Investment Standards]; ISB EA 
[Networking Standards]; and ISB [Security Standards]. 


These recommendations are in accordance with the IdM Initiative Charter objectives (see 
Appendix C) adopted on March 8, 2007 by ISB, the 2008-2014 State Strategic Information 
Technology Plan Goals (see Appendix D), and the state’s over-arching enterprise architecture 
(EA) principles at: http://isb.wa.gov/committees/enterprise/architecture/index.aspx.  
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4. Standards 43 


These standards are designed to reduce the number of user credentials (e.g. IDs and passwords) 
and authentications (e.g. log-in prompts) required to access state agency and educational 
resources and services. 


44 
45 
46 


49 
50 


51 
52 
53 
54 


57 


59 


62 
63 


64 
65 


67 
68 


70 
71 
72 


75 


77 


79 
80 


4.1. Agency to Agency – Internal to Internal 47 


4.1.1. Enterprise Active Directory (EAD)  48 


EAD is the standard user authentication solution for state agencies to provide single sign-on for 
employee access to applications and IT assets within the State Government Network (SGN.) 


The Enterprise Active Directory is defined as the state’s Active Directory implementation in the 
SGN that serves the SGN executive branch agencies.  It provides the directory structure used for 
authentication inside of the SGN. It excludes the separate branches of government (Legislative 
Branch and Judicial Branch) and higher education. 


4.1.1.1. Assumptions 55 


• Agencies are responsible for creating processes that support user access.  Passwords 56 
should be managed by the individual user. 


• Agencies and Application Owners should be responsible for identity proofing new users to 58 
ensure authorized access for SGN employees. 


4.2. Individuals and Businesses to Agencies – External to Internal 60 


4.2.1. SecureAccess Washington (SAW)  61 


SAW is the standard user authentication solution to be used by state agencies to allow users to 
access resources/online applications in a secure manner.  


SAW provides single/reduced sign-on for non-SGN users, businesses, and the public to access 
applications that require user authentication via a user ID and password. 


• Agencies determine the role of a user and the authorization to conduct certain activities. 66 
Agencies are responsible for which user is placed in a particular role to ensure authorized 
access. 


• Application Owners are responsible for identity proofing new users requesting access to their 69 
applications via the User ID authentication gateway. Application Owners have the ability to 
remove access to a backend application if a user no longer has a business need to access 
the application, or if it is believed a user account has been compromised. 


4.2.1.1. Assumptions 73 


• Future security allows for gradation of authentication levels based on common risk 74 
assessment 


• The state’s IdM solutions will evolve to meet changing business needs and technical 76 
solutions. 


4.2.2. Transact Washington (TAW)  78 


TAW is the standard authentication solution for applications that require the strongest level of 
user authentication.  
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• TAW provides single sign-on via public key infrastructure (PKI) and digital certificate 81 
technology for applications that require the strongest level of user authentication. 82 


84 


87 


89 


92 
93 


94 
95 


97 
98 


100 


102 
103 


105 
106 


110 
111 


112 
113 
114 


115 
116 


117 
118 


120 


• Identity proofing for users of x.509 digital certificates is conducted by the issuer of the digital 83 
certificates.  


4.2.2.1. Assumptions 85 


• Future statewide risk assessment model provides agencies with additional decision criteria to 86 
determine the level of risk necessary for PKI. 


• The state’s IdM solutions will evolve to meet changing business needs and technical 88 
solutions. 


4.3. Government to Government – Internal to other Internal 90 


4.3.1. Federated Identity Management (FID)  91 


FID is an architectural strategy via extended SAW functionality for Government to Government 
interaction, and future Businesses to Government interaction.  


FID IdM solution enables single/reduced sign-on across organizational boundaries. Employees 
access other government applications without re-authenticating to each application. 


• FID architecture extends SAW and provides the architecture to extend and “federate” 96 
authentication to other government entities including: the Legislative Branch, Judicial Branch, 
higher education, local governments, and federal government users.   


• Requires trust models and cross-organizational relationships through policy, contracts and 99 
data sharing agreements, and technologies.  


• Non-SGN connected Government users access an agency application via a Single Sign-On 101 
Gateway. The Gateway authenticates the user via a federated identity management (FID) 
solution that communicates with non-agency user directories. 


• Authentication across organizational boundaries is determined through risk assessment and 104 
contractually agreed upon identity proofing methods appropriate to the information being 
transmitted or data accessed.    


• Identity proofing is the responsibility of the employee’s agency. 107 


4.3.1.1. Assumptions 108 


• FID requires a combination of business and architectural components including:  109 


o Trust relationships between the cross-organizational partners: The architecture should 
identify one or more industry standard trust models. 


o Agreements built on policies, contracts, and principles. The trust relationship is 
established and built on a contractual framework for user authentication, confidentiality, 
data integrity, and accountability. 


o Agreed upon assurance levels and risk assessment models: The architecture will include 
an agreed upon risk assessment model aligned with industry standards. 


o Technologies for interoperability: Technologies may include any one or more industry 
standard.  


• The architecture supports future individual and business user authentication via a federated 119 
identity management solution to access an agency application. 
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5. Rationale 121 


5.1.1.1. Leverage Existing Investments 122 


Baseline architecture findings indicated Washington State’s current IdM Solution Sets are 
relatively mature when compared with other state’s and educational solutions (NASCIO, 
GARTNER).  


123 
124 
125 


127 


129 
130 


132 
133 


135 
136 


138 


140 


142 
143 
144 


146 


148 


150 


152 


155 
156 


158 


• The state’s common enterprise IdM security infrastructure includes Secure Access 126 
Washington, Transact Washington, and Enterprise Active Directory.  


5.1.1.2. Integrated End-User Experience 128 


Ensures citizens and businesses can interact seamlessly with multiple federal, state, and local 
agencies. 


• Single/Reduced Credentials and Sign-on reduce the number of user credentials (e.g. IDs and 131 
passwords) and authentications (e.g. log-in prompts) required to access state agency and 
educational resources and services. 


5.1.1.3. Efficiency and cost-effectiveness 134 


Common user authentication promotes efficiency and cost-effectiveness of the state’s user 
authentication investments. 


• More efficient and cost-effective than alternatives provisioned separately by individual 137 
agencies. 


• Consolidating user authentication frees state agencies to devote more resources to their core 139 
business missions and to direct technology support for their customers. 


5.1.1.4. Security 141 


Common security system infrastructure protects agencies from unauthorized external access to 
or broadcast on the Internet of the agencies’ intellectual property, proprietary and confidential 
data.  


• The IdM solutions are housed in a secure Data Center that allows physical access only to 145 
authorized personnel.   


• The perimeter firewalls, gateways, and security policies implement a baseline level of 147 
network security that satisfies enterprise-wide security requirements 


• The IdM solutions ensure the appropriate level of protection of state resources through 149 
security best practices.  


• The architecture solutions ensure compliance with the ISB IT Security Standards and industry 151 
best practices. 


5.1.1.5. Scalability 153 


• Network infrastructure, hardware and software component architecture are highly available, 154 
and fully redundant to allow for the addition of resources without system downtime. The 
system should be scalable to include all state employees. 


• The solutions are designed to be scalable to handle hundreds of thousands of registered 157 
users and be able to grow as needed to support concurrent usage.   
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5.1.2. Implications 159 


The designation of the IdM User Authentication Standards as common, shared solutions has 
potential implications including: 


160 
161 


163 
164 


166 
167 
168 


169 
170 
171 
172 


5.1.2.1. Migration Strategies 162 


• Agencies not currently part of the EAD may need to invest in future infrastructure. Each 
agency will build a migration and risk mitigation strategy (see Section 3.2 Scope.)  


5.1.2.2. Regulatory Compliance 165 


Agencies are encouraged to contact their legal and policy offices, including the agency’s 
appointed Attorney General, for relevant laws and regulations applicable to the business of the 
agency.  


There are a number of federal and state laws, policies, and regulations related to regulatory 
compliance. Privacy is growing concern and legal issues continue to evolve due to the ubiquitous 
nature of the Internet and virtual physical location of information of data. States now have a 
responsibility to protect a resident’s private/sensitive information regardless of location. 
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6. Glossary 173 


The Conceptual Technical Reference Architecture contains the ‘Global Glossary.’ Some terms 
are included within this document’s Glossary for readability. 


174 
175 
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177 
178 
179 
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212 
213 
214 
215 


216 
217 
218 
219 


220 
221 
222 


AUTHENTICATION Validation of identification credentials. This is a process 
where a person, device or a computer program proves 
their identity in order to access environments, systems, 
resources and information. The person’s identity is a 
simple assertion, the login ID for a particular computer 
application, for example. Proof is the most important part 
of the concept and that proof is generally something 
known, like a password; something possessed, like your 
ATM card; or something unique about your appearance 
or person, like a fingerprint. 


AUTHORIZATION The act of granting a person or other entity permission to 
use resources in a secured environment. This is usually 
tightly linked to authentication. A person or other identity 
first authenticates and then is given pre-determined 
access rights. They now have the authority to take 
specific actions. 


CREDENTIALS Credentials are the components or attributes of identity 
that are assessed to prove a person, device, or 
computer program is who they claim to be. Common 
credential stores include databases, directories and 
smart cards. 


DIGITAL CERTIFICATE In general use, a certificate is a document issued by 
some authority to attest to a truth or to offer certain 
evidence. A digital certificate is commonly used to offer 
evidence in electronic form about the holder of the 
certificate. In PKI it comes from a trusted third party, 
called a certification authority (CA) and it bears the 
digital signature of that authority. 


FID Federated Identity Management (FID) is a set of policies, 
practices, and technologies that enable single/reduced 
sign-on across organizational boundaries. FID allows a 
verified user to be authenticated across organizational 
boundaries in order to access state agency and 
educational resources and services.  


 FID requires a combination of business and architectural 
components including: a trust relationship between the 
cross-organizational partners; agreements built on 
legally binding policies, contracts, and principles; agreed 
upon assurance levels and risk assessment models; and 
technologies 


IDENTITY PROOFING  Identity proofing is the process of validating the claimed 
identity of an individual.  It is central to a secure and 
authoritative process for the issuance and use of identity 
credentials.   


 Identity proofing can be accomplished through a variety 
of processes that establish a history of identity by 
collecting identity information (e.g. personal, 
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demographic, and biographical information) and 
validating the accuracy and legitimacy of the information 
collected by conducting a face-to-face interaction and/or 
verifying the validity of identity source documents 
against third-party databases 


223 
224 
225 
226 
227 


228 
229 
230 
231 


232 
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245 
246 


247 
248 
249 
250 
251 
252 
253 
254 
255 
256 
257 


258 
259 
260 
261 
262 
263 
264 


265 
266 
267 
268 
269 
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271 
272 
273 
274 


LEVEL OF ASSURANCE Level of Assurance describes the degree of certainty 
that the user has presented a valid set of identifier 
attributes (credentials, etc.) that refer to his or her 
identity. In this context, assurance is defined as: 


 The degree of confidence in the vetting process used to 
establish or validate the identity of the individual to 
whom the credential was issued, therefore establishing 
the degree of confidence (assurance) the person who 
accepts the credential should have, that the provider is 
the individual to whom the credential was issued. 


PKI  Public-Key Infrastructure is the infrastructure needed to 
support asymmetric cryptography. At a minimum, this 
includes the structure and services needed to do the 
following: 


 • Register and verify identities 
 • Build and store credentials 
 • Certify the credentials (issue digital certificates) 
 • Disseminate the public key 
 • Secure the private key and yet make it available for use 


SGN The State Government Network, managed by the 
Department of Information Services, is a managed 
network for Washington state government organizations. 
The SGN provides Washington state government with a 
shared, fault-tolerant, economical network to meet the 
diverse business needs across state government. The 
SGN also provides the necessary security layers, 
including but not limited to firewalls, authentication 
gateways and intrusion detection to allow Washington 
state government organizations to perform government 
business securely over the Internet. 


SSO  Single/Reduced Credentials and Sign-on - Reduce the 
number of credentials (e.g., login IDs and passwords) 
that a user must remember and manage, and reduce the 
number of sign-ons (e.g. login prompts) presented to the 
user, when accessing state agency and educational 
resources and services across organizational 
boundaries. 


 Describes the ability of a user to leverage one sign-on 
act, for example entering an ID and password or 
passcode, to authenticate and access information across 
system, application and organizational boundaries.  Is 
sometimes also referred to as Web SSO when 
everything is accessed through a browser 


Tier one Business processes, data, or technologies that are 
common for the state. The various elements that are 
defined in the statewide Enterprise Architecture are 
comprised of business processes, data, or technologies. 
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Those EA elements can be categorized into different 
tiers depending on the degree to which they should be 
common, and what other entities with which they should 
be common. A description of the state’s Tiers is 
available at: 
http://isb.wa.gov/committees/enterprise/concepts/  


275 
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Appendix B: Review Log 


The following feedback on this document was received by the Enterprise Architecture Program; 
the response to each contribution is noted below. 


Review by whom 
and when 


Contribution Response 


EA Committee 


June 11, 2008 


• Minor sentence structure changes 
to lines 23 and 30 to move Dec 31, 
2010 due date to beginning of 
sentences. 


Incorporated into document 


Information Services 
Board 


July 10, 2008 


• Adopted as state standards Incorporated into document 


July 14, 2008 • Added Documenter Team names 
in Appendix A 


• Added Terms in document to 
Glossary 


• General edits for readability 


Incorporated into document 


 


Appendix C: Charter Objectives  
The Initiative Charter was adopted on March 8, 2007 by the Information Services Board. 
• Establish common terminology and key concepts that will help guide the design and 


development of Identity Management solutions. 


• Reduce the number of security credentials required by a system user to access state 
resources and services. 


• Reduce the number of authentications and authorizations required by a system user to 
access state resources and services. 


• Identify state standards to enable interoperability, user convenience, and reduce the number 
of disparate solutions. Align with ISB policies and standards. 


• Establish common definitions and identity proofing requirements for varying levels of 
assurance. 


• Identify common Identity Management services that promote reuse of government resources 
and minimize system redundancy. 


• Improve the protection of information resources from fraud and misuse by unwanted 
intruders. 
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Appendix D: 2008-2014 State Strategic Information Technology 
Plan  


Goal 1: Invest in Common Systems 


Adopt a common system approach for the state’s back-office systems such as the Office of 
Financial Management’s Roadmap project, the Department of Personnel’s Human Resources 
Management System, and the Health Care Authority’s Benefits Administration/Insurance 
Accounting System. 


• Financial: accounting, chart of accounts, • budget, performance measurement, grants, 
contracts, and loans 


• Personnel 
• Health Insurance  
• Receivables  
• Security 
• User Authentication 


Goal 2: Promote Data Sharing 


Allow for the sharing of data through common data standards and management, data archiving, 
and the adoption of common platforms and infrastructure. 


• Education, including Higher Education 
• Health and Human Services 
• Criminal Justice 
• Economic Vitality 


Goal 3: Promote Common IT Practices 


Adopt standards, frameworks, and infrastructures that promote data sharing, an integrated end-
user experience, and provide for common functionality across the state such as licensure and 
revenue collection. 


• Security 
• Data Standards 
• Infrastructure Standards 
• Application Development Standards 
• Disaster Readiness 


Goal 4: Provide an Integrated End-user Experience 


Ensure citizens and businesses can interact seamlessly with multiple federal, state, and local 
agencies. 


• Adopt common methodology for user authentication 
• Adopt common methodology for application development 
• Adopt common methodology for data management 
• Adopt common user interface for cross agency systems 
• Adopt common E-mail conventions 
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Technical Information

		PURPOSE:   This Companion Guide provides information about the 834 Enrollment file that is specific to HCA's School  Employees Benefits Board System and HCA trading partners. It will include both the 834 Audit and 834 Update.  This guide is intended to supplement rather than replace the standard Implementation Guide. 

The monthly audit file is a full positive enrollment; therefore, the effective date of coverage is always the 1st of the upcoming month.  For example, the monthly audit file on 3/31/2020 will contain all enrolled members for February, 2020.  

The daily change file is a changes only file.

		Item		Subject		Topics		Additional Information or Examples



		1		File Creation		Schedule		Monday - Friday (except holidays) at 11 PM.

						Naming Convention		HIPAA.SEBB.AUDIT.834.<PlanID>.OUT.D<Date Stamp>.T< Time Stamp>
Example:  HIPAA.SEBB.AUDIT.834.ABC.OUT.D130623.T183216

HIPAA.SEBB.CHANGE.834.<PlanID>.OUT.D<Date Stamp>.T< Time Stamp>
Example:  HIPAA.SEBB.CHANGE.834.ABC.OUT.D130623.T183216

						Plan IDs		See Ref. table

						Date Stamp		YYMMDD

						Time Stamp		HHMMSS in military time format



				 		Data Retrieval		Secure File Transfer Protocol (SFT) through the State of Washington Consolidated Technical Services - https://sft.wa.gov/

		2		Data Format		Delimiters

						Element separator		Asterisk (*)

						Sub-element separator		Colon (:)

						Segment Terminator		Tilde (~)

						Repetition Separator		Caret (^)

						Dates		All dates within the file are in CCYYMMDD except the Interchange Date (ISA09) which is in YYMMDD

						Time		HHMM

						Phone Numbers		AAAPPPNNNN  (8005551212) <= 800-555-1212



		3		Contact		Level 1 (primary)		HCA Help Desk, 360-725-1111, servicedesk@hca.wa.gov

						Level 2 (secondary)		Romeo Solis, 360-725-9827, romeo.solis@hca.wa.gov

						Blank Page



WSHCA-PEBB 834 (10/2014)	Page &P of &N	




Transaction Specifications

		HIPAA Field Name		HIPAA Ref. Des.		HIPAA Usage		 HIPAA Element		HIPAA Element Description		Transformation Needed / Note



		Header Segments

		Loop: None   Segment: ISA   Interchange Control Header  (Required)

		Authorization Information Qualifier		ISA01		R		00		No Authorization Information Present Qualifier

		Authorization Information   		ISA02		R		<Blank>		10 spaces

		Security Information Qualifier		ISA03		R		00		No Security Information Present Qualifier

		Security Information   		ISA04		R		<Blank>		10 spaces

		Interchange ID Qualifier		ISA05		R		30		Qualifier for U.S. Federal Tax Identification Number

		Interchange Sender ID		ISA06		R		<HCA Fed TIN>		WA HCA Federal Tax ID (911412780) followed by 6 spaces

		Interchange ID Qualifier		ISA07		R		30		Qualifier for U.S. Federal Tax Identification Number

		Interchange Receiver ID		ISA08		R		<HLT Plan Fed TIN>		Health Plan Federal Tax ID (9-digit) followed by 6 spaces

		Interchange Date		ISA09		R		<YYMMDD>		Date the Interchange is created 

		Interchange Time		ISA10		R		<HHMM>		Time the Interchange is created 

		Repetition Separator		ISA11		R		^		Carret

		Interchange Control Version Number		ISA12		R		00501		Standards Approved by ACS X12 Review Board

		Interchange Control Number		ISA13		R		<Unique Number>		Unique Sequential Number Assigned for each Interchange (Same as IEA02)

		Acknowledgment Requested		ISA14		R		0		Interchange Acknowledgment Request; 0 = No, 1 = Yes acknowledgement

		Usage Identifier		ISA15		R		P or T		Production or Test

		Component Element Separator		ISA16		R		:		Colon

		Loop: None   Segment: GS   Functional Group Header  (Required)

		Functional Identifier Code		GS01		R		BE		Benefit Enrollment And Maintenance (834)

		Application Sender's Code		GS02		R		<HCA Fed TIN>		Federal Tax ID of the Sender (HCA = 911412780)

		Application Receiver's Code		GS03		R		<HLT Plan Fed TIN>		Federal Tax ID of the Receiver (Health Plan)

		Date		GS04		R		<CCYYMMDD>		Date the Group Header is created

		Time		GS05		R		<HHMM>		Time the Group Header is created 

		Group Control Number		GS06		R		<Unique Number>		Unique Sequential Number Assigned for each Group Header

		Responsible Agency Code		GS07		R		X		Accredited Standards Committee X12

		Version/Release/Industry Identifier Code		GS08		R		005010X220A1		Standards Approved by ACS X12 Review Board

		Loop: None   Segment: ST   Transaction Set Header  (Required)

		Transaction Set Identifier Code		ST01		R		834		Benefit Enrollment and Maintenance

		Transaction Set Control Number		ST02		R		<0001>		1 Segment only, ever

		Implementation Convention Reference		ST03		R		005010X220A1		Same as GS08

		Loop: None   Segment: BGN   Beginning  (Required)

		Transaction Set Purpose Code		BGN01		R		00		Original Submission

		Reference Identification		BGN02		R		<Reference Number>		Reference number to uniquely identify the transaction for future reference

		Date		BGN03		R		<CCYYMMDD>		Date the Transaction Set is created

		Time		BGN04		R		<HHMM>		Time the Transaction Set is created 

		Time Code		BGN05		S		PT		Time Zone Code

		Reference Identification		BGN06		Not Used		<Blank>		Not Used 

		Transaction Type Code		BGN07		Not Used		<Blank>		Not Used 

		Action Code		BGN08		R		2 or 4		2 = Change and 4 = Verify (Monthly Full Enrollment file)



		Loop: None   Segment: REF - Transaction Set Policy Number (Situational)

		Reference Identification		REF01		R		38		Master Policy Number

		Reference Identification		REF02		R		<Master Policy Nbr>		Group ID (only for DeltaCare, UDP Dental, and Regence. See Ref. table)

		Description		REF03		Not Used		<Blank>		Not Used

		Reference Identifier		REF04		Not Used		<Blank>		Not Used



		Loop: None   Segment: DTP - FILE EFFECTIVE DATE (Required)

		Date/Time Qualifier		DTP01		R		007		File Effective date

		Date Time Period Format Qualifier		DTP02		R		D8		Date Expressed in Format CCYYMMDD

		Date Time Period		DTP03		R		<CCYYMMDD>		Date the 834 outbound interchange file is created		PROCESS DATE



		Loop: 1000A   Segment: N1   Sponsor Name  (Required)

		Entity Identifier Code		N101		R		P5		P5 = HCA

		Name		N102		S		<Sender Name>		WASHINGTON STATE HCA SEBB

		Identification Code Qualifier		N103		R		FI		Qualifier for U.S. Federal Taxpayer Identification Number

		Identification Code  		N104		R		<HCA Fed TIN>		WA HCA Federal Tax ID (911412780)



		Loop: 1000B   Segment: N1   Payer  (Required)

		Entity Identifier Code		N101		R		IN		Health Plan

		Name		N102		S		<Health Plan Name>		Name of Health Plan Carrier

		Identification Code Qualifier		N103		R		FI		Qualifier for U.S. Federal Taxpayer Identification Number

		Identification Code  		N104		R		<HLT Plan Fed TIN>		Federal Tax ID of the Payer (Health Plan carrier)



		Member Level Detail segments

		Loop: 2000   Segment: INS   Member Detail (Required)

		Yes/No Condition Response Code		INS01		R		Y/N		Y=subscriber; N=else

		Individual Relationship Code		INS02		R		18, 01, 19, 10, 53		Y*18=Subscriber; 
N*01=Sps;N*19=Dep;N*10=Foster; N*53=Dom. Partner;
INS*N*19*030*XN*A*E****N*D8*20130215		SUB-RETIRED-DT;MBR-COVERAGE-EFF-DT; 
MBR-MEDICARE-EFF-DT;
MBR-COVERAGE-TERM-DT;

		Maintenance Type Code		INS03		R		001;021; 024; 030		001-Change;021-Addition;024-Termination;030-Audit		Monthly Audit file uses only 030. Change file uses other values.

		Maintenance Reason Code		INS04		R		01, 02, 22, …, or XN		See Ref. table for codes list (01=Divorce; 20=Enrolled; 22=Plan Change,…, or XN=Notificantion Only)		Monthly Audit file uses only XN. Change file uses all values.

		Benefit Status Code		INS05		R		A		A=Active for all records

		Medicare Plan Code		INS06		R		A, B, C, or Blank		Medicare Part A, Part B, Part A+B (C=Both), or Blank

		Cobra Qualifying Event Code		INS07		S		<Blank>		Not Used

		Employment Status Code		INS08		S		AC		AC=Active on all records

		Yes/No Condition for Handicap Indicator		INS10		S		Y/N		Handicap Indicator		MBR-DISABLED-IND

		Date Time Period Format Qualifier		INS11		S		D8		Date Expressed in Format CCYYMMDD Qualifier

		Member Individual Death Date		INS12		S		<CCYYMMDD>		The Date of Death		DECEASED DATE



		Loop: 2000   Segment: REF   Subscriber Number  (Required)

		Reference ID Qualifier		REF01		R		0F		Subscriber Number Qualifier		This segment will be repeated on Subscriber, Spouse and all Deps

		Reference Identification   		REF02		R		<Subscriber SSN>		Subscriber SSN



		Loop: 2000   Segment: REF   Member Policy Number (Situational)

		Reference ID Qualifier		REF01		R		1L		Qualifier for Group Number		This segment will be repeated on Subscriber, Spouse and all Deps

		Reference Identification   		REF02		R				Variable length up to 7 bytes, codes as follows:

		1st bytes (Alpha-Numeric)		REF02-1		S		See Ref. tables		REF*1L*Y107~		ELIGIBILITY-TYPE (1 byte)

		2nd-4th bytes (Alpha-Numeric)		REF02-2		S				REF*1L*Y107CK~		AGENCY-CODE (3 bytes)

		5th - 7th bytes (Alpha-Numeric)		REF02-3		S				REF*1L*Y107A~		SUBAGENCY-CODE (variable length; may be blank, 1, 2, or 3 bytes)



		Loop: 2000   Segment: REF   Member Supplemental Identifier (Situational)

		Reference ID Qualifier		REF01		R		F6		Health Insurance Claim (HIC) Number Qualifier

		Reference Identification   		REF02		R		<HIC Number>		Health Insurance Claim Number



		Loop: 2000   Segment: REF   Member Supplemental Identifier (Situational)

		Reference ID Qualifier		REF01		R		QQ				This segment will be repeated on Subscriber, Spouse and all Deps

		Reference Identification   		REF02		R				Fixed length of 50 bytes, codes as follows:

		position 01-10th (Alpha-Numeric)		REF02-1		S				PCP clinic ID		CLINIC-ID (10 bytes)

		position 11-18th (CCYYMMDD)		REF02-2		S				Home Address Effective Date		HOME-ADDR-EFF-DT(8 bytes)

		position 19-24th (Alpha-Numeric)		REF02-3		S				Originating Agency/Sub-Agency		ORIGINATE-AGENCY-SUBAGY (6 bytes)

		position 25-25th (Alpha-Numeric)		REF02-4		S				Truly New Account		TRULY-NEW-ACCT  (1 bytes)

		position 26-26th (Alpha-Numeric)		REF02-5		S				Subscriber Qualifying Event		SUBS-QUALIFY-EVENT  (1 bytes)

		position 27-34th (CCYYMMDD)		REF02-6		S				Medicare Part A Effective Date		MCARE-PART-A-EFF-DT (8 bytes)

		position 35-42th (CCYYMMDD)		REF02-7		S				Medicare Part B Effective Date		MCARE-PART-B-EFF-DT (8 bytes)

		position 43-50th (CCYYMMDD)		REF02-8		S				Eligibility Effective Date		INS-ELIGIBILITY-EFF-DT (8 bytes)



		Loop: 2000   Segment: DTP  Member Level Date (Situational)

		Date Time Qualifier		DTP01		R		286, 338, 356, 357		286 = Subscriber Retirement Date; 
338 = Effective Date - Medicare Part A and/or Part B;
356 = Coverage Begin Date; 357 = Coverage End Date		
 

		Date Format Qualifier		DTP02		R		D8		Date Expressed in Format CCYYMMDD Qualifier

		Date Time Period		DTP03		R		<CCYYMMDD>



		Loop: 2100A   Segment: NM1   MEMBER Name  (Required)

		Entity Identifier Code		NM101		R		IL, 74		Code 74 when LP2100B is sent, else it will be code IL

		Entity Type Qualifier		NM102		R		1		Person

		Last Name		NM103		R		Smith		Last Name of Insured or Subscriber		MBR LAST NAME

		First Name		NM104		S		John		First Name of Insured or Subscriber		MBR FIRST NAME

		Middle Initial		NM105		S		H		Middle Initial of Insured or Subscriber		MBR MIDDLE INITIAL

		Name Prefix		NM106		S		<Blank>		Not Used

		Name Suffix		NM107		S		JR		Name Suffix of Insured or Subscriber		MBR SUFFIX

		ID Code Qualifier		NM108		S		34		Qualifier for Social Security Number

		Member ID (SSN)		NM109		S		<Member SSN>		NM1*IL*1*SMITH*JOHN*H**JR*34*555667777		MBR SSN



		Loop: 2100A   Segment: PER Member Communication Numbers  (Situational)

		Contact Function Code		PER01		R		IP		Insured Party		This segment will be on Subscriber only

		Communication Number Qualifier		PER03		R		TE		Home Phone Qualifier

		Communication Number    		PER04		R		<Area Code; Phone>		3 Digit Area Code+7 Digit Phone in AAABBBCCCC		HOME PHONE

		Communication Number Qualifier		PER05		S		WP		Work Phone Qualifier

		Communication Number    		PER06		S		<Area Code; Phone>		3 Digit Area Code+7 Digit Phone in AAABBBCCCC		WORK PHONE



		Loop: 2100A   Segment: N3 Member Residence Street Address  (Required)

		Residential Street address		N301		S				N3*676 CHERRY STREET		ADDRESS LINE 1

		Residential Street address		N302		S				N3*676 CHERRY STREET*SUITE 123		ADDRESS LINE 2



		Loop: 2100A   Segment: N4 Member Residence City, State, Zip  (Required)

		Residential City		N401		R				N4*Olympia		CITY

		Residential State		N402		R				N4*Olympia*WA		STATE

		Residential Zipcode		N403		R				N4*Olympia*WA*985040001		ZIP

		Residential Country Code		N404		S				N4*Olympia*WA*985040001*US		COUNTRY CODE

		Location Qualifier		N405		not used

		County		N406		not used



		Loop: 2100A   Segment: DMG   Member Demographics  (Required)

		Date Format Qualifier		DMG01		R		D8		Date Expressed in Format CCYYMMDD Qualifier

		Birthdate		DMG02		R		<CCYYMMDD>		Birth Date of Member		MBR BIRTH DATE

		Gender Code		DMG03		R		F, M or U		Female, Male, or Unknown Member Gender Code		MBR GENDER CODE

		Marital Status Code		DMG04		S		I, M		Marital Status of Subscriber (I=Single, M=Married)		FAM-MARITAL-STATUS (for Subscriber only, else blank)



		Loop: 2100B   Segment: NM1   Incorrect MEMBER Name  (Situational)

		Entity Identifier Code		NM101		R		70		When LP2100B is sent, code in 2100A.NM101 will be 74

		Entity Type Qualifier		NM102		R		1		Person

		Last Name		NM103		R		Smyth		NM1*70*1*SMYTH*JEFF*H***34*555667777		OLD-LASTNAME

		First Name		NM104		S		Jeff		NM1*70*1*SMYTH*JEFF*H***34*555667777		OLD-FIRSTNAME

		Middle Initial		NM105		S		H		NM1*70*1*SMYTH*JEFF*H***34*555667777		OLD-MI

		Name Prefix		NM106		S		<Blank>		Not Used

		Name Suffix		NM107		S		JR		NM1*70*1*SMYTH*JEFF*H**JR*34*555667777		OLD-SUFFIX

		ID Code Qualifier		NM108		S		34		Qualifier for Social Security Number

		Member ID (SSN)		NM109		S		<Member SSN>		NM1*70*1*SMYTH*JEFF*H**JR*34*555667777		OLD-MEMBER-SSN



		Loop: 2100B   Segment: DMG   Incorrect Member Demographics  (Situational)

		Date Format Qualifier		DMG01		R		D8		Date Expressed in Format CCYYMMDD Qualifier

		Birthdate		DMG02		R		<CCYYMMDD>		Member Birth Date		OLD-BIRTH-DATE

		Gender Code		DMG03		R		F, M or U		Female, Male, or Unknown Member Gender Code		OLD-GENDER-CODE

		Marital Status Code		DMG04		S		S, M		Marital Status of Subscriber		OLD-MARITAL-STATUS



		Loop: 2100C   Segment: NM1 Member Mail Street Address  (Situational) indicator

		Entity Identifier Code		NM101		R		31		Postal Mailing Address

		Entity Type Qualifier		NM102		R		1		NM1*31*1

		Loop: 2100C   Segment: N3 Member Mail Street Address  (Situational)

		Mailing Street Address		N301		S				N3*676 WOODLAND SQ. LOOP		MAILING ADDRESS LINE 1

		Mailing Street Address		N302		S				N3*676 WOODLAND  SQ. LOOP*SUITE 123		MAILING ADDRESS LINE 2



		Loop: 2100C   Segment: N4 Member Mail City, State, Zip  (Situational)

		Mailing City		N401		R				N4*Lacey		MAILING ADDRESS CITY

		Mailing State		N402		S				N4*Lacey*WA		MAILING ADDRESS STATE

		Mailing Zipcode		N403		S				N4*Lacey*WA*985060001		MAILING ADDRESS ZIP

		Mailing Country Code		N404		S				N4*Lacey*WA*985060001*US		MAILING ADDRESS COUNTRY CODE



		Loop: 2200   Segment: DSB  Disability Information (Situational)

		Disability Type Code		DSB01		R		1, 3		1=Short-Term; 3=Permanent

		Quantity		DSB02		Not used		<Blank>		Not Used



		Loop: 2200   Segment: DTP  Disability Eligibility Dates (Situational)

		Date Time Qualifier		DTP01		R		360, 361		360 = Disability Begin Date; 361 = Disability End Date;

		Date Format Qualifier		DTP02		R		D8		Date Expressed in Format CCYYMMDD Qualifier

		Date Time Period		DTP03		R		<CCYYMMDD>



		Loop: 2300   Segment: HD  Health Coverage  (Required)

		Maintenance Type Code		HD01		R		001; 021; 024; 030		001-Change;021-Addition;024-Termination;030-Audit		Monthly Audit file uses only 030. Change file uses other values.

		Maintenance Reason Code		HD02		S		<Blank>		Not Used

		Insurance Line Code		HD03		R		HLT, DEN		HLT=Medical Plan; DEN=Dental Plan

		Plan Coverage Description		HD04		S		See Ref. tables		HD*030**HLT*CV*FAM		CARRIER-CODE (upto 4 bytes)

		Coverage Level Code		HD05		S		EMP;ESP;ECH;FAM;DEP;SPC;SPO		See Implementation Guide for codes description (FAM=Family; Dep=Dep only; SPC=Spouse-dep; SPO=Spouse only;ECH=Employee-Dep)		FAM-COMPOSITION



		Loop: 2300   Segment: DTP  Health Coverage Date (Required)

		Date Time Qualifier		DTP01		R		348 or 349		348=Benefits Begin Date; 349=Benefits End Date		Audit may have 349 on subscriber of dep only acct. Change file uses both

		Date Format Qualifier		DTP02		R		D8		Date Expressed in Format CCYYMMDD Qualifier

		Date Time Period		DTP03		R		<CCYYMMDD>				MBR-COVERAGE-EFF-DT, MBR-COVERAGE-TERM-DT



		Loop: 2300   Segment: REF   Health Coverage Policy Number (Situational)

		Reference ID Qualifier		REF01		R		17		Client Reporting Category		This segment will be for dental plans and is sent only on Subscriber record

		Reference Identification   		REF02		R				Fixed length, codes as follows:

		position 01-05th (Alpha-Numeric)		REF02-1		S		<Blank>		Not Used

		position 06-06th (Alpha-Numeric)		REF02-2		S		Y/N		Flag indicate family enrolled in HSA/CDHP health plan		FAM-HSA-FLAG (1 byte)





		Trailer segments

		Loop: None   Segment: SE   Transaction Set Trailer  (Required)

		Number of  Included Segments		SE01		R		<Number>		Count of All Segments in a Transaction Set

		Transaction Set Control Number		SE02		R		<Number>		Same Number as in ST segment, element ST02



		Loop: None   Segment: GE   Functional Group Trailer  (Required)

		Number of Transaction Sets Included		GE01		R		<Number>		Count of All Transaction Sets in Functional Group

		Group Control Number		GE02		R		<Number>		Same Number as in GS segment, element GS06



		Loop: None   Segment: IEA   Interchange Control Trailer  (Required)

		Number of Transaction Sets Included		IEA01		R		<Number>		Count of All Functional Groups in Interchange

		Group Control Number		IEA02		R		<Number>		Same Number as in ISA segment, element ISA13





Transaction Specifications	


WSHCA-PEBB 834 (10/2014)	Page &P of &N	




Ref. Tables

		CARRIER-CODE in HD04		Ins. Line Codes (HD03)		Carrier TIN in 1000B-N103		Carrier Name in 1000B-N102		Customized Code by Carrier in REF02*(38)		Carrier Name for Code in HD04





















































						Eligibility Type Codes in 2000-REF02*(1L) at 1st Position

								Y = State employee		C = COBRA

								X = K-12 or employer group employee		S = Self-pay

								R = Retiree		E = Self-pay dental-only

								K = K-12 retiree		T = COBRA dental-only

								G = COBRA retiree		N = not enrolled

								D = COBRA K-12 retiree



						Coverage Level in 2300-HD05

								FAM = Family		DEP = Dependent only

								EMP = Employee		SPO = Spouse only

								ESP  = Employee and Spouse		SPC = Spouse and Dependents

								ECH = Employee and Dependents



						Maint. Reason Codes in 2000-INS04

								01 - Divorce		09 - COBRA

								02 - Birth		20 - Active

								03 - Death		21 - Disable

								04 - Retire		22 - Plan Change

								07 - Terminate
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Attachment 2.xlsx
Performance Guarantee Measures

				Table 1 - Implementation Performance Guarantees

				Performance Guarantee		Milestone		Due Date		% of Monthly Premium at risk

										2020		2021		2022		2023

		1		Implementation Plan		Complete implementation plan (detailed) and list of staff resources that Contractor will use to implement the Plan(s). Such implementation plan is attached to this Contract as Exhibit 7 – Implementation Plan .		Contract Execution		1.00%

		2		Support Staff		Key staff to support and attend all benefit fairs is identified.		1-Aug-19

		3		Benefits & Plan		The benefits and plans provisions are finalized.		2-Sep-19

		4		Annual Open Enrollment		All services and Deliverables to be used during Open Enrollment have been completed. This includes COCs and Member communications.		2-Sep-19

		5		Customer Service System		Contractor’s customer service system is fully operational.		2-Sep-19

		6		Eligibility Files and Systems		No more than 0.5% of eligibility files fail to reconcile.		30-Sep-19

		7		Claims Audit and Systems		Pass audit of Claims systems and processing		30-Sep-19



				Table 2 - Ongoing Core Performance Guarantees

				Performance Guarantee		Metric/Measure		Due Date		% of Monthly Premium at risk

										2020		2021		2022		2023

		1		Customer Service - Answering		Average Answer Time for all calls into the Contractor's customer service line is 30 seconds or less.		Quarterly		0.40%		0.90%		0.90%		0.90%

		2		Customer Service - Abandoned Calls (Book-of-Business)		Percentage of calls that reach the vendor and are placed in member services queue, but are not answered because caller hangs up or the call disconnects before a customer service representative (CSR) becomes available. Any calls that are abandoned within 10 seconds of being placed in queue need not be counted. Calculated as the number of calls in member services queue that are abandoned divided by number of calls placed in queue. Note: Calls that are answered by automated responses (e.g., Claim status, eligibility) should not be included in measurement (i.e., added to the count of calls that reach facility and are placed in queue).		Quarterly

		3		First Contact Resolution		85% of calls first contacts with a Member are resolved. First contacts can include a phone call, email, or fax, so long as it is resolved during the initial contact with the Member		Quarterly

		4		Claims Processing		Plan will pay 95% of Clean Claims within thirty (30) Calendar Days and 95% of all Claims (paid or denied) within sixty (60) Calendar Days. Turnaround time is measured from the date a Claim is received by the Contractor (either via paper or electronic data interchange) to the date it is processed for payment or denied.		Quarterly

		5		Financial Payment (dollar) Accuracy		98.5% of dollars paid towards Claims are paid accurately. Calculated as the total paid dollars minus the absolute value of over-and-underpayments, divided by total paid dollars.		Quarterly

		6		Payment Incidence Accuracy		98.5% of Claims processed without payment error. Calculated as the total number of Claims (pays and no pays) minus the number of Claims processed with payment error, divided by the total number of Claims. Error is defined as any error, regardless of cause (e.g., coding, procedural, system) that results in an overpayment or an underpayment. Each type of error is counted as one full error but no more than one error can be assigned to one Claim.		Quarterly

		7		Claims Rework (Book-of-Business)		No more than 6% of Claims will require rework. Rework is defined as any Claim that requires an adjustment to the initial adjudication determination due to an error on the part of the carrier (e.g., incorrect plan provision) at the time the Claim was processed. Calculated as the number of Claims requiring rework divided by the total number of Claims.		Quarterly

		8		Appeals and Complaints		If no extension of time granted or permitted, Contractor will complete 98% of (i) Non-Expedited Appeals within 30 Days, includes, first and second level Appeals and IROs, (ii) Expedited Appeals within 72 hours, and (iii) Independent Review Requests within 3 Business Days. 

For all Appeals, time is calculated from the date Contractor received notice of Appeal and the date final resolution notice is received by the Member.
For Independent Review Requests, time is calculated from the date the request is received by Contractor to the date it is sent to the IRO.		Quarterly



				Table 3 - Reporting Performance Guarantees

				Performance Guarantee		Metric/Measure		Due Date		% of Monthly Premium at risk

										2020		2021		2022		2023

		1		SEBB Plan Data		SEBB Plan data is submitted to the Washington Health Alliance and the All-Payer Claims Database within required timeframes.		Quarterly		0.20%		0.40%		0.40%		0.40%

		2		Eligibility Audit		Eligibility audit is provided that matches on all HCA-specified fields and is reconciled, both internally and externally, with other HCA vendors who receive the Contractor’s eligibility data.		Quarterly

		3		Fraud/Abuse and Improper Payment Data		Reports of program and payment integrity performance: allegation management, investigations, referrals, Overpayments, fraud, erroneous payments, and recoveries.  Annually update a formal written plan outlining related procedures, activities, reporting and staffing is submitted.		Quarterly

		4		Performance Standard Reporting		All reports must be delivered within 30 Calendar Days of the end of the quarter for which they are reported.		Quarterly

		5		Other Reports		97% of reports listed in Section 5.10, Data Reporting Requirements, which are not separately listed in this table, are delivered on time and complete.		As set forth in Section 5.10





				Table 4 - Account Management Performance Guarantee

				Performance Guarantee		Metric/Measure		Due Date		% of Monthly Premium at risk

										2020		2021		2022		2023

		1		Account Management Satisfaction		a. Responds within 24 hours for acknowledgement of receipt and providing resolution within three (3) Business Days.
b. Responds within 4 hours when called for urgent issues.
c. Inform HCA of state and federal law changes that affect the Book-of-Business and what action will be taken to comply.
d. Responds and implement RFR projects and tasks within specified timelines.
e. Partners with the HCA on VBP, networks and benefit designs.
f. Meets all due dates within the timeline to enroll disabled Dependent for all applicants each year.
g. Meets with HSA Trustee (if offering a CDHP) each year to ensure performance and quality services to Members, specifically:
1. Accept enrollment files via FTP and/or online submission process, sets up new Member accounts within two (2) Business Days of receipt. 
2. Accepts employer contribution from HCA via secure protocols. Deposits will be available to Members within one (1) Business Day.
3. Accept Member discretionary contributions via payroll deductions in the form of data files from employing school entities using accepted secure protocols.
4. Accept Member contributions via Member's online accounts or paper check. Funds must be available to Member within one (1) Business Day of transaction.
5. Notifies Member if annual contributions are anticipated to exceed IRS maximum contribution amounts, based on combination of employer contribution and Member's voluntary contributions.		Annually		0.20%		0.35%		0.35%		0.35%



				Annual Member Satisfaction Performance Guarantees

				CAHPS Measure		Benchmark Source		Target Benchmark		% of Monthly Premium at risk

										2020		2021		2022		2023

		1		Q42: Rating of Health Plan		National CAHPS Benchmarking Database (NCBD)		90th percentile, Top Box Scores		0.20%		0.35%		0.35%		0.35%

		2		Composite Score for Q31 and Q32: Information on Cost		National CAHPS Benchmarking Database (NCBD)		90th percentile, Top Box Scores

		3		Composite Score for Q35 and Q36: Customer Service		National CAHPS Benchmarking Database (NCBD)		90th percentile, Top Box Scores



										2020		2021		2022		2023

						Total % of Monthly Premium at risk for all Performance Standards				2.00%		2.00%		2.00%		2.00%





Performance Credits

		Performance Credit Reconcilliation Schedule

		Performance Guarantee Table		Original Report Due By		Annualized Report		Credit Reconciled		Notes

		Table 1 - Implementation Performance Guarantees		14-Feb-20		N/A		August 2020 Monthly Premium Invoice for 2020 Plan Year PAUPM

		Table 2 - Ongoing Core Performance Guarantees		45 Calendar Days after each quarter ends		2/15/2021; 2/14/2022; and 2/14/2023 (i.e. 45 Calendar Days after the Plan Year ends.)		Performance Credits paid starting in August of the next Plan Year. Credit amount is based on the reported Plan Year's PAUPM.		Performance credit due is reconciled based on the annualized results on all four (4) quarters of the Plan Year.

		Table 3 - Reporting Performance Guarantees		45 Calendar Days after each quarter ends for #1-4 (SEBB Plan Data, Eligibility Audit, Fraud/Abuse and Improper Payment Data, Performance Standard Reporting); #5 - Other Reports is only due on an annual basis as noted in Column C, "Annualized Report"		2/15/2021; 2/14/2022; and 2/14/2023 (i.e. 45 Calendar Days after the Plan Year ends.)		Performance Credits paid starting in August of the next Plan Year. Credit amount is based on the reported Plan Year's PAUPM.		Performance credit due is reconciled based on the annualized results on all four (4) quarters and the "Other Reports" results, of the Plan Year.

		Table 4 - Account Management Performance Guarantees		45 Calendar Days after each quarter ends		2/15/2021; 2/14/2022; and 2/14/2023 (i.e. 45 Calendar Days after the Plan Year ends.)		Performance Credits paid starting in August of the next Plan Year. Credit amount is based on the reported Plan Year's PAUPM.		Performance credit due is reconciled based on the annualized results on all four (4) quarters of the Plan Year.

		Table 5 - Annual Member Satisfaction Performance Guarantees		August 30 (or next Business Day if the 30th falls on a weekend) for each Plan Year, starting in Plan Year 2020.		N/A		Performance Credits paid starting in August of the next Plan Year. Credit amount is based on the reported Plan Year's PAUPM.
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