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STATE OF WASHINGTON
HEALTH CARE AUTHORITY
REQUEST FOR PROPOSALS (RFP)
RFP NO. 2020HCA28


NOTE: If you download and respond to this RFP from the Health Care Authority website, you are responsible for sending your name, address, e-mail address, and telephone number to the RFP Coordinator in order for your organization to receive any RFP amendments or bidder questions/agency answers. HCA is not responsible for any failure of your organization to send the information or for any repercussions that may result to your organization because of any such failure.

PROJECT TITLE:  Pharmacy Point of Sale (POS) Module Replacement Project

PROPOSAL DUE DATE: April 12, 2021 by 12:00 p.m. (noon) Pacific Standard Time or Pacific Daylight Time, Olympia, Washington, USA.

Only E-mailed bids will be accepted. Physical mail and faxed bids will not be accepted.  

ESTIMATED TIME PERIOD FOR CONTRACT:  September 17, 2021 to March 16, 2027.

The Health Care Authority reserves the right to extend the contract for up to 3 additional years at the sole discretion of the Health Care Authority. 

BIDDER ELIGIBILITY:  This procurement is open to those Bidders that satisfy the minimum qualifications (see Section 1.11) stated herein and that are available for work in Washington State. 

DEFINITIONS:  A list of definitions for this RFP are found in Attachment 1, Definitions.

LETTER OF INTENT TO PROPOSE:  To be eligible to submit a Proposal, a Bidder must submit a Letter of Intent to Propose in accordance with Section 7.5, Letter of Intent to Propose. 

SECTIONS REQUIRING A RESPONSE:  See Section 7.6.3, Proposal Format Instructions for a list of the sections and attachments requiring a response for this RFP, in addition to the Letter of Intent to Propose. Response forms are attached on the last page of this document.

ATTACHMENTS:  A list of all attachments for this RFP is located on the last page of this document. 
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[bookmark: _Ref53056471][bookmark: _Ref53068028][bookmark: _Ref53068308][bookmark: _Toc58933599]OVERVIEW AND BACKGROUND
1.1 [bookmark: _Toc466022344][bookmark: _Ref466458184][bookmark: _Ref53068099][bookmark: _Toc58933600]PURPOSE AND SCOPE OF REQUEST FOR PROPOSAL
The Washington State Health Care Authority (HCA) is initiating this Request for Proposals (RFP) to solicit Responses from qualified Bidders for the Design, Development and Implementation (DDI) and maintenance of a modular Pharmacy Point of Sale (POS) solution. The POS solution encompasses the automated functions necessary to receive and adjudicate all pharmacy Fee-for-Service (FFS) claims, Managed Care Organization encounters, and process drug rebate invoicing. The overall services and components to be acquired through this RFP encompass the following:
· Fully functioning Pharmacy POS solution that will seamlessly integrate with HCA’s Medicaid Management Information System (MMIS) named ProviderOne; 
· Flexible and configurable rules for easy program updates by state staff;
· Prior Authorization (PA) database that allow staff to perform prior authorization request processing and determination; 
· Drug Rebate database that allows staff to manage the invoicing and dispute resolution processes;
· Self-service portal features for providers to submit prior authorizations online, inquire on status and to retrieve PA correspondence;
· Robust PA workflow processes and procedures including dashboard and reporting capabilities to effectively manage workloads;
· Self-service portal features for manufacturers to retrieve drug rebate invoices and claim level detail;
· Operational reports that provide for the effective management of pharmacy and drug rebate programs;
· DDI project management and staffing services, staff and provider training and certification support; and 
· Ongoing system operations and maintenance. 
HCA intends to award one contract to provide the services described in this RFP, which includes the DDI effort. On-going operations and maintenance services will begin at the conclusion of DDI after the Vendor meets the State’s system acceptance criteria.
1.2 [bookmark: _Toc58933601][bookmark: _Toc466022345][bookmark: _Ref466271392][bookmark: _Ref466458197]BACKGROUND AND OBJECTIVES 
The Health Care Authority is a cabinet level agency led by a Governor-appointed executive, the HCA Director. HCA is Washington’s largest health care purchaser, responsible for administering programs that provide health coverage to more than 2.5 million residents through the Washington Apple Health (Medicaid), the Public Employees Benefits (PEBB) Program, the School Employee Benefits (SEBB) Program and the Compact of Free Association (COFA) Islander Health Care Program. More information about the HCA mission and organization can be found at https://www.hca.wa.gov.
The high-level goals and objectives of the ProviderOne POS Replacement Project include the following:
· Select a qualified vendor to design, develop, implement and/or analyze, configure, deploy a Commercial-Off-The-Shelf (COTS) or service hosted model (e.g., SaaS) that meets or exceeds the requirements listed in this RFP to support WA State’s Medicaid pharmacy and drug rebate programs. 
· Procure all major components including a pharmacy point of sale (POS) system, as well as prior authorization and drug rebate databases that offer a web-based solution with flexible architecture that is scalable and able to accommodate future State business needs and Federal requirements. 
· Automate labor-intensive manual processes by providing self-service features through online portals for providers and manufacturers.
· Meet or exceed Federal enterprise architecture and security certification standards, and the Center for Medicare and Medicaid (CMS) conditions referenced in 42 C.F.R 433.112(b) that are required for enhanced Federal funding. 
· Ensure compliance with all applicable federal and state security and privacy requirements including, but not limited to, HIPAA, HITECH and OCIO. 
· Enable integration, interoperability and sharing of information with the ProviderOne system. 
· Increase Medicaid Information Technology Architecture (MITA) maturity and maintain an emphasis for the reuse of solutions that can be shared with other entities.
1.3 [bookmark: _Toc58933602]HCA’S NEED TO PROCURE CURRENT POS
[bookmark: _Toc69035008][bookmark: _Toc72316698]Several factors contribute to HCA’s need to replace the current POS. Primarily, the current system does not address the State’s business needs. Additional drivers include the need to align with CMS requirements related to the Modularity standard within the Seven Standards and Conditions and the CMS Final Rule. CMS requires states to follow a modular approach; loose coupling of components or services is central to the modern implementation of modularity. ProviderOne was implemented prior to CMS modularity requirements. While ProviderOne was architected using modular principles, the subsystems are tightly coupled and remain highly dependent upon each other.
In planning for the future, the HCA is developing a modular strategy that enables flexibility to replace core ProviderOne components as regulations, technologies and business/user needs change. HCA’s ProviderOne strategy seeks to incrementally replace ProviderOne modules in order to maintain a modern MMIS into the future. The POS is the first module to be replaced.
More information regarding CMS policy and regulations can be found here:
       https://www.medicaid.gov/federal-policy-guidance/index.html
1.3.1   CMS Certification
All State MMIS and MMIS-related implementations must adhere to federal guidance for HCA to receive enhanced federal funding for the operation of the MMIS and other modular replacement projects. HCA will seek enhanced funding to the maximum extent possible and therefore the POS solution will undergo required certification as specified by CMS. The Apparent Successful Bidder (ASB) will need to fully support this process through all activities and artifacts requested by HCA and QA/IV&V vendor(s). HCA has been approved as a pilot state for Outcomes-Based Certification (OBC) by CMS. CMS has begun transitioning its system certification process to one that evaluates how well Medicaid technology systems support desired business outcomes while reducing burdens on states. Additional information regarding Outcomes-Based Certification can be found here:
       https://www.medicaid.gov/medicaid/data-systems/outcomes-based-certification/index.html 
1.4 [bookmark: _Ref58153160][bookmark: _Toc58933603]OPERATIONS AND MAINTENANCE MODEL
The current MMIS (including the POS) is largely configured in-house. State staff manage key processes while CNSI, the current MMIS vendor, operates the MMIS using cloud computing and provides ongoing maintenance and modification to the MMIS. Teams of state staff perform the bulk of operational services including the following:
· Provider enrollment and relations
· Clients services and relations
· Call Center staffing and management
· Prior Authorization
· Claims processing
· Pharmacy services
· Imaging and document automation services
· Reference file and rules engine (MMIS) configuration and updates
· Coordination of Benefits/Third Party Liability
· Drug Rebate services
· Financial Operations
· Financial Recovery
· Program Integrity and Audit functions
When the new POS is in place, the HCA will continue with this Facilities Management operations and maintenance model, where state staff perform the majority of operations as identified above, and the ASB provides system maintenance and operations support. 
1.5 [bookmark: _Ref53068025][bookmark: _Ref53068035][bookmark: _Ref53068102][bookmark: _Toc58933604]OVERVIEW OF CURRENT MEDICAID ENTERPRISE SYSTEM 
Washington’s Medicaid enterprise system is a compilation of an integrated architecture of three systems named ProviderOne, Automated Client Eligibility System (ACES), and HealthPlanFinder (HPF), including additional subsystems to ProviderOne and ACES. ACES is administered by Department of Social and Health Services, and HPF is administered by Health Benefit Exchange. ProviderOne interfaces with ACES, which was enhanced in 2013 to include a modular Eligibility Service (ES) that determines eligibility for new Modified Adjusted Gross Income (MAGI) based Medicaid clients as well as Qualified Health Plan (QHP) clients. The ES and ProviderOne interface with Washington’s state-based Health Insurance Exchange system, HealthPlanFinder (HPF). This modular architecture aligns with MITA principles and provides the flexibility to support efficient operations of an enterprise MMIS.
ProviderOne was implemented in May 2010 and was certified by CMS in July 2011. The system supports over 1.9 million Medicaid clients; approximately 83% are enrolled in managed care and 17% are fee-for-service. ProviderOne paid over $12 billion in SFY20 to over 230,000 providers that include medical and social service providers. This includes reimbursing over $1.6 billion to pharmacy providers. 
ProviderOne is a web-based Java system running on an Oracle RDBMS database platform. The system leverages an enterprise service bus to interact with Commercial Off-The-Shelf (COTS) products and web services to facilitate data sharing across some components. ProviderOne is built on modular principles with a rules engine at the core of business processing. Overall services and functions include the following:
· Client, provider, reference, prior authorization, claims receipt and adjudication, managed care, coordination of benefits and financial components;
· Integrated Pharmacy POS module including a drug rebate invoicing component; 
· Data warehouse including Fraud and Abuse Detection System (FADS);
· Contact/call management system and integrated voice response components; and
· Imaging and Document Management system.
Washington’s MMIS also includes other COTS products and subsystems that integrate with ProviderOne. The current environment includes the following modules that were not procured under the ProviderOne contract with Client Network Services, Inc. (CNSI): Individual ProviderOne (IPOne), Enterprise Data Warehouse and Fraud and Abuse Detection System. IPOne provides payroll-like functions for individual social service providers.
The figure below illustrates the components and subsystems that make up the Washington Medicaid Enterprise System.
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Figure 1. WA MES Enterprise
1.5.1 Overview of current Pharmacy Point of Sale (POS) subsystem 
The Pharmacy Point of Sale (POS) subsystem was procured in 2005 as a subsystem of ProviderOne. The POS was implemented in an early release in October 2008 and was certified with the MMIS in 2011. Optum is the POS vendor and sub-contractor under the HCA-CNSI MMIS contract.
The POS supports real-time and batch adjudication of pharmacy claims and encounters for HCA-eligible clients. ProviderOne is the system of record for all POS information except for the following:
· Detailed pharmacy benefit plan design specifications;
· Drug file data including National Drug Code (NDC) definitions and historical pricing data; and
· Pharmacy Prior Authorization (PA) records, both current and historical.
Below is a description of common functions between the POS and ProviderOne. 
1.5.1.1 Eligibility Information – Eligibility information is passed from ACES to ProviderOne via a nightly batch. Based upon ACES data and other client attributes, ProviderOne assigns benefit plan codes. ProviderOne then feeds all applicable eligibility information to the POS system. POS maintains a copy of that information as well as receive and process eligibility updates from ProviderOne every 15 minutes if changes occur. 
1.5.1.2 Pharmacy and Prescriber Information – Detailed pharmacy and prescriber information is transmitted to POS from ProviderOne every night. During the batch load process, pharmacies that share the same reimbursement rate are placed in the same pharmacy network. Each variation of reimbursement rate will have a separate pharmacy network and is based on dispensing volume, unit dose specialization and pharmacy 340B status. These networks of pharmacies and prescribers are used later in the creation of plan definitions.
1.5.1.3 Prior Authorization – The POS supports centralized capture, administration, tracking and ultimate resolution of prior authorization requests regardless of their source of origin (e.g., fax, phone and paper). Faxes are received and processed through the imaging subsystem via optical character recognition and are loaded into the PA subsystem of the POS.  Outgoing correspondence is initiated in the POS PA subsystem and then integrated within ProviderOne where letters are generated and sent to the state printing facilities for mailing. State staff also fax letters to applicable parties. 
1.5.1.4 Drug Reference File Information – Weekly updates to POS drug detail and pricing information are provided by Medi-Span. Following the updates, changes are calculated to the HCA programs AMAC (Automated MAC Maximum Allowable Cost). A number of Medi-Span elements can be overridden to meet the operational needs of the HCA. First Data Bank information is also available in the system and used primarily to determine rebate status of products. 
1.5.1.5 Transaction Processing:  Pharmacy Claims – Fee-For-Service (FFS) Pharmacy claims are passed to the POS via switch vendor. Detailed drug coverage specifications, benefit plans, provider networks, compound processing, step therapy, days’ supply, prior authorization and drug utilization review rules are developed and maintained by HCA personnel and entered into the POS production environment directly without vendor intervention. All pharmacy claims are adjudicated using user-maintained edits. The POS provides functionality to perform corrections and/or adjustments to pharmacy claims already in the system. POS has the ability to reverse and/or reprocess claims for payment or for no payment. These claims and the adjudicated results are passed to ProviderOne on a daily basis for inclusion in the weekly payment cycle.
1.5.1.6 Transaction Processing: Managed Care Organization (MCO) Pharmacy Encounters – MCO pharmacy encounter claims are claims paid by the MCO and reported to HCA in the NCPDP format. These files are accepted or rejected by ProviderOne. Files in an accepted status are passed to the POS for encounter claim creation.  A pharmacy encounter claim is created for each claim record in the NCPDP file. Encounter claim records are not paid, but instead are adjudicated and “shadow priced” within the POS. Each encounter claim gets a status of either accepted/captured or rejected based on rules applied during adjudication. Encounter claims in an accepted status will receive a shadow price which displays the applicable price the product would have been reimbursed under the FFS program and this information is also passed to ProviderOne on a daily basis.   
1.5.1.7 Transaction Processing; Medical FFS Claims and MCO Encounter Claims with NDC’s. Some physician-provided drugs, primarily injectables, are submitted to the ProviderOne system via an 837 and are processed as medical FFS claims or MCO encounter claims. Once the claims have been fully adjudicated in the ProviderOne system and is in a “to be paid” status, ProviderOne creates an extract of the claim line with the NDC to pass to the POS system for adjudication and inclusion in the drug rebate process. A response file with the POS adjudication information is sent back to ProviderOne and associated with the claim line. The claim in the ProviderOne system then moves on to the payment process. These claims are not paid out of the POS system.
1.5.1.8 Drug Rebate – Claims and pricing information is passed from the POS system to the drug rebate component, which adjudicates invoice information for the calendar quarter by consolidating data from pharmacy and ProviderOne claims with covered outpatient drug information, producing separate invoices for federal and supplemental rebates. The drug rebate component then feeds all information to ProviderOne. The drug rebate component maintains this quarterly information in order to process prior period corrections. State staff manage the drug rebate invoicing and dispute processes, including corrections and adjustments. Collection of monies from manufacturers occurs outside any system, but the accounts receivable data is recorded within a drug rebate subsystem of ProviderOne.
Below is a diagram that indicates the current data flow and interaction between the POS and ProviderOne.
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Figure 2.  Current MMIS/POS Interactions
1.5.2 Transaction Volumes 
The Washington State Medicaid program pays in excess of $12 billion a year in provider payments for health care services to needy Washingtonians. Of the over $12 billion, it is estimated that $1.6 billion are paid Fee-for-Service (FFS) to pharmacy providers. Approximately 1.96 million clients are supported by the ProviderOne and the POS system, of which 83% of the client base receive services via the Medicaid Managed Care program, referred to as Apple Health, each month. The current POS processes approximately 300,000 fee-for-service and managed care encounter transactions per month, and payments are processed weekly by the MMIS and managed by the Office of the State Treasurer. 
The Health Care Authority’s Division of Clinical Quality and Care Transformation manages the Prior Authorization process and receives on average 3000-3500 pharmacy prior authorization requests (new and previously denied) a month. The vast majority of the requests arrive by toll-free line and fax; however, providers can also mail in prior authorization requests. 
1.6 [bookmark: _Toc58933605]BUSINESS PROCESS CHANGES
The HCA is very interested in working with the ASB to effectively manage any business process changes resulting from this procurement. The current POS has been in place for over 12 years and changes are anticipated and welcomed.
The HCA expects to learn much from the ASB as the new system is introduced and business processes inherent to the new system are explained to key staff within the Pharmacy program, Prior Authorization, Drug Rebate, Coordination of Benefits (Third Party Liability), Systems and Operations, Call Center, Data Warehouse and Audit staff. It is expected that the ASB will assist in training HCA staff to assume responsibility for business operations.
1.7 [bookmark: _Toc58933606]LEADERSHIP AND GOVERNANCE
1.7.1 Medicaid Enterprise Steering and Governance Committees
Washington’s Medicaid systems and operations are managed in a distributed enterprise across multiple state agencies/organizations. In 2018, the State of Washington Health and Human Services (HHS) Enterprise Coalition was established as a multi-organization collaborative that provides strategic direction, cross-organizational project support and federal funding guidance across Washington’s health and human services organizations.
The agencies comprising the enterprise coalition include:
· The Health Care Authority (HCA)
· The Washington Health Benefit Exchange (HBE)
· The Department of Social and Health Services (DSHS)
· The Department of Children, Youth and Families (DCYF)
· The Department of Health (DOH)
The Washington State Office of the Chief Information Officer (OCIO) and the Washington State Office of Financial Management (OFM) are non-voting members of the HHS Coalition.
The Medicaid Enterprise Governance structure focuses on three areas: (1) cross-agency/organization governance and management; (2) modernization and modular replacement of technology; and (3) improving the client/customer experience.
Goals of the Enterprise Governance structure include: 
· Establish a collaborative decision-making and management structure and culture across the enterprise
· Leverage and reuse technology investments (IT infrastructure, resources and assets) and increase operational efficiencies 
· Consider system enhancements that improve client/consumer experience for enterprise applications
· Ensure coordination among projects when Design Development Implementation (DDI) efforts cross multiple agencies
· Provide the HCA with the authority and the information needed to effectively perform their role as the State’s Single Medicaid Agency 
· Ensure enterprise compliance with federal Medicaid requirements/guidance 
The State has implemented a four-tiered governance structure:
Level 1:  Executive Sponsor Committee provides the mechanism by which Medicaid Enterprise investments are vetted, approved, prioritized and monitored through their lifecycle by providing strategic insight, cross-organizational project support and federal funding guidance across Washington’s health and human services enterprise. The HCA POS Replacement Project has been approved by the HHS ESC.
Level 2:  Enterprise Steering Committee ensures business alignment and provides operational direction for enterprise projects in support of the Executive Sponsor Committee and acts as the Steering Committee for Coalition-led projects.
Level 3:  Integrated Enterprise Project Group brings Project Management functions from the organizations/agencies together to ensure holistic project coordination with an Enterprise view of projects with a cross-agency Medicaid system impact.
Level 4:  Project Delivery Teams are agency-sponsored and responsible for operational and tactical oversight of a specific project. The POS Replacement Project is an HCA-sponsored project team. 
1.7.2 [bookmark: _Toc21516385]The POS Replacement Project Leadership and Governance
An HCA Executive Steering Committee (ESC) along with an Executive Sponsor (ES) will set the direction and support the planning and subsequent development of the POS Replacement Project. The ESC will make decisions for the agency, set priorities, provide oversight and governance, and ensure that properly skilled resources are available across the agency. The ESC is chartered and interacts closely with the HHS Coalition and four-tiered governance structure as indicated above. The following diagram illustrates the Project Organization and Governance, anticipated Project Team as well as other the HCA supporting teams that will contribute to the success of the project. 
Figure 3. The POS Replacement Project Organization and Governance




1.8 [bookmark: _Toc58933607]PROJECT SCHEDULE
The following table shows the proposed timeline for the procurement tasks, as well as the Design, Development, and Implementation tasks for the Pharmacy POS system. The dates provided are estimates based on goals established by the Health Care Authority. As the procurement tasks progress, the start dates for some of the tasks may change based on the amount of time required to secure review and approval of the plans by CMS and state oversight bodies.
	Task
	Phase/Milestone/Deliverable
	Planned Start  Date
	Planned End Date

	1.
	POS Replacement Project
	08/1/2019
	08/30/2023

	Planning and Requirements Analysis

	1.1
	Planning/Requirements Definition
	08/1/2019
	06/30/2020

	1.1.1
	Project Planning
	08/1/2019
	12/31/2019

	1.1.2
	Prepare Project Partnership Understanding (PPU)
	08/1/2019
	08/14/2019

	1.1.3
	Submit PPU to CMS
	08/14/2019
	08/14/2019

	1.1.4
	Prepare Planning Advance Planning Document (P-APD) to CMS
	08/15/2019
	08/31/2019

	1.1.5
	Submit P-APD to CMS
	09/10/2019
	09/10/2019

	1.1.6
	CMS approval of P-APD
	09/10/2019
	11/10/2019

	1.1.7
	Requirements Planning and Analysis
	09/01/2019
	06/30/2020

	Acquisition

	1.2
	Procurement
	08/15/2020
	03/31/2021

	1.2.1
	Prepare Request for Proposal (RFP)
	08/15/2020
	12/31/2020

	1.2.2
	Submit RFP to CMS 
	12/21/2020
	12/17/2020

	1.2.3
	CMS Approval
	12/21/2020
	01/19/2021

	1.2.4
	Release RFP
	01/26/2021
	01/26/2021

	1.3
	Select DDI Contractor
	01/27/2021
	05/28/2021

	1.3.1
	Bidders Prepare Responses
	01/27/2021
	04/12/2021

	1.3.2
	Prepare Implementation Advance Planning Document (I-APD)
	02/18/2021
	04/01/2021

	1.3.3
	HCA Receives Responses
	04/12/2021
	04/12/2021

	1.3.4
	HCA Evaluates Responses
	04/13/2021
	05/27/2021

	1.3.5
	HCA Announces Apparent Successful Bidder (ASB)
	05/28/2021
	05/28/2021

	1.4
	Negotiate DDI Contract
	06/01/2021
	07/15/2021

	1.4.1
	Conduct Negotiations
	06/01/2021
	07/15/2021

	1.4.2
	OCIO Review and Approval
	06/15/2021
	07/15/2021

	1.4.3
	CMS Review and Approval of the I-APD and Contract
	07/16/2021
	09/16/2021

	1.4.4
	Sign Contract
	09/17/2021
	09/17/2021

	Design

	1.5
	Design
	10/01/2021
	02/28/2022

	1.5.1
	Complete Technical Design 
	10/01/2021
	02/28/2022

	1.6
	Development
	03/01/2022
	08/01/2022

	1.6.1
	Complete Development
	03/01/2022
	08/01/2022

	1.7
	Testing
	08/02/2022
	10/30/2022

	1.7.1
	User Acceptance Testing (UAT)
	10/01/2022
	12/15/2022

	1.8
	Implementation
	10/01/2022
	12/15/2022

	1.8.1
	Readiness
	11/01/2022
	12/15/2022

	1.8.2
	  Go-Live
	12/16/2022
	12/16/2022

	Certification

	1.9
	Pharmacy Replacement Module Certification
	12/17/2022
	06/16/2023

	1.9.1
	  Prepare for Certification
	12/17/2022
	06/16/2023

	1.9.2
	  Conduct POS Certification
	06/16/2023
	07/16/2023

	Maintenance

	1.10
	Begin Pharmacy POS Module Maintenance
	12/17/2022
	On-going


1.9 [bookmark: _Toc52809644][bookmark: _Toc52810495][bookmark: _Toc52810917][bookmark: _Toc52811230][bookmark: _Toc52809645][bookmark: _Toc52810496][bookmark: _Toc52810918][bookmark: _Toc52811231][bookmark: _Toc52809646][bookmark: _Toc52810497][bookmark: _Toc52810919][bookmark: _Toc52811232][bookmark: _Toc52809647][bookmark: _Toc52810498][bookmark: _Toc52810920][bookmark: _Toc52811233][bookmark: _Toc52809648][bookmark: _Toc52810499][bookmark: _Toc52810921][bookmark: _Toc52811234][bookmark: _Toc52809649][bookmark: _Toc52810500][bookmark: _Toc52810922][bookmark: _Toc52811235][bookmark: _Toc52809650][bookmark: _Toc52810501][bookmark: _Toc52810923][bookmark: _Toc52811236][bookmark: _Toc52809651][bookmark: _Toc52810502][bookmark: _Toc52810924][bookmark: _Toc52811237][bookmark: _Toc52809652][bookmark: _Toc52810503][bookmark: _Toc52810925][bookmark: _Toc52811238][bookmark: _Toc52809653][bookmark: _Toc52810504][bookmark: _Toc52810926][bookmark: _Toc52811239][bookmark: _Toc52809654][bookmark: _Toc52810505][bookmark: _Toc52810927][bookmark: _Toc52811240][bookmark: _Toc52809655][bookmark: _Toc52810506][bookmark: _Toc52810928][bookmark: _Toc52811241][bookmark: _Toc52809656][bookmark: _Toc52810507][bookmark: _Toc52810929][bookmark: _Toc52811242][bookmark: _Toc466022347][bookmark: _Toc58933608]FUNDING
HCA has budgeted an amount not to exceed $35.9 million ($35,900,000), inclusive of tax, for this project. Proposals in excess of $35.9 million will be considered non-responsive and will not be evaluated. This $35.9 million budget is comprised of $5.5 million for DDI and $30.4 million for O&M over the potential 8.5-year term of the awarded contract (5.5-year initial term with 3 optional extension years). See Section 5.1, Identification of Costs for more details.
[bookmark: _Toc462323554][bookmark: _Toc347913283][bookmark: _Toc377633381]Any contract awarded as a result of this procurement is contingent upon the availability of funding.
1.10 [bookmark: _Toc52809659][bookmark: _Toc52810510][bookmark: _Toc52810932][bookmark: _Toc52811245][bookmark: _Toc52809660][bookmark: _Toc52810511][bookmark: _Toc52810933][bookmark: _Toc52811246][bookmark: _Toc52809661][bookmark: _Toc52810512][bookmark: _Toc52810934][bookmark: _Toc52811247][bookmark: _Toc52809662][bookmark: _Toc52810513][bookmark: _Toc52810935][bookmark: _Toc52811248][bookmark: _Toc52809663][bookmark: _Toc52810514][bookmark: _Toc52810936][bookmark: _Toc52811249][bookmark: _Toc52809664][bookmark: _Toc52810515][bookmark: _Toc52810937][bookmark: _Toc52811250][bookmark: _Toc52809665][bookmark: _Toc52810516][bookmark: _Toc52810938][bookmark: _Toc52811251][bookmark: _Toc466022349][bookmark: _Ref53069581][bookmark: _Ref53069594][bookmark: _Toc58933609]PERIOD OF PERFORMANCE
The period of performance of any contract resulting from this RFP is tentatively scheduled to begin on or about September 17, 2021 and will continue for 5.5 years from the effective date. Amendments extending the period of performance, if any, will be at the sole discretion of HCA.
[bookmark: _Toc466022350]HCA reserves the right to extend the contract for 3 additional years, in any time increments. Due to the varying nature of DDI work, the initial term of the resulting contract will be extended, at HCA’s sole discretion, to include 4 full years of Operations and Maintenance without affecting HCA’s option to extend the contract for an additional 3 years.
1.11 [bookmark: _Ref52978549][bookmark: _Toc58933610]BIDDER MINIMUM QUALIFICATIONS
This section will not receive a score; however, Bidder and its proposed Project Manager are required to meet the following minimum qualifications (See Section 7.5):
1.11.1 The Bidder must have at least 5 years’ experience managing and staffing projects of comparable size and complexity to that required by HCA for the POS.
1.11.2 The Bidder’s proposed Project Manager must have at least 5 years’ experience leading projects of comparable size and complexity to that required by HCA for the POS.
1.12 [bookmark: _Toc58933611]CONTRACTING WITH CURRENT OR FORMER STATE EMPLOYEES
Specific restrictions apply to contracting with current or former state employees pursuant to chapter 42.52 of the Revised Code of Washington. Bidders should familiarize themselves with the requirements prior to submitting a proposal that includes current or former state employees.
1.13 [bookmark: _Toc466022352][bookmark: _Toc58933612]AMERICANS WITH DISABILITIES ACT
[bookmark: _Toc466022338][bookmark: _Toc466022354][bookmark: _Toc466022458][bookmark: _Toc466363835][bookmark: _Toc466457809][bookmark: _Toc468345931]HCA complies with the Americans with Disabilities Act (ADA). Bidders may contact the RFP Coordinator to receive this RFP in Braille or on tape.


END OF SECTION 1
[bookmark: _Toc58933613][bookmark: _Toc482783726]MANAGEMENT PROPOSAL
Bidder’s Management proposal must respond to each of the subsections below. Sections labeled as Mandatory Requirements (“MR”) means that prompt will be evaluated on a pass/fail basis and no numerical score will be given. Sections labeled as Mandatory Scored (“MS”) means that prompt is both required and will receive a numerical score. DO NOT include any marketing material in your responses.
2 [bookmark: _Toc52809671][bookmark: _Toc52810522][bookmark: _Toc52810944][bookmark: _Toc52811257][bookmark: _Toc52983837][bookmark: _Toc52983915][bookmark: _Toc53132702][bookmark: _Toc53132779][bookmark: _Toc56153516][bookmark: _Toc56153592][bookmark: _Toc56846555][bookmark: _Toc57278516][bookmark: _Toc57278593][bookmark: _Toc58150571][bookmark: _Toc58155651][bookmark: _Toc58156484][bookmark: _Toc58483751][bookmark: _Toc58933614]
2.1 [bookmark: _Toc58933615]GENERAL INFORMATION OF BIDDER (MR)
The prompts within this section consists of Mandatory Requirements, and will be evaluated on a pass/fail basis.
Respond to the following:
2.1.1 Identify the name, address, principal place of business, telephone number, and e-mail address of legal entity or individual to be named as a party to the contract.
2.1.2 Identify the name, address and the telephone number(s) of the Principal Officers or Owners of Bidder’s company/corporation.
2.1.3 Identify the legal status of the Bidder (sole proprietorship, partnership, corporation, etc.) and the year the entity was organized to do business as the entity now substantially exists.
2.1.4 Federal Employer Tax Identification number or Social Security number and the Washington Uniform Business Identification (UBI) number issued by the state of Washington Department of Revenue. If the Bidder does not have a UBI number, the Bidder must state that it will become licensed in Washington within 30 calendar days of being selected as the Apparent Successful Bidder.
2.1.5 Identify and describe any merger or acquisition in which the Bidder is involved or may become involved during the period of this contract. State “Not applicable” if this section does not apply.
2.1.6 Identify the location of the facility from which the Bidder would operate.
2.1.7 Identify any state employees or former state employees employed or on the firm’s governing board as of the date of the proposal. Include their position and responsibilities within the Bidder’s organization. If following a review of this information, it is determined by HCA that a conflict of interest exists, the Bidder may be disqualified from further consideration for the award of a contract. State “Not applicable” if this section does not apply.
2.1.8 If the Bidder or any subcontractor contracted with the state of Washington during the past 24 months, indicate the name of the agency, the contract number, and project description and/or other information available to identify the contract. State “Not applicable” if this section does not apply.
2.1.9 If the Bidder’s staff or subcontractor’s staff was an employee of the state of Washington during the past 24 months, or is currently a Washington State employee, identify the individual by name, the agency previously or currently employed by, job title or position held, and separation date. State “Not applicable” if this section does not apply.
2.1.10 If the Bidder has had a contract terminated for default in the last five years, describe such incident. Termination for default is defined as notice to stop performance due to the Bidder’s non-performance or poor performance and the issue of performance was either (a) not litigated due to inaction on the part of the Bidder, or (b) litigated and such litigation determined that the Bidder was in default. State “Not applicable” if this section does not apply.
2.1.10.1 If applicable, submit full details of the terms for default including the other party’s name, address, and phone number. Present the Bidder’s position on the matter. HCA will evaluate the facts and may, at its sole discretion, reject the proposal on the grounds of the past experience. 
2.1.11 If Bidder’s proposal includes subcontractors, provide similar and separate information for every proposed subcontractor in response to all Section 2.1 requirements. State “Not applicable” if this section does not apply.
2.1.12 Any information in the proposal that the Bidder desires to claim as proprietary and exempt from disclosure under the provisions of RCW 42.56 must be clearly designated. The page must be identified and the particular exemption from disclosure upon which the Bidder is making the claim must be listed. Each page claimed to be exempt from disclosure must be clearly identified by the word “Proprietary” printed on the lower right-hand corner of the page. In your response, Bidder must list which pages and sections that have been marked “Proprietary” and the particular exemption from disclosure upon which the Bidder is making the claim. State “Not applicable” if this section does not apply.
2.1.13 Agree that Bidder will collect, report, and pay all applicable State taxes if selected as the Apparent Successful Bidder.
2.2 [bookmark: _Toc58933616]EXECUTIVE SUMMARY (MS) 10 Page Limit
The prompts within this section consists of Mandatory Scored Requirements, and will be scored. Limit the overall response to all requirements in this section to a maximum of 10 pages. 
Respond to the following:
2.2.1 Identify and describe the product the Bidder proposes as the basis of its Pharmacy POS solution.
2.2.2 Briefly summarize the proposed project management (PM) approach and overall services in order to give the evaluators a strong general overview of the Management, Technical, and Functional proposals of the Bidder.
2.2.3 Identify any unique or innovative features.
2.2.4 Provide a brief overview of the risks associated with this project, critical success factors, and actions HCA should consider during the analysis and implementation stages.  
2.2.5 Explain how the proposed solution represents to HCA the best option for its Pharmacy POS, and why HCA should select the proposed solution.
2.2.6 Briefly describe Bidder’s, and any subcontractor’s, experience in implementation and/or operation of the proposed Pharmacy POS solution in other state’s Medicaid programs. Include timeframe, cost of implementation, number of users or other solution sizing information, and whether the system was certified or pre-certified by CMS.
2.2.7 Briefly describe Bidder’s, and any subcontractor’s, experience in implementation and/or operation of the proposed Pharmacy POS solution for non-state, comparably sized organizations. Include timeframe, cost of implementation, and number of users or other solution sizing information.
2.2.8 Agree that the Bidder will comply with the procurement process described in the RFP.
2.2.9 Agree that the Bidder understands the scope and objectives of the project and agrees to meet the requirements specified in the RFP.
2.2.10 Agree that the Bidder will perform the services described in the RFP.
2.2.11 Agree that the Bidder will work cooperatively with HCA and HCA’s designees.
2.2.12 Agree that the Bidder’s proposed solution will meet all federal MMIS Certification requirements relevant for a Pharmacy POS solution.
2.2.13 Agree that the Bidder’s proposed solution is fully HIPAA compliant.
2.3 [bookmark: _Toc58933617]SOFTWARE DEVELOPMENT LIFECYCLE METHODOLOGY (MS)
The prompts within this section consists of Mandatory Scored Requirements, and will be scored. 
Respond to the following:

2.3.1 Describe the proposed system development lifecycle (SDLC) methodology you will use to set-up, configure, and if needed, customize the proposed Pharmacy POS solution to meet all HCA requirements, including the integration with the current MMIS.
2.3.2 Describe the proposed SDLC to be used during the Operations and Maintenance phase. 
2.3.3 Explain the benefits of the recommended methodologies.
2.4 [bookmark: _Ref52980737][bookmark: _Toc58933618]PROJECT APPROACH / METHODOLOGY (MR & MS)
 This project will be assessed by internal and external oversight for its compliance with project management practice standards defined in the Project Management Institute’s Project Management Book of Knowledge. For example, independent non-HCA Quality Assurance monitoring will be conducted throughout the term of the project. The ASB will be expected to apply industry best-practices to manage this project. In addition to bi-weekly project status reports, the ASB may be required to generate status materials and attend additional meetings with oversight/stakeholders upon the request of the HCA project manager. 
The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR. 
Respond to the following:
2.4.1 Describe the Bidder’s proposed project management approach and methodology for the project. This description should convey Bidder’s understanding of the proposed project and should include, but not be limited to, planning, organizing, and managing the staff and activities throughout the life of the project.
2.4.2 Explain with specificity the Bidder’s approach to promoting teamwork, facilitating open and timely communication, and ways the Bidder’s staff will support a collaborative effort among the Bidder, any subcontractors, HCA, and HCA designees.
2.4.3 Describe how the Bidder will coordinate efforts with the HCA project team to address multiple stakeholder needs. 
2.4.4 Agree that the Bidder will provide on-going assistance to HCA and its contracted MMIS vendor (and any other contracted entity) throughout the contract phase and will work directly with HCA when coordination and collaboration efforts are needed. Bidder will not directly contact any contracted entity of HCA without HCA’s prior approval.
2.4.5 Agree that the Bidder will either conduct internal quality assurance or will retain an independent firm to conduct quality assurance.
2.4.6 Agree that the Bidder will provide to HCA any quality assurance reports that are produced during the project.
2.4.7 Agree that the Bidder will provide overall management of the Bidder's proposed solution.
2.4.8 [bookmark: _Ref52980970]Project Risk Assessment and Mitigation Requirements
Respond to the following:
2.4.8.1 Describe an overall approach to risk management and mitigation for the project.
2.4.8.2 Describe the Bidder’s process for documenting, monitoring and reporting risks and risk status to HCA. Include information related to the proposed tools you will use to manage this process.
2.4.8.3 Describe potential risks currently foreseeable to the Bidder for this engagement, rank in order of highest risk, and identify recommended steps to mitigate those risks.  
2.4.8.4 Explain the benefits of the Bidder’s proposed risk management process to HCA.
2.4.8.5 Agree that the Bidder’s proposed risk management tools will be accessible by Bidder staff, HCA staff, and HCA designees.
2.4.9 Project Issue Resolution Requirements
Respond to the following:
2.4.9.1 Describe the Bidder’s approach and process for issue identification, communication, resolution, escalation, tracking, approval by HCA, and reporting. 
2.4.9.2 Identify and describe the Bidder’s proposed tool to track, manage, and report on issues/action items and facilitate its issue resolution process that includes an automated tracking and management system. 
2.4.9.3 Explain the benefits of the Bidder’s issue resolution approach. 
2.4.9.4 Agree that the Bidder’s issue resolution tool will be accessible by Bidder staff, HCA staff, and HCA designees.
2.4.10 [bookmark: _Ref58144155]Project Change Control Requirements
Controlling scope and providing for system changes caused by legislative mandates or other causes is extremely important to HCA in maintaining project accountability. Change control will be ongoing throughout the entire duration of the contract. During DDI, HCA may exercise its option for change requests for system enhancements consistent with the change control process outlined below. During Operations and Maintenance, HCA may exercise its option for change requests for system enhancements as outlined below. These system enhancements are more complex in nature, may require customized coding and cannot be accomplished by state staff.  See SECTION 5, Cost Proposal for more details.
Respond to the following:
2.4.10.1 Describe both graphically (e.g., via a flowchart) and in text a recommended approach to change control, including steps, roles and responsibilities, and decision points.  
2.4.10.2 Describe the Bidder’s cost estimating steps and process for providing a written estimate to HCA of the cost and duration for every change. 
2.4.10.3 Identify and describe the Bidder’s proposed tool(s) to track, manage, and report on change control items and to facilitate the Bidder’s change control approach, including an automated tool that tracks history in a database. 
2.4.10.4 Describe steps for updating the work plan for changes identified during DDI and approved by HCA.
2.4.10.5 Explain the benefits of the recommended change control approach for HCA. 
2.4.10.6 Agree that written approval by HCA is mandatory for every change before the Bidder begins development of that change.
2.4.10.7 Agree that written approval by HCA is mandatory for every change before the Bidder begins implementation of that change.
2.4.10.8 Agree in the proposed change control process that the Bidder will provide HCA with justification of every change suggested by the Bidder. 
2.4.10.9 Agree that any changes must be provided at a reasonable price to be negotiated between the Bidder and HCA, and that if the Bidder and HCA cannot come to an agreement on price and schedule to implement such mandated changes, the Bidder agrees to perform the work at the price proposed by the State’s project manager and to pursue the dispute resolution process to resolve open issues.
2.4.10.10 Agree that the Bidder’s proposed change control tools will be accessible by the Bidder, HCA, and HCA designees.
2.4.10.11 Agree that the Bidder must include the estimate and actual cost and duration for every change request as well as cumulative cost and schedule impacts for all changes for all periods HCA specifies.
2.4.11 [bookmark: _Ref52981025]Project Communication and Coordination Requirements
Respond to the following:
2.4.11.1 Describe the Bidder’s approach to communication and coordination and the Bidder’s proposed tools to facilitate its approach. 
2.4.11.2 Describe the proposed lines of authority, coordination, and communication to include communication between the parties. At a minimum it should describe lines of authority/communications between HCA and Bidder executives, directors, and officers and lines of authority/communications between HCA and Bidder project management.
2.4.11.3 Provide an example status report(s) from past projects of Bidder and a recommended sample report format.
2.4.11.4 Agree that every other week the Bidder will provide such reports in a format and level of detail subject to HCA acceptance.  
2.4.11.5 Agree that the status reports will describe the following: (1) the previous two weeks’ activities, including problems encountered and their disposition, results of tests (if applicable), what was accomplished as expected and on-time, what was not accomplished as expected and on time, recommendations on meeting missed deadlines; (2) plans for the coming two weeks; (3) tasks behind schedule, e.g., tasks at risk of not being completed by their deadline, and what the Bidder is doing to mitigate the risks; and (4) any action items or problems that have arisen that need to be addressed immediately.
2.4.11.6 Agree that HCA reserves the right to formally state disagreements with status reports and may, at the discretion of HCA, require revised status reports.
2.4.11.7 Agree that the Bidder’s Project Manager will attend weekly status meetings, with the understanding that HCA may agree to the Project Manager's remote attendance to the extent that it will not jeopardize project progress.
2.4.11.8 Agree that the Bidder will actively participate with project staff to ensure effective communication and coordination within the project, including Bidder staff, subcontractor staff, HCA, and other stakeholders within and external to the agency, including providers.
2.4.11.9 Agree that the Bidder will cooperate with internal and external oversight to this project whenever necessary in the State’s opinion.
2.4.11.10 Agree that the Bidder will attend additional, albeit infrequent, oversight/stakeholder management meetings at HCA’s request.
2.4.11.11 Agree that the Bidder’s proposed communication and coordination process is subject to HCA approval.
2.4.12 [bookmark: _Ref52980597]Project Work Plan 
Keeping a structured work plan that facilitates tracking of the stages, activities, and implementation phases required to implement the Pharmacy POS solution is critical to project success. The ability to identify, discuss and report on the critical path of the project is required. HCA expects the Bidder to track all tasks assigned to Bidder staff, and any subcontractors. 
Respond to the following:
2.4.12.1 [bookmark: _Ref61944018]Include a preliminary proposed project work plan in electronic form using Microsoft Project that aligns with HCA’s Design, Development, and Implementation (DDI) stages in Section 2.8. This should be separately attached to your proposal.
2.4.12.2 Include in the schedule the tasks, milestones, deliverables, task dependencies and resources, including HCA resources, for delivering the proposed solution.
2.4.12.3 Identify activity start and completion dates and the planned dates for initial submission, HCA’s initial review, HCA’s return to Bidder for revision/correction, and HCA acceptance of each deliverable.
2.4.12.4 Identify all proposed resources by name. 
2.4.12.5 Show tasks requiring HCA resources, summarize the proposed use of HCA resources, and state any assumptions regarding anticipated involvement of these resources. 
2.4.12.6 Show task and individual time assignments and schedules in a Gantt type chart.  
2.4.12.7 Provide a critical path diagram showing all significant tasks/activities and inter-dependencies.
2.4.12.8 Agree that throughout the Contract period, all deliverables will be developed in the form and format agreed to by HCA and the Bidder using a Deliverable Expectations Document (DED) delivered within timeframes outlined in the Project Work Plan. 
2.4.12.9 Agree that the Project Work Plan must have tasks delineating the deliverable process and all approval and review periods.
2.4.12.10 Agree that the Bidder must allow 10 business days for State approval of each submission of each Deliverable. If re-submission of a deliverable is needed, agree that dates of final acceptance are negotiable and may not take an additional 10 days.
2.4.12.11 Agree that the Bidder retains final responsibility for the quality of the deliverables.
2.4.12.12 Agree that the Bidder will finalize and baseline the Work Plan, developed jointly with and accepted by HCA no later than 45 calendar days after contract signing.
2.4.12.13 Agree that the finalized Work Plan becomes part of the Bidder’s response and that it will be incorporated in the contract by reference upon its acceptance by HCA.
2.4.12.14 Agree that the Bidder will meet with HCA every two weeks to walk-through proposed updates and to obtain HCA’s consent to updates proposed by the Bidder.
2.4.12.15 Agree that the Bidder will maintain its detailed work plan and publish the plan where the Bidder, HCA, and HCA designees have access.
2.5 [bookmark: _Toc58933619]BIDDER QUALIFICATIONS (MR & MS)
[bookmark: _Toc72316723][bookmark: _Toc71361576]The prompts within this section consist of both MR and MS Requirements. Only the “Agree” prompts are MR.
2.5.1 [bookmark: _Toc72316726][bookmark: _Toc71361579]Bidder’s Prior Experience Requirements 
Respond to the following:
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2.5.1.1 Complete the following table for each POS solution that the Bidder has implemented or is implementing in other states that support that state’s Medicaid program:
	State
	Start & End Month/Year
	Certification Month/Year
	Platform
	Primary Language
	Database
	Annual
Claim Volume
	Annual Claim Dollars
	# of Users
	Contract Amount
	Client Contact (name/role/phone/email)

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	




2.5.1.2 Complete the following table for any other relevant, large-scale components the Bidder has implemented or is implementing that are not identified above:
	Client
	Start & End Month/Year
	Platform
	Primary Language
	Database
	Annual
trans. Volume
	Annual trans. Dollars
	# of Users
	Contract Amount
	Client Contact (name/role/phone/email)
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2.5.1.3 Explain why this is the system the Bidder is proposing and the degree of fit with Washington’s requirements, including the percentage of Washington’s requirements that the system meets without modification and the basis for that assessment.
2.5.1.4 Describe the Bidder's role in each engagement described above and state Bidder’s level of responsibility (for example, primary, subcontractor) for all phases of the project including requirements analysis, process design, construction, testing, and final implementation. Also, describe any pilot implementation phases.
2.5.1.5 Clearly describe the scope and scale of those projects, including the Bidder's performance in terms of schedule and budget. Also, explain positive and negative variances from the schedule and budget.
2.5.1.6 Describe the Bidder’s experience in developing and operating systems on the hardware (if applicable) and software platforms proposed for Washington.
2.5.1.7 Identify and describe any units in Bidder’s organization that have reached Capability Maturity Model (CMM) Level 3 or higher certification, and describe those units’ involvement in this project.
2.5.1.8 Describe how Bidder will employ CMM processes and practices in this project.
2.5.1.9 Agree that HCA reserves the right to contact all above client contacts and any other contacts provided by current or former clients, and that HCA reserves the right to disqualify Bidder based upon said contact.
2.5.2 [bookmark: _Toc72316727][bookmark: _Toc71361580]Bidder Customer References Requirements 
This section is mandatory and will receive a score. These references are for the Bidder organization (Section 2.6.2.2 relates to Key Staff references). HCA reserves the right to conduct checks of Bidder references, by telephone or other means, and evaluate the Bidder based on these references. HCA considers references to be extremely important, and HCA reserves the right to disqualify Bidder based upon poor reviews/references. It is the Bidder's responsibility to ensure that every reference contact is available during the evaluation period. (See Section 7.2, Estimated Schedule of Procurement Activities, for the planned RFP evaluation period). HCA will e-mail Bidder’s references a questionnaire to complete and return to HCA. HCA will evaluate and score this section based on the references’ responses to the questionnaire. HCA may also call references. 
Respond to the following:
2.5.2.1 Refer to Attachment 2, Bidder References Form and complete a copy of that form for the Bidder organization. Bidder must include 3 customer references for the Bidder organization. At least 2 of these references must be from POS comparable projects. For every reference, the Bidder’s proposal must provide the company name, contact name, contact job title, address, telephone number and email for that reference. Combine completed Bidder Reference Forms into one document and include as a separate attachment to your proposal.
2.5.2.2 Provide similar and separate references for every proposed subcontractor.
2.5.2.3 Agree that all references must be independent of the Bidder’s and subcontractor’s company/corporation (e.g., non-Bidder owned, in whole or in part, or managed, in whole or in part).
2.5.2.4 Agree that HCA reserves the right to contact all above customer references, and that this contact will be considered by HCA in scoring the Bidder. 
2.5.2.5 Agree that HCA reserves the right to contact any other entity or person it wants to contact with regard to the Bidder and subcontractor, including parties in addition to those recommended by the Bidder. This contact may be used by HCA in scoring the Bidder.
2.5.2.6 Agree that the Bidder and subcontractor has or will timely notify each customer reference that they may be contacted by HCA and has assured that each reference will be available during the evaluation period. (See Section 7.2, Estimated Schedule of Procurement Activities for the approximate RFP evaluation period).
2.6 [bookmark: _Toc71361582][bookmark: _Toc58933620]APPROACH TO ORGANIZATION AND STAFFING (MR & MS)
The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.
The organization of Bidder staff and the appropriate assignment of tasks are extremely important to HCA to ensure the overall success of this project.  HCA expects that Bidders will propose their best-qualified staff for this project. Should proposed staff not be available when work begins, Bidder must provide evidence in the form of résumés and descriptions of relevant experience for any staff proposed as alternates to the proposed team members.
2.6.1 [bookmark: _Toc72316729][bookmark: _Toc71361583]Overall Project Organization Approach 
Respond to the following:
2.6.1.1 Include a description of the overall approach to project organization and staffing, including subcontractors if applicable, that addresses the entire scope of the project.  
2.6.1.2 Include a project organization chart identifying by name and position the Bidder’s staff (e.g., down to at least the lead level), including subcontractors, responsible for carrying out the entire scope of the project.  
2.6.1.3 Identify by name and position in the project organization chart the Key Staff person(s) that will perform the following during the DDI phase (individuals may fill more than one role):
a. Account Director
b. Project Manager
c. Pharmacy Business Lead
d. Drug Rebate Business Lead
e. Solutions/Technical Manager
f. Test Manager 
g. Implementation Manager
h. Certification Manager
2.6.2 [bookmark: _Toc72316730][bookmark: _Toc71361584]Project Management and Key Staff Qualifications Requirements 
Scores for this section will be based on the proposed Key Staff’s qualifications and experience. Experience from projects where the work performed was different than this project may not score as well as experience where the work performed was similar to this project. At its discretion, HCA will contact the project manager and key staff references. 
Respond to the following:
2.6.2.1 Refer to Attachment 3, Résumé Form and complete a copy of that form for each of the proposed Key Staff. Combine completed Résumé Forms into one document and include as a separate attachment to your proposal.
2.6.2.2 [bookmark: _Ref56849363]Refer to Attachment 4, Key Staff References Form and complete a copy of that form for each of the proposed Key Staff. Bidder must include 3 customer references for each Key Staff. Combine completed Key Staff Reference Forms into one document and include as a separate attachment to your proposal. HCA will e-mail Key Staff references a questionnaire to complete and return to HCA. HCA will evaluate and score this section based on the references’ responses to the questionnaire. HCA may also call references.
2.6.3 [bookmark: _Toc72316732][bookmark: _Toc71361586][bookmark: _Ref58250647]Project Staffing Requirements
For the purpose of this section, “Project Staff” includes Bidder personnel and all subcontractor staff.
Respond to the following:
2.6.3.1 State the minimum number of staff that will be assigned to this project throughout the life of the project. If this number will change throughout the life of the project, identify when those changes will take place and the minimum number of staff that will be assigned to this project during those changes.
2.6.3.2 Identify where all staff assigned to this project, including developers, will be geographically located (city, state, country) throughout the lifecycle of the project.
2.6.3.3 Explain how and to what extent they will be accessible to the HCA project team.
2.6.3.4 For staff geographically located outside of Olympia, Washington, identify what Bidder staff will come on-site to work with stakeholders (e.g., for requirements validation, testing, and business process change) and describe in detail the tasks or phases for which they will come on-site, when, and for how long. HCA recognizes the seriousness of COVID-19, and this local/on-site requirement will be adjusted to conform to state and HCA COVID-19 requirements and guidelines.
2.6.3.5 Describe the process and timeline for bringing proposed staff onto the project.
2.6.3.6 Agree that the Project Manager will be in Olympia full-time throughout the project or as otherwise agreed to in contract negotiations. HCA recognizes the seriousness of COVID-19, and this local/on-site requirement will be adjusted to conform to state and HCA COVID-19 requirements and guidelines.
2.6.3.7 Agree that the Bidder must provide all office space and equipment for its staff.
2.6.4 [bookmark: _Toc72316733][bookmark: _Toc71361587]Continuity of Project Personnel Requirements 
In order to ensure the success of this project, it is important that there is a continuity of Key Staff assigned to the project.
 Respond to the following:
2.6.4.1 Describe policies, plans, and intentions with regard to maintaining continuity of personnel assignments throughout the performance of any agreement resulting from this RFP.
2.6.4.2 Address whether availability of any of the proposed personnel could be impacted from existing or potential contracts to which such staff are assigned or proposed.
2.6.4.3 Describe what priority HCA would have in cases of conflict between existing or potential contracts.
2.6.4.4 Discuss the Bidder's plans to avoid and minimize the impact of personnel changes.
2.6.4.5 Identify planned backup personnel assignments.
2.6.4.6 Agree that Bidder’s proposed project personnel may not be reassigned, replaced, or added during the project without the prior written consent of the HCA Project Manager. Should a key staff position be vacated, Bidder must give HCA résumés of, and an opportunity to interview and approve, potential replacements for that employee.
2.6.4.7 Agree that the HCA Project Manager reserves the right to require a change in Bidder's project personnel at the HCA Project Manager’s sole discretion and that HCA must be given an opportunity to interview and approve potential replacements for that employee. However, HCA will not unreasonably exercise this option and will take reasonable steps to work with the Bidder toward a solution.
2.6.4.8 Agree to HCA’s use of the Key Staff personnel identified in the proposal and agree to HCA's right to approve proposed personnel changes to Key Staff during the term of the contract.
2.6.4.9 Agree that responses to Section 2.6.3 requirements apply to proposed Subcontractor key staff as well as Bidder’s proposed staff.
2.7 [bookmark: _Toc58933621]PROJECT DELIVERABLES (MR & MS)
The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.
The Bidder must identify its approach to developing and submitting the project deliverables identified in this RFP. The approach to project deliverables must identify the proposed steps in the deliverable development process, from development of Deliverable Expectation Documents, templates, and acceptance criteria through review, finalization, and acceptance. Bidders are encouraged to deliver partial drafts (e.g., section by section) especially when deliverables are lengthy to manage mutual expectations and to ensure the satisfactory completion of deliverables. Bidders also must consider the impact on reviewers when multiple deliverables are under review simultaneously by the same stakeholder group and adjust review and correction periods accordingly.
Respond to the following:
2.7.1 Include a full list of all deliverable titles and expected delivery dates. 
2.7.2 Describe the Bidder’s general approach to deliverables development, acceptance criteria, draft submission, revisions, and final acceptance.
2.7.3 Agree that Bidder will submit for State approval acceptance criteria before work begins on the deliverable.
2.7.4 Agree that Bidder will produce deliverable outlines or templates for HCA acceptance before work begins on the deliverable.
2.7.5 Agree that the Bidder will incorporate comments and distribute revised draft deliverables to HCA project staff for review and comment.
2.7.6 Agree that the Bidder will include a change log specifying the section, page number and brief description of any changes with the submission of a revised deliverable.
2.7.7 Agree that upon HCA request, the Bidder will conduct formal walk-throughs of draft deliverables with identified HCA stakeholders.
2.8 [bookmark: _Ref52979175][bookmark: _Toc58933622]DESIGN, DEVELOPMENT AND IMPLEMENTATION REQUIREMENTS (MR & MS)
The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.
HCA has defined the following high-level stages for this project:
1. Planning and Start-Up
2. Requirements Verification and Design
3. Set-up, Configuration, and Customization (including integrations)
4. Data Conversion
5. System and Integration Testing
6. Operational Readiness
7. User Acceptance Testing
8. Deployment/Implementation
9. Certification
Within this section, Bidders are asked to respond to the requirements of each major stage.  Responsibilities include, but are not limited to, the following:
State Responsibilities:
· Review and acceptance of the proposed Deliverable Expectation Document (DED) of all Deliverables prior to development; 
· Review ASB deliverables, determine whether the deliverable complies with applicable specifications, and provide written comments to the ASB within timeframes mutually agreed to;
· Participate in bi-weekly status meetings with the ASB to review progress against the work plan;
· Review bi-weekly written status reports and bi-weekly work plan/task schedule updates;
· Monitor ASB progress to task milestones; and
· Work with the ASB to resolve issues.
Pharmacy POS ASB Responsibilities:
· Prepare a DED and obtain acceptance from HCA for the contents and format for each Deliverable before beginning work on the Deliverable;
· Obtain written acceptance from HCA on the final Deliverables;
· Revise Deliverables, if required, using HCA review findings to meet content and format requirements and comply with applicable specifications;
· Report progress and status through bi-weekly status reports;
· Conduct bi-weekly work plan reviews;
· Attend bi-weekly status meetings with the HCA Project Manager and project team members;
· Deliver written status reports and updated work plans/schedules 1 business day, at least 24 hours, before the status meeting; and
· Identify scope of work issues and seek HCA acceptance before commencing changes to work described in the RFP.
2.8.1 Approach to Planning and Startup 
Respond to the following:
2.8.1.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Revised Project Work Plan
	See section 2.4.12

	Project Management Plan
	A formal, approved document used to guide both Project execution and control of the Project consistent with the guidance of the Project Management Body of Knowledge that includes processes Bidder proposes in response to section 2.4

	Certification Plan
	A formal planning document that details the approach for achieving federal Certification. The plan describes the processes for assisting HCA in the Operational Readiness Review and Certification Review stages of Outcome Based Certification. 

	Risk Register
	See section 2.4.8

	Bi-weekly Status Reports
	See section 2.4.11


2.8.1.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.1.3 Demonstrate the Bidder’s understanding of the certification requirements and the process for obtaining CMS certification by describing in detail the steps that Bidder will take to achieve certification, including how the Bidder will support HCA in the CMS certification process.
2.8.1.4 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities for HCA, MMIS vendor and Bidder staff during this stage.
2.8.1.5 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder’s to ensure overall project success.
2.8.2 Approach to Requirements Verification and Design 
Respond to the following:
2.8.2.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	 Deliverable Name
	Description

	Requirements Traceability Matrix (RTM) – Interim
	An interim document that links requirements throughout the requirements validation process showing how HCA requirements, user stories, and use cases will be certified as functional and complete during solution configuration.

	Solution Requirements Documentation
	Documentation including Business Requirements document (BRD), System Requirements Specifications (SRS) or equivalent, features, epics and user stories 

	Solution Integration Plan
	A document describing plans to achieve modularity and how the Pharmacy solution will interact with ProviderOne to provide a fully functional system that operates as one module of the interconnected MMIS.

	Solution Design Documentation
	Final documentation of the functional and technical designs traceable back to the Requirements Traceability Matrix (RTM) and process flows, including at a minimum: 
· Configuration elements such as business rules 
· Reporting (dashboards, reports, cadence)
· Interface specification documents
· System architecture, including security and database designs


2.8.2.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.2.3 Describe Bidder’s proposed Solutions Requirements Documentation to include the items above and other items the Bidder feels are necessary.
2.8.2.4 Describe Bidder’s proposed content of a Solution Integration Plan to include the items above and other items the Bidder feels are necessary.
2.8.2.5 Describe Bidder’s proposed Solution Design Documentation to include the items above and other items the Bidder feels are necessary.
2.8.2.6 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities for HCA, MMIS vendor and Bidder staff during this stage.
2.8.2.7 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.3 Approach to Set-up, Configuration and Customization 
Respond to the following:
2.8.3.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Solution Configuration Documentation
	Documentation provided that conveys how the solution is configured to meet HCA start-up business needs.

	DDI Environment and Configuration Management Plan
	Documentation of the development, test, and training environments to be used throughout the Contract period, including definition of responsibilities for set-up and configuration tasks for each. Must describe how the Bidder will identify, control, and manage code releases throughout DDI.


2.8.3.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.3.3 Describe Bidder’s proposed content of a DDI Environment and Configuration Management Plan to include the items above and other items the Bidder feels are necessary.
2.8.3.4 Describe approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA, MMIS vendor and Bidder staff during this stage.
2.8.3.5 Describe approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.4 Approach to Data Conversion
Respond to the following:
2.8.4.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Data Conversion Plan
	A description of the strategy, preparation, and specifications for converting data, including but not limited to claims and prior authorizations, from the source system(s) to the target system(s) or within an existing system.

	Data Conversion Test Results
	Documentation of the Data Conversion Test Results which detail issues encountered and the impact upon other table or file conversions:
· Methods used to resolve issues or an action plan for resolving outstanding issues
· Pre-conversion and post-conversion versions of each table or file converted and each interface file
· Auto-generated reports as required by HCA to spot-check and validate pre-conversion and post-conversion results at a detail and summary record levels
· A summary and metrics for the status of the conversions, including the effect of any findings on the implementation schedule


2.8.4.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.4.3 Describe Bidder’s approach to defining detailed conversion requirements. 
2.8.4.4 Describe Bidder’s final conversion verification process.
2.8.4.5 Describe Bidder’s approach for making converted files available for review online, where appropriate.
2.8.4.6 Describe approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA staff, MMIS vendor and Bidder staff during this stage.
2.8.4.7 Describe approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.4.8 Agree that Bidder will convert 4 years of data from the current Pharmacy POS including any lifetime or special limit information over the 4 years.
2.8.4.9 Agree that Bidder will work directly with HCA to coordinate receipt of conversion files from current POS vendor.
2.8.5 Approach to System and Integration Testing
Respond to the following:
2.8.5.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Master Test Plan
	A technical document that details a systematic approach to testing the new Pharmacy solution to ensure it will successfully perform to HCA’s requirements as a module of the overall MMIS.
· Testing must include end-to-end testing of all interfaces.
· Demonstrations of working software (e.g., module demo, interaction with other modules/systems) must be provided as specified by HCA

	System and Integration Test Results and Demonstration
	Documentation of the System and Integration test scenarios and test cases, testing results, issues and defects identified during testing, as well as the scenarios and degree of system functionality demonstrated for HCA. 

	Requirements Traceability Matrix (RTM) – Final
	A final document that links requirements throughout the requirements validation process showing how HCA requirements will be certified as functional and complete during solution configuration.

	Training Plan 
	A document for defining the strategies, tasks, and methods that will be used to meet the training requirements.


2.8.5.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.5.3 Describe any automated testing capabilities that you may utilize and include those to test specific business scenarios.
2.8.5.4 Agree that the Bidder will adopt, implement and document rigorous and professionally sound unit, system, integration, and regression test procedures.
2.8.5.5 Agree that Bidder will agree to demonstrate functionality identified by HCA that will ensure system is ready to enter UAT. 
2.8.5.6 Agree that the Bidder will ensure that preproduction testing of the solution validates capability of required test objectives and will produce required data to support objectives and identified key performance indicator measures. 
2.8.5.7 Describe Bidder’s proposed tool and procedures for tracking, managing, reporting and correcting system bugs or discrepancies discovered during testing.
2.8.5.8 Describe Bidder’s approach for updating documentation based on test results.
2.8.5.9 Describe Bidder’s proposed training model for the project which must include Knowledge Transfer sufficient to ensure operational readiness of the HCA team that will support the solution in Operations
2.8.5.10 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the proposed responsibilities for HCA, MMIS vendor and Bidder staff during this stage.
2.8.5.11 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.6 Approach to Operational Readiness
Respond to the following:
2.8.6.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Operational Readiness Plan
	A document detailing the approach to validating all the operations processes, system environments, software, and connectivity aspects of the solution to ensure it will be fully operable upon implementation.  Describes how the Bidder will achieve certification of Operational Readiness.

	Operations Guide
	A document that describes all required systems operational activities and provides guidance on data management, incident management, root cause analysis, corrective action plans, performance management, system maintenance, change management, tools, and approaches.

	Training Materials
	Documentation used to perform provider and user training (user guides and tutorials) on the solution.


2.8.6.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.6.3 Describe Bidder’s approach to demonstrating operational readiness and proposed content of an Operational Readiness Plan to include the items above and other items the Bidder feels are necessary.
2.8.6.4 Describe contents of the Operations Guide to include the items above and other items the Bidder feels are necessary.
2.8.6.5 Describe Bidder’s procedures for maintaining the Operations Guide throughout operations, including distribution of amendments.
2.8.6.6 Describe the roll-out of training materials to ensure staff and providers/manufacturers are ready to use the system.
2.8.6.7 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA, MMIS vendor and Bidder staff during this stage.
2.8.6.8 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.7 Approach to User Acceptance Testing
Respond to the following:
2.8.7.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	User Acceptance Testing (UAT) Test Results
	Test results should include the following: 
· Summary of testing results
· Pass/fail rate
· Defect IDs and severity level of failed test cases

	Certification Artifacts

(CMS’ Operational Readiness Review stage)
	A series of system demonstrations necessary including a collection of information, including but not limited to, data, documents, automated test results, 508 compliance test reports, screenshots, other reports and/or artifacts produced in coordination with the HCA UAT cycle to support the CMS “Operational Readiness Review” certification process. 


2.8.7.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.7.3 Agree that Bidder will fully and promptly cooperate with HCA in the UAT process to include providing any Certification Artifacts for CMS review. 
2.8.7.4 Agree that Bidder will be solely responsible for making changes; providing refinements and/or upgrades; providing software, hardware, programming, and professional and/or technical services as may be necessary to correct any deficiencies, problems, failures, incompatibilities, and/or errors identified during UAT. 
2.8.7.5 Agree that Bidder will provide a separate User Acceptance Testing environment for the entire UAT period as well as the operations period of the contract. 
2.8.7.6 Describe Bidder’s approach to supporting UAT. Include availability of UAT environment, preparation of test data, response to discrepancies and resolution of problems.
2.8.7.7 Describe the support that will be provided to HCA for creation of test cases that cover all system functions, processes, and interfaces.
2.8.7.8 Describe the Bidder’s approach for supporting HCA staff in the analysis of test results.
2.8.7.9 Describe the process and timelines for correcting discrepancies and ensuring corrected code is thoroughly tested and migrated to the UAT environment for re-testing.
2.8.7.10 Agree that the Bidder will perform regression testing during UAT.  Further, agree that the Bidder will coordinate with HCA on timing of regression tests.
2.8.7.11 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities for HCA, MMIS vendor and Bidder staff during this stage.
2.8.7.12 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.8 Approach to Implementation/Cutover
Respond to the following:
2.8.8.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Disaster Recovery Plan
	A plan for resuming operations in the event there are significant adverse conditions that disrupt service. See Technical Requirement 3.1.7.

	Solution Implementation/Cutover Plan
	A document reflecting the final requirements and implementation approach for the solution. Must include Cutover Schedule, plan for final data conversion and a contingency back-out plan.

	Certification of Operational Readiness 
	A formal review with key stakeholders to ensure the system/application completed its implementation processes according to the Operational Readiness Plan and that it is ready for turnover to the Operations & Maintenance team and operational release into the Production environment. Must include Bidder’s statement of readiness to perform production operations.


2.8.8.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.8.3 Describe Bidder’s approach for minimizing interruption to Pharmacy claims processing during implementation/cut-over to the new solution.
2.8.8.4 Describe contents of the Solution Implementation/Cutover Plan to include the items above and other items the Bidder feels are necessary.
2.8.8.5 Agree that final go-live of the Bidder’s solution will be dependent on formal acceptance of Certification of Operational Readiness Deliverable by HCA.
2.8.8.6 Agree to support HCA as needed in Operational Readiness review activities that may be required in order to obtain approval from the Washington State Office of the Chief Information Officer.
2.8.8.7 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA, MMIS Vendor and Bidder staff during this stage.
2.8.8.8 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.
2.8.9 Approach to Final Certification
Respond to the following:
2.8.9.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:
	Deliverable Name
	Description

	Certification Artifacts -production screenshots, reports and data for final Certification Review with CMS.
	A collection of data, documents, and information provided as evidence for CMS’ final certification review. Evidence includes but is not limited to samples of production data, substantive and representative sets of reports (including performance) and any other information or data in order to validate business outcomes and applicable metrics related to Outcome Based Certification needs.


2.8.9.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.
2.8.9.3 Agree that Bidder will deliver a Pharmacy POS solution that will meet or exceed all CMS certification requirements. 
2.8.9.4 Include a proposed timeline for preparation of certification materials and presentation of the materials to the HCA Project Manager.
2.8.9.5 Describe Bidder’s approach to coordinating the responsibilities of HCA and the MMIS vendor with those of the Bidder to ensure overall project success.
2.9 [bookmark: _Toc58933623]OPERATIONS AND MAINTENANCE (MR & MS) 
The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.
With cutover of live operations to the new POS, the former system will be taken out of service and operations and maintenance of the new system will begin. When the new POS solution is in place, HCA will continue with this Facilities Management operations model, where state staff performs the majority of operations as identified in Section 1.4, Operations and Maintenance Model. The successful Bidder will provide the system maintenance and operations described in this RFP for the life of the contract.
2.9.1 Organization and Staffing
Respond to the following:
2.9.1.1 Provide a project organization chart identifying by position and roles/responsibilities of the Bidder’s staff (down to at least the lead level), including subcontractors, responsible for carrying out the operations and maintenance of the POS after implementation.
2.9.1.2 Agree that the Account Director and Operations Manager will be considered as Key Staff designees during the Operations and Maintenance period and that HCA has the right to approve initial selection and any subsequent change to these personnel during the term of the contract.
2.9.2 Operations and Maintenance
The ASB must perform operations and maintenance throughout the life of the contract and in accordance with the fixed price O&M bid including cloud hosting operations and updates, patches and repairs to Pharmacy POS solution in the production, test and all other Washington accessible environments as well as troubleshooting with HCA, correction (including development, testing, training and implementation) of any deficiency or problem with the solution.
Respond to the following: 
2.9.2.1 Describe the Bidder’s approach to systems operations and maintenance. 
2.9.2.2 Describe Bidder’s approach to maintaining and enhancing its Pharmacy POS product to ensure it continues to comply with industry standards and CMS regulations.
2.9.2.3 Describe how changes and enhancements to the Bidder’s Pharmacy POS solution would be introduced to HCA and agree that Bidder will comply with the operational requirements in Section 4.11. 
2.9.2.4 Describe Bidder’s approach for promoting approved changes into User Acceptance Testing and from User Acceptance Testing to production environment.
2.9.2.5 Describe Bidder’s process for dealing with emergency fixes. Include how Bidder’s fix will be tested and promoted through testing environments to production.  
2.9.2.6 Agree that Bidder will respond to HCA on non-emergency troubleshooting requests within 3 days of discovery. 
2.9.2.7 Agree that the tasks identified above will be included as part of the proposed fixed price for operations and maintenance as identified in Attachment 10, Response Form for Section 5, Cost Proposal.
2.9.3 Contract Administration 
Respond to the following:
2.9.3.1 Describe the Bidder’s approach for monitoring and reporting performance of the system during operations. Include metrics that will be tracked, frequency of reporting and access methods to data.
2.9.3.2 Describe the Bidder’s approach for transitioning to another entity at the end of the contract period. Further, agree that the Bidder will cooperate completely with HCA and the subsequent entity including, but not limited to, a transition plan that includes data conversion, parallel testing, and system cutover activities.
2.9.3.3 Agree that the Bidder will continue to follow all project management processes established in Section 2.4 throughout the operations phase or the Bidder must propose alternate processes.
2.9.3.4 Agree that the Bidder will establish a problem resolution process including a help desk that satisfies requirements in Section 4.11.
2.9.3.5 Agree that the Bidder will develop an Annual Business Plan. The Plan should include the following elements; an road/map or outline of major activities planned for the coming year, business improvement objectives and outcomes for the coming year, methodology for performing activities and meeting objectives, methods for measuring customer service performance, methods for identifying where customer services performance is inadequate, approach for developing and implementing corrective actions.
2.9.3.6 Agree that the Bidder will develop a monthly report for HCA to describe compliance to the Annual Business Plan and update on any corrective action plans.
2.9.3.7 Agree that Bidder will walk-through performance reports at the request of HCA. 

END OF SECTION 2


[bookmark: _Toc58933624]TECHNICAL PROPOSAL
The prompts within this section consists only of MS Requirements, and each requirement will be scored. 
Bidders must respond to the requirements below in accordance with Section 7.6.3, Proposal Format Instructions, which includes instructions on filling out each cell within the requirements tables within this Section 3.
3 [bookmark: _Toc52809683][bookmark: _Toc52810534][bookmark: _Toc52810956][bookmark: _Toc52811268][bookmark: _Toc52983848][bookmark: _Toc52983926][bookmark: _Toc53132713][bookmark: _Toc53132790][bookmark: _Toc56153527][bookmark: _Toc56153603][bookmark: _Toc56846566][bookmark: _Toc57278527][bookmark: _Toc57278604][bookmark: _Toc58150582][bookmark: _Toc58155662][bookmark: _Toc58156495][bookmark: _Toc58483762][bookmark: _Toc58933625][bookmark: _Toc51599856]
3.1 [bookmark: _Toc58933626]OVERVIEW
HCA’s technology requirements are driven by a set of guiding principles for enterprise architecture that are designed to maximize value for HCA and the clients, providers and communities it serves. These principles include the following:
Cloud-based solutions that:
· Allow HCA to dynamically expand and contract capacity quickly to respond to business needs, such as handling peak capacity periods.
· Reduce cost by not owning hardware and infrastructure.
· Better manage robust security across applications.

SaaS/COTS solutions are preferred over custom-built and/or custom-components in order to:
· Share and leverage best practices that have been developed across the industry and more quickly respond to industry changes.
· More effectively plan, track and monitor development, administration and operations costs.
· Limit code development as much as possible to configuration.
· Implement new features on shorter and predictable implementation cycles.

Maintain loose coupling between systems based on natural system boundaries to:
· Dramatically reduce integration costs through the use of open Application Program Interfaces (APIs).
· Minimize cost and disruption in the event a major component of the system has to be replaced.
HCA requires the ASB meet or exceed Federal certification and performance standards by meeting the conditions defined in 42 C.F.R. 433.112(b) and those principles established under the Medicaid Information Technology Architecture (MITA) initiative and framework. This includes the goals and technical principles that promote rules engines, where possible, to extend the system’s configuration abilities to be managed by the business community. All conditions must be met in order for HCA to remain eligible for Federal Financial Participation (FFP) funding. HCA requires that the ASB establish and maintain a performance record of high availability.
HCA requires the ASB meet or exceed HIPAA security, privacy and transaction standards, accessibility standards established under section 508 of the Rehabilitation Act or standards that provide greater accessibility for individuals with disabilities and compliance with Federal civil rights laws; standards adopted by the Secretary under section 1104 of the Affordable Care Act (ACA); and standards and protocols adopted by the Secretary under section 1561 of the ACA.
In addition to Federal requirement compliance, the ASB’s system must comply with all applicable State of Washington Office of the Chief Information Officer (OCIO) standard and security requirements including a cyber-security design review. The OCIO sets information technology (IT) policy and direction for the State of Washington and the State CIO is a member of the Governor’s Executive Cabinet and advisor to the Governor. The ASB will be required to participate in a yearly disaster recovery exercise with HCA in which results will be made available to the State Auditor’s Office (SAO).



REQUIREMENTS TABLE ON THE FOLLOWING PAGE
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	3.1.1 General 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.1.1 
	Describe your product's technical offering and include any ranges of high availability and business continuity options available. Describe any unique, innovative or additional features available in your offering and the advantages they bring to HCA.
	
	
	
	

	Response:

	3.1.1.2 
	Describe your product’s architecture design. Include your current and target architecture and design principles and degree to which your current product meets those principles. List your use of included technologies and versions and include when your product last had a significant upgrade as well as your product roadmap for future technology enhancements.
	
	
	
	

	Response:

	3.1.1.3 
	The Bidder must maintain all Third-Party Software products at either their most current version or no more than one version back. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	3.1.1.4 
	Identify, if any, the third-party providers, organizations or other organizational resources other than your company that you intend to use to support these technology requirements. Indicate the nature and overall content of the contractual agreement that you plan to have with this external resource. Indicate the viability of the proposed resource(s) in terms of the following: market position, ability to meet requirements, alignment with industry standards and practices, industry implementation track record and Bidder implementation track record.
	
	
	
	

	Response:

	3.1.1.5 
	The Bidder must collaborate with HCA and the MMIS contractor to develop and/or update conceptual and logical data models. Describe your ability to meet this requirement.
	
	
	
	

	Response:



END OF SECTION 3.1.1

	3.1.2 Standards 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.2.1 
	Describe how the Bidder’s solution complies with applicable Washington State Office of the Chief Information Officer (OCIO) standards. Please respond specifically to the link and standard below and attach any evidence of compliance.  
https://ocio.wa.gov/policy/securing-information-technology-assets
Security 141.10

	
	
	
	

	Response:

	3.1.2.2 
	Describe how Bidder would ensure that any components installed on State workstations, now and in the future, must be compatible with HCA currently supported software versions of, and future updates and patches for, the Microsoft Operating System, Microsoft Office Suite, and all modern internet browsers.  
	
	
	
	

	Response:

	3.1.2.3 
	The Bidder’s solution must comply with all applicable current and future Center for Medicare and Medicaid Services (CMS) certification requirements. Attach any evidence of previous certification from other implementations.
	
	
	
	

	Response:

	3.1.2.1 
3.1.2.2 
3.1.2.3 
3.1.2.4 
	Describe how the Bidder’s solution complies with all NIST standards for cloud computing. Relevant links are listed below. Attach any evidence of compliance and/or certification.
https://www.nist.gov/itl/nist-cloud-computing-related-publications
https://www.nist.gov/news-events/news/2018/02/nist-releases-evaluation-cloud-computing-services-based-nist-sp-800-145
https://csrc.nist.gov/publications/detail/sp/500-299/draft
https://bigdatawg.nist.gov/_uploadfiles/M0008_v1_7256814129.pdf
	
	
	
	

	Response:

	3.1.2.5 
	Describe how the Bidder’s solution complies with all applicable Section 508 of the Rehabilitation Act of 1973 standards and attach your response to the checklist referenced in the link below.
https://www.hhs.gov/web/section-508/index.html
https://www.hhs.gov/web/section-508/accessibility-checklists/index.html
	
	
	
	

	Response:

	3.1.2.6 
	The Bidder must provide HCA an annual report from its external auditor on effectiveness of internal controls. The report must be provided at go-live and annually thereafter. The report must be compliant with the American Institute of Certified Public Accountings (AICPA) Statement on Standards for Attestation Engagement (SSAE) No. 18, Reporting on Controls at a Service Organization, Service Organization Control (SOC) 1, SOC 2, and Type 2 Report. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	3.1.2.7 
	Describe how the Bidder’s solution complies with any applicable Americans with Disabilities Act (ADA) standards. Attach any evidence of compliance.
	
	
	
	

	Response: 

	3.1.2.8 
	The Bidder’s solution must inform a user of applicable privacy policy and terms of service prior to granting access. Describe your ability to meet this requirement.
	
	
	
	

	Response:


END OF SECTION 3.1.2

	3.1.3 Security 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.3.1 
	Describe how the Bidder’s solution’s security integrates with the State's access and identity management tools and Active Directory authentication system for HCA users through single sign on as described in OCIO 141.10. Solutions which use Domain trusts will not be acceptable.
	
	
	
	

	Response:

	3.1.3.2 
	Describe how the Bidder’s solution will deliver services through the state's identity access management infrastructure that provides single sign on to all modules/functions within the system enabled in the user's security profile.
	
	
	
	

	Response:

	3.1.3.3 
	The Bidder’s solution must provide secure access to vendors and Providers working outside the State's firewall in compliance with OCIO 141.10 policy via Secure Access Washington (SAW). Describe your ability to meet this requirement.
	
	
	
	

	Response:

	3.1.3.4 
	Describe how Bidder’s solution security will dynamically control and administer role-based user access for all users, including the ability for users to have more than one role. Include a description of how role hierarchy is addressed in Bidder’s solution.
	
	
	
	

	Response:

	3.1.3.5 
	The Bidder must participate in the Office of Cyber Security (OCS) design review process and successfully pass the review using the Office of Chief Information Officer (OCIO) 141.10 standard and OCS vendor design review checklist. A copy of the OCS checklist is included herein as Attachment 5, OCS Design Review Checklist. The Bidder must complete Checklist B of this Attachment 5 and return the completed version in their response for this requirement. The Bidder is also required to add in Notes within Checklist B to indicate current and future ability to maintain compliance with the Checklist B items. Bidder understands that a full design review including the ability to successfully pass the review will still be required if selected as the ASB. This design review will also include any third-party providers that will support the technology requirements.
	
	
	
	

	Response:

	3.1.3.6 
	The Bidder’s solution, data, and all facilities and services provided to Washington State will be located within the United States. Data cannot be moved offshore.  Describe your ability to meet this requirement.
	
	
	
	

	Response:


END OF SECTION 3.1.3

	3.1.4 System Auditing 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.4.1 
	The Bidder’s solution must ensure that all system events are written to a system event log.  Describe your ability to meet this requirement.
	
	
	
	

	Response: 




END OF SECTION 3.1.4

	3.1.5 Database 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.5.1 
	The Bidder’s solution must maintain historical records (e.g., a log file) of table updates and data logged including but is not limited to, user ID, data before change, change data and date/time stamp. Describe your ability to meet this requirement including the ability to provide the information to HCA when requested.
	
	
	
	

	Response:




END OF SECTION 3.1.5

	3.1.6 Back-Up and Recovery 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.6.1 
	Describe the Bidder’s system’s process for complete backup and recovery of all database tables and system files.
	
	
	
	

	Response:

	3.1.6.2 
	Describe the Bidder’s solution’s ability for point-in-time recovery of data to the last completed transaction.
	
	
	
	

	Response:

	3.1.6.3 
	The Bidder’s system must allow for continued use of the system during backups. Describe your ability to meet this requirement.
	
	
	
	

	Response:




END OF SECTION 3.1.6

	3.1.7 [bookmark: _Ref52982654]Disaster Recover and Business Continuity 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.7.1 
	Describe your proposed disaster recovery and business continuity plan. Describe the testing methodology and frequency for recovery.
	
	
	
	

	Response:

	3.1.7.2 
	The ASB must perform an annual disaster recovery test demonstrating the efficacy of their Disaster Recovery Plan. Describe your ability to meet this requirement.
	
	
	
	

	Response:	



END OF SECTION 3.1.7

	3.1.8 Test Environments 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.8.1 
	Describe how the Bidder controls the software promotion process through the testing approval process using an automatic management and version control tool.  Identify the tools used for software promotion, testing, and version control.
	
	
	
	

	Response:

	3.1.8.2 
	Ability to provide a User Acceptance Test environment that mirrors the production environment of the POS solution.
	
	
	
	

	Response:

	3.1.8.3 
	Ability to use claims data necessary to meet the testing objectives.
	
	
	
	

	Response:

	3.1.8.4 
	Ability to maintain regression test case packets to support regression test methods.
	
	
	
	

	Response:

	3.1.8.5 
	Ability to compare regression testing results and automatically identify variations from expected results.
	
	
	
	

	Response: 



END OF SECTION 3.1.8

	3.1.9 Interfaces 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.9.1 
	Describe your product’s application programming interface (API) architecture for the exchange of data between your system and others.
	
	
	
	

	Response:

	3.1.9.2 
	Describe how the Bidder’s solution will support the required interfaces to and from the MMIS and other partner systems as outlined in Attachment 6, Interfaces.
	
	
	
	

	Response:

	3.1.9.3 
	Ability to produce load reports that monitor and report performance of all electronic data exchange into and out of the POS.
	
	
	
	

	Response:

	3.1.9.4 
	Describe how you identify and respond to load issues and make modifications to the POS to meet demand.
	
	
	
	

	Response:

	3.1.9.5 
	Bidder’s solution must be able to receive Prior Authorizations (PA) as a faxed or scanned form and import the contents of the PA to the POS system. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	3.1.9.6 
	Bidder’s solution is compatible with a modern IVR system and can return a Prior Authorization status update. Describe your ability to meet this requirement.
	
	
	
	

	Response:



END OF SECTION 3.1.9

	3.1.10 Health Insurance Portability and Accountability Act

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	3.1.10.1 
	The Bidder solution must comply with all HIPAA current and future rules as they become final or amendments to final rules. Describe your ability to meet this requirement. 
	
	
	
	

	Response:

	3.1.10.2 
	Describe in detail how the proposed solution uses current and supports future encryption/decryption standards for sensitive HIPAA Level 1-4 data, (e.g. Social Security Number, address, medical information), both at rest stored in the database and in transit.
	
	
	
	

	Response:

	3.1.10.3 
	Describe how the Bidder’s solution provides masking of personally identifiable information (PII), HIPAA, or other state category 3 and above data within development, test, and live environments unless authorized to view such data.
	
	
	
	

	Response:

	3.1.10.4 
	Ability to test the transmission of electronic claims for new providers or providers who have changes in provider software or billing agency to ensure HIPAA and Companion Guide (CG) compliance. Testing must be completed through a complete payment cycle prior to authorizing live submissions.
	
	
	
	

	Response:



END OF SECTION 3.1.10




END OF SECTION 3



[bookmark: _Ref53056421][bookmark: _Ref53056450][bookmark: _Ref53056463][bookmark: _Toc58933627]FUNCTIONAL PROPOSAL
The prompts within this section consists only of MS Requirements, and each requirement will be scored.
Bidders must respond to the requirements below in accordance with Section 7.6.3, Proposal Format Instructions, which includes instructions on filling out each cell within the requirements tables within this Section 4.
4 [bookmark: _Toc52809686][bookmark: _Toc52810537][bookmark: _Toc52810959][bookmark: _Toc52811271][bookmark: _Toc52983851][bookmark: _Toc52983929][bookmark: _Toc53132716][bookmark: _Toc53132793][bookmark: _Toc56153530][bookmark: _Toc56153606][bookmark: _Toc56846569][bookmark: _Toc57278530][bookmark: _Toc57278607][bookmark: _Toc58150585][bookmark: _Toc58155665][bookmark: _Toc58156498][bookmark: _Toc58483765][bookmark: _Toc58933628][bookmark: _Toc50452426]
4.1 [bookmark: _Toc58933629]ELIGIBILITY & PHARMACY BENEFIT PLANS 
The POS system must have the ability to integrate with the MMIS (ProviderOne) system to receive real-time and accurate information regarding client eligibility, insurance, and demographic information on individuals eligible for HCA programs in the State of Washington. This data is required to support all eligibility determination and claims processing functions and to provide accurate reporting and analysis functions.
It is HCA’s desire to leverage upgraded technology and provide consistent and real-time information from ProviderOne to the new POS. HCA requires the ability to configure Pharmacy Benefit Plans in the POS using a broad set of characteristics from client demographics, eligibility, claim characteristic, provider characteristics and groups of procedures, diagnoses and drugs. Assignment of clients to Pharmacy Benefit Plans is maintained in the POS. Although not currently implemented, HCA needs the ability to configure a Copay within a benefit plan based on a broad range of criteria.




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4 
4.1.1 
General
(2-Page Limit for Response to Section 4.1.1.1; 1-Page Limit per Response to Sections 4.1.1.2 – 4.1.1.14)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.1.1.1 
	Describe your product's Eligibility and Pharmacy Benefit Plan offering and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.1.1.2 
	Ability to receive client data from the MMIS in real time including, but not limited to: client demographics, Managed Care Organization (MCO) information, Third Party Liability (TPL) information, client diagnoses, and restrictions (a.k.a. lock-in).
	
	
	
	

	Response:

	4.1.1.3 
	Ability to use the client ID from the MMIS as the client ID in POS.
	
	
	
	

	Response:

	4.1.1.4 
	Ability to maintain and associate multiple client IDs and link those IDs for the same client.
	
	
	
	

	Response:

	4.1.1.5 
	Ability to view, define and configure (create and modify) pharmacy benefit plans using a broad range of characteristics from client demographics, eligibility, claim characteristics, provider characteristics, ranges or groups of procedures, diagnoses, or National Drug Codes (NDC).
	
	
	
	

	Response: 

	4.1.1.6 
	Ability to view, define and configure pharmacy benefit plans to identify clients as Indian Health Service (IHS) eligible American Indian (AI)/Alaska Native (AN) clients.
	
	
	
	

	Response: 

	4.1.1.7 
	Ability to identify client restrictions that originate in the MMIS and define pharmacy benefit plans that restrict all benefits to a specific provider (prescriber) and/or specific pharmacy location.
	
	
	
	

	Response:

	4.1.1.8 
	Ability to modify client restriction data in the POS, including effective/end dates, assigned provider (prescriber) and assigned pharmacy directly in POS to support claims processing.
	
	
	
	

	Response:

	4.1.1.9 
	Ability to view current and historical claims data and the client's corresponding eligibility data that applied at the time of claim adjudication.  
	
	
	
	

	Response:

	4.1.1.10 
	Ability to define and configure single or tiered copay in pharmacy benefit plans on a broad range of criteria that include, but are not limited to, client demographics, drug, drug class, price ranges.
	
	
	
	

	Response:

	4.1.1.11 
	Ability to accumulate client cost share (e.g. deductible, maximum out of pocket costs, or copay accumulator).
	
	
	
	

	Response:

	4.1.1.12 
	The ability to search current and historical client data using a combination of single, partial, and multiple filters.  Examples:  MMIS client ID, last name + date of birth, range of from-to eligibility dates, last name + Recipient Aid Category (RAC) + county.
	
	
	
	

	Response:

	4.1.1.13 
	Ability to upload files to mass update current client information.
	
	
	
	

	Response:

	4.1.1.14 
	Ability to feed client data with POS information back to the MMIS on at least a weekly basis.
	
	
	
	

	Response:



END OF SECTION 4.1
4.2 [bookmark: _Toc58933630]PROVIDER
The Washington State MMIS is the system of record for all Provider types including Prescriber and Pharmacy Providers. The MMIS includes providers who practice in multiple provider locations and may have more than one Drug Enforcement Administration (DEA) number in the MMIS for the same National Provider Indicator (NPI).  The MMIS manages enrollment and credentialing of these Providers and currently feeds Provider data to the POS on a nightly basis. HCA’s desire is to leverage upgraded technology and provide consistent and real-time Provider information from the MMIS to the new POS.
HCA requires the ability to manage additional data about Prescribers and Pharmacies in the POS, including the ability to configure groups and assign Providers to multiple groups/networks. Some examples of providers groups that need to be managed in the POS are:
· Endorsing providers - Washington State contracts with the Center for Evidence-Based Policy (Oregon EPC), Oregon Health and Science University (OHSU) and classifies providers as “Endorsing” when there is agreement to automatically interchange any non-preferred drug with a preferred drug in that therapeutic class. The endorsing provider information is received from OHSU on a weekly basis and loaded into the POS. 
· Managed Care Organizations (MCO) - Washington’s MMIS also treats Managed Care Organizations (MCO) as a type of provider. 




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.2.1 General
(2-Page Limit for Response to Section 4.2.1.1; 1-Page Limit per Response to Sections 4.2.1.2 – 4.2.1.11)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.2.1.1 
	Describe your product's Provider offering and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.2.1.2 
	Describe any additional source files or services your product uses to acquire or validate provider data.
	
	
	
	

	Response:

	4.2.1.3 
	Ability to receive provider (prescriber and pharmacy) data from the MMIS in real time.
	
	
	
	

	Response:

	4.2.1.4 
	Ability to view and use all provider records if there are multiple Drug Enforcement Agency (DEA) numbers associated with the same National Provider Identification number (NPI) to support claims processing functions.
	
	
	
	

	Response:

	4.2.1.5 
	Ability to maintain and associate multiple MMIS provider IDs, such as NPI, for the same provider.
	
	
	
	

	Response:

	4.2.1.6 
	Ability to maintain and store current and historical provider data, such as type, specialty, taxonomy, Employer Identification Number (EIN), license information, and other data to support claims processing.
	
	
	
	

	

	4.2.1.7 
	Ability to use effective start and end dates that support provider eligibility (e.g., sanctions, inactive or 340b status) to support claims processing and drug rebate.
	
	
	
	

	Response:

	4.2.1.8 
	Ability to reactivate inactive providers, either manually or automatically.
	
	
	
	

	Response:

	4.2.1.9 
	Ability to define, configure and group the providers, based on provider attributes for both prescribers and pharmacies, to  facilitate claims processing and reporting, including but not limited to, provider types, specialties, taxonomy, pharmacy dispensing tier, pharmacy unit dose enrolled status, endorsing provider (practitioner and dental), tribal indicator, and 340B indicator.  A provider (both prescribers and pharmacies) may belong to more than one group/network.
	
	
	
	

	Response:

	4.2.1.10 
	Ability to import data, as often as weekly, for endorsing providers from an external source file.
	
	
	
	

	 Response: 

	4.2.1.11 
	Ability to define and configure IHS and tribal pharmacies as eligible to receive the encounter-based rate for services provided to their IHS-eligible AI/AN clients only, while allowing standard rates for services to all other clients.
	
	
	
	

	Response:



END OF SECTION 4.2
4.3 [bookmark: _Toc58933631]DRUG REFERENCE FILE
The POS drug reference file functions must allow HCA staff the ability to add, update or overwrite elements of the drug reference data to accommodate HCA-required changes for its current and future pharmacy programs. This includes the ability to quickly add or change indicators and rules over time in response to legislative changes to the WA Pharmacy program. 
Detailed drug and pricing information is currently obtained weekly from Medi-Span and First Data Bank and are loaded into POS for use during claims adjudication. HCA desires the ability to obtain drug reference information from both Medi-Span and First Databank as well as product and pricing information from the Centers for Medicare and Medicaid (CMS) Drug Data Reporting (DDR) system to fully manage the pharmacy and drug rebate programs.




REQUIREMENTS TABLE ON THE FOLLOWING PAGE
	4.3.1 General
(2-Page Limit for Response to Section 4.3.1.1; 1-Page Limit per Response to Sections 4.3.1.2 – 4.3.1.4)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.3 
4.3.1.1 
	Describe your product's Drug Reference File offering, including the ability to add, update or overwrite elements (e.g. change the multi-source code indicator from a “M” to a “Y”) and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.3.1.2 
	The ability to use the weekly drug reference information from both Medi-Span and First Databank files, as directed by HCA, to support pricing and drug rebate. The vendor solution must also import the CMS Drug Data Reporting (DDR) drug rebate file and reconcile with the drug file according to HCA department policies.
	
	
	
	

	Response:

	4.3.1.3 
	Ability to maintain a history of inactive and obsolete NDC’s from the drug reference file.
	
	
	
	

	Response:

	4.3.1.4 
	Ability to generate a report of changes made on the Drug Reference file, including but not limited to date of change, time, change made and user ID as specified by HCA.
	
	
	
	

	Response:



END OF SECTION 4.3
4.4 [bookmark: _Toc50452429][bookmark: _Toc58933632]EDITS/BUSINESS RULES 
The POS system must be capable of allowing HCA state staff the ability to add, change and remove adjudication rules, configure edits and customize transmission messages. Washington State HCA staff have significant experience in defining, managing and configuring the current POS. A rules engine or similar functionality is a key element of the new POS solution to allow state staff to perform on-going program and policy updates themselves rather than rely on the Bidder to complete this work. In addition, State staff configuration through a rules engine feature or via screen should be an easy process and one that can be accomplished by HCA program staff if needed.  
The following requirements describe the different types of edits and categories of information HCA expects to be able to use to configure edits or rules for POS claims and encounter adjudication.



REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.4.1 General
(2-Page Limit for Response to Section 4.4.1.1; 1-Page Limit per Response to Sections 4.4.1.2 – 4.4.1.26)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.4 
4.4.1.1 
	Describe your product's ability to allow HCA to configure edits and customized messages (such as through a rules engine), and continue to make changes based on future program additions. Include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.4.1.2 
	Ability to define and configure and maintain edit dispositions based on criteria specified by HCA.
	
	
	
	

	Response:

	4.4.1.3 
	Ability to define and configure an unlimited number of edits and business rules for POS claim rejection that can be tied to standard NCPDP Drug Utilization Review (DUR) reject codes for claim denial and/or ProDUR.
	
	
	
	

	Response:

	4.4.1.4 
	Ability to define and add additional text to accompany standard NCPDP DUR reject codes and their messages.
	
	
	
	

	Response:

	Note: The statement below applies to requirements 4.4.1.5-4.4.1.26. 
The Bidder's claims processing system must have functionality to provide unique editing and claims/encounter processing adjudication rules as specified and configured by HCA for each of the individual programs and data characteristics, including, but not limited to:

	4.4.1.5 
	Client and/or Pharmacy Benefit Plan Restrictions – ability to define and configure benefit plan restrictions that apply to a given Client including but not limited to: benefit restrictions on a lock-in or other monitoring programs, living arrangements (e.g. ambulatory vs long-term care settings), managed care status, Medicare status, Third Party Liability and eligibility for other HCA programs.
	
	
	
	

	Response:

	4.4.1.6 
	Prescriber Validation – ability to define and configure edits to validate the prescriber on the claim as eligible based on real-time information from the provider subsystem in the MMIS. This includes drugs written by a dentist and endorsing providers.
	
	
	
	

	Response:

	4.4.1.7 
	Sanctioned Providers – ability to define and configure edits to validate and deny payment for sanctioned providers (e.g. prescribers or pharmacies) as designated by the state or federal government.
	
	
	
	

	Response:

	4.4.1.8 
	Out of State (OOS) Providers – ability to define and configure edits and process claims for OOS providers that meet HCA’s reimbursement criteria.
	
	
	
	

	Response:

	4.4.1.9 
	Authorized Prescribers – ability to define and configure edits and limit payment for specific drugs, classes, or specific HCA programs to authorized prescribers as designated by HCA.
	
	
	
	

	Response:

	4.4.1.10 
	Reference File – ability to define and configure edits to apply HCA-specific payment criteria based on Medi-Span, FDB and other reference files as designated by HCA.
	
	
	
	

	Response:

	4.4.1.11 
	Co-Payments – ability to define and configure edits to apply different co-payment amounts as specified by HCA including but not limited to, different benefit plans, client attributes and drug products.
	
	
	
	

	Response:

	4.4.1.12 
	Prior Authorizations (PA) – ability to define and configure edits for drugs requiring PA or bypass PA requirements when pre-defined criteria have been met based on HCA policy. HCA intends to automate PAs as much as possible based on multiple criteria including pharmacy and medical claims history information.
	
	
	
	

	Response:

	4.4.1.13 
	Diagnosis-Specific – ability to define and configure edits for drugs requiring submission of specific diagnosis codes.
	
	
	
	

	Response:

	4.4.1.14 
	Age-Specific – ability to define and configure edits for drugs requiring client age restrictions.
	
	
	
	

	Response:

	4.4.1.15 
	Managed Care – ability to define and configure edits for a number of HCA defined policies, including but not limited to, client enrollment in a managed care program, adding new MC programs to a benefit plan and determining if a particular drug is a carve-out of the capitated rate and eligible for FFS.
	
	
	
	

	Response:

	4.4.1.16 
	Compounded Drugs – ability to define and configure edits for compound drug claims as designated by HCA.
	
	
	
	

	Response:

	4.4.1.17 
	Preferred Drug List and Other Formulary – ability to define and configure edits for preferred, non-preferred, and non-covered drugs at the Generic Product Identifier (GPI) or drug class level to different client’s benefit plans.
	
	
	
	

	Response:

	4.4.1.18 
	Quantity, Days’ Supply, Limits, and Frequency of Service – ability to define and configure edits for claims to assure that the quantity of services, supply, limit and frequency is consistent with HCA’s policies to include using pharmacy and medical claims history information.
	
	
	
	

	Response:

	4.4.1.19 
	Proposed Less-Than-Effective Drugs – ability to define and configure edits on drugs that the federal government has identified as proposed less than effective under the Therapeutic Equivalency Code (TEC) program or other CMS qualifying designation.
	
	
	
	

	Response:

	4.4.1.20 
	Other CMS-Restricted Drugs – ability to define and configure edits for any drug that CMS has identified as restricted.
	
	
	
	

	Response:

	4.4.1.21 
	Approved Manufacturers – ability to define and configure edits to reject claims for drugs from manufacturers who are not participating in the Medicaid drug rebate program.
	
	
	
	

	Response:

	4.4.1.22 
	340B Providers – ability to define and configure edits based on valid submitted values (e.g. NPI, submission clarification code) for use in claims adjudication and processing.
	
	
	
	

	Response:

	4.4.1.23 
	Morphine Milligram Equivalent – ability to define and configure edits for the MME of opioids as specified by HCA.
	
	
	
	

	Response:

	4.4.1.24 
	Managed Care Encounter Processing – ability to define and configure a unique set of edits and edit dispositions to managed care encounter records as specified by HCA.
	
	
	
	

	Response:

	4.4.1.25 
	Pharmacy Tribal Encounter Reimbursement – ability to define, configure and use a unique set of edits to validate IHS eligible American Indian/Alaskan Native (AI/AN) Clients and IHS or Tribal Pharmacies and their eligibility for an encounter-based reimbursement rate.
	
	
	
	

	Response:

	4.4.1.26 
	Pricing & Reimbursement – ability to define, configure and use specific pricing edits as defined by HCA, including but not limited to identifying upper and lower limits and differences between billed charge and price of the product.
	
	
	
	

	Response:



END OF SECTION 4.4
4.5 [bookmark: _Toc50452430][bookmark: _Toc58933633]PRIOR AUTHORIZATION
Pharmacy prior authorization (PA) requests are submitted to the Health Care Authority by a Pharmacy when a POS claim has rejected and a PA is needed to fill the prescription. Pharmacy staff and prescribers can request authorization by faxing a state-designed paper request form, via phone call or in rare cases mailing in the request to HCA. Although the new POS solution must continue to support these legacy methods, HCA is looking to enhance current operational procedures by reducing paper requests and allow both pharmacies and/or prescribers to submit a PA request via an on-line secure portal. The portal would also allow providers to monitor the PA request, submit or attach additional information as required and retrieve applicable correspondence related to the PA request. 
HCA also desires robust PA workflow management processes including dashboard-type functionality that is accessible to state staff. State supervisory staff need an efficient way to assign work, ensure state staff are completing requests within approved timelines and monitor staff performance. State staff need the ability to understand their workload and be alerted when deadlines are approaching. 
HCA intends to leverage updated technology within newer POS PA components to allow state staff to configure the criteria to automate PA approvals wherever possible. This is turn will reduce staff workload and the manual processing needed of many PA requests. Currently, HCA uses a process referred to as Expedited Authorization to automate approval of many of the PA requests. Expedited Authorization approval is achieved when a pharmacy submits a pre-defined PA number on the claim that attests to certain client conditions. It is the desire of HCA to eliminate the need for Expedited Authorizations and find additional ways to achieve the same outcomes. It is also HCA’s desire to automate PA denials if specific information is not received within HCA-defined timelines.
Prior Authorization processing results in correspondence that is either printed locally and faxed or printed centrally and mailed using existing State print facilities. PA requests may also be faxed back to the prescriber when more information is needed. Although these processes will continue to need to be supported, HCA is looking to maximize the on-line portal usage for correspondence retrieval to reduce paper printing and mailing costs as well as minimize the amount of faxing that state staff are currently required to perform. Correspondence template functionality in the new system must support the nine languages currently required by HCA. The nine supported languages include the following: English, Chinese, Cambodian-Khmer, Korean, Laotian, Russian, Somali, Spanish and Vietnamese.
The POS needs the ability to send Prior Authorization data back to the MMIS for use in analytics to the data warehouse.




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.5 
4.5.1 General
(2-Page Limit for Response to Section 4.5.1.1; 1-Page Limit per Response to Sections 4.5.1.2 – 4.5.1.8)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.5.1.1 
	Describe your product's Prior Authorization offering and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.5.1.2 
	Ability to assign and use a unique Prior Authorization number which can be associated with claims.
	
	
	
	

	Response:

	4.5.1.3 
	Ability to use Prior Authorization (PA) effective dates for processing claims against that PA.
	
	
	
	

	Response:

	4.5.1.4 
	Ability to update data fields in an existing Prior Authorization (PA) (e.g. update the end date to extend the PA) regardless of whether a claim has been processed against that PA.
	
	
	
	

	Response:

	4.5.1.5 
	Ability for Providers (through an online portal) and HCA staff to add date-specific free form comments to the Prior Authorization (PA). HCA staff and pharmacists need the ability to add an unlimited amount of comments. 
	
	
	
	

	Response:

	4.5.1.6 
	Ability for a very select number of HCA staff, controlled by user profile, to delete comments on a PA record for situations such as when data was applied to the wrong client.
	
	
	
	

	Response:

	4.5.1.7 
	Ability to define and configure and capture the source (input method) of the Prior Authorization, including but not limited to fax, phone, portal, mail.
	
	
	
	

	Response:

	4.5.1.8 
	Ability to capture prior authorization data from a faxed-in request and automatically generate a prior authorization record that is available in the workflow and processes according to state-specific rules.  
	
	
	
	

	Response:



END OF SECTION 4.5.1

	4.5.2 Workflow and Prior Authorization Status
(1-Page Limit per Response to Sections 4.5.2.1 – 4.5.2.5)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.5.2.1 
	Ability to define and configure Prior Authorization categories for workflow assignment and track, manage, monitor, and report all workflow changes, including time spent in each stage and cumulative overall time to complete the PA.
	
	
	
	

	Response:

	4.5.2.2 
	Ability to capture and retain the date of the Prior Authorization determination or decision.
	
	
	
	

	Response:

	4.5.2.3 
	Ability to change workflow assignments and route Prior Authorizations. Access to this ability to be limited to a set of users.
	
	
	
	

	Response:

	4.5.2.4 
	Ability to automatically update the status of a Prior Authorization record when additional required PA data has been received from the provider.
	
	
	
	

	Response:

	4.5.2.5 
	Ability to define and configure automated changes to the status of a Prior Authorization based on a configurable list of rules, including, but not limited to, passage of time intervals which govern required action.
	
	
	
	

	Response:



END OF SECTION 4.5.2
	4.5.3 Exception Processing
(1-Page Limit per Response to Sections 4.5.3.1 – 4.5.3.9)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.5.3.1 
	Ability to use a Prior Authorization to adjust the price a pharmacy will be paid on a claim-by-claim basis.
	
	
	
	

	Response:

	4.5.3.2 
	Ability to define and configure PA criteria to support automatic approval of PA requests that meet that criteria, including but not limited to automatic generation of a PA for clients with chronic conditions based on continued eligibility for a program.
	
	
	
	

	Response:

	4.5.3.3 
	Ability to define and configure Prior Authorization limitations controlling the dispensing of products with effective date ranges, including but not limited to, total units per year with a monthly limit, dollar limit, age group limit and combinations of elements.
	
	
	
	

	Response:

	4.5.3.4 
	Ability to identify a Prior Authorization request for which an Administrative review/appeal has been filed, and track the comments and outcome.
	
	
	
	

	Response:

	4.5.3.5 
	Ability to select a rejected claim and generate a new Prior Authorization from it, prepopulating PA data from the rejected claim.
	
	
	
	

	Response:

	4.5.3.6 
	Ability for authorized state personnel to use a denied PA, update with newly acquired information and create a new PA request for processing.
	
	
	
	

	Response:

	4.5.3.7 
	Ability to define and configure criteria for override codes that will bypass any Prior Authorizations or limitations for exceptional cases.
	
	
	
	

	Response:

	4.5.3.8 
	Ability to define and configure criteria associated with a system-assigned PA or override number (Pre-selected PA number).
	
	
	
	

	Response:

	4.5.3.9 
	Ability to process claims when a service that meets the predefined criteria and is paid by submitting a preselected PA or override number.
	
	
	
	

	Response:



END OF SECTION 4.5.3
	4.5.4 Correspondence
HCA requires functionality from the Bidder that will allow the creation and storage of PA templates within the new solution provided.  The Bidder will not be required to mail out the correspondence but instead generate and provide a data file to the State printing facility.
(2-Page Limit for Response to Section 4.5.4.1); 1-Page Limit per Response to Sections 4.5.4.2 – 4.5.4.7)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.5.4.1 
	Describe your product’s Correspondence offering and include any unique, innovative or additional features available and the advantages/benefits they bring to HCA.  
	
	
	
	

	Response:

	4.5.4.2 
	Ability to define, create, configure, and store templates for correspondence to prescribers, pharmacies and clients in at least nine languages supported by HCA. 
	
	
	
	

	Response:

	4.5.4.3 
	Ability to automatically generate and print Prior Authorization approval, pending or denial correspondence to clients, pharmacies and prescribers.
	
	
	
	

	Response:

	4.5.4.4 
	Ability to send a data file to the State printing facility for printing and mailing of PA correspondence.
	
	
	
	

	Response:

	4.5.4.5 
	Ability to upload and associate Prior Authorization supporting documents received via mail, fax, or portal to a PA record.
	
	
	
	

	Response:

	4.5.4.6 
	Ability for state staff to attach documents or forms to correspondence prior to faxing or mailing.
	
	
	
	

	Response:

	4.5.4.7 
	Ability to search, sort, and filter all documents, images, and attachments associated with a Prior Authorization.
	
	
	
	

	Response:



END OF SECTION 4.5.4
	4.5.5 Dashboard Functionality
(2-Page Limit for Response to Section 4.5.5.1)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.5.5.1 
	Ability to provide a performance dashboard, accessible by state staff and customizable by user, that is updated in real time for viewing and monitoring the end-to-end processing of PA requests. This includes, but is not limited to, the ability to capture the receipt, status changes in workflow, user name, and elapsed time in process. 
	
	
	
	

	Response:



END OF SECTION 4.5.5
	4.5.6 Web-based Prior Authorization Portal
(2-Page Limit for Response to Section 4.5.6.1 and 4.5.6.2)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.5.6.1 
	Ability for providers (pharmacies and/or prescribers) to access a secure web-based portal to enter in Prior Authorization requests, add/upload supporting documentation, view correspondence, view status of request and receive notifications.
	
	
	
	

	Response:

	4.5.6.2 
	Describe any additional features available with your product’s web-based Portal offering including, but not limited to, the ability resurrect a denied request and resubmit, or to perform editing (e.g. client eligibility) while a provider is entering a request. 
	
	
	
	

	Response:



END OF SECTION 4.5.6 & END OF SECTION 4.5
4.6 [bookmark: _Toc50452431][bookmark: _Toc58933634]CLAIMS AND ENCOUNTERS
The POS claims processing system must be able to receive and process real-time electronic claims for adjudication and immediately notify the provider of the claim disposition. The state of Washington does not accept paper claims.
 The POS claims processing system must accept, and process claims in the current National Council for Prescription Drug Program (NCPDP) format and have the ability to support future formats without additional cost to HCA. The POS claims processing system must also support both provider and state staff claims adjustments. The POS system must be fully Accredited Standards Committee (ASC) X12 compliant and receive and maintain Centers for Medicare and Medicaid (CMS) federal certification. 
In addition, the POS claims processing system must able to accept and process these additional transactions noted below and apply state-specific rules per HCA direction. These claims and encounters are initially accepted through the MMIS:
· Medical Fee for Service (FFS) claims that include a National Drug Code (NDC) are sent to the POS for adjudication and inclusion in claims history and drug rebate. 
· MCO pharmacy encounters are accepted in the POS for adjudication and inclusion in claims history and drug rebate. 
· MCO medical encounters that include an NDC are sent to the POS for adjudication and inclusion in claims history and drug rebate.
Encounters can be received daily and are central to HCA’s ability to fulfill a variety of federal reporting requirements including rate setting and utilization management activities. 
HCA requires the ability to set up all pricing rules in the POS, including the ability to price compound drugs at the ingredient level and establish the pharmacy actual acquisition cost (AAC) based upon the available prices in the drug file. POS will need functionality that allows for a reimbursement algorithm based on the lowest of the available rates using the following price points: 
· National average drug acquisition cost (NADAC)
· Maximum allowable cost (MAC)
· Federal Upper Limit (FUL)
· Automated maximum allowable cost (AMAC)
· Provider’s usual and customary charge to the Non-Medicaid population  
· AAC for drugs purchased under section 340B of the Public Health Services (PHS) Act and dispensed to medical assistance clients
As part of the weekly payment processing cycle, the POS system will be required to send claims/encounters and adjudication results to the MMIS. All payments, including the remittance advice (RA), to POS providers will continue to be made from the MMIS.  The results of payment processing will be sent back to the POS, including warrant, RA information, Transaction Control Number (TCN) and account code details. 
The POS system will also be required to send claims and encounters to the Drug Rebate component to support rebate invoicing processes.



REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.6 
4.6.1 General
(2-Page Limit for Response to Section 4.6.1.1; 1-Page Limit per Response to Sections 4.6.1.2 – 4.6.1.13)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.6.1.1 
	Describe your product's Claims and Encounter processing offering and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.6.1.2 
	Ability to accept electronic claims data in the current HIPAA-adopted NCPDP format for both Fee for Service (FFS) claims and Managed Care Organization (MCO) encounters. This includes the ability to support additional or updated NCPDP formats within the contract period.
	
	
	
	

	Response:

	4.6.1.3 
	Ability to establish and maintain control procedures to ensure that all electronic claims and encounters are processed appropriately, including a full reconciliation of all records submitted, the number of submitted records not imported into POS, and a description of the error(s) for those records not imported.
	
	
	
	

	Response:

	4.6.1.4 
	Ability to capture all data submitted in NCPDP format as part of the claim/encounter record regardless of whether it is used for processing the claim.
	
	
	
	

	Response:

	4.6.1.5 
	Ability to accept batch files in the NCPDP format.
	
	
	
	

	Response:

	4.6.1.6 
	Ability to accept and process medical claims and encounters with NDC’s from the MMIS.
	
	
	
	

	Response:

	4.6.1.7 
	Ability to process claims denied by the MCO as encounter records and include capturing the denial reason.
	
	
	
	

	Response:

	4.6.1.8 
	Ability to distinguish encounter records from FFS claims and apply unique edits to validate the data, including but not limited to, provider or recipient on file.  Encounters that fail the user defined edits will receive a disposition of "Rejected."
	
	
	
	

	Response:

	4.6.1.9 
	Ability to differentiate the source of FFS claims and Encounter data: for example, FFS claims from pharmacies, MCO NCPDP encounters, medical FFS claims with NDC’s and MCO encounters with NDC’s from the MMIS.
	
	
	
	

	Response:

	4.6.1.10 
	Ability to capture the MMIS TCN for medical claims with NDC’s that are sent to the POS for processing and maintain this transaction number as the primary transaction number in the POS. 
	
	
	
	

	Response:

	4.6.1.11 
	Ability to use multiple sets of drug coverage limitations when the client falls into more than one pharmacy benefit category, and apply a benefit coverage hierarchy to facilitate claim processing. For example, a client on Medicare that also resides in a skilled nursing facility and has coverage for both.
	
	
	
	

	Response:

	4.6.1.12 
	Ability to capture all PA’s submitted on the claim and all PA’s used to adjudicate the claim at the time of claims processing. This includes allowing state staff to easily view the PA’s from the claim record.
	
	
	
	

	Response:

	4.6.1.13 
	Ability to associate TPL-recovered dollars without adjusting the claim(s).
	
	
	
	

	Response:



END OF SECTION 4.6.1
	4.6.2 Pricing
(1-Page Limit per Response to Sections 4.6.2.1 – 4.6.2.12)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.6.2.1 
	Ability to evaluate the results of pricing algorithms to determine which of several methods apply to a specific NDC and use the method which yields the lowest net cost.
	
	
	
	

	Response:

	4.6.2.2 
	Ability to apply pricing rules and determine the price for a medical claim/encounter with a National Drug Code (NDC) received from the MMIS.
	
	
	
	

	Response:

	4.6.2.3 
	Ability to maintain a history of rates and their respective effective dates for up to 10 years.
	
	
	
	

	Response:

	4.6.2.4 
	Ability to define, configure, and use date effective pricing rules for claims and encounters which support automatic selection of the appropriate price for the claim line item on a compound.  Pricing rules to be applied to individual ingredient lines of the compound claim.
	
	
	
	

	Response:

	4.6.2.5 
	Ability to override the rate of a claim and either select an alternate pricing method or manually enter a new price.
	
	
	
	

	Response:

	4.6.2.6 
	Ability to price a claim based on the combination of a Prior Authorization (PA) code and a drug product code.
	
	
	
	

	Response:

	4.6.2.7 
	Ability to price a claim based on the presence of another product(s) in claims history for the client.
	
	
	
	

	Response:

	4.6.2.8 
	Ability to retain both the selected pricing method and the resulting price for claims as well as encounters, regardless of whether the claim/encounter is paid or denied.
	
	
	
	

	Response:

	4.6.2.9 
	Ability to define and use provider-specific rates for dispensing fees.
	
	
	
	

	Response:

	4.6.2.10 
	Ability to price claims based on provider characteristics.
	
	
	
	

	Response:

	4.6.2.11 
	Ability to apply state-defined co-payments at the time of adjudication.
	
	
	
	

	Response:

	4.6.2.12 
	Ability to price and reimburse qualified tribal pharmacies at an encounter-based rate for services provided to IHS-eligible qualified tribal members.
	
	
	
	

	Response:



END OF SECTION 4.6.2
	4.6.3 Payment Details/Results
(1-Page Limit per Response to Sections 4.6.3.1 – 4.6.3.2: 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.6.3.1 
	Ability to extract FFS claim and encounter data processing results and send to the MMIS via a daily interface.
	
	
	
	

	Response:

	4.6.3.2 
	Ability to receive payment results from the MMIS and associate to each paid POS claim the warrant number, warrant amount, TCN, AFRS account coding, and remittance advice information.
	
	
	
	

	Response:



END OF SECTION 4.6.3
	4.6.4 Adjustments/Mass Adjustments
(1-Page Limit per Response to Sections 4.6.4.1 – 4.6.4.3)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.6.4.1 
	Ability to process different claim and encounter adjustments, including but not limited to, provider or state initiated and mass adjustments.
	
	
	
	

	Response:

	4.6.4.2 
	Ability to identify the type and source of any adjustment performed.
	
	
	
	

	Response:

	4.6.4.3 
	Ability to define criteria for a mass adjustment for state users to evaluate and modify the results prior to final submission by state staff.
	
	
	
	

	Response:



END OF SECTION 4.6.4 & END OF SECTION 4.6
4.7 [bookmark: _Toc50452432][bookmark: _Toc58933635]COORDINATION OF BENEFITS / THIRD-PARTY LIABILITY
The POS system must have the ability to validate claims to determine whether there is a liable third party that must be billed prior to billing HCA, which is the payer of last resort. Third party liability (TPL) information, combined with client information is transferred to the POS from the MMIS and must be used to ensure all other payment opportunities are exhausted. The POS system must have the functionality to report TPL plan information to the billing providers when another payer is primary or available as well as capture any TPL information submitted on the claims.
The POS system must also maintain Medicare Plan indicators to identify Medicare eligibility and applicable drugs covered under that plan and process claims accordingly. Obtaining maximum cost avoidance and reimbursement for clients covered by third parties is an important objective of HCA.


REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.7 
4.7.1 General
(2-Page Limit for Response to Section 4.7.1.1; 1-Page Limit per Response to Sections 4.7.1.2 – 4.7.1.8)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.7.1.1 
	Describe your product's Coordination of Benefits/Third Party Liability (COB/TPL) offering and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.7.1.2 
	Ability to view and access Third Party Liability (TPL) insurance information received from the MMIS to support accurate coordination of benefits processing.
	
	
	
	

	Response:

	4.7.1.3 
	Ability to return TPL plan information to billing providers when another payer is primary (or available).
	
	
	
	

	Response:

	4.7.1.4 
	Ability to view and access Medicare Part B, C and D plan information received from the MMIS to support accurate coordination of benefit processing.
	
	
	
	

	Response:

	4.7.1.5 
	Ability to process Medicare Part B cross-over claims.
	
	
	
	

	Response:

	4.7.1.6 
	Ability to manually update Third Party Liability (TPL) information in POS if needed to support coordination of benefit processing.
	
	
	
	

	Response:

	4.7.1.7 
	Ability to identify, track and report all cost avoided amounts due to third party liability (TPL) coverage when a claim is denied due to TPL, or when a primary insurance payment impacts the Medicaid reimbursement amount.
	
	
	
	

	Response:

	4.7.1.8 
	Ability to capture the primary payer’s TPL information, including co-payments, submitted on claims and apply during the time of claims processing.
	
	
	
	

	Response:



END OF SECTION 4.7


4.8 [bookmark: _Toc50452433][bookmark: _Toc58933636]DRUG REBATE 
The Medicaid Drug Rebate Program (MDRP) is a federal program authorized by Section 1927 of the Social Security Act. The program requires drug manufacturers to participate in a rebate program with state Medicaid agencies in exchange for coverage of most of their drugs.  
HCA staff fully manage the federal Drug Rebate Program in Washington. This includes support and management of invoicing for Supplemental and value-based rebates. Drug rebate processing is currently accomplished both in the drug rebate component of the legacy POS system and the MMIS. The legacy drug rebate component contains a set of programs and procedures that support quarterly drug rebate invoicing. The MMIS is considered the system of record for the processing of manufacturer invoice payments. Payments and other accounts receivable functions will continue to be recorded in the MMIS as that system directly interfaces with Washington’s financial system.
It is the intent of HCA to procure a flexible system that can support electronic invoicing and a means for manufacturers to access their individual invoice data electronically. The system must also have the ability to allow staff to manage all drug rebate programs including; updating labeler information, real-time access to claims level detail to support invoicing disputes/resolution and the ability to perform ad-hoc queries for information within the drug rebate component. 




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.8 
4.8.1 General
(2-Page Limit for Response to Section 4.8.1.1)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.8.1.1 	
	Describe your product's Drug Rebate offering and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:



END OF SECTION 4.8.1

	4.8.2 State Configuration/Usage
(1-Page Limit per Response to Sections 4.8.2.1 – 4.8.2.9)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.8.2.1 
	Ability to import and maintain the CMS Quarterly Unit Rebate Amount file, Unit Rebate Offset Amount file and Labeler file.
	
	
	
	

	Response:

	4.8.2.2 
	Ability to separately configure and identify traditional rebates from supplemental or value-based rebates as defined by contract.
	
	
	
	

	Response:

	4.8.2.3 
	Ability to create a conversion factor to address Unit of Measure changes for invoicing and rebate purposes.
	
	
	
	

	Response:

	4.8.2.4 
	Ability to update labeler information in the drug rebate system.
	
	
	
	

	Response:

	4.8.2.5 
	Ability to identify claims/encounters which are eligible for drug rebate and exclude those that are ineligible for drug rebate.
	
	
	
	

	Response:

	4.8.2.6 
	Ability for medical claims/encounters which contain NDCs to be included in the drug rebate process.
	
	
	
	

	Response:

	4.8.2.7 
	Ability for drug rebate staff to access all invoice claim level detail online.
	
	
	
	

	Response:

	4.8.2.8 
	Ability to maintain 10 years of drug rebate data.
	
	
	
	

	Response: 

	4.8.2.9 
	Ability to perform ad hoc queries of drug rebate information using a wide variety of search criteria.
	
	
	
	

	Response:



END OF SECTION 4.8.2

	4.8.3 Drug Rebate Invoicing
(1-Page Limit per Response to Sections 4.8.3.1 – 4.8.3.7)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.8.3.1 
	Ability to produce electronic invoices for eligible Fee for Service (FFS) claims, Managed Care Organization (MCO) encounters, Supplemental and Value-Based Rebate agreements and claims for Physician Administered drugs.
	
	
	
	

	Response:

	4.8.3.2 
	Ability to produce invoices in a printable fashion such as pdf or excel.
	
	
	
	

	Response:

	4.8.3.3 
	Ability to calculate invoices for supplemental and value-based rebate agreements, separate from federal rebates.
	
	
	
	

	Response:

	4.8.3.4 
	Ability to calculate unit conversions between NDC and HCPCS units on the claim to support claim processing functions.
	
	
	
	

	Response:

	4.8.3.5 
	Ability to adjust claim/encounter units in the drug rebate solution solely for invoicing purposes.
	
	
	
	

	Response:

	4.8.3.6 
	Ability to conduct trial runs of all invoices as many times as needed to confirm the data is correct prior to closing the rebate quarter, and sorted by, but not limited to, labeler, contract, and program. This includes the ability to flag and correct claims before invoices are finalized.
	
	
	
	

	Response:

	4.8.3.7 
	Ability to send invoice and claim level data to the MMIS necessary for the drug rebate accounts receivable process.
	
	
	
	

	Response:



END OF SECTION 4.8.3

	4.8.4 Adjustments and Disputes
(1-Page Limit per Response to Sections 4.8.4.1 – 4.8.4.4)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.8.4.1 
	Ability to produce invoices that reference changes made to claim information reported on previously produced invoices. These prior period corrections must reflect original invoice quarter.
	
	
	
	

	Response:

	4.8.4.2 
	Ability for any claim/encounters adjustments in MMIS or POS to be reflected in drug rebate claim details.
	
	
	
	

	Response:

	4.8.4.3 
	Ability to associate the claims with NDC level detail related to a manufacturer's dispute and assign a dispute category.
	
	
	
	

	Response:

	4.8.4.4 
	Please describe how your solution processes manufacturer’s adjustments to unit rebate amounts and considers the information for future invoices.
	
	
	
	

	Response:



END OF SECTION 4.8.4

	4.8.5 Manufacturer Portal
(2-Page Limit for Response to Section 4.8.5.1) 

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.8.5.1 
	Ability to provide a secure web portal that allows manufacturers at a minimum to update their labeler information, access claim level detail specific to their invoices, and view any correspondence.
	
	
	
	

	Response:



END OF SECTION 4.8.5 & END OF SECTION 4.8
4.9 [bookmark: _Toc49436827][bookmark: _Toc50452434][bookmark: _Toc58933637]OPERATIONAL REPORTING
The POS solution must provide a comprehensive suite of operational reports in full support of HCA programs. HCA considers operational reports to be those reports directly connected to the on-line transaction processing (OLTP) data files and whose purpose is to support OLTP functions within the modular POS solution. Examples of these reports include prior authorization and workflow management, post-adjudication claims/encounter utilization and expenditure results, and drug rebate pre- and post-invoicing support.
The POS solution must feed detailed information regarding clients, providers, prior authorization, claims/encounters, Preferred Drug List (PDL) configuration and drug rebate information to the MMIS daily so that each week an extract, transfer and load (ETL) process moves this data to the data warehouse. HCA state staff will perform analytic and compliance reporting using the data warehouse repositories. This includes CMS-64 and T-MSIS reporting, retroactive drug utilization reporting and provider fraud, waste and abuse investigations. 
It is HCA’s intent to leverage to the extent possible, the operational reports contained within the Bidder’s suite and modify as needed to meet HCA’s needs. HCA desires a flexible reporting system that can easily accommodate changes to existing reports as well as the creation of new reports to support HCA program updates. All reports should be delivered in formats that are acceptable to HCA. 
HCA is also interested in any reporting tools that may be available for state staff use. The desired emphasis is for users to have most of the information they need available to them through screens, operational reports, online dashboards and portals. However, if the tool is part of combined features of the Bidder’s offering, HCA would like to understand what is available and how state staff would access the tool.




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.9 
4.9.1 General
(2-Page Limit for Response to Section 4.9.1.1 and 4.9.1.2; 1-Page Limit per Response to Sections 4.9.1.3 – 4.9.1.13)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.9.1.1 
	Describe your product's Pharmacy operational reporting offering and suite of reports and include any unique, innovative or additional features available and the advantages they bring to HCA. Include any information regarding reporting tools or ad hoc capabilities that may also be included in your offering.
	
	
	
	

	Response:

	4.9.1.2 
	Describe your product’s Drug Rebate operational reporting offering and suite of reports and include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.9.1.3 
	Ability to export all report results in multiple formats, including but not limited to Excel, Microsoft Word (.docx) and CSV so that state staff can manipulate the data.
	
	
	
	

	Response:

	4.9.1.4 
	Ability to produce reports that reflect PA workflow management and overall processing timeframes, including but not limited to, receipt, source, count, status, time at each stage, overall aging and processing time.
	
	
	
	

	Response:

	4.9.1.5 
	Ability to report on PA’s and drug utilization for a specific period of time, including but not limited to, specific drug requested, prescriber, number of requests, approvals and denials.
	
	
	
	

	Response:

	4.9.1.6 
	Ability to report workflow productivity details for each staff member processing PA requests, including but not limited to, overall count processed each day and processing status results (e.g. number of approved, denied, pended, cancelled).
	
	
	
	

	Response:

	4.9.1.7 
	Ability to report on claims and encounter processing results on an ad hoc basis that includes the specific DUR edit(s) applied, amount paid, captured and rejected percentages, override information, pricing information including co-payment amounts.
	
	
	
	

	Response:

	4.9.1.8 
	Ability to report all adjustments made to Unit Rebate Amounts (URAs) for all NDCs for a select period of time.
	
	
	
	

	Response:

	4.9.1.9 
	Ability to produce reports that support drug rebate pre and post invoicing processes, including but not limited to:
· - Labeler and associated invoices for selected quarter(s). 
· - An individual Invoice and all claims data for that invoice.
· - Identify whether claims exist where the supplemental utilization value is 0 or negative.
- Identify NDCs which are being used but are not being invoiced.
	
	
	
	

	Response:

	4.9.1.10 
	Ability to report on 340B providers showing submitted costs versus the NADAC for a specific drug.
	
	
	
	

	Response:

	4.9.1.11 
	Ability to report on supplemental rebate products and the contracted supplemental rate.
	
	
	
	

	Response:

	4.9.1.12 
	Ability to produce post-adjudication utilization and expenditure reports, including but not limited to:
· -Preferred and Non-preferred drug utilization
· -Specialty Drug vs Traditional drug utilization
· -Prescriber patterns
· -Pharmacy dispensing patterns (e.g. use of DAW codes, or DUR overrides).
-Top fifty drugs by total expenditure and total claims
	
	
	
	

	Response:

	4.9.1.13 
	Ability to report configuration updates made by HCA staff, including before and after values of updates.
	
	
	
	

	Response:



END OF SECTION 4.9
4.10 [bookmark: _Toc49436828][bookmark: _Toc50452435][bookmark: _Toc58933638]USER AND SYSTEM DOCUMENTATION 
HCA requires the ASB to provide user and system documentation that includes:
· POS user manuals and tutorials
· POS system documentation
· A complete data dictionary
The POS user manuals and tutorials must be online assets that ensure internal and external stakeholders know how to use the system to perform job functions. The user documentation must be provided in electronic form and be available in its final form during user acceptance testing and remain current throughout operations. User groups include HCA staff for all POS functions and subsystems, pharmacy and prescribers for all provider-facing functions, such as a Prior Authorization Portal and Manufacturers for manufacturer-facing functions, such as a Manufacturers’ portal.
The POS system documentation provides HCA with the functional specifications of how the system functions in order for HCA to conduct proper User Acceptance Testing (UAT) and ensure the system is operating as designed. System documentation includes the technical specification for all electronic interfaces sufficient for development of the sending or receiving system to integrate with the POS.  System documentation must be available in its final form prior to UAT and kept current with each subsequent release in operations prior to UAT.
The ASB must provide a complete data dictionary that includes field-level definitions for all data elements in the POS in clear business language that describes the meaning of the data, including any valid values, ranges and other business rules.




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.10 
4.10.1 General
(2-Page Limit for Response to Section 4.10.1.1 – 4.10.1.4; 1-Page Limit per Response to Sections 4.10.1.5 – 4.10.1.9)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.10.1.1 
	Describe your product's User documentation offering including any online manuals and/or user tutorials. Include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.10.1.2 
	Describe your product's System documentation offering including functional specifications and interface technical specifications. Include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.10.1.3 
	Describe your product's Data Dictionary offering. Include any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response: 

	4.10.1.4 
	Describe your product's Online Help features. Include any unique, innovative or additional features available and the advantages they bring to HCA. Include information regarding how the help feature is continually updated.
	
	
	
	

	Response:

	4.10.1.5 
	User and system documentation must be kept current and available in time for user acceptance testing as all upgrades and new releases are applied to the POS during operations. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.10.1.6 
	All user and system documentation must be provided to the state through a shared secure repository that is available to both Bidder and HCA staff.  Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.10.1.7 
	The Bidder must provide online user manuals, tutorial and/or other tools to ensure all user groups are fully trained in how to use the system. User groups include HCA staff, Pharmacies, Prescribers and Manufacturers. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.10.1.8 
	The Bidder must provide an electronic searchable data dictionary that defines all data elements in the POS solution in clear business language.  Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.10.1.9 
	The data dictionary must be kept current and available in time for user acceptance testing as all upgrades and new releases are applied to the POS during operations.  Describe your ability to meet this requirement.
	
	
	
	

	Response:



END OF SECTION 4.10



4.11 [bookmark: _Toc49436829][bookmark: _Toc50452436][bookmark: _Ref52984454][bookmark: _Toc58933639]OPERATIONS
The ASB will be responsible for the performance and operation of the POS solution, ensuring all system functions are efficient, reliable and accurate. The Bidder is required to have established operational procedures and provide qualified personnel throughout the life of the contract. The Bidder will provide all software, facilities and supplies necessary to support the production and operation of the POS, as well as, meet the requirements and performance standards described in this RFP. The Bidder’s POS solution must comply and remain in full compliance with all HIPAA standards and CMS certification requirements.
The Bidder will be responsible for system, application and network performance of the portions of the solution defined as Bidder’s responsibility. The Bidder will provide a problem-resolution tracking system and participate in issue identification, escalation, prioritization and resolution. The Bidder will be required to report on performance metrics.
The Bidder must comply with all applicable federal and state data retention rules as described in these requirements for all program information, data, and correspondence that is received and produced through the POS solution.




REQUIREMENTS TABLE ON THE FOLLOWING PAGE

	4.11 
4.11.1 General
(2-Page Limit for Response to Section 4.11.1.1; 1-Page Limit per Response to Sections 4.11.1.2-4.11.2.5))

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.11.1.1 
	Describe your proposed Operations offering, including any unique, innovative or additional features available and the advantages they bring to HCA. Include any information regarding the suite of performance reports that may be available for monitoring the system.  
	
	
	
	

	Response: 

	4.11.1.2 
	The Bidder must comply with all state and federal audit requests and provide any necessary data, information and/or reports as directed by HCA. Describe your ability to meet this requirement. 
	
	
	
	

	Response: 

	4.11.1.3 
	The Bidder must provide HCA with responses and Corrective Action Plans (CAP) for any performance or service level agreement (SLA) audit review findings, and must ensure all subcontractors, if applicable, also comply. In addition, the Bidder must provide monthly status updates for each CAP until the CAP is complete and the finding is remediated. Describe your ability to meet this requirement.  
	
	
	
	

	Response:

	4.11.1.4 
	The Bidder must participate in, support all requests for demonstrations, documentation and reports, and achieve federal certification of their solution in accordance with the Outcomes Based Certification approach defined by CMS. Describe your ability to meet this requirement. 
	
	
	
	

	Response:

	4.11.1.5 
	The Bidder must maintain federal certification of their solution by complying with all ongoing evaluation and reporting requirements as directed by HCA and CMS. Describe your ability to meet this requirement.
	
	
	
	

	Response:


END OF SECTION 4.11.1

	4.11.2 Performance
 (1-Page Limit per Response to Sections 4.11.2.1 – 4.11.2.7)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.11.2.1 
	The Bidder must monitor and report actual response times and other performance measures to the State in both graphic and tabular/text depiction. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.2.2 
	The monthly average time to fully adjudicate each electronic POS claim must not exceed three seconds.  Describe your ability to meet this requirement.
	
	
	
	

	Response: 

	4.11.2.3 
	All components of the POS solution must be available 99.5% of the time 24 hours per day, 7 days a week on a monthly basis, excluding any negotiated and approved downtime. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.2.4 
	The daily average screen response time for all components of the POS solution must not exceed four seconds within business hours (M-F, 6:00 A.M.-7:00 P.M. Pacific Time). Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.2.5 
	Describe your ability to satisfy response time requirements for at least 300 concurrent internal state users.
	
	
	
	

	Response:

	4.11.2.6 
	Describe your ability to process 250,000 claims/encounters per day.
	
	
	
	

	Response:

	4.11.2.7 
	The Bidder must be able to produce a periodic 508 compliance test report as directed by HCA. Describe your ability to meet this requirement. 
	
	
	
	

	Response:



END OF SECTION 4.11.2

	4.11.3 Problem Resolution
 (1-Page Limit per Response to Sections 4.11.3.1 – 4.11.3.7)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.11.3.1 
	The Bidder will provide procedures for problem resolution and exception handling that will be approved by HCA.  Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.3.2 
	The Bidder must provide a problem-resolution tracking system available to HCA for reporting. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.3.3 
	The Bidder must provide an initial response to all unplanned outages within 30 minutes of the incident and continue the response every hour until resolved. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.3.4 
	The Bidder will provide a single point of contact for all problem resolution for the POS solution. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.3.5 
	The Bidder must provide and maintain a system change request repository for use by HCA and Bidder staff. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.3.6 
	The Bidder must deliver a change request response (Firm Offer) within 20 business days of receipt of a HCA Change Request, unless otherwise agreed. Describe your ability to meet this requirement.
	
	
	
	

	Response:

	4.11.3.7 
	The Bidder must provide a process for HCA to obtain a high-level estimate of a requested enhancement(s) to the system. This is especially critical during the WA legislative season when estimates are required within 2-3 days. Describe your ability to meet this requirement.
	
	
	
	


END OF SECTION 4.11.3


	4.11.4 User Acceptance Testing Support
(1-Page Limit for Response to Section 4.11.4.1)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.11.4.1 
	The UAT environment requires periodic refresh from Production to maintain HCA’s ability to perform User Acceptance Testing throughout the Operations phase. Describe your ability to meet this requirement.
	
	
	
	

	Response:



END OF SECTION 4.11.4


	4.11.5 Data Retention
(2-Page Limit for Response to Section 4.11.5.1; 1-Page Limit per Response to Sections 4.11.5.2 – 4.11.5.5)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	4.11.5.1 
	Describe your product's proposed Data Retention offering, including any unique, innovative or additional features available and the advantages they bring to HCA.
	
	
	
	

	Response:

	4.11.5.2 
	Ability to configure the retention rules for each data set including having the ability to define the retention periods per State and Federal schedules.
	
	
	
	

	Response:

	4.11.5.3 
	Ability to retain up to 4 years of claims history on-line, to include adjustments and all supporting transaction information.
	
	
	
	

	Response:

	4.11.5.4 
	Ability to retain Client and Provider information indefinitely in the POS solution. 
	
	
	
	

	Response:

	4.11.5.5 
	Ability to retain PA determinations on-line for up to 10 years.
	
	
	
	

	Response:



END OF SECTION 4

[bookmark: _Ref53070658][bookmark: _Toc58933640]COST PROPOSAL
The prompts within this section consists of MS Requirements.
The maximum proposed bid for this contract must be $35.9 million or less to be considered responsive to this RFP. The evaluation process is designed to award this procurement not necessarily to the Bidder of least cost, but rather to the Bidder whose proposal best meets the requirements of this RFP. However, Bidders are encouraged to submit proposals that are consistent with state government efforts to conserve state resources.
HCA will retain a holdback of 10% of the charges for each Deliverable that has received Acceptance.  HCA will pay the holdback within 30 days following receipt of the invoice that follows HCA’s receipt of federal Certification from CMS.
5 [bookmark: _Toc52809699][bookmark: _Toc52810550][bookmark: _Toc52810972][bookmark: _Toc52811284][bookmark: _Toc52983864][bookmark: _Toc52983942][bookmark: _Toc53132729][bookmark: _Toc53132806][bookmark: _Toc56153543][bookmark: _Toc56153619][bookmark: _Toc56846582][bookmark: _Toc57278543][bookmark: _Toc57278620][bookmark: _Toc58150598][bookmark: _Toc58155678][bookmark: _Toc58156511][bookmark: _Toc58483778][bookmark: _Toc58933641]
5.1 [bookmark: _Ref58155833][bookmark: _Toc58933642]IDENTIFICATION OF COSTS
[bookmark: _Toc417701914][bookmark: _Toc417702074][bookmark: _Toc419082963][bookmark: _Toc420482740][bookmark: _Toc421592111][bookmark: _Toc421802434][bookmark: _Toc422302266][bookmark: _Toc422385589][bookmark: _Toc422385793][bookmark: _Toc422390731][bookmark: _Toc422393770][bookmark: _Toc422555535][bookmark: _Toc422718502][bookmark: _Toc422729093][bookmark: _Toc422744662][bookmark: _Toc422751588][bookmark: _Toc422751826][bookmark: _Toc422821155][bookmark: _Toc422821372][bookmark: _Toc423161992]HCA seeks a “fixed-price-not-to-exceed” contract for fulfilling the requirements of this RFP. Therefore, the cost proposal must reflect all costs which are associated with meeting the requirements and services listed in the RFP, and which are offered by the Bidder as part of the Bidder’s proposal. 
Identify all costs in U.S. dollars including all applicable taxes and expenses to be charged for performing the services necessary to accomplish the objectives of the contract. The Bidder is to submit a fully detailed budget including staff costs and any expenses necessary to accomplish the tasks and to produce the deliverables under the contract. Bidders are required to collect and pay Washington state sales and use taxes, as applicable. HCA will not be responsible for erroneous, hidden, non-disclosed, or underestimated costs.
Prices quoted must remain fixed for the duration of the contract executed as a result of this RFP. See Section 1.10 for the term of the contract and extension options. Bidder must complete Attachment 10, Response Form for Section 5, Cost Proposal to respond to this SECTION 5. Bidder’s cost proposal will be scored based on 4 amounts:  (1) Total DDI Cost, (2) Blended DDI Hourly Rate, (3) Operations and Maintenance Fixed Price, and (4) Blended O&M Hourly Rate. Bidder’s response must adhere to the following:
1. Total DDI Cost must not exceed $5.5 million
· Total DDI costs include (1) the fixed price for meeting all solution functionality requirements, and (2) an additional amount representing 10% of the proposed fixed price that is set aside for change requests for system enhancements.
· Total cost for all deliverables completed by June 30, 2022 must not exceed $2 million.
2. Blended DDI Hourly Rate
· This is the singular hourly rate that will be used for system enhancements during DDI (See Section 2.4.10).
3. Operations and Maintenance Fixed Price must not exceed $30.4 million
· Costs must not exceed $3.4 million for O&M year 1.
· Costs must not exceed $4.5 million per year for O&M years 2-7.
· Following DDI completion, Bidder must provide a 3-month warranty period free of all Operations and Maintenance costs. The amounts stated immediately above include this no-cost warranty period.
4. Blended O&M Hourly Rate
· This is the singular hourly rate that will be used for system enhancements during O&M (See Section 2.4.10).

END OF SECTION 5
[bookmark: _Toc58933643]REQUIRED MISCELLANEOUS FORMS
The prompts within this section consists of both MR and MS Requirements.
Section 6.1 will be evaluated on a pass/fail basis. Bidder must complete Attachment 11, Certifications and Assurances to respond to Section 6.1.
Section 6.2, Bidder will receive either 0 or 200 points based on its certification statement in Attachment 12, Executive Order 18-03. Bidder must complete Attachment 12, Executive Order 18-03 to respond to Section 6.2.
Section 6.3 will be evaluated on a pass/fail basis. Bidder must complete Attachment 13, Diverse Business Inclusion Plan to respond to Section 6.3.
Section 6.4 will be evaluated on a pass/fail basis. Bidder must complete Attachment 14, Wage Theft Prevention to respond to Section 6.4.
6 [bookmark: _Toc53132732][bookmark: _Toc53132809][bookmark: _Toc56153546][bookmark: _Toc56153622][bookmark: _Toc56846586][bookmark: _Toc57278546][bookmark: _Toc57278623][bookmark: _Toc58150601][bookmark: _Toc58155681][bookmark: _Toc58156514][bookmark: _Toc58483781][bookmark: _Toc58933644]
6.1 [bookmark: _Toc58933645]CERTIFICATIONS AND ASSURANCES (MR)
Attachment 11, Certifications and Assurances must be signed and dated by a person authorized to legally bind the Bidder to a contractual relationship, e.g., the President or Executive Director if a corporation, the managing partner if a partnership, or the proprietor if a sole proprietorship.
6.2 [bookmark: _Ref53120655][bookmark: _Toc58933646]EXECUTIVE ORDER 18-03 (MS)
Pursuant to RCW 39.26.160(3) and consistent with Executive Order 18-03 – Supporting Workers’ Rights to Effectively Address Workplace Violations (dated June 12, 2018), HCA will evaluate bids for best value and provide a bid preference in the amount of 200 points to any Bidder who certifies, pursuant to the certification attached as Attachment 12, Executive Order 18-03, that their firm does not require its employees, as a condition of employment, to sign or agree to mandatory individual arbitration clauses or class or collective action waiver. Bidders that do require their employees, as a condition of employment, to sign or agree to mandatory individual arbitration clauses or class or collective action waiver will not be disqualified evaluation of this RFP; however, they will receive 0 points for this section.
6.3 [bookmark: _Toc58933647]DIVERSE BUSINESS INCLUSION PLAN (MR)
In accordance with legislative findings and policies set forth in RCW 39.19, the state of Washington encourages participation in all contracts by firms certified by the Office of Minority and Women’s Business Enterprises (OMWBE), set forth in RCW 43.60A.200 for firms certified by the Washington State Department of Veterans Affairs, and set forth in RCW 39.26.005 for firms that are Washington Small Businesses. 
Participation may be either on a direct basis or on a subcontractor basis. However, no preference on the basis of participation is included in the evaluation of Diverse Business Inclusion Plans submitted, and no minimum level of minority- and women-owned business enterprise, Washington Small Business, or Washington State certified Veteran Business participation is required as a condition for receiving an award. Any affirmative action requirements set forth in any federal governmental regulations included or referenced in the contract documents will apply. Complete Attachment 13, Diverse Business Inclusion Plan to respond to this section.
6.4 [bookmark: _Toc58933648]WAGE THEFT PREVENTION (MR)
Attachment 14, Wage Theft Prevention must be completed, signed and dated by a person authorized to legally bind the Bidder to a contractual relationship, e.g., the President or Executive Director if a corporation, the managing partner if a partnership, or the proprietor if a sole proprietorship.

END OF SECTION 6


[bookmark: _Toc480878006][bookmark: _Toc58933649][bookmark: _Toc466022355][bookmark: _Ref466022995][bookmark: _Ref466022998][bookmark: _Ref466023216][bookmark: _Ref468345807]GENERAL INFORMATION FOR BIDDERS
7 [bookmark: _Toc482783704][bookmark: _Toc52809703][bookmark: _Toc52810554][bookmark: _Toc52810976][bookmark: _Toc52811288][bookmark: _Toc52983868][bookmark: _Toc52983946][bookmark: _Toc53132737][bookmark: _Toc53132814][bookmark: _Toc56153551][bookmark: _Toc56153627][bookmark: _Toc56846591][bookmark: _Toc57278551][bookmark: _Toc57278628][bookmark: _Toc58150606][bookmark: _Toc58155686][bookmark: _Toc58156519][bookmark: _Toc58483787][bookmark: _Toc58933650][bookmark: _Ref53055721][bookmark: _Ref53055780]
7.1 [bookmark: _Ref58155711][bookmark: _Toc58933651]RFP COORDINATOR
The RFP Coordinator is the sole point of contact in HCA for this procurement. All communication between the Bidder and HCA upon release of this RFP must be with the RFP Coordinator, as follows:
	Name
	Jack Kent

	E-Mail Address
	HCAProcurements@hca.wa.gov 

	Phone Number
	(360) 725-1931


Due to the current remote working conditions, HCA will not be accepting physical mail for this RFP; all communication and document submissions should be routed through e-mail (preferable) and telephone. Any other communication will be considered unofficial and non-binding on HCA. Bidders are to rely on written statements issued by the RFP Coordinator. Communication directed to parties other than the RFP Coordinator may result in disqualification of the Bidder.
7.2 [bookmark: _Toc466022356][bookmark: _Ref468345817][bookmark: _Ref474390650][bookmark: _Ref477498307][bookmark: _Ref53055642][bookmark: _Ref53055659][bookmark: _Ref53066436][bookmark: _Ref53132175][bookmark: _Ref55972249][bookmark: _Ref58151714][bookmark: _Toc58933652]ESTIMATED SCHEDULE OF PROCUREMENT ACTIVITIES
	Issue Request for Proposals
	01/26/2021

	Questions Due
	02/12/2021 @ 5 p.m. PST

	Answers Posted
	03/12/2021

	Submit Letter of Intent to Propose
	04/05/2021

	Proposals Due
	04/12/2021 @ 12 p.m. PST

	Evaluate Written Proposals
	04/13/2021-5/13/2021

	Conduct Oral Interviews/Demos with Finalists
	05/17/2021-5/25/2021

	Announce “Apparent Successful Bidder” and send notification via e-mail to unsuccessful Bidders
	05/28/2021

	Hold Debriefing Conferences (if requested)
	06/04/2021-6/08/2021

	Negotiate Contract
	06/01/2021-07/15/2021

	Begin Contract Work
	09/17/2021


HCA reserves the right in its sole discretion to revise the above schedule.
7.3 [bookmark: _Toc58933653]QUESTIONS AND ANSWERS
Bidders are encouraged to submit written questions concerning the RFP to the RFP Coordinator by February 12, 2021. HCA will provide answers to the Bidder questions on March 12, 2021 via amendment to the RFP that will be posted on WEBS.
HCA cannot commit to providing formal answers to questions received after the date noted above in Section 7.2.
7.4 [bookmark: _Toc58933654]REVISIONS TO THE RFP
If HCA determines in its sole discretion that it is necessary to revise any part of this RFP, then HCA will provide addenda via e-mail to all individuals who have made the RFP Coordinator aware of their interest. Addenda will also be published on Washington’s Electronic Bid System (WEBS), at https://fortress.wa.gov/ga/webs/. For this purpose, the published questions and answers and any other pertinent information will be provided as an addendum to the RFP and will be placed on the website. 
HCA also reserves the right to cancel or to reissue the RFP in whole or in part, prior to execution of a contract.
7.5 [bookmark: _Ref58151050][bookmark: _Ref58155577][bookmark: _Toc58933655]LETTER OF INTENT TO PROPOSE
To be eligible to submit a Proposal, a Bidder must submit a Letter of Intent to Propose. The Letter of Intent to Propose must be emailed to the RFP Coordinator, listed in Section 7.1, and must be received by the RFP Coordinator no later than the date and time stated in the Procurement Schedule, Section 7.2.
 The subject line of the email must include the following: RFP No. 2020HCA28 – Letter of Intent to Propose – [Bidder entity’s name].
The Letter of Intent to Propose must be attached to the email as a separate document in PDF.
Information in the Letter of Intent to Propose must be placed in the following order:
· Bidder’s Organization Name;
· Bidder’s authorized representative for this RFP (who must be named the authorized representative identified in the Bidder’s Proposal);
· Title of authorized representative;
· Address, telephone number, and email address;
· Statement of intent to propose; and
· A statement of how the Bidder meets all of the minimum requirements specified in Section 1.11 of this RFP.
HCA may use the Letters of Intent to Propose as a pre-screening to determine whether minimum qualifications are met.
7.6 [bookmark: _Toc58933656]SUBMISSION OF PROPOSALS
7.6.1 Electronic Proposals
The proposal must be received by the RFP Coordinator no later than the Proposal Due deadline in Section 7.2, Estimated Schedule of Procurement. Bidder’s proposal must be submitted in separate documents: one document for each of the five scored sections (sections 2-6), and one document that combines all responses into a single document. The Bidder References, Key Staff References, and Résumé Forms should be attached as three separate additional documents.
Proposals must be submitted electronically as an attachment to an e-mail to the RFP Coordinator at the e-mail address listed in Section 7. Attachments to e-mail should be in PDF, except for Section 2.4.12.1, which should be attached as a Microsoft Project file. Zipped files cannot be received by HCA and cannot be used for submission of proposals. The Attachment 11, Certifications and Assurances form must have a scanned signature of the individual within the organization authorized to bind the Bidder to the offer. HCA does not assume responsibility for problems with Bidder’s e-mail. If HCA e-mail is not working, appropriate allowances will be made.
Proposals may not be transmitted using facsimile transmission or physical mail.
Bidders should allow sufficient time to ensure timely receipt of the proposal by the RFP Coordinator. Late proposals will not be accepted and will be automatically disqualified from further consideration, unless HCA e-mail is found to be at fault. All proposals and any accompanying documentation become the property of HCA and will not be returned.
7.6.2 [bookmark: _Toc71031417][bookmark: _Toc72310706]Mandatory and Mandatory Scored Requirements
Requirements in RFP Sections 2, 3, 4, 5 and 6 are categorized as follows:
· Mandatory Requirements (MR) – Denotes a requirement that is mandatory, but is not scored numerically; instead, MR prompts are evaluated on a pass/fail basis. Bidders must demonstrate compliance with MR requirements, otherwise the Bidder’s proposal will be deemed as non-responsive and the Bidder’s proposal will be disqualified from the evaluation process. Bidders should include the cost of meeting MR requirements in their proposed fixed price (see Section 5.1, Cost Proposal for pricing instructions).
· Mandatory Scored (MS) – Denotes a requirement that is required and scored. Bidders must demonstrate compliance with MS requirements, if not the Bidder’s proposal may be deemed as non-responsive and the Bidder’s proposal may be disqualified from the evaluation process. Bidders should include the cost of meeting MS requirements in their proposed fixed price (see Section 5.1, Cost Proposal for pricing instructions).
7.6.3 [bookmark: _Toc71031418][bookmark: _Toc72310707][bookmark: _Ref53039916][bookmark: _Ref58143758][bookmark: _Ref58156293]Proposal Format Instructions
Bidder proposals must respond to all requirements identified in RFP Sections 2, 3, 4, 5 and 6. 
· Management Proposal (Section 2): Bidders must respond using Attachment 7, Response Form for Section 2, Management Proposal. The Bidder’s response must clearly state how each requirement is met. Bidders must also use Attachments 2, 3, and 4 to respond to the Bidder References, Résumé, and Key Staff References sections of the Management Proposal, respectively.
· Technical Proposal (Section 3): Bidders must respond using Attachment 8, Response Form for Section 3, Technical Proposal, which uses the table format provided in RFP Section 3 (see Table 1 below). Multiple requirements in this Section 3 request the Bidder to attach documentation. All requested attachments in this Section 3 should be combined into one PDF file, with matching section/requirement numbers listed, and attached separately in e-mail to Bidder’s proposal submission.
· Functional Proposal (Section 4): Bidders must respond using Attachment 9, Response Form for Section 4, Functional Proposal, which uses the table format provided in RFP Section 4 (see Table 1 below).
· Cost Proposal (Section 5): Bidder must respond using Attachment 10, Response Form for Section 5, Cost Proposal.
· Required Miscellaneous Forms (Section 6): Bidder must complete and include as separate attachments to their proposal submission the following attachments:  Attachment 11, Certifications and Assurances, Attachment 12, Executive Order 18-03, Attachment 13, Diverse Business Inclusion Plan, and Attachment 14, Wage Theft Prevention.
7.6.3.1 Table 1: Sample Requirements Table
	Requirement Category/Title
(Page limit information)

	Req. #
	Requirement
	(1) 
Comply
	(a) 
Core
	(b) 
Custom
	(c) 
3rd Party

	x.x.x.x
	Sample Requirement Text
	
	
	
	

	Response: Bidder’s Response goes here.


For each requirement identified in Sections 3 and 4, complete the provided tables’ information as follows:
(1) 	Comply: Insert an “X” if the Bidder’s offering complies with the requirement and leave blank if the Bidder’s offering does not comply with the requirement. Bidder must also indicate how it will comply, where a, b and c are not mutually exclusive.
a. Core: Insert an “X” if the Bidder currently provides this requirement through their offering of a POS installed in another state  or non-state entity and/or can be transferred from another state or non-state entity “as-is” or with little modification for Washington State.  
b. Custom: Insert an “X” if the Bidder proposes to meet this requirement through custom development or through moderate or extensive modification to the system and leave blank if the Bidder does not require custom development or moderate/extensive modifications to meet this requirement. 
Note: indicate “custom” for those features that require substantial or “from the ground up” development efforts, including moderate or extensive modifications to a transfer system.
c. 3rd Party: Insert an “X” if the Bidder proposes to meet this requirement through a relationship with another party (e.g., a sub-contractor, or other 3rd party) and leave blank if the Bidder does not plan to form a relationship with another firm to meet this requirement.
Response: Insert a complete description of the Bidder’s approach to meeting this requirement. Insert the response directly in the table, using as much space as needed within the page limits outlined.  (e.g., Bidders are highly encouraged to explain responses in sufficient detail to meet the requirement and not provide single-line responses). 
7.7 [bookmark: _Toc58933657]PROPRIETARY INFORMATION / PUBLIC DISCLOSURE
Proposals submitted in response to this RFP will become the property of HCA. All proposals received will remain confidential until the Apparent Successful Bidder is announced; thereafter, the proposals will be deemed public records as defined in chapter 42.56 of the Revised Code of Washington (RCW).
Any information in the proposal that the Bidder desires to claim as proprietary and exempt from disclosure under chapter 42.56 RCW, or other state or federal law that provides for the nondisclosure of a document, must be clearly designated. The information must be clearly identified and the particular exemption from disclosure upon which the Bidder is making the claim must be cited. Each page containing the information claimed to be exempt from disclosure must be clearly identified by the words “Proprietary Information” printed on the lower right hand corner of the page. Marking the entire proposal exempt from disclosure or as Proprietary Information will not be honored.
If a public records request is made for the information that the Bidder has marked as “Proprietary Information,” HCA will notify the Bidder of the request and of the date that the records will be released to the requester unless the Bidder obtains a court order enjoining that disclosure. If the Bidder fails to obtain the court order enjoining disclosure, HCA will release the requested information on the date specified. If a Bidder obtains a court order from a court of competent jurisdiction enjoining disclosure pursuant to chapter 42.56 RCW, or other state or federal law that provides for nondisclosure, HCA will maintain the confidentiality of the Bidder’s information per the court order.
A charge will be made for copying and shipping, as outlined in RCW 42.56. No fee will be charged for inspection of contract files, but 24 hours’ notice to the RFP Coordinator is required. All requests for information should be directed to the RFP Coordinator.
The submission of any public records request to HCA pertaining in any way to this RFP will not affect the procurement schedule, as outlined in Section 2.2, unless HCA, in its sole discretion, determines that altering the schedule would be in HCA’s best interests.
7.8 [bookmark: _Toc58933658]ACCEPTANCE PERIOD
Proposals must provide 180 calendar days for acceptance by HCA from the due date for receipt of proposals.
7.9 [bookmark: _Toc58933659]MOST FAVORABLE TERMS
HCA reserves the right to make an award without further discussion of the proposal submitted. Therefore, the proposal should be submitted initially on the most favorable terms which the Bidder can propose. HCA reserve the right to contact a Bidder for clarification of its proposal.
HCA also reserves the right to use a Best and Final Offer (BAFO) before awarding any contract to further assist in determining the ASB(s).
The ASB should be prepared to accept this RFP for incorporation into a contract resulting from this RFP. The contract resulting from this RFP will incorporate some, or all, of the Bidder’s proposal. The proposal will become a part of the official procurement file on this matter without obligation to HCA.
7.10 [bookmark: _Toc58933660]COSTS TO PROPOSE
[bookmark: _Toc347913273][bookmark: _Toc377633372][bookmark: _Toc462323571]HCA will not be liable for any costs incurred by the Bidder in preparation of a proposal submitted in response to this RFP, in conduct of a presentation, or any other activities related in any way to this RFP.
7.11 [bookmark: _Toc58933661]RECEIPT OF INSUFFICIENT NUMBER OF PROPOSALS
If HCA receives only one responsive proposal as a result of this RFP, HCA reserves the right to either: 1) directly negotiate and contract with the Bidder; or 2) not award any contract at all. HCA may continue to have the bidder complete the entire RFP. HCA is under no obligation to tell the Bidder if it is the only Bidder.
7.12 [bookmark: _Toc58933662]NO OBLIGATION TO CONTRACT
This RFP does not obligate HCA to enter into any contract for services specified herein.
7.13 [bookmark: _Toc58933663]REJECTION OF PROPOSALS
HCA reserves the right, at its sole discretion, to reject any and all proposals received without penalty and not to issue any contract as a result of this RFP.
7.14 [bookmark: _Toc58933664]COMMITMENT OF FUNDS
The Director of HCA or his/her delegate is the only individual who may legally commit HCA to the expenditures of funds for a contract resulting from this RFP. No cost chargeable to the proposed contract may be incurred before receipt of a fully executed contract.
7.15 [bookmark: _Toc58933665]ELECTRONIC PAYMENT
The state of Washington utilizes electronic payment in its transactions. The ASB must register with the Statewide Payee Desk at https://ofm.wa.gov/it-systems/statewide-vendorpayee-services/receiving-payment-state in order to receive payment for services performed under an awarded contract.
7.16 [bookmark: _Toc58933666]INSURANCE COVERAGE
As a requirement of the resultant contract, the ASB is to furnish HCA with a certificate(s) of insurance executed by a duly authorized representative of each insurer, showing compliance with the insurance requirements set forth below.
The ASB must, at its own expense, obtain and keep in force insurance coverage which will be maintained in full force and effect during the term of the contract. The ASB must furnish evidence in the form of a Certificate of Insurance that insurance will be provided, and a copy must be forwarded to HCA within 15 days of the contract effective date.
7.16.1 Liability Insurance
7.16.1.1 Commercial General Liability Insurance: ASB will maintain commercial general liability (CGL) insurance and, if necessary, commercial umbrella insurance, with a limit of not less than $1,000,000 per each occurrence. If CGL insurance contains aggregate limits, the General Aggregate limit must be at least twice the “each occurrence” limit. CGL insurance must have products-completed operations aggregate limit of at least two times the “each occurrence” limit. CGL insurance must be written on ISO occurrence from CG 00 01 (or a substitute form providing equivalent coverage). All insurance must cover liability assumed under an insured contract (including the tort liability of another assumed in a business contract), and contain separation of insureds (cross liability) condition.
7.16.1.2 Additionally, the ASB is responsible for ensuring that any subcontractors provide adequate insurance coverage for the activities arising out of subcontracts.
7.16.1.3 Business Auto Policy: As applicable, the ASB will maintain business auto liability and, if necessary, commercial umbrella liability insurance with a limit not less than $1,000,000 per accident. Such insurance must cover liability arising out of “Any Auto.” Business auto coverage must be written on ISO form CA 00 01, 1990 or later edition, or substitute liability form providing equivalent coverage.
7.16.2  Employers Liability (“Stop Gap”) Insurance
7.16.2.1 The ASB will buy employers liability insurance and, if necessary, commercial umbrella liability insurance with limits not less than $1,000,000 each accident for bodily injury by accident or $1,000,000 each employee for bodily injury by disease.
7.16.3 Cyber-Liability Insurance / Privacy Breach Coverage
For the purposes of this section the following definitions apply:
Breach – means the unauthorized acquisition, access, use, or disclosure of Data shared under any resulting Contract that compromises the security, confidentiality, or integrity of the Data.
Confidential Information – is information that is exempt from disclosure to public or other unauthorized persons under 42.56 RCW or other federal or state laws. Confidential Information includes, but is not limited to, Personal Information and Protected Health Information.
Data – means information that is disclosed or exchanged between HCA and Apparent Successful Bidder. Data includes Confidential Information.
Personal Information – means information identifiable to any person, including but not limited to, information that relates to a person’s name, health, finances, education, business, use, or receipt of governmental services or other activities, addresses, telephone numbers, social security numbers, driver’s license numbers, credit card numbers, any other identifying numbers, and any financial identifiers.
Protected Health Information (PHI) – means information that relates to the provision of health care to an individual, the past, present, or future physical or mental health or condition of an individual, the past, present, or future payment for provision of health care to an individual. PHI includes demographic information that identifies the individual or about which there is reasonable basis to believe, can be used to identify the individual. PHI is information transmitted, maintained, or stored in any form or medium. PHI does not include education records covered by the Family Educational Right and Privacy Act, as amended.

7.16.3.1 For the term of any resulting Contract and three (3) years following its termination or expiration, ASB must maintain insurance to cover costs incurred in connection with a security incident, privacy Breach, or potential compromise of Data, including:
a. Computer forensics assistance to assess the impact of a Data Breach, determine root cause, and help determine whether and the extent to which notification must be provided to comply with Breach notification laws;
b. Notification and call center services for individuals affected by a security incident, or    privacy Breach;
c. Breach resolution and mitigation services for individuals affected by a security incident or privacy Breach, including fraud prevention, credit monitoring, and identity theft assistance; and
d. Regulatory defense, fines, and penalties from any claim in the form of a regulatory proceeding resulting from a violation of any applicable privacy or security law(s) or regulation(s).

7.16.4 Additional Provisions
Above insurance policy must include the following provisions:
7.16.4.1 Additional Insured. The state of Washington, HCA, its elected and appointed officials, agents and employees must be named as an additional insured on all general liability, excess, umbrella and property insurance policies. All insurance provided in compliance with this contract must be primary as to any other insurance or self-insurance programs afforded to or maintained by the state.
7.16.4.2 Cancellation. State of Washington, HCA, must be provided written notice before cancellation or non-renewal of any insurance referred to therein, in accord with the following specifications. Insurers subject to 48.18 RCW (Admitted and Regulation by the Insurance Commissioner): The insurer must give the state 45 days advance notice of cancellation or non-renewal. If cancellation is due to non-payment of premium, the state must be given ten days advance notice of cancellation. Insurers subject to 48.15 RCW (Surplus lines): The state must be given 20 days advance notice of cancellation. If cancellation is due to non-payment of premium, the state must be given ten days advance notice of cancellation.
7.16.4.3 Identification. Policy must reference the state’s contract number and the Health Care Authority.
7.16.4.4 Insurance Carrier Rating. All insurance and bonds should be issued by companies admitted to do business within the state of Washington and have a rating of A-, Class VII or better in the most recently published edition of Best’s Reports. Any exception must be reviewed and approved by the Health Care Authority Risk Manager, or the Risk Manager for the state of Washington, before the contract is accepted or work may begin. If an insurer is not admitted, all insurance policies and procedures for issuing the insurance policies must comply with chapter 48.15 RCW and 284-15 WAC.
7.16.4.5 Excess Coverage. By requiring insurance herein, the state does not represent that coverage and limits will be adequate to protect ASB, and such coverage and limits will not limit ASB’s liability under the indemnities and reimbursements granted to the state in this Contract.
7.16.5 Workers’ Compensation Coverage
The ASB will at all times comply with all applicable workers’ compensation, occupational disease, and occupational health and safety laws, statutes, and regulations to the full extent applicable. The state will not be held responsive in any way for claims filed by the ASB or their employees for services performed under the terms of this contract.




END OF SECTION 7


[bookmark: _Toc58933667][bookmark: _Toc466363862][bookmark: _Toc466457836][bookmark: _Toc468345959][bookmark: _Toc482783732]EVALUATION AND SELECTION
Responsive Proposals will be evaluated strictly in accordance with the requirements stated in this RFP and any addenda issued. The evaluation of proposals will be accomplished by evaluation teams, to be designated by HCA, which will determine the ranking of the proposals. Evaluations will only be based upon information provided in the Bidder’s Proposal. 
All proposals received by the stated deadline, Section 7.2, Estimated Schedule of Procurement Activities, will be reviewed by the RFP Coordinator to ensure that the Proposals contain all of the required information requested in the RFP. Only responsive Proposals that meet the requirements will be evaluated by the evaluation team. Any Bidder who does not meet the stated qualifications or any Proposal that does not contain all of the required information will be rejected as non-responsive.
The RFP Coordinator may, at his or her sole discretion, contact the Bidder for clarification of any portion of the Bidder’s Proposal. Bidders should take every precaution to ensure that all answers are clear, complete, and directly address the specific requirement.
Responsive Proposals will be reviewed and scored by an evaluation team using a weighted scoring system, Section 8.2, Evaluation Weighting and Scoring. Proposals will be evaluated strictly in accordance with the requirements set forth in this RFP and any addenda issued.
HCA, at its sole discretion, may elect to select the top-scoring firms as finalists for an oral presentation.
8 [bookmark: _Toc52809728][bookmark: _Toc52810579][bookmark: _Toc52811001][bookmark: _Toc52811313][bookmark: _Toc52983893][bookmark: _Toc52983971][bookmark: _Toc53132757][bookmark: _Toc53132834][bookmark: _Toc56153570][bookmark: _Toc56153646][bookmark: _Toc56846610][bookmark: _Toc57278570][bookmark: _Toc57278647][bookmark: _Toc58150624][bookmark: _Toc58155704][bookmark: _Toc58156537][bookmark: _Toc58483805][bookmark: _Toc58933668]
8.1 [bookmark: _Toc58933669]EVALUATION TEAMS
The evaluation of the proposals will be conducted by the below groups of State staff:
· Administrative Team;
· Management Evaluation Team;
· Technical Evaluation Team;
· Functional Evaluation Team; and
· Oral Presentation Evaluation Team.
The POS Replacement Project Team will provide staff to assist each evaluation team to distribute proposal materials and perform the Assessment of Compliance for the management, technical, functional and cost proposals. These staff will act as advisors to the evaluation teams and facilitate the proposal review meetings. The RFP Coordinator will schedule demonstrations and oral presentations, and coordinate the final review and approval of the Bidder selection.
The evaluations will progress independently of each other, without cross-dissemination of evaluation results (except when a proposal is rejected as non-responsive). Certain individuals may serve on more than one team. In such cases, they will not share any team scores with members of another team. 
8.1.1 [bookmark: _Toc374244602][bookmark: _Toc9923517][bookmark: _Toc24170433][bookmark: _Toc72310732][bookmark: _Toc374244601]Administrative Team
The RFP Coordinator will conduct an administrative review of the proposal to ensure all mandatory prompts were completed (see Section 8.2.2). The RFP Coordinator will also score Section 5, Cost Proposal and Section 6, Miscellaneous Forms.
8.1.2 Management Evaluation Team
To leverage the expertise within HCA, the Management Evaluation Team will consist of staff skilled in program and project management from various divisions within HCA.
[bookmark: _Toc24170434]This team will conduct the evaluation of management proposals against the requirements outlined in Section 2 of the RFP. This team will also be responsible for performing and documenting reference checks for the Key Staff and Bidder organization. The reference checks will be performed prior to final proposal scoring.
8.1.3 [bookmark: _Toc72310733] Technical and Functional Evaluation Teams
To leverage the expertise within HCA, the Technical Evaluation Team will consist of skilled technical managers and staff from various organizations within HCA. The Functional Evaluation Team will consist of subject area experts from various divisions within HCA. 
[bookmark: _Toc24170436][bookmark: _Toc72310736]These teams will conduct the evaluation of technical and functional proposals against requirements outlined in Section 3 and 4 of the RFP.
8.1.4 Oral Presentation Evaluation Team
The Oral Presentation Evaluation Team will consist of members from the Management, Functional and Technical Evaluation Teams. The Oral Presentation Evaluation Team will evaluate the Bidder’s performance during oral presentations by assessing criteria in each of the four areas below:
· Engagement Team Members, their Qualifications and a demonstration of their ability to work together as a cohesive team;		 
· Approach to Project Management;
· Understanding of the RFP and HCA Requirements; and
· Understanding of HCA. 
8.2 [bookmark: _Ref474390672][bookmark: _Toc58933670]EVALUATION PROCESS
8.2.1 [bookmark: _Toc68078665][bookmark: _Toc72310738][bookmark: _Toc374244629][bookmark: _Toc449251860][bookmark: _Toc374244607][bookmark: _Toc449251850][bookmark: _Toc24170437] Overview
The evaluation process is split into two stages and is organized into the following steps:
Stage 1 
· Step 1 - Assessment of Compliance (see Section 8.2.2)
· Step 2 - Evaluation and Scoring of Management Proposals
· Step 3 - Evaluation and Scoring of Technical Proposals
· Step 4 - Evaluation and Scoring of Functional Proposals
· Step 5 - Scoring of Cost Proposals
· Step 6 - Scoring of Incentive Points (see Section 6.2)
Stage 2 
· Step 7 - Selection of Finalists
· Step 8 - Evaluation and Scoring of Bidder Demonstrations and Oral Presentations
· Step 9 - Recommended Bidder Selection
Evaluations conducted in steps 2 through 5 and 7 through 8 will be scored. The distribution of points for each evaluation step are provided in the table below.
Bidder Proposal Scoring Point Distribution
	Stage 1

	Evaluation Step
	Points allowed
	% of total points

	Management Proposal
	2,400
	24

	Technical Proposal
	2,000
	20

	Functional Proposal
	2,400
	24

	Cost Proposal
	1,000
	10

	Executive Order 18-03
	   200
	  2

	Stage 2

	Bidder Demonstrations
	1,500
	15

	Oral Presentations
	   500
	  5

	Total Points
	 10,000
	  100


The remainder of this section summarizes each of the evaluation steps and the responsibilities of the evaluators.
8.2.2 [bookmark: _Toc68078668][bookmark: _Toc72310740][bookmark: _Ref53072905][bookmark: _Ref53072922]Assessment of Compliance 
Prior to release of the management, technical and functional proposals to the evaluation team members, all proposals will be assessed for compliance with minimum qualifications and mandatory requirements (MR) as specified in Sections 2, 3 and 4 of the RFP. The RFP Coordinator will be responsible for the compliance assessment. Only proposals meeting these qualifications will be further evaluated.
The mandatory requirements are not assigned a point score. The RFP Coordinator will record PASS or FAIL for each requirement.
Any proposal that receives a FAIL score on any mandatory requirement or for some reason, cannot be evaluated, will be deemed non-responsive. Any proposal that is non-responsive may be rejected by HCA. The RFP Coordinator in consultation with the POS Replacement Project Co-Sponsors will determine whether a proposal will be rejected as non-responsive or if HCA will request corrective action or clarification from the Bidder.
Corrections to proposal material may be requested, in writing, with a limited time period for their receipt to ensure timely evaluation of the full proposal or to allow for its rejection for noncompliance. A correction requested from one Bidder does not establish a right or opportunity for any other Bidder to submit questions or clarifications.  Corrections must be limited to only those requested by the RFP Coordinator. 
All Bidders whose proposals meet minimum qualifications will then proceed through the proposal evaluation and scoring steps. The evaluation and scoring of the Management, Technical and Functional Proposals outlined below will focus on Mandatory Scored Requirements (MS).
8.2.3 [bookmark: _Toc68078669][bookmark: _Toc72310741]Scoring Criteria for Management, Technical, and Functional Proposals
	Raw Score
	Description
	Discussion

	0
	No value
	The Bidder has omitted any discussion of this requirement or the information provided is of no value.

	1-3
	Poor
	The Bidder has not fully established the capability to perform the requirement, has marginally described its approach, or has simply restated the requirement.

	4-6
	Average
	The Bidder has an acceptable capability or solution to meet this criterion and has described its approach in sufficient detail to be considered "as meeting minimum requirements".

	7-9
	Above Average
	The Bidder has demonstrated an above-average capability, approach, or solution and has provided a complete description of the capability, approach, or solution to the requirement. The Bidder has included any additional features available to HCA within the base product that are not listed in the requirements.

	10
	Excellent
	The Bidder has provided a unique, innovative, detailed, efficient approach or established, by references and presentation of material, far superior capability in this area. The Bidder has included any additional features available to HCA within the base product that are not listed in the requirements. 


Raw scores in each of the Management, Technical and Functional Proposals will be added together (Management, Technical and Functional Proposals will each receive its own score). The total raw score for each Proposal category will be normalized arriving at the final Management, Technical and Functional Proposal scores by using the following formula (scores will be rounded to 2 decimal places):

	y	=	final Management/Technical/Functional Proposal score for Bidder n
	n	=	total Management/Technical/Functional Proposal raw score for Bidder n
x     =      	highest total Management/Technical/Functional Proposal raw score for all qualified Bidders
	z	=	maximum points allowed:  2400, 2000, and 2400 points respectively.
8.2.4 [bookmark: _Toc68078671][bookmark: _Toc72310746][bookmark: _Toc72310744][bookmark: _Ref53121980]Scoring of Cost Proposals
Upon completion of the Management, Technical and Functional evaluations, the RFP Coordinator will score the Cost proposals. If a Bidder’s proposal has been considered non-responsive through any of the prior evaluations, the Bidder’s Cost Proposal will not be scored.
The Cost Proposals will be assessed to determine whether they meet all compliance requirements including the submission of all required forms and statements. The RFP Coordinator will complete a compliance checklist to indicate whether the Bidder provided all required forms and statements and all required signatures are provided. Any proposal omitting any of the required forms or statements shall be deemed non-responsive and may be rejected by HCA.
All sections of the Cost Proposal will be evaluated and scored. The Cost Proposal providing the lowest overall price for a specific section will receive the maximum point score for that section. All other proposals will receive fewer points based upon the following formula:

y	=	Bidder’s score for Cost Proposal subsection
x	=	Lowest Bidder’s price for Cost Proposal subsection 
z	=	Bidder’s price for Cost Proposal subsection
a	=	Points available for that subsection 
Total points available for each of the subsections are as follows:
· Total DDI Cost = 400 points
· Blended DDI Hourly Rate = 100 points
· O&M Fixed Price = 400 points
· Blended O&M Hourly Rate = 100 points
Scores for all subsections within the Cost Proposal will be summed arriving at a total score for the Cost Proposal. The total score will be normalized arriving at the final Cost Proposal score by using the following formula:

	y	=	Final Cost Proposal score for Bidder
	n	=	Total weighted Cost Proposal score for Bidder
	x	=	Highest total weighted Cost Proposal score for all qualified Bidders
8.2.5 Selection of Finalists
Scores for the Management, Technical, and Functional Proposals will be added to each Bidder’s scores for Cost Proposals and incentive points gained in Section 6.2 to arrive at a total Stage 1 score for each Bidder. Finalists will be selected based upon total Stage 1 scores, and will be asked to participate in Stage 2 Demonstrations and Oral Presentations. 
HCA will select the top 2 highest scoring Stage 1 Bidders to participate in Stage 2. However, if the 3rd highest scoring Stage 1 Bidder is within 5% of the 2nd highest scoring Stage 1 Bidder, then HCA will also invite that 3rd place Bidder to participate in Stage 2. Bidders not selected as finalists will be notified by HCA by email.
8.2.6 [bookmark: _Toc72310745]Evaluation and Scoring of Bidder Demonstrations 
Bidder demonstrations are part of the functional requirements evaluation, but will be scored separately in Stage 2. The purpose of this step is to assess how well the Bidder meets functional requirements through scripted demonstrations. Bidders selected as finalists as described in Section 8.2.4 will be invited to demonstrate their system.
The Bidder Demonstration Evaluation Team will consist of members from the Management, Functional and Technical Evaluation Teams. 
Each scenario will be scored by evaluators on a scale of 0-10 using the criteria outlined below:
Bidder Demonstration Scoring Criteria
	Score
	Description
	Discussion

	0
	No value
	The Bidder has omitted any discussion of this requirement or the information provided is of no value.

	1-3
	Poor
	The Bidder has not fully demonstrated the capability to perform the requirement, has marginally described its approach, or has simply restated the requirement.

	4-6
	Average
	The Bidder has demonstrated an acceptable capability or solution to meet this criterion and has described its approach in sufficient detail to be considered "as meeting minimum requirements".

	7-9
	Above Average
	The Bidder has demonstrated an above-average capability, approach, or solution and has provided a complete description of the capability, approach, or solution to the requirement. The Bidder has demonstrated any additional features available to HCA (and related to the scenario) within the base product that are not listed in the requirements.

	10
	Excellent
	The Bidder has demonstrated an innovative, detailed, efficient approach or established, by presentation of material, far superior capability in this area. The Bidder has demonstrated any additional features available to HCA (and related to the scenario) within the base product that are not listed in the requirements.


Discussions between evaluators will influence the final score assigned to each scenario. Scenario scores are summed to arrive at a total Bidder demonstration score. More information on the number of scenarios and the details of those scenarios will be made available to the Finalists after Stage 1.
The total demonstration score will be normalized arriving at the final demonstration score by using the following formula:

	y	=	final demonstration score for Bidder
	n	=	total demonstration score for Bidder
	x	=	highest total demonstration score for all Finalists
8.2.7 [bookmark: _Toc72310747]Evaluation and Scoring of Oral Presentations
The purpose of this step is to allow the Bidders to present their proposals through oral presentations. The following areas will be addressed by each Bidder during the presentation:
· Engagement Team Members and their Qualifications
· Approach to Project Management
· Understanding of the RFP and HCA Requirements
· Understanding of HCA
Within each area, criteria are defined and will be scored by evaluators on a scale of 0-10 using the criteria outlined below:
Oral Presentation Scoring Criteria
	Score
	Description
	Discussion

	0
	No value
	The Bidder has failed to present information to demonstrate that the criteria can be met and the information provided is of no value.

	1-3
	Poor
	The Bidder has addressed the criteria but not in a manner that is sufficient to demonstrate the capability to meet the requirement.

	4-6
	Average
	The Bidder has an acceptable capability or solution to meet this criterion and has described its approach in sufficient detail to be considered "as meeting minimum requirements".

	7-9
	Above Average
	The Bidder has demonstrated an above-average capability, approach, or solution and has provided a complete description of the capability, approach, or solution to satisfy the criterion.

	10
	Excellent
	The Bidder has provided an innovative, detailed, efficient approach or established, by references and presentation of material, far superior capability in this area.


Discussions between evaluators will influence the final score assigned to a criterion within an area. Scores for each area will be summed to arrive at the total oral presentation score. More information about content and requirements of the oral presentation will be made available to the Finalists after Stage 1.
The total oral presentation score from the evaluators will be normalized arriving at the final score by using the following formula:

	y	=	final presentation score for Bidder 
	n	=	total presentation score for Bidder 
	x	=	highest total presentation score for all Finalists
8.3 [bookmark: _Toc68078713][bookmark: _Toc72310748][bookmark: _Toc58933671]BIDDER SELECTION
Bidder selection begins after evaluation and scoring are complete for the Stage 1 Management, Technical, Functional and Cost proposals and Miscellaneous Required Forms in Section 6, as well as the Stage 2 Demonstrations and Oral Presentations. The scores are combined to produce the final scoring and ranking of Bidders.
HCA at its sole discretion may elect to take the highest 2 to 3 Bidders into a Best and Final Offer evaluation. 
8.3.1 [bookmark: _Toc72310749] Best and Final Offer
Upon completion of the Bidders’ oral presentations and demonstrations, the RFP Coordinator may issue to the Bidders a request for Best and Final Offers. This request may include specific instructions as to the content and form of the Best and Final Offer and an invitation to submit a revised proposal.
The State reserves the right to select the Apparent Successful Bidder without requesting a Best and Final Offer. Therefore, Bidders should submit their proposal on the most favorable terms the Bidder can offer.
8.3.2 [bookmark: _Toc72310750]Selection of Apparent Successful Bidder (ASB)
There will be 1 Apparent Successful Bidder identified to be eligible to provide the solution specified in the RFP and subsequent Bidder proposal. The Apparent Successful Bidder must meet the minimum qualifications and all the Mandatory Requirements (MR) of this RFP. HCA management will make the final determination as to which Bidder will be officially selected and announced as the Apparent Successful Bidder under this solicitation. In so doing, HCA management will be guided but not bound by the scores awarded by the evaluators. HCA management will determine which proposals evaluated will best meet the needs of HCA.
HCA reserves the right to reject any or all bids for any reason deemed by HCA to be in HCA’s interest, including but not limited to:
· Unacceptable cost;
· Poor quality of proposal; or
· Lack of, or poor quality of, competition.
8.3.3 [bookmark: _Toc72310751]Announcement of Apparent Successful Bidder
Once HCA has determined the Apparent Successful Bidder, all Bidders will be notified by email. The date of the announcement of the Apparent Successful Bidder will be the date the announcement email is sent.
8.3.4 [bookmark: _Toc24170443][bookmark: _Toc72310752]Debriefing Conferences 
Any Bidder who has submitted a Proposal and been notified it was not selected for contract award may request a debriefing. The request for a debriefing conference must be received by the RFP Coordinator no later than 5:00 p.m., local time, in Olympia, Washington, within 3 business days after the Unsuccessful Bidder Notification is e-mailed to the Bidder. The debriefing will be held in accordance with the solicitation schedule above in Section 7.2.
Discussion at the debriefing conference will be limited to the following:
8.3.5 Evaluation and scoring of the Bidder’s Proposal;

8.3.6 Critique of the Proposal based on the evaluation; and

8.3.7 Review of the Bidder’s final score in comparison with other final scores without identifying the other Bidders.
Topics a Bidder could have raised as part of the complaint process (Section 8.4.1) cannot be discussed as part of the debriefing conference, even if the Bidder did not submit a complaint.
Comparisons between proposals, or evaluations of the other proposals will not be allowed. Debriefing conferences may be conducted in person or on the telephone and will be scheduled for a maximum of 30 minutes.
8.4 [bookmark: _Toc72310753][bookmark: _Toc58933672]COMPLIANT AND PROTEST PROCEDURES
8.4.1 [bookmark: _Toc72310754][bookmark: _Ref53132026]Complaints
Bidders may submit a complaint to HCA based on any of the following:
· The RFP unnecessarily restricts competition;
· The RFP evaluation or scoring process is unfair or unclear; or
· The RFP requirements are inadequate or insufficient to prepare a response.
A complaint must be submitted to HCA prior to five business days before the bid response deadline. The complaint must:
· Be in writing;
· Be sent to the RFP Coordinator in a timely manner;
· Clearly articulate the basis for the complaint; and
· Include a proposed remedy.
The RFP Coordinator will respond to the complaint in writing. The response to the complaint and any changes to the RFP will be posted on WEBS. The Director of HCA will be notified of all complaints and will be provided a copy of HCA’s response. A Bidder or potential Bidder cannot raise during a bid protest any issue that the Bidder or potential Bidder raised in a complaint.  HCA’s action or inaction in response to a complaint will be final. There will be no appeal process.  
8.4.2 [bookmark: _Toc493665384][bookmark: _Toc38270168][bookmark: _Toc72310756]Protest Process
A bid protest may be made only by Bidders who submitted a response to this RFP and who have participated in a debriefing conference. Upon completing the debriefing conference, the Bidder is allowed five business days to file a protest with the RFP Coordinator. Protests must be received by the RFP Coordinator no later than 4:30 p.m., local time, in Olympia, Washington on the fifth business day following the debriefing. Protests may be submitted by e-mail or by mail.
Bidders protesting this RFP must follow the procedures described below. Protests that do not follow these procedures will not be considered. This protest procedure constitutes the sole administrative remedy available to Bidders under this RFP.
All protests must be in writing, addressed to the RFP Coordinator, and signed by the protesting party or an authorized agent. The protest must state (1) the RFP number, (2) the grounds for the protest with specific facts, (3) complete statements of the action(s) being protested, and (4) the relief or corrective action being requested.
Only protests alleging an issue of fact concerning the following subjects will be considered:
· A matter of bias, discrimination, or conflict of interest on the part of an evaluator;
· Errors in computing the score; or
· Non-compliance with procedures described in the RFP or HCA requirements.
Protests based on anything other than those items listed above will not be considered. Protests will be rejected as without merit to the extent they address issues such as: (1) an evaluator’s professional judgment on the quality of a Proposal; or (2) HCA’s assessment of its own needs or requirements.
Upon receipt of a protest, HCA will undertake a protest review. The HCA Director, or an HCA employee delegated by the HCA Director who was not involved in the RFP, will consider the record and all available facts. If the HCA Director delegates the protest review to an HCA employee, the Director nonetheless reserves the right to make the final agency decision on the protest. The HCA Director or his or her designee will have the right to seek additional information from sources he or she deems appropriate in order to fully consider the protest.
If HCA determines in its sole discretion that a protest from one Bidder may affect the interests of another Bidder, then HCA may invite such Bidder to submit its views and any relevant information on the protest to the RFP Coordinator. In such a situation, the protest materials submitted by each Bidder will be made available to all other Bidders upon request.
The final determination of the protest will:
· Find the protest lacking in merit and uphold HCA’s action; or
· Find only technical or harmless errors in HCA’s acquisition process and determine HCA to           be in substantial compliance and reject the protest; or
· Find merit in the protest and provide options to the HCA Director, which may include:

a. Correct the errors and re-evaluate all Proposals; or
b. Issue a new solicitation document and begin a new process; or
c. Make other findings and determine other courses of action as appropriate.
d. Make other findings and determine other courses of action as appropriate.
If the protest is not successful, HCA will enter into a contract with the ASB(s), assuming the parties reach agreement on the contract’s terms.
8.5 [bookmark: _Toc52809733][bookmark: _Toc52810584][bookmark: _Toc52811006][bookmark: _Toc52811318][bookmark: _Toc24170445][bookmark: _Toc72310757][bookmark: _Toc58933673]CONTRACT PROCESS
8.5.1 [bookmark: _Toc24170446][bookmark: _Toc72310758]Contract Negotiation 
Immediately following the announcement of the ASB, contract negotiations will begin. HCA reserves the right to cancel the award and award the contract to the next ranked Bidder if either of the following occurs:
8.5.1.1 Substantive progress in negotiating a contract is not achieved within 20 business days of announcing the ASB. 
8.5.1.2 The ASB fails to sign the successfully negotiated contract within 5 business days of delivery to the ASB. 
8.5.2 [bookmark: _Toc417701915][bookmark: _Toc417702075][bookmark: _Toc419082964][bookmark: _Toc420482741][bookmark: _Toc421592112][bookmark: _Toc421802435][bookmark: _Toc422302267][bookmark: _Toc422385590][bookmark: _Toc422385794][bookmark: _Toc422390732][bookmark: _Toc422393771][bookmark: _Toc422555536][bookmark: _Toc422718503][bookmark: _Toc422729094][bookmark: _Toc422744663][bookmark: _Toc422751589][bookmark: _Toc422751827][bookmark: _Toc422821156][bookmark: _Toc422821373][bookmark: _Toc423161993][bookmark: _Toc24170447][bookmark: _Toc72310759]Contract Award and Execution
HCA reserves the right to make an award without further discussion of the Apparent Successful Bidder’s submitted proposal. Therefore, the proposal should be initially submitted on the most favorable terms the Bidder can offer.
The Apparent Successful Bidder should be prepared to accept this RFP for incorporation into a contract resulting from this RFP. Contract negotiation, if held, will provide for the incorporation of the Bidder’s proposal to this RFP.
8.5.3 [bookmark: _Toc417701917][bookmark: _Toc417702077][bookmark: _Toc419082966][bookmark: _Toc420482743][bookmark: _Toc421592114][bookmark: _Toc421802437][bookmark: _Toc422302269][bookmark: _Toc422385592][bookmark: _Toc422385796][bookmark: _Toc422390734][bookmark: _Toc422393773][bookmark: _Toc422555538][bookmark: _Toc422718505][bookmark: _Toc422729096][bookmark: _Toc422744665][bookmark: _Toc422751591][bookmark: _Toc422751829][bookmark: _Toc422821158][bookmark: _Toc422821375][bookmark: _Toc423161995][bookmark: _Toc24170448][bookmark: _Toc72310760]Proposal Part of Contract
This RFP and the ASB’s proposal will become part of the contract.  Additionally, HCA may choose to verify any or all Bidder’s representations that appear in the proposal. Failure of the Bidder to produce results promised in the proposal, in demonstrations, or in actual use may result in elimination of the Bidder from the evaluation process or in contract cancellation or termination.
8.5.4 [bookmark: _Toc417701918][bookmark: _Toc417702078][bookmark: _Toc419082967][bookmark: _Toc420482744][bookmark: _Toc421592115][bookmark: _Toc421802438][bookmark: _Toc422302270][bookmark: _Toc422385593][bookmark: _Toc422385797][bookmark: _Toc422390735][bookmark: _Toc422393774][bookmark: _Toc422555539][bookmark: _Toc422718506][bookmark: _Toc422729097][bookmark: _Toc422744666][bookmark: _Toc422751592][bookmark: _Toc422751830][bookmark: _Toc422821159][bookmark: _Toc422821376][bookmark: _Toc423161996][bookmark: _Toc24170449][bookmark: _Toc72310761]Sample Contract
The ASB will be expected to enter into a contract that is substantially the same as the sample contract included herein as Attachment 15, Sample Contract. That sample contract includes the service level agreement terms included herein as Attachment 16, Performance Standards. The ASB will also be expected to enter into a Data Share Agreement and/or Business Associate Agreement that is substantially the same as the sample DSA/BAA included herein as Attachment 17, Data Share Agreement/Business Associate Agreement. 
HCA will not accept any draft contracts prepared by any Bidder. The Bidder may submit exceptions as allowed in Attachment 11, Certifications and Assurances. HCA will review requested exceptions and accept or reject the same at its sole discretion.
If, after the announcement of the ASB, and after a reasonable period of time, the ASB and HCA cannot reach agreement on acceptable terms for the Contract, the HCA may cancel the selection and Award the Contract to the next most qualified Bidder.
8.5.5 [bookmark: _Toc417701919][bookmark: _Toc417702079][bookmark: _Toc419082968][bookmark: _Toc420482745][bookmark: _Toc421592116][bookmark: _Toc421802439][bookmark: _Toc422302271][bookmark: _Toc422385594][bookmark: _Toc422385798][bookmark: _Toc422390736][bookmark: _Toc422393775][bookmark: _Toc422555540][bookmark: _Toc422718507][bookmark: _Toc422729098][bookmark: _Toc422744667][bookmark: _Toc422751593][bookmark: _Toc422751831][bookmark: _Toc422821160][bookmark: _Toc422821377][bookmark: _Toc423161997][bookmark: _Toc24170450][bookmark: _Toc72310762]Negotiating is Acceptable
The foregoing should not be interpreted to prohibit either party from proposing additional contract terms and conditions during the negotiation of the final contract.
[bookmark: _Toc24170451][bookmark: _Toc72310763]
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Attachment 1:

Definitions 



Definitions for the purposes of this RFP include:





340B Drug Pricing Program: A US federal government program in which drug manufacturers participating in Medicaid agree to provide outpatient drugs to covered entities at a significantly reduced price. Eligible covered entities are defined in statute and much be verified prior to purchasing from the program. 



Acceptance Criteria: The specifications against which each Deliverable will be evaluated in accordance with the contract, which must be described in Change Orders or other Deliverables and be in alignment with the Performance Standards, warranties and other requirements described in the Agreement, and HCA’s satisfaction for Services that are not subsumed in a Deliverable.



Active Directory: A directory system that Microsoft developed for a Windows domain networks. It is included in a Windows Server operating system as a set of processes and services.



Actual Acquisition Cost (AAC): Agency’s chosen methodology for reimbursing pharmacies based on predetermined, audited and periodically reviewed Prescription Drug acquisition costs and related dispensing fees, adjusted for global State changes in payment methodologies.



Affordable Care Act (ACA): Means the patient Protection and Affordable Care Action of 2010 and the health care provisions of the Health Care and Education Reconciliation Act of 2010.



Automated maximum allowable cost (AMAC): The rate established by the Medicaid agency or its designee for a multiple-source drug that is not on the maximum allowable cost (MAC) list and that is designated by two or more products, at least one of which must be under a federal drug rebate contract.



Americans with Disabilities Act (ADA): One of America's most comprehensive pieces of civil rights legislation that prohibits discrimination and guarantees that people with disabilities have the same opportunities as everyone else to participate in the mainstream of American life.  



American Indian/Alaskan Native (AIAN): A person having origins in any of the original peoples of North and South America (including Central America) and who maintains tribal affiliation or community attachment. (census.gov)



Application Programming Interface (API): A set of sub-routine definitions, communication protocols, and tools for building software.



Accredited Standards Committee (ASC):  The organization chartered by the American National Standards Institute (ANSI), who collaboratively develops standard methods of data exchange through its membership.  This is commonly referred to as ASCX12, the "12, denotes the versioning.



Apparent Successful Bidder (ASB): The Bidder selected as the entity to perform the anticipated services under this RFP, subject to completion of contract negotiations and execution of a written contract.



Authorized Users: A user authorized by State-designation or State-defined role, to access the MMIS or POS.  



Bank Identification Number (BIN): A bank identification number (BIN) is a six-digit number that is used for routing transactional real-time data, originated by the banking industry. Electronic pharmacy claims use the same technology for routing data.



Bidder: Individual or company interested in the RFP that submits a proposal in order to attain a contract with the Health Care Authority.



Business Associate:  Has the meaning defined in 45CFR, Part 160.103 and includes any entity that performs or assists in performing a function or activity involving the use/disclosure of Individually Identifiable Health Information or involving any other function or activity regulated by HIPAA; or provides legal, accounting, actuarial, consulting, data aggregation, management, accreditation, or financial service where the services involve Individually Identifiable Health Information.



Business Associate Agreement (BAA): A HIPAA BAA is a contract between a HIPAA covered entity and the vendor used by that covered entity as defined in the Privacy and Security Rules (45CFR 160.103). 



Capability Maturity Model (CMM): A maturity model can be viewed as a set of structured levels that describe how well the behaviors, practices and processes of an organization can reliably and sustainably produce required outcomes. A maturity model can be used as a benchmark for comparison and as an aid to understanding – for example, for comparative assessment of different organizations where there is something in common that can be used as a basis for comparison. 



Center for Evidence-Based Policy: The Center for Evidence-based Policy has worked with federal, state and local policymakers across the United States to use high-quality evidence to guide decisions, achieve more with available resources and, ultimately, improve the health of their constituents.



Centers for Medicare and Medicaid Services (CMS): The Centers for Medicare and Medicaid Services, the agency within the United States Department of Health and Human Services that provides administration and funding for Medicare under Title XVIII, Medicaid under Title XIX, and the Children’s Health Insurance Program under Title XXI of the Social Security Act.

Change Order (CO): A written form in response to a Change Request that modifies, deletes or adds to the Deliverables or Services in whole or in part in accordance with the terms of the contract.



Change Request (CR): A written form that proposes changes to modify, delete or add to the Deliverables or Services in whole or in part in accordance with the terms of the contract.



Client: How HCA and the ProviderOne system refer to a Medicaid recipient within the POS system and who receives pharmacy benefits. 



Code of Federal Regulations (CFR): The Code of Federal Regulations.  All references in this document to C.F.R. chapters or sections include any successor, amended, or replacement regulation. The C.F.R. may be accessed at http://www.ecfr.gov/cgi-bin/ECFR?page=browse.

Co-Insurance: An arrangement in which an insurance company, Medicaid, Medicare or other third-party agree to share in the cost of expenses.



Commercial-Off-The Shelf (COTS): Packaged solutions which are then adapted to satisfy the needs of the purchasing organization rather than the commissioning of custom-made or bespoke solutions. 



Companion Guide (CG): The documentation used to clarify the exchange of information on NCPDP Encounter transactions between the HCA ProviderOne system and its trading partners. HCA defines trading partners as covered entities that either submit or retrieve NCPDP batch transactions to and from ProviderOne.



Configuration: The arrangement of rules and workflow processes used to implement specific business decisions of HCA without using programming language or database queries. This includes the data entered into tables that a software rules engine processes to determine variables, such as workflow sequences and value limitations. 



Copay or Copayment: A cost-sharing provision that requires clients to pay a set dollar amount per prescription as determined by HCA and their benefit plan. 



Correction Action Plan (CAP):  The detailed written plan that Contractor submits to HCA in response to HCA’s demand that Contractor describe how it will correct or resolve a Deficiency or breach by Contractor, as further described in the Agreement.

Deductible: An initial specified amount that shall be paid by the Client out-of-pocket before the benefit coverage takes effect.



Defect or Deficiency: An incident or problem resulting from a flaw in a Deliverable or Service that causes the Deliverable or Service to fail to perform in accordance with its applicable Specifications or a failure of a Deliverable to conform to reasonable commercial or industry standards for appearance, quality, functionality, or format.



Deliverables: Contractor’s products that result from the Services and that are prepared for HCA (either independently or in concert with HCA or third parties) during the course of Contractor’s performance under this Agreement, work produced under Change Orders, and designs, structures, and models developed in the course of rendering the Services and incorporated into such products.

DDI: Design, development and implementation of a major improvement effort that qualifies for Federal Financial Participation at the 90% match rate.



Dispensing Fee: The dollar amount HCA reimburses a pharmacy for dispensing a covered drug to a client.



Drug Data Reporting system (DDR):  DDR is a web-based reporting tool used by all labelers that participate in the Medicaid Drug Rebate program to submit product and pricing data to CMS.



Drug Enforcement Agency (DEA):  The federal agency charged with supporting enforcement of the Controlled Substances Act.



Drug Utilization Review (DUR): A set of processes in which a client’s medication is reviewed to ensure proper utilization and decision making in the overall course of the client’s care. It involves prospective evaluation, concurrent monitoring, and a retrospective review of the patient’s drug history to improve their health management.



Electronic Data Interchange (EDI): The electronic transmission of structured data by agreed message standards from one computer system to another without human intervention. It is a system for exchanging business documents with external entities.



Enhancement: All updates, upgrades, additions, and changes to, and future releases for the Software, that include without limitation, updated versions of the Software that encompass improvements, extension, Maintenance updates, error corrections, or other that are logical improvements or extensions of the Software supplied to HCA. Enhancements are include changes to the Software.



Employer Identification Number (EIN):  This is also known as a Federal Tax Identification Number, and is the nine-digit number used to identify a business entity assigned by the Internal Revenue Service.



Explanation of Benefits (EOB): A statement sent by a health insurance company to covered individuals explaining what medical treatments and/or services were paid for on their behalf.



Extract, Transform, Load (ETL): ETL refers to three separate functions combined into a single process. First, the extract function reads from a specified data source and extracts a desired subset of data. Next, the transform function works with the acquired data, using rules or lookup tables, creating combinations with other data to convert it to the desired state. Finally, the load function is used to write the resulting data (e.g., either all of the subset or just the changes) to a target database, which may or may not previously exist. 
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Federal Upper Limit (FUL): The maximum reimbursement amount allowed for certain drugs pursuant to Section 1927(e) of the Social Security Act (Act).

 

Federal Funding Participation (FFP):  The federal government’s share of expenditures for Deliverables or Services under the agreement.



Fee-For-Service (FFS): A payment model whereby Medicaid pays providers directly for each service provided to individuals who are not enrolled in managed care.



Firm Offer (FO): Contractor’s written response to a Change Request.



First Databank (FDB): First Databank is a major provider of drug and medical device databases that help inform healthcare professionals to make decisions.



Generic Product Identifier (GPI): Medi-Span’s hierarchical therapeutic classification system allowing for grouping, sorting, searching, matching, mapping and screening. 



Healthcare Common Procedure Coding System (HCPCS): The Healthcare Common Procedure Coding System is a collection of codes that represent procedures, supplies, products and services which may be provided to Medicare/Medicaid beneficiaries and to individuals enrolled in private health insurance programs.



Health Care Authority (HCA): The Washington State Health Care Authority, any division, section, or office, any of the officers or other officials lawfully representing HCA, any employees, contractors, or agents.

Health Insurance Portability and Accountability Act (HIPAA): The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that required the creation of national standards to protect sensitive patient health information from being disclosed without the patient's consent or knowledge.



HITECH: Refers to the Health Information Technology for Economic and Clinical Health Act of the American Recovery and Reinvestment Act of 2009 (ARRA) together with any regulations there under.



Hypertext Transfer Protocol Secure (HTTPS): The communication protocol is encrypted using Transport Layer Security (TLS) or, formerly, its predecessor, Secure Sockets Layer (SSL).



Independent Verification and Validation (IV&V): Activities performed by a third party organization not involved in the development of the product.



Information Technology (IT): Refers to the development, maintenance, or use of computer software, systems, and networks.



Integration Testing or System Integration Testing (SIT): The overall testing of a complete system of multiple components or elements. The test may be composed of hardware, or software, or hardware with embedded software or hardware/software with user involved testing. SIT is a process of verifying that the system meets its requirements and validating that the system performs in accordance to the State’s expectations.


Interactive Voice Response (IVR): For the purposes of this RFP, a phone technology that enables providers to access information regarding prior authorization status.



Key Performance Indicator (KPI’s): A type of a performance measurement. For the purposes of this RFP, KPI measures and data will be required by CMS in order to achieve federal certification known as Outcome Based Certification.



Managed Care Organization (MCO):  Organizations that meet the requirements of 42 CFR 438.2 and is a health insuring corporation licensed in the State of WA that enters into a managed care provider agreement with HCA. MCO’s submit encounter data to HCA.



Maximum allowable cost (MAC): The maximum amount that HCA reimburses for a specific dosage form and strength of a multiple-source drug product. 



Medicaid Drug Rebate Program (MDRP): A program that includes CMS, State Medicaid agencies, and participating drug manufacturers that helps to offset the federal and state costs of most outpatient prescription drugs dispensed to Medicaid patients.



Medicaid Management Information System (MMIS): An integrated group of procedures and computer processing operations (subsystems) developed at the general design level to meet principle objectives. For title XIX purposes, “system mechanization” and “mechanized claims processing and information retrieval systems” is identified in section 1903(a)(3) of the Act and defined in regulation at 42 CFR 433.111. The objectives of this system and its enhancements include the title XIX program control and administrative costs; service to enrolled individuals, providers, and inquiries; operations of claims control and computer capabilities; and management reporting for planning and control.



Module: A set of MMIS business processes that are implemented through a collection of information technology functionality. These functions can be replaced independently without requiring a complete overhaul of the entire System. A modular approach requires a flexible approach to system development, including the use of open interfaces and exposed application-programming interfaces.



Morphine Milligram Equivalent (MME):  Refers to the oral opioid equivalent conversion factors calculated by the CDC for prescription benzodiazepines, muscle relaxants, stimulants, and sedatives, and opioids.



National Average Drug Acquisition Cost (NADAC): The nationwide survey of retail community pharmacy covered outpatient drug prices to provide state Medicaid agencies with updated covered outpatient drug prices by averaging survey invoice prices from retail community pharmacies across the United States.



National Council for Prescription Drug Program (NCPDP): A standards development organization accredited by the Automated National Standards Institute (ANSI) whose mission is to create and promote data interchange standards for the pharmacy services sector of the healthcare industry.



National Drug Code (NDC): The Food and Drug Administration assigned unique identification number assigned to all drugs manufactured, prepared, propagated, compounded, or processed by it for commercial distribution.



National Institute of Standards and Technology (NIST): The National Institute of Standards and Technology (NIST) was founded in 1901 and is now part of the U.S. Department of Commerce. Publications in NIST’s Special Publication (SP) 800 series present information of interest to the computer security community. The series comprises guidelines, recommendations, technical specifications, and annual reports of NIST’s cybersecurity activities. SP 800 publications are developed to address and support the security and privacy needs of U.S. Federal Government information and information systems. 



National Average Drug Acquisition Cost (NADAC):  A national benchmark published by the Centers for Medicare and Medicaid (CMS). The NADAC is based on a monthly survey of invoice costs paid by retail community pharmacies across the United States. 



National Provider Identification number (NPI): A National Provider Identifier (NPI) is HIPAA Administrative Simplification Standard consisting of a unique identification number for covered health care providers.



Office of the Chief Information Officer (OCIO): Oversees, approves, and monitors all major IT projects occurring in any executive branch or institution. The OCIO publishes best practices summary and update on recommendation for IT projects.



Office of Cyber Security (OCS):  Provides oversight and strategic direction for cybersecurity and protect state networks from growing cyber threats.



Oregon Health and Science University (OHSU): University hospital system located in Portland, OR. It is a general medical and surgical facility and a teaching hospital.



On-line Transaction Processing (OLTP): A class of software program capable of supporting transaction-oriented applications concurrently on the internet.



Operational Readiness Review (ORR): A disciplined, systematic, documented, performance-based examination of facilities, equipment, personnel, procedures, and management control systems to ensure that the solution will be fully operable.



Organization Change Management (OCM): A framework for managing the effect of new business processes, changes in organization structure, or cultural changes within an enterprise.



Outcome Based Certification (OBC): A CMS systems certification process that evaluates how well Medicaid information technology systems support desired business outcomes while reducing the burden on States. CMS is experimenting with OBC through a combination of developing outcome statements and evaluation criteria, identifying test cases for system demonstrations, and collecting and assessing operational data. CMS will engage States in OBC through pilots and release guidance as new OBC processes are refined.



Out of State (OOS):  Refers to client services received outside the borders of WA State.



Pharmacy Benefit Manager (PBM): A pharmacy benefit manager (PBM) is a company that administers some or all of the elements of a drug benefit program for a third party, such as an employer or health plan.



[bookmark: _Hlk51247548]Point of Sale (POS):  A pharmacy claims processing system that encompasses the automated functions necessary to receive, adjudicate, and process pharmacy claims and payments against eligibility, plan benefits, formularies, price, DUR, prior authorization and rebates. POS supports the on-line processing of pharmacy claims submitted in real-time by pharmacies through networks provided by contracted switch vendors. 



Portable Document Format (PDF): A file format that has captured all the elements of a printed document as an electronic image that you can view, navigate, print, or forward to someone else. 



Prescription Drug: Drugs whose sale without a prescription, by a practitioner authorized to prescribe drugs, is prohibited by law.



[bookmark: _Hlk51246230]Preferred Drug List (PDL):  The list of preferred drugs and restrictions developed by HCA that lists preferred and non-preferred therapeutic agents and clinical criteria. 



[bookmark: _Hlk51246244]Prior Authorization (PA):  Refers to the requirement that a health care provider obtain approval from HCA in order to be compensated for a given service or product.



Project Management Body of Knowledge (PMBOK): A collection of processes and knowledge areas accepted as best practice for the Project Management profession.  



Proposal: Means a written proposal submitted in response to this RFP.



Prospective Drug Utilization Review (ProDUR): A review of an individual’s medication record and prescription drug orders prior to dispensing.



Protected Health Information (PHI): Information that relates to the provision of health care to an individual, the past, present, or future physical or mental health or condition of an individual, the past, present or future payment for provision of health care to an individual. PHI includes demographic information that identifies the individual or about which there is reasonable basis to believe, can be used to identify the individual. PHI is information transmitted, maintained, or stored in any form or medium and does not include education records covered by the Family Educational Right and Privacy Act, as amended.



ProviderOne: Refers to the MMIS in the state of Washington.



Public Health Services Act (PHS or PHSA):  The federal legislation requiring pharmaceutical manufacturers participating in Medicaid to sell outpatient drugs at discounted prices to health care organizations (including HCA) that care for many uninsured and low-income patients.



RCW: The Revised code of Washington. The RCW may be accessed at http://app.leg.wa.gov/rcw/.



Recipient Aid Category (RAC): RAC identifies and codes Client populations, with similar characteristics, within the MMIS system. Periods of program eligibility are defined by RAC code, with related begin and end dates.



Regression Testing: A type of software testing that seeks to uncover new software bugs, or regressions, in existing functional and non-functional areas of a system after changes, such as enhancements, patches or configuration changes, have been made to them. One of the main reasons for regression testing is to determine whether a change in one part of the software affects other parts of the software.



Remittance Advice (RA):  The summary of reimbursement(s) made on submitted claims, sent to each unique provider number for each claim submitted either electronically, (Electronic Remit Advice [ERA]) or in printed form (Standard Paper Remit [SPR]).



Request for Proposals (RFP): Formal procurement document in which a service or need is identified but no specific method to achieve it has been chosen. The purpose of an RFP is to permit the bidder community to suggest various approaches to meet the need at a given price.



[bookmark: _Hlk51321579]SecureAccess Washington (SAW):  A central login that lets you access the online services of multiple state agencies. It's often referred to as SAW, and is a service provided by Washington's Consolidated Technology Services. 



Secure File Transfer Protocol (SFTP): A network protocol for accessing, transferring and managing files on remote systems.



Service Organization Control (SOC) 2: Internal control reports on the services provided by a service organization providing valuable information that authorized users need to assess and address the risks associated with an outsourced service.



Service Oriented Architecture (SOA): A software design and software architecture design pattern based on structured collections of discrete software modules, known as services, which collectively provide the complete functionality of a large software application. The purpose of SOA is to allow easy cooperation of many computers that are connected over a network. 



Seven Standards and Conditions: The standards and conditions issued by CMS in 2011 to be met by states in order for Medicaid technology investments (MMIS and E&E) to be eligible for enhanced FFP funding. The Seven Standards and Conditions include 1) modularity, 2) MITA Condition, 3) Industry Standards Conditions, 4) Leverage Condition, 5) Business Results Condition, 6) Reporting Condition and 7) Interoperability Condition. CMS has added to this list, see 42 CFR 433, Subpart C.



Software as a Service (SaaS): A software licensing model in which access to the software is provided on a subscription basis, with the software being located on external servers rather than on servers located in-house.



System Development Lifecycle (SDLC): The process followed for a software project, within a software organization. It consists of a detailed plan describing how to develop, maintain, replace and alter or enhance specific software. The lifecycle defines a methodology for improving the quality of software and the overall development process.

  

Transaction Control Number (TCN):  A unique number assigned to every claim transaction, including original claims, voids and replacement claims, and adjustments. The TCN assigned to each document allows tracking of the document throughout all stages of claims processing.



Third Party Liability (TPL):  A subsystem used in the updates of TPL resource information, matching incoming TPL resource information to individuals, and other related functions. By law, all other available third-party resources must meet their legal obligation to pay claims before WA Medicaid program pays for the care of an individual eligible for Medicaid. 



[bookmark: _Toc37037434]User Acceptance Testing (UAT):  A type of Acceptance Test performed by the Users to confirm that the Deliverable(s) functions as designed and according to the Acceptance Criteria.



Work Plan: The overall plan of activities and the delineation of tasks, activities and events to be performed that includes the deliverables to be produced as agreed to by both parties.



X12: A standards development organization accredited by ANSI for industry electronic exchange of business transactions. 
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Attachment 2:

Bidder Organization Reference Form

The Bidder must submit 3 non-Bidder owned business references for the Bidder Organization in accordance with RFP Section 2.5.2. Please note that the text boxes are formatted to display any inputted text in blue font for contrast and to allow evaluators to more easily distinguish the section prompt from the response. 

		Reference #1



		Business Name:

		Click or tap here to enter text.



		Contact Name:

		Click or tap here to enter text.



		Contact Job Title:

		Click or tap here to enter text.



		Address:

		Click or tap here to enter text.



		Telephone Number:

		Click or tap here to enter text.



		Email:

		Click or tap here to enter text.



		Briefly describe the type of service provided and the period of performance.  

		Click or tap here to enter text.



		Reference #2



		Business Name:

		Click or tap here to enter text.



		Contact Name:

		Click or tap here to enter text.



		Contact Job Title:

		Click or tap here to enter text.



		Address:

		Click or tap here to enter text.



		Telephone Number:

		Click or tap here to enter text.



		Email:

		Click or tap here to enter text.



		Briefly describe the type of service provided and the period of performance.  

		Click or tap here to enter text.
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		Reference #3



		Business Name:

		Click or tap here to enter text.



		Contact Name:

		Click or tap here to enter text.



		Contact Job Title:

		Click or tap here to enter text.



		Address:

		Click or tap here to enter text.



		Telephone Number:

		Click or tap here to enter text.



		Email:

		Click or tap here to enter text.



		Briefly describe the type of service provided and the period of performance.  

		Click or tap here to enter text.
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Attachment 3:

Project Manager and Key Staff Résumé Form

Instructions

Complete a copy of this document for each provided resume. HCA is reviewing only the specific line items below and in the provided order. Do not provide a standard/existing resume. Please note that the text boxes are formatted to display any inputted text in blue font for contrast and to allow evaluators to more easily distinguish the section prompt from the response. 

Resumes should demonstrate that the proposed Project Manager has the appropriate and comprehensive experience to complete this POS implementation successfully. The Bidder's proposed Project Manager must have a minimum of 5 years’ experience in managing similar projects of comparable size and complexity; 5 years’ experience specific to POS project management experience is highly desirable.

Resumes should also demonstrate that the proposed team has the appropriate and comprehensive experience to complete this POS implementation successfully.



1. Identify staff Name, title, roles and responsibilities on the team.

Click or tap here to enter text.

2. Describe knowledge, skills, and abilities.

Click or tap here to enter text.

3. Describe system development knowledge, skills, and abilities.

Click or tap here to enter text.

4. Describe relevant hardware and software experience.

Click or tap here to enter text.

5. Describe relevant education and training.

Click or tap here to enter text.

6. Describe experience with roles similar to that proposed for this project.

Click or tap here to enter text.

7. Provide the number of years’ experience in the proposed role.

Click or tap here to enter text.

8. Describe direct experience in similar projects with the following: 

A. Project Planning.

Click or tap here to enter text.

B. Project Management (for Project Manager Only).

Click or tap here to enter text.

C. Business Area/Process Analysis.

Click or tap here to enter text.

D. System Design/Redesign.

Click or tap here to enter text.

E. System integration testing and support of user acceptance testing.

Click or tap here to enter text.

F. System Implementation.

Click or tap here to enter text.

9. Describe experience and position on other POS implementation projects.

Click or tap here to enter text.

10. Describe with specificity any experience in implementing the proposed system.

Click or tap here to enter text.
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Attachment 4:

Key Staff Reference Form

The Bidder must submit 3 non-Bidder owned business references for Key Staff in accordance with RFP Section 2.6.2.2. Please note that the text boxes are formatted to display any inputted text in blue font for contrast and to allow evaluators to more easily distinguish the section prompt from the response.

		Reference #1



		Business Name:

		Click or tap here to enter text.



		Contact Name:

		Click or tap here to enter text.



		Contact Job Title:

		Click or tap here to enter text.



		Address:

		Click or tap here to enter text.



		Telephone Number:

		Click or tap here to enter text.



		Email:

		Click or tap here to enter text.



		Briefly describe the type of service provided and the period of performance.  

		Click or tap here to enter text.



		Reference #2



		Business Name:

		Click or tap here to enter text.



		Contact Name:

		Click or tap here to enter text.



		Contact Job Title:

		Click or tap here to enter text.



		Address:

		Click or tap here to enter text.



		Telephone Number:

		Click or tap here to enter text.



		Email:

		Click or tap here to enter text.



		Briefly describe the type of service provided and the period of performance.  

		Click or tap here to enter text.
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		Reference #3



		Business Name:

		Click or tap here to enter text.



		Contact Name:

		Click or tap here to enter text.



		Contact Job Title:

		Click or tap here to enter text.



		Address:

		Click or tap here to enter text.



		Telephone Number:

		Click or tap here to enter text.



		Email:

		Click or tap here to enter text.



		Briefly describe the type of service provided and the period of performance.  

		Click or tap here to enter text.
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Start Here





		The purpose of this document is to provide general information about the security design review process as well as to assist with preparation for the process. The various sheets of this document are described below.



		The Flowchart

		The Flowchart is a visual guide to assist with the steps in a security design review project.



		Checklist A

		Checklist A is a requirement to start new security design review projects.  It's intended to be used as an "intake" document that offers a high level overview of your service. This information will help OCS determine if this project requires a tier 1 or tier 2 review, which will drive the next steps in the process.



		Checklist B

		Checklist B is used to validate that your service is compliant with OCIO 141.10 and must be completed if it's determined that a tier 2 design review is necessary.  



		Notes

		This sheet is used with Checklist B when any answer that is marked as "No" in the checklist, or at the discretion of OCS staff. This can be completed by selecting the "Click to Add Notes" link that is listed throughout the checklist. 



		Appendix A - User Matrix

		To determine the users of your service, please complete this user matrix.



		Tips, Hints and Information

		Some items in this document will be duplicated from project to project, especially items related to policy.  This includes the 141.10 Attestation as well as some information in Checklists A and B.  In order to reduce your workload, it is recommended that you run thru the document one time to complete those answers, and then save the document to use as a template for future projects.



		For customer resources available from the Office of Cyber Security, go to:

		http://designreview.ocs.wa.gov/

		For more information about OCIO 141.10, click here

		Exempt from Disclosure RCW 42.56.420(4)





https://ocio.wa.gov/policy/securing-information-technology-assets-standardshttp://designreview.ocs.wa.gov/

Flowchart

		Exempt from Disclosure RCW 42.56.420(4)





Checklist A

						Design Review Checklist A 
Vendor Hosted Solution
Last revised date: 2/13/2019		Exempt from Disclosure
RCW 42.56.420(4)


		AGENCY & VENDOR						COMMENTS

				TRACKING/INFRA# 

				AGENCY/SPONSOR:

				VENDOR:

				PRODUCT NAME:

				LAUNCH DATE/WINDOW:

		AGENCY CONTACTS						COMMENTS

				PROJECT SPONSOR NAME:

				BUSINESS OWNER NAME:

				SECURITY CONTACT NAME:

				OTHER CONTACT NAME(S):

		VENDOR CONTACTS						COMMENTS

				SALES CONTACT NAME:

				TECHNICAL CONTACT NAME:

				 SECURITY CONTACT NAME:

				OTHER CONTACT NAME(S):

		SOLUTION DETAILS						COMMENTS

				IS THIS A NEW IMPLEMENTATION OR A CHANGE TO EXISTING?		Choose from dropdown…

				IF EXISTING, HAS IT BEEN PREVIOUSLY REVIEWED BY OCS?  		Choose from dropdown…

				DETAILED PRODUCT/SOLUTION DESCRIPTION

				DEPENDENCIES OR INTERFACES WITH OTHER SYSTEMS?		Choose from dropdown…

				IF YES, LIST THE SYSTEMS AND/OR INTERFACES.  

				HOW WILL THIS SYSTEM BE ACCESSED?		Choose from dropdown…

				CAN THE SYSTEM BE ACCESSED FROM THE INTERNET?		Choose from dropdown…

				WHO WILL BE HOSTING THIS PROJECT?		Choose from dropdown…

				HOW IMPORTANT IS THIS PROJECT?		Choose from dropdown…

				IS THIS A SYSTEM OF RECORD?		Choose from dropdown…

				OCIO OVERSIGHT?		Choose from dropdown…

				ARE YOU WORKING WITH AN INTEGRATOR?		Choose from dropdown…

				IF YES, PLEASE IDENTIFY:  

				IF YES, WHAT IS THEIR ROLE IN THE PROJECT?  

				WHAT SECURITY RISKS OR CONCERNS HAVE BEEN IDENTIFIED - AND HOW ARE THEY BEING MITIGATED?

				ARE YOU LEVERAGING A WATECH SERVICE FOR THIS PROJECT?		Choose from dropdown…

				IF YES, PLEASE IDENTIFY:  

				PROVIDE A LOGICAL NETWORK DIAGRAM		Location of service as deployed, users, and connections to other solutions…

				APPLICATION URL (IF AVAILABLE):  

		SYSTEM DETAILS						COMMENTS

				HARDWARE (such as mainframe, server, etc.)

				SOFTWARE (such as operating system, RDBMS, Java Runtime engine, browser, etc.)

				OPERATIONAL PROTOCOLS (such as TCP/IP, VOIP, SSL, etc.)

		DATA CATEGORIZATION & ENCRYPTION						COMMENTS

				WHAT IS THE HIGHEST CATEGORY OF DATA FOR THIS PROJECT?		Choose from dropdown…

				PLEASE DESCRIBE THE DATA ELEMENTS.   

				IF CATEGORY 4, WHAT REQUIREMENT APPLIES?   		Choose from dropdown…

				PROVIDE ANY ADDITIONAL DETAILS ABOUT CATEGORY 4 DATA:  

				IS  DATA IN SCOPE FOR THIS PROJECT ENCRYPTED AT REST?		Choose from dropdown…

				IF YES, HOW?   

				IS  DATA IN SCOPE FOR THIS PROJECT ENCRYPTED IN TRANSIT?		Choose from dropdown…

				IF YES, HOW?   

		USER POPULATION - COMPLETE APPENDIX A						COMMENTS





CL A Data

		Choose from dropdown…		WaTech		Category 1		HIPAA		Mission Critical		New		Agency Internal		Agency Employees		Active Directory (AD)

		Yes		Agency		Category 2		IRS Publication 1075		Very Important		Existing		State Government Network		Agency Administrators		Active Directory Federation Services (ADFS)

		No		Vendor		Category 3		SSA EIES		Important				Internet		Vendor Employees		Secure Access Washington (SAW)

				Hybrid		Category 4		CJIS		Not Important						Vendor Administrators		Local Unique Account

								FERPA								Constituents

								PCI								Public (Anonymous)

								Life Safety								Public (Authenticated)

								Other								Other





Checklist B

		        		OCS DESIGN REVIEW CHECKLIST
VENDOR HOSTED SOLUTION

         Exempt from Disclosure
    RCW 42.56.420(4)		TOTAL CHECKLIST
COMPLETION PROGRESS				0%

		AGENCY NAME:  				DATE COMPLETED: 

		VENDOR NAME:  

		PRODUCT NAME:  				


		AGENCY SECURITY CONTACT:  

		COMPLIANCE ISSUES				TOTAL ISSUE COUNT:				0

		You don't appear to have any compliance issues - or you haven't completed the checklist, yet!



				3. Physical and Environmental Protection
Agencies are responsible for ensuring that vendor solutions have adequate physical security and environmental protections implemented to maintain the confidentiality, integrity, and availability of the vendor computer systems. Vendors must prevent unauthorized access, damage, or compromise of IT assets. Investments in physical and environmental security must be commensurate with the risks, threats, and vulnerabilities unique to each physical site and location.


				3 - Facilities
Vendors must develop, document, and implement policies and procedures for the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor


				(1) Location and layout of the facility.		Select One

				(2) Physical security attributes for computer or telecommunications rooms.		Select One

				(3) Design and enforcement of physical protection and guidelines for working in secure areas.		Select One

				(4) Facility access control.		Select One

				(5) Physical data storage and telecommunications controls.		Select One

				(6) Off-site media storage.		Select One

				(7) Physical security controls for mobile devices.		Select One



				4. Data Security
Data security components outlined in this section are designed to reduce the risk associated with the unauthorized access, disclosure, or destruction of agency data.


				4.1 - Data Classification
Agencies must classify data  stored in vendor systems into categories based on the sensitivity of the data.

Agency data classifications must translate to or include the following classification categories:
		Which of the following categories of data are in scope for this implementation?

Stevens, Matt (WaTech): To be completed by the Agency

				(1) Category 1 - Public Information
Public information is information that can be or currently is released to the public.  It does not need protection from unauthorized disclosure, but does need integrity and availability protection controls.
		Select One

				(2) Category 2 - Sensitive Information
Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive information is generally not released to the public unless specifically requested.
		Select One

				(3) Category 3 - Confidential Information
Confidential information is information that is specifically protected from either release or disclosure by law. This includes, but is not limited to:

a.) Personal information as defined in RCW 42.56.590 and RCW 19.255.10.
b.) Information about public employees as defined in RCW 52.56.250.
c.) Lists of individuals for commercial purposes as defined in RCW 42.56.070
d.) Information about the infrastructure and security of computer and telecommunication networks as defined in RCW 42.56.420.
		Select One

				(4) Category 4 - Confidential Information Requiring Special Handling
Confidential information requiring special handling is information that is specifically protected from disclosure by law and for which:

a.) Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements; or
b.) Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal sanctions.
		Select One

				4.2 - Data Sharing
Agencies must ensure that sharing data with the public at large complies with the OCIO Public Records Privacy Protection Policy and other applicable statutes or regulations.

When sharing Category 3 and above data outside the agency, an agreement must be in place unless otherwise prescribed by law. The agreement (such as a contract, a service level agreement, or a dedicated data sharing agreement) must address the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by Agency


				(1) The data that will be shared.		Select One

				(2) The specific authority for sharing the data.		Select One

				(3) The classification of the data shared.		Select One

				(4) Access methods for the shared data.		Select One

				(5) Authorized users and operations permitted.		Select One

				(6) Protection of the data in transport and at rest.		Select One

				(7) Storage and disposal of data no longer required.		Select One

				(8) Backup requirements for the data if applicable.		Select One

				(9) Other applicable data handling requirements.		Select One

				4.3 - Secure Management and Encryption of Data
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data at rest available for sensitive data?
Please explain on notes tab. 

				(1) Outside the SGN
The storage of Category 3 and Category 4 information outside the SGN requires agencies to ensure that encryption is selected and applied using industry standard algorithms validated by the National Institute of Standards and Technology (NIST) Cryptographic Algorithm Validation Program. Encryption must be applied in such a way that it renders data unusable to anyone but authorized personnel, and the confidential process, encryption key or other means to decipher the information is protected from unauthorized access.

(2) New Systems and Applications Inside the SGN
Systems storing Category 3 and Category 4 information deployed within the SGN after [effective date of this revision] requires agencies to select and apply encryption using industry standard algorithms validated by the National Institute of Standards and Technology (NIST) Cryptographic Algorithm Validation Program. Encryption must be applied in such a way that it renders data unusable to anyone but authorized personnel, and the confidential process, encryption key or other means to decipher the information is protected from unauthorized access; unless, after completing an IT Risk Assessment, other compensating controls are identified and approved by the agency CIO and are fully implemented.
		Select One

				4.4 - Secure Data Transfer
Agencies must appropriately protect information transmitted electronically.The transmission of Category 3 and above information outside of the SGN requires encryption such that:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data in-transit available for sensitive data? 
Please explain on notes tab. 

				(1) All manipulations or transmissions of data during the exchange are secure.		Select One

				(2) If intercepted during transmission the data cannot be deciphered.		Select One

				(3) When necessary, confirmation is received when the intended recipient receives the data.		Select One

				(4) Vendors must use industry standard algorithms, or cryptographic modules validated by the National Institute of Standards and Technology (NIST).		Select One

				(5) For agencies or services not on the SGN, this standard applies when transmitting Category 3 and above information outside of the agency's secure network.		Select One



				5. Network Security
Agencies are responsible for ensuring the secure vendor operation of network assets through the use of appropriate layered protections commensurate with the risk and complexity of the environment.


				5.1 - Secure Segmentation
Vendors must:

(1) Define and implement logical boundaries to segment networks as determined by system risk and data classification.
(2) Enforce controls to protect segments and individual assets within each segment.

The methods to achieve secure segmentation include but are not limited to those detailed in Sections 5.1.1 - 5.1.3.


				5.1.1 - Network Devices
Vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Securely segment Internet-available systems from internal networks.		Select One

				(2) Disable unnecessary functionality such as scripts, drivers, features, subsystems, file systems and services.		Select One

				(3) Harden devices based on industry best practice such as NIST, SANS, and vendor configuration standards.		Select One

				(4) Change default or initial passwords upon installation.		Select One

				(5) Display banner text conveying appropriate use at system entry points and at access points where initial user logon occurs.		Select One

				(6) Disable remote communications where no business need exists.		Select One

				(7) Standardize and document the device configurations deployed.		Select One

				(8) Document deviations from device configuration standards along with the approval.		Select One

				(9) Mask internal addresses from exposure on the Internet as necessitated by the risk and complexity of the system.		Select One

				(10) Implement controls to prevent unauthorized computer connections and information flows through methods such as:

a. Authentication of routing protocols.
b. Ingress filtering at network edge locations.
c. Internal route filtering.
d. Routing protocols are enabled only on necessary interfaces.
e. Restrict routing updates on access ports.
f. Secure or disable physical network connections in public areas.
		Select One

				5.1.2 - Firewalls
Vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Securely segment DMZ interfaces, where utilized, from interfaces connected directly to the internal network.		Select One

				(2) Configure network firewalls protecting production systems to:

a. Allow system administration only through secure encrypted protocols.
b. Prevent access by unauthorized source IP addresses or subnets.
c. Block ingress of internal addresses from an external interface into the DMZ or internal interface.
d. Block services, protocols, and ports not specifically allowed.
e. Allow only necessary egress communications from the internal network to the DMZ, Internet and wireless networks.
f. Allow only necessary ingress communications to the internal network from the DMZ, Internet and wireless networks.
g. Maintain comprehensive audit trails.
h. Fail in a closed state if failure occurs.
i. Operate boundary/perimeter firewalls on a platform specifically dedicated to firewalls.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(3) Document services, ports and protocols allowed through firewalls, with supporting business purposes, in the agency IT security program.		Select One

				(4) Review configurations annually.		Select One

				5.1.3 - Device Administration
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


				(1) Use authentication processes and mechanisms commensurate with the level of risk associated with the network segment or device.		Select One

				(2) Encrypt non-console administrative access using technologies such as Secure Shell (SSH), Virtual Private Network (VPN), or Secure Sockets Layer (SSL)/ Transport Layer Security (TLS) for Web-based management and other non-console administrative access.		Select One

				5.2 - Restricted Services
Vendors must implement controls to prohibit the use of the following service and application types listed in this section unless specifically authorized. The use of restricted services must be documented in the vendor IT security program and approved by  management. Restricted services include but are not limited to:
		Are you OCIO 141.10 compliant?
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				(1) Dial-in and dial-out workstation modems.		Select One

				(2) Peer-to-peer sharing applications.		Select One

				(3) Tunneling software designed to bypass firewalls and security controls.		Select One

				(4) Auto-launching applications such as U3 that execute from a mobile device and do not require installation on a host system.		Select One

				(5) Publicly managed e-mail, chat services, and video.		Select One

				(6) Products that provide remote control of IT assets.		Select One

				(7) Information systems audit tools.		Select One

				5.3 - External Connections
Agencies with devices connected to the SGN must:
		Are you OCIO 141.10 compliant?
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				(1) Prohibit direct public access between external networks and internal systems.		Select One

				(2) Connect agency networks to the SGN through a CTS-managed security layer.		Select One

				(3) Ensure connections between internal networks on the SGN and external networks are made through a CTS-managed security layer. The CTS-managed security layer includes, but is not limited to, firewalls, intrusion detection systems, proxy servers, security gateways, VPN and other security and monitoring systems as deemed necessary by CTS to protect the integrity of the SGN.		Select One

				5.4 - Wireless Connections
Vendors are responsible for the secure deployment of wireless networks. Vendors must ensure:

NOTE: If wireless networks are prohibited, the vendor IT Security Program documentation must define how this is periodically verified and enforced.
		Are you OCIO 141.10 compliant?
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				(1) The vendor IT Security Program addresses the use of wireless technologies including but not limited to:
a. 802.11
b. Bluetooth
		Select One

				(2) Wireless devices that extend their Local Area Networks (LANs):
a. Securely segment wireless access point connections from the vendor network.
b. Use WPA or its successor for authentication and encryption. Use WPA2 Enterprise on all new equipment purchased and existing equipment that supports the protocol.
c. Change wireless vendor defaults including but not limited to pre-shared keys and passwords.
d. Disable Simple Network Management Protocol (SNMP) unless there is a clear business need. If enabled, change the vendor defaults.
e. Follow wireless access security practices developed within the vendor.
f. Continuously monitor for rogue wireless devices.		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(3) Wireless devices that do not extend the vendor's local area network:
a. Securely segment wireless access point connections from the Internet.
b. Use authentication and encryption appropriate for the environment.
c. Change wireless vendor defaults including but not limited to pre-shared keys and passwords.
d. Disable Simple Network Management Protocol (SNMP) unless there is a clear business need. If enabled, change the vendor defaults.
e. Follow wireless access security practices developed within the vendor.
f. Monitor for rogue wireless devices as defined in the vendor security program.		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(4) Open or public access wireless environments do not share assets or traverse infrastructure components that connect to the vendor network unless wireless traffic is securely segmented, encapsulated or tunneled over shared infrastructure.
		Select One

				5.5 - Security Patch Management
Vendors must develop and document in the vendor IT Security Program a patch management process commensurate with the risk and complexity of the IT environment that at a minimum includes:
		Are you OCIO 141.10 compliant?
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				(1) Identification of the responsibilities required for patch management.		Select One

				(2) Identification of the authorized software and information systems deployed in the production environment.		Select One

				(3) Timely notification of patch availability.		Select One

				(4) A method of categorizing the criticality of patches in route or on delivery.		Select One

				(5) Testing procedures, when required, before deployment into production environments.		Select One

				(6) Time-specific criteria for deploying patches as soon as reasonably possible after notification, including criteria for zero-day patches.		Select One

				(7) Regular verification that available patches are managed according to the vendor patch management process.		Select One

				(8) A requirement for current patches on vendor or non-vendor remotely attached devices.		Select One

				(9) A requirement for current patches on vendor or non-vendor devices attached to vendor networks, whether on vendor local area networks or wireless networks.		Select One

				(10) Restrict access from devices that do not conform to the vendor patch management policy.		Select One

				5.6 - System Vulnerabilities
Vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Establish a process to identify newly discovered security vulnerabilities such as subscribing to alert services freely available on the Internet.		Select One

				(2) Use processes that manage the installation and modification of system configuration settings.		Select One

				(3) Harden systems before deployment using hardening standards that meet or exceed current best practices and manufacturer recommendations at the time of system deployment and throughout the lifecycle.		Select One

				5.7 - Protection From Malicious Software
Vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Use anti-malware protection.		Select One

				(2) Address malware prevention, detection, and removal.		Select One

				(3) Keep malware protection current when connecting devices to the vendor network.		Select One

				(4) Ensure that file transfers, e-mail, and Web browser-based traffic are examined for known viruses.		Select One

				(5) Implement detection, prevention, and recovery controls to protect against malicious code.		Select One

				(6) Integrate malicious software detection reporting with the Washington Computer Incident Response Center (WACIRC) incident reporting processes.

Moody, Daniel (WaTech): NOTE: 
To be compliant please refer to Policy No.143 IT Security Incident Communications and report all incidence to the Security Operation Center (SOC)
		Select One

				5.8 - Mobile Computing
Examples of mobile devices include laptops, smart phones, Personal Digital Assistants (PDAs), accessible equipment, and portable data storage devices such as tape drives, zip drives, removable hard drives, and USB data storage devices.

Vendors must implement policies and procedures controlling the use of Category 3 and above data on mobile devices.At a minimum, Vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Approve and document the use of category 3 data or above on mobile devices.		Select One

				(2) Encrypt Category 3 data or above on mobile devices using industry standard algorithms or cryptographic modules validated by the National Institute of Standards and Technology (NIST).		Select One

				(3) Implement policies and procedures that address the use of portable data storage devices.		Select One



				6. Access Security


				6.1 - Access Management

				6.1.1 - Policies
To ensure proper access controls that conform to the principle of least privilege agencies must:
		Are you OCIO 141.10 compliant?
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				(1) Implement policies and procedures that address access security controls for mainframe, client/server, wireless LANs, and stand-alone workstation-based systems that are consistent with the vendor's classification of the data processed.		Select One

				(2) Restrict access to data, application, and system functions by users and support personnel in accordance with the vendor defined access control policy.		Select One

				(3) Authentication and authorization controls must be appropriately robust for the risk of the application or systems to prevent unauthorized access to IT assets.		Select One

				(4) Manage and group systems, data, and users into security domains and establish appropriate access requirements within and between each security domain.		Select One

				(5) Implement appropriate technological controls to meet access requirements consistently.		Select One

				(6) Restrict the use of programs or utilities capable of overriding system and application controls.		Select One

				(7) Implement policies and procedures for identity proofing individuals.		Select One

				6.1.2 - Accounts
To ensure appropriate management of user accounts on system components vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Establish a formal procedure for issuance, management and maintenance of UserIDs and passwords.		Select One

				(2) Establish formal user registration and de-registration procedures for granting and revoking access to information systems and services.		Select One

				(3) Identify users with a unique identifier, for their individual use only, before allowing them to access components, systems, networks, or data.		Select One

				(4) Ensure that accounts are assigned access only to the services that they have been specifically authorized to use.		Select One

				(5) Ensure the access rights of users to information and information processing facilities are removed upon suspected compromise, termination of their employment or contract, or are adjusted upon change in status.		Select One

				(6) Control the addition, deletion, and modification of user IDs, credentials, and other identifier objects.		Select One

				(7) Implement mechanisms to restrict and control the use of privileges.		Select One

				(8) Verify user identity before performing password resets.		Select One

				(9) Set first-time passwords to a unique value per user that must be changed immediately after first use.		Select One

				(10) Use time of day, and day of week restrictions as appropriate.		Select One

				(11) Enable accounts used by vendors for remote maintenance only during the time needed.		Select One

				(12) Prohibit the use of group, shared, or generic UserIDs/passwords.		Select One

				(13) Establish a maximum of five incorrect login attempts and lock the account for a minimum of 15 minutes or until reset by an administrator.		Select One

				6.1.3 - Sessions
To ensure appropriate management of sessions on system components vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Establish procedures to shut down or reauthorize inactive sessions after a defined and reasonable period of inactivity.		Select One

				(2) Restrict user access to shared systems, especially those extending across the vendor's boundaries, in accordance with the access control policy and requirements of the business applications.		Select One

				(3) Ensure that access to operating systems is controlled by a secure log-on procedure.		Select One

				6.1.4 - Auditing
To ensure system controls are effectively enforcing access policies vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Periodically review user access rights based on the risk to the data, application, or system using a formal process.		Select One

				(2) Implement mechanisms to monitor the use of privileges.		Select One

				6.2 - Password Requirements
Vendors must ensure:
		Are your password requirements
OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 

				(1) Administration of password rules must be technically or procedurally enforced.		Select One

				(2) UserID/password combinations are Category 3 data and must be protected.		Select One

				(3) Individuals are prohibited from submitting a new password that is the same as any of the last four passwords used by the individual.		Select One

				(4) Passwords used for External Authentication Types outlined under section 6.3.1 must:
a. Be a minimum of 10 characters long and contain at least three of the following character classes: uppercase letters, lowercase letters, numerals, special characters.
b. Not contain the user's name, UserID or any form of their full name.
c. Not consist of a single complete dictionary word, but can include a passphrase.
d. Be significantly different from the previous four passwords. Passwords that increment (Password1, Password2, Password3 ...) are not considered significantly different.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(5) Passwords used for Internal Authentication Types outlined under section 6.3.2 must:
a. Be a minimum of 8 characters long and contain at least three of the following character classes: uppercase letters, lowercase letters, numerals, special characters.
b. Not contain the user's name, UserID or any form of their full name.
c. Not consist of a single complete dictionary word, but can include a passphrase.
d. Be significantly different from the previous four passwords. Passwords that increment (Password1, Password2, Password3 ...) are not considered significantly different.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(6) PIN codes used in multi-factor authentication schemes must:
a. Be a minimum of five digits in length.
b. Not be comprised of all the same digit. PINs consisting of 11111, 22222 are not acceptable.
c. Not contain more than a three consecutive digit run. PINs consisting of 12347, 98761 are not acceptable.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				(7) Pass codes used to secure mobile devices must:
a. Be a minimum of six alpha numeric characters.
b. Contain at least three unique character classes. Pass codes consisting of 11111a, aaaaa4, are not acceptable.
c. Not contain more than a three consecutive character run. Pass codes consisting of 12345a, abcde1 are not acceptable.
d. Render the device unusable after 10 failed login attempts.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

				6.3 - Authentication
Authentication is used to validate the identity of users performing functions on systems. Selecting the appropriate authentication method is based on risks to data.


				6.3.1 - External Authentication
Six methods of authentication are defined for users accessing agency owned or procured systems from resources outside the SGN.
		Which external authentication
types are you using?

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 


				6.3.1.1 - Type 1 (External)
Access to category 1 data, if authenticated, requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration not to exceed 24 months.
(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.
(4) Category 1 data may be accessed using type 2 or 3 authentication.
		Select One

				6.3.1.2 - Type 2 (External)
Access to category 2 data or a single category 3 record belonging to the individual requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 24 months.
(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.
		Select One

				6.3.1.3 - Type 3 (External)
Access to category 3 data or a single category 4 record belonging to the individual requires multi-factor authentication via the SecureAccess® Washington infrastructure (IOCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires multi-factor authentication supported by SecureAccess® Washington.
(2) Passwords must meet the criteria outlined in Section 6.2.
(3) Password expiration period not to exceed 13 months.
(4) Requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password or token.
(5) Category 3 data may be accessed using type 4 authentication.
		Select One

				6.3.1.4 - Type 4 (External)
Access to category 4 information requires multi-factor authentication via the SecureAccess® Washington or Transact Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

(1) Requires multi-factor authentication using hardware or software tokens or digital certificates.
(2) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls the token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication using a hardware or software token or digital certificate.
		Select One

				6.3.1.5 - Type 5 (External)
Employee and contractor access to agency/vendor resources or the SGN via common remote access methods outlined in Section 6.4 requires two-factor authentication with the following controls:

(1) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls a hardware or software token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication.
		Select One

				6.3.1.6 - Type 6 (External)
Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires, at a minimum, the use of the same controls specified in Authentication Types 1,2 and 3 above, as determined by the category of data.		Select One

				6.3.2 - Internal Authentication
Four methods of authentication are defined for users accessing agency owned systems from resources inside the agency/vendor network, SGN or already authenticated via common remote access methods outlined in Section 6.4.
		Which internal authentication
types are you using?
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				6.3.2.1 - Type 7 (Internal)
Access to category 4 data and below requires authentication via the Enterprise Active Directory infrastructure (OCIO Identity Management User Authentication Standards, 7/10/2008) with the following controls:

(1) Requires UserID and hardened passwords as defined in Section 6.2.
(2) Password expiration period not to exceed 120 days.
		Select One

				6.3.2.2 - Type 8 (Internal)
Access to system administration functions requires the following controls:

(1) Requires a discrete account used only for interactive system administration functions.
(2) Where passwords are employed as an authentication factor:
a. Requires a hardened password as defined in Section 6.2 with an extended password length of 16 characters.
b. Password expiration period not to exceed 60 days.
		Select One

				6.3.2.3 - Type 9 (Internal)
Accounts used for system service, daemon or application execution (service accounts) require documentation in the agency security program and the following controls:

(1) Requires a discrete account used only for the defined privileged functions, and never used by an individual.
(2) Requires a hardened password as defined in Section 6.2 with an extended password length of 20 characters.
(3) Password expiration requirements must be documented in the agency security program.
(4) The principle of least privilege must be employed when determining access requirements for the account.
		Select One

				6.3.2.4 - Type 10 (Internal)
Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:

(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.
(2) Password expiration not to exceed 120 days.
(3) Additional controls documented in the agency IT Security Program.
		Select One

				6.4 - Remote Access
Vendor must:
		Are you OCIO 141.10 compliant?
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				(1) Implement policies and procedures for remote access that mitigate the threat or risk posed by users or devices authorized to connect remotely to the vendor network including but not limited to:

a. Monitoring practices for remote access sessions.
b. Requirements for remote access devices.
c. Remote access session controls that conform to the principle of least privilege.
		Select One

				(2) Ensure mitigation is not susceptible to end-user modification.		Select One

				(3) Prohibit the use of dial-up unless there is no other way to satisfy a business need. Dial-up access, if used, must be approved by management and documented in the vendor IT Security Program.		Select One

				(4) Use industry standard protocols for remote access solutions.		Select One

				(5) Use IPSec VPN, SSH or SSL VPN when remotely accessing vendor resources and services.		Select One

				(6) Ensure remote access solutions prompt for re-authentication or perform automated session termination after 30 minutes of inactivity.		Select One

				(7) Ensure that vendor operated remote access solutions, not connected to the vendor LAN , use equivalent technologies that require multi-factor authentication and include documentation of the configuration in the vendor IT Security Program.		Select One



				7. Application Security


				7.1 - Planning and Analysis
Vendors must specify security controls when developing business requirements for new or enhanced information systems including but not limited to:
		Are you OCIO 141.10 compliant?
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				(1) Ensure applications provide for data input validation to ensure the data is correct and appropriate and cannot be used to compromise security of the application, IT infrastructure, or data.		Select One

				(2) Procedures are in place to manage the installation of software on operational systems including but not limited to servers and workstations.		Select One

				(3) Access to program source code is restricted to only those individuals whose job requires such access.		Select One

				(4) Include specific requirements in contracts for outsourced software development to protect the integrity and confidentiality of application source code.		Select One

				(5) Implementation of changes will be managed by the use of formal change management procedures.		Select One

				(6) Appropriate access and security controls; audit trails; and logs for data entry and data processing.		Select One

				(7) Requirements for appropriate data protection.		Select One

				7.2 - Application Development
Vendors must develop software applications based on industry best practices and include information security throughout the software development life cycle, including the following:
		Are you OCIO 141.10 compliant?
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				(1) Separate development, test, and production environments.		Select One

				(2) Implement separation of duties or other security controls between development, test and production environments. The controls must reduce the risk of unauthorized activity or changes to production systems or data including but not limited to the data accessible by a single individual.
		Select One

				(3) Production data used for development testing must not compromise privacy or confidentiality. Prohibit the use of Category 3 data or higher in development environments unless specifically authorized by the IT security program. Production data in any environment must meet or exceed the level of protection required by its data classification.
		Select One

				(4) Removal of test data and accounts before production systems become live.		Select One

				(5) Removal of custom application accounts, usernames, and passwords from production environments before applications become active or are released to customers.		Select One

				(6) Review of custom code prior to release to production or customers to identify potential coding vulnerabilities as described in Section 7.4 Vulnerability Prevention.		Select One

				(7) Appropriate placement of data and applications in the IT infrastructure based on the risk and complexity of the system.		Select One

				(8) Use of appropriate authentication levels.		Select One

				7.3 - Application Maintenance
Vendors must:
		Are you OCIO 141.10 compliant?
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				(1) Review and test system changes to ensure there are no adverse impacts on agency operations or security.		Select One

				(2) Obtain timely information about technical vulnerabilities of information systems being used, evaluate the agency's exposure to such vulnerabilities, and take appropriate measures to address the associated risk.		Select One

				7.4 - Vulnerability Prevention
Vendors must prevent common coding vulnerabilities in software development processes. Vendors must:
		Are you OCIO 141.10 compliant?
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Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Develop software and applications based on secure coding guidelines.  An example is the Open Web Application Security Project guidelines. See www.owasp.org - "The Ten Most Critical Web Application Security Vulnerabilities" which include:
a. Un-validated input.
b. Weak or broken access control such as malicious use of UserIDs.
c. Broken authentication/session management such as use of account credentials and session cookies.
d. Cross-site scripting (XSS) attacks.
e. Buffer overflows.
f. Injection flaws such as SQL injection.
g. Improper error handling that creates other conditions, divulges system architecture or configuration information.
h. Insecure storage.
i. Denial of service.
j. Insecure configuration management.
		Select One

				(2) Review code to detect and mitigate code vulnerabilities that may have security implications when significant changes have been made to the application.		Select One

				7.5 - Application Service Providers
Applications hosted by an Applications Service Provider or other third party outside of the shared, trusted environment must comply with:

NOTE: The operation of such applications must not jeopardize the enterprise security environment.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the agency. 

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) The OCIO IT Security Policy and Standard as described in Section 1.5.		Select One

				(2) Agency security standards and procedures.		Select One



				8. Operations Management


				8.1 - Change Management
Vendors must implement an effective change management process that:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the agency. Please explain on notes tab 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor
		(1) Ensures that duties and areas of responsibility are segregated to reduce opportunities for unauthorized or unintentional modification or misuse of the agency's IT assets.		Select One

				(2) Ensures computing environments are segmented to reduce the risks of unauthorized access or changes to the operational system.		Select One

				(3) Includes acceptance criteria for new information systems, upgrades, and new versions and ensure that suitable tests of the system(s) are carried out during development and prior to acceptance.		Select One

				8.2 - Asset Management
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		(1) Clearly identify and maintain an inventory of major components in the IT environment.		Select One

				(2) Ensure that information and assets associated with information processing be assigned to or 'owned' by designated parts of the agency. The term 'owner' identifies an individual or entity that has management responsibility for authorizing the collection, use, modification, protection and disposal of the information and asset(s).
		Select One

				(3) Maintain a current list of all systems containing Category 3 and Category 4 information they are responsible for, both inside and outside the SGN, whether government owned IT systems or contactor or vendor-owned systems, and include this information in their Agency IT Security Program.
		Select One

				8.3 - Media Handling and Disposal
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		(1) Ensure that storage media that is owned, leased or otherwise under the physical control of the agency is sanitized securely and safely when no longer required, using formal, documented procedures. At a minimum, agencies must:		Select One

				a. Sanitize equipment containing storage media prior to disposal, consistent with NIST SP 800-88 Guidelines for Media Sanitation.
b. Destroy, securely overwrite, or make unavailable all data and software consistent with the software licensing agreement.
c. Verify the media is fully sanitized.
d. Verify the sanitization tools are tested and maintained per a documented schedule.
e. Maintain records that provide the date and methods used to sanitize and/or dispose of the storage media, and include attestation of the process by at least one individual.
f. Physically destroy media when it cannot be sanitized through the use of software tools. Agencies may choose to physically destroy media even when the software sanitization tools are effective. Physical destruction may be accomplished by shredding, pulverization or other means that ensure the media can never be re-used. Disposal of physically destroyed media should be conducted in accordance with the Responsible Recycling (R2) standard, the e-Stewards Standard, or some other environmentally responsible way.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Stevens, Matt (WaTech): To be completed by the Agency		

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 
		(2) Ensure staff responsible for data disposal are trained to perform and attest to media sanitization functions.		Select One

				(3) Ensure that media sanitization and disposal documentation is protected against unauthorized access.		Select One

				(4) Ensure media containing information is protected against unauthorized access, misuse, or corruption from the time it is removed from operational status to the time it is sanitized or disposed, whether within the agency or outside the agency’s physical boundaries.		Select One

				8.4 - Data and Program Backup
Vendors must:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by Agency
		

Stevens, Matt (WaTech): To be completed by vendor with agency assistance. 
		(1) Satisfy data archival and rotational requirements for backup media based on the results of an IT Security Risk Assessment.		Select One

				(2) Implement procedures for periodic tests to restore agency data from backup media.		Select One

				(3) Test recovery procedures for critical systems at the frequency documented in the agency IT Security Program.		Select One

				(4) Establish methods to secure their backup media.		Select One

				(5) Store media back-ups in a secure location such as a designated temporary staging area, an off-site facility, or a commercial storage facility.		Select One



				9. Electronic Commerce
Agencies are responsible for ensuring that vendors address the effect of using the Internet to conduct transactions for state business with other public entities, citizens, and businesses.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the agency with assistance from the vendor. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data at rest available for sensitive data?
Please explain on notes tab. 		(1) Prepare and incorporate plans for Internet-based transactional applications, including but not limited to e-commerce, into the agency's portfolio.		Select One

				(2) Protect information involved in electronic commerce passing over public networks from fraudulent activity, contract dispute, and unauthorized disclosure and modifications required by these IT security standards.		Select One

				(3) Protect information involved in on-line transactions in order to prevent incomplete transmission, misrouting, unauthorized message alteration, unauthorized disclosure, unauthorized message duplication, or replay.		Select One

				(4) Protect IT infrastructure supporting electronic commerce services from unauthorized access and use according to these IT security standards.		Select One



				10. Security Monitoring and Logging
Audit logs recording user activities, exceptions, and information security events are necessary to detect and audit unauthorized information processing activities.


				10.1 - Logging and Policies
Vendors must develop and document a logging strategy that addresses each system based on the risk and complexity of the system. At a minimum the logging strategy must address the following:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Is encryption for data in-transit available for sensitive data? 
Please explain on notes tab. 		

Moody, Daniel (WaTech): NOTE: 
To be compliant please refer to Policy No.143 IT Security Incident Communications and report all incidence to the Security Operation Center (SOC)
		(1) The log records including events, exceptions and user activities necessary to reconstruct unauthorized activities defined by the strategy.		Select One

				(2) Procedures for periodic review and analysis of recorded logs as set forth in the agency IT Security Program.		Select One

				(3) Retention periods for logs.		Select One

				10.2 - Logging Systems
At a minimum, logging systems must satisfy the logging strategy identified by the agency and:
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Protect the logging facilities and log information against tampering and unauthorized access.		Select One

				(2) Synchronize with an agency approved accurate time source.		Select One

				(3) Provide automated recording to allow for reconstruction of the following events:
a. Actions taken by individuals with root or administrative privileges.
b. Invalid logical access attempts.
c. Initialization of the logging process.
d. Creation and deletion of system objects.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 		10.3 - Intrusion Detection and Prevention
		Do you have IDS/IPS in place?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		The vendor must monitor vendor networks with Intrusion Detection and Prevention systems at critical junctures. Vendors must ensure the systems are configured to log information continuously and the logs are reviewed periodically as set forth in the vendor IT Security Program.
		Select One



				11 - Incident Response
Vendors must:

NOTE: In the event of an incident involving the release of Category 3 data and above, agencies must work with vendors to comply, as appropriate, with the state breach notification statute, RCW 42.56.590.
		Are you OCIO 141.10 compliant?

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 


						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(1) Ensure timely and effective handling of IT security incidents.		Select One

				(2) Establish, document, and distribute an incident response plan to be used in the event of system compromise. At a minimum, the plan must address specific incident response procedures, recovery and continuity procedures, data backup processes, roles and responsibilities, and communication and contact strategies in addition to the following:
a. Escalation procedures.
b. Designate specific personnel to respond to alerts.
c. Be prepared to implement the incident response plan and to respond immediately to a system breach.
d. Provide appropriate training to staff with security breach response responsibilities.
e. Have a process to modify and evolve the incident response plan according to lessons learned and to incorporate industry developments.
f. Incorporate the incident response plan in the agency IT Security Program.
		Select One

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate

						

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Martin, Chris (OCS): Note:
All items must be true in order for "Yes" to be accurate		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		

Stevens, Matt (WaTech): To be completed by the vendor. Please explain on notes tab if needed. 
		(3) Test the incident response plan at least annually.		Select One

				(4) Vendors must participate in appropriate security alert or response organizations at the state and regional levels.
		Select One

				(5) Develop and maintain a managed process for system availability throughout the organization that addresses the information security requirements needed for the vendor's business operations.		Select One
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		OCS DESIGN REVIEW CHECKLIST - NOTES



				3. Physical and Environmental Protection
Agencies are responsible for ensuring that vendor solutions have adequate physical security and environmental protections implemented to maintain the confidentiality, integrity, and availability of the vendor computer systems. Vendors must prevent unauthorized access, damage, or compromise of IT assets. Investments in physical and environmental security must be commensurate with the risks, threats, and vulnerabilities unique to each physical site and location.


				3 - Facilities







				4. Data Security
Data security components outlined in this section are designed to reduce the risk associated with the unauthorized access, disclosure, or destruction of agency data.


				4.1 - Data Classification




				4.2 - Data Sharing




				4.3 - Secure Management and Encryption of Data



				4.4 - Secure Data Transfer






				5. Network Security
Agencies are responsible for ensuring the secure vendor operation of network assets through the use of appropriate layered protections commensurate with the risk and complexity of the environment.


				5.1 - Secure Segmentation


				5.1.1 - Network Devices




				5.1.2 - Firewalls




				5.1.3 - Device Administration




				5.2 - Restricted Services




				5.3 - External Connections




				5.4 - Wireless Connections




				5.5 - Security Patch Management




				5.6 - System Vulnerabilities




				5.7 - Protection From Malicious Software




				5.8 - Mobile Computing






				6. Access Security


				6.1 - Access Management

				6.1.1 - Policies




				6.1.2 - Accounts




				6.1.3 - Sessions




				6.1.4 - Auditing




				6.2 - Password Requirements




				6.3 - Authentication


				6.3.1 - External Authentication




				6.3.2 - Internal Authentication




				6.4 - Remote Access






				7. Application Security


				7.1 - Planning and Analysis




				7.2 - Application Development




				7.3 - Application Maintenance




				7.4 - Vulnerability Prevention




				7.5 - Application Service Providers






				8. Operations Management


				8.1 - Change Management




				8.2 - Asset Management




				8.3 - Media Handling and Disposal




				8.4 - Data and Program Backup






				9. Electronic Commerce
Agencies are responsible for ensuring that vendors address the effect of using the Internet to conduct transactions for state business with other public entities, citizens, and businesses.






				10. Security Monitoring and Logging
Audit logs recording user activities, exceptions, and information security events are necessary to detect and audit unauthorized information processing activities.


				10.1 - Logging and Policies




				10.2 - Logging Systems




				10.3 - Intrusion Detection and Prevention



				11 - Incident Response




				Exempt from Disclosure RCW 42.56.420(4)
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Appendix A

				User Matrix  								Exempt from Disclosure RCW 42.56.420(4)

				Please provide information regarding each User type in the enviroment.                                                          (Use one colume per user type.)

				User Type 1		User Type 2		User Type 3		User Type 4		User Type 5		User Type 6		Example 1

		Application/Function														Cloud App

		Users Type														Agency Employee

		Number of Users														Less than 50

		Client Software														Browser

		User Network Location														Agency LAN & Internet

		Data Category

Moody, Daniel (WaTech): 4.1. Data Classification:

Agencies must classify data into categories based on the sensitivity of the data.
Agency data classifications must translate to or include the following classification categories:

Category 1 – Public Information
     Public information is information that can be or currently is released to the public. It does not need protection from unauthorized disclosure, but does need integrity and availability protection controls.

Category 2 – Sensitive Information
     Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive information is generally not released to the public unless specifically requested.

Category 3 – Confidential Information
     Confidential information is information that is specifically protected from disclosure by law. It may include but is not limited to:
a. Personal information about individuals, regardless of how that information is obtained.
b. Information concerning employee personnel records.
c. Information regarding IT infrastructure and security of computer and telecommunications systems.

Category 4 – Confidential Information Requiring Special Handling
     Confidential information requiring special handling is information that is specifically protected from disclosure by law and for which:
a. Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements.
b. Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal sanctions.
														3

		Data Belongs to Individual 														No

		IT Administration														No

		User Repository														Active Directory + ADFS

		Single Sign-On														Yes

		Internet Facing														Yes

		VPN

Moody, Daniel (WaTech): VPN:
WaTech Provided Service or Agency Managed Service?
														Yes

		MFA Deployed														Yes with VPN

		OCIO 141.10 Auth Type

Moody, Daniel (WaTech): 
See User Types Tab		

Moody, Daniel (WaTech): 4.1. Data Classification:

Agencies must classify data into categories based on the sensitivity of the data.
Agency data classifications must translate to or include the following classification categories:

Category 1 – Public Information
     Public information is information that can be or currently is released to the public. It does not need protection from unauthorized disclosure, but does need integrity and availability protection controls.

Category 2 – Sensitive Information
     Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive information is generally not released to the public unless specifically requested.

Category 3 – Confidential Information
     Confidential information is information that is specifically protected from disclosure by law. It may include but is not limited to:
a. Personal information about individuals, regardless of how that information is obtained.
b. Information concerning employee personnel records.
c. Information regarding IT infrastructure and security of computer and telecommunications systems.

Category 4 – Confidential Information Requiring Special Handling
     Confidential information requiring special handling is information that is specifically protected from disclosure by law and for which:
a. Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements.
b. Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal sanctions.
		

Moody, Daniel (WaTech): VPN:
WaTech Provided Service or Agency Managed Service?
														6.3.2.1. Type 7 and 6.3.1.5 Type 5

		Compensating Control for OCIO Compliance (only if standards are not met)														Claims Rule on ADFS Proxy

		Notes														Authenticated access limited to SGN without VPN





Diagram
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Exempt from Disclosure RCW 42.56.420(4)		




(User Types)

		6.3. Authentication:

		Authentication is used to validate the identity of users performing functions on systems. Selecting the appropriate authentication method is based on risks to data.

		6.3.1 External Authentication

		     Six methods of authentication are defined for users accessing agency owned systems from resources outside the SGN.

		6.3.1.1 Type 1 - External

		     Access to category 1 data, if authenticated, requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

		(1) Requires UserID and hardened passwords as defined in Section 6.2.

		(2) Password expiration period not to exceed 24 months.

		(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.

		(4) Category 1 data may be accessed using type 2 or 3 authentication.

		6.3.1.2 Type 2 – External

		     Access to category 2 data or a single category 3 record belonging to the individual requires authentication via the SecureAccess® Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls: Office of the Chief Information Officer, Washington State; Standard No. 141.10: Securing Information Technology; Page 17 of 29

		(1) Requires UserID and hardened passwords as defined in Section 6.2.

		(2) Password expiration period not to exceed 24 months.

		(3) Successful authentication requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password.

		(4) Category 2 data may be accessed using type 3 authentication.

		6.3.1.3 Type 3 - External

		     Access to category 3 data or a single category 4 record belonging to the individual requires multi-factor authentication via the SecureAccess® Washington infrastructure (IOCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

		(1) Requires multi-factor authentication supported by SecureAccess® Washington.

		(2) Passwords must meet the criteria outlined in Section 6.2.

		(3) Password expiration period not to exceed 13 months.

		(4) Requires that the individual prove through a secure authentication protocol (in other words, encrypted) that the individual controls the password or token.

		(5) Category 3 data may be accessed using type 4 authentication.

		6.3.1.4 Type 4 - External

		     Access to category 4 information requires multi-factor authentication via the SecureAccess® Washington or Transact™ Washington infrastructure (OCIO Identity Management User Authentication Standards 7/10/2008) with the following controls:

		(1) Requires multi-factor authentication using hardware or software tokens or digital certificates.

		(2) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls the token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication using a hardware or software token or digital certificate.

		6.3.1.5 Type 5 - External

		     Employee and contractor access to agency resources or the SGN via common remote access methods outlined in Section 6.4 requires two-factor authentication with the following controls:

		(1) Requires that the individual prove through a secure, encrypted authentication protocol that the individual controls a hardware or software token by first unlocking the token with a password, PIN or biometric in a secure authentication protocol to establish two factors of authentication.

		Office of the Chief Information Officer, Washington State

		Standard No. 141.10: Securing Information Technology

		Page 18 of 29

		6.3.1.6 Type 6 – External

		     Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:

		(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.

		(2) Password expiration not to exceed 120 days.

		(3) Additional controls documented in the agency IT Security Program

		6.3.2 Internal Authentication

		     Four methods of authentication are defined for users accessing agency owned systems from resources inside the agency network, SGN or already authenticated via common remote access methods outlined in Section 6.4.

		6.3.2.1 Type 7 - Internal

		     Access to category 4 data and below requires authentication via the Enterprise Active Directory infrastructure (OCIO Identity Management User Authentication Standards, 7/10/2008) with the following controls:

		(1) Requires UserID and hardened passwords as defined in Section 6.2.

		(2) Password expiration period not to exceed 120 days.

		6.3.2.2 Type 8 – Internal

		     Access to system administration functions requires the following controls:

		(1) Requires a discrete account used only for interactive system administration functions.

		(2) Where passwords are employed as an authentication factor:

		a. Requires a hardened password as defined in Section 6.2 with an extended password length of 16 characters.

		b. Password expiration period not to exceed 60 days.

		6.3.2.3 Type 9 – Internal

		     Accounts used for system service, daemon or application execution (service accounts) require documentation in the agency security program and the following controls:

		(1) Requires a discrete account used only for the defined privileged functions, and never used by an individual.

		(2) Requires a hardened password as defined in Section 6.2 with an extended password length of 20 characters.

		(3) Password expiration requirements must be documented in the agency security program.

		(4) The principle of least privilege must be employed when determining access requirements for the account.

		Office of the Chief Information Officer, Washington State

		Standard No. 141.10: Securing Information Technology

		Page 19 of 29

		6.3.2.4 Type 10 – Internal

		     Authenticated access that does not meet the criteria outlined in the OCIO Identity Management User Authentication Standards, 7/10/2008, requires the following minimum controls:

		(1) Requires a hardened password as defined in Section 6.2 or stronger authentication.

		(2) Password expiration not to exceed 120 days.

		(3) Additional controls documented in the agency IT Security Program.





Optional File Encryption Method

		OCS Public Key



https://watech.sp.wa.gov/ocs/SPC/CustomerResources/File%20encryption/File%20Encryption%20-%20OCS%20Public%20Key.docx
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[bookmark: _Toc52811324]Attachment 6:

Interfaces

The following is a list of current interfaces between the legacy POS solution and its system partners. The ASB is responsible for all information exchange between the POS and MMIS (inbound and outbound) and those interfaces required to meet specific requirements in this RFP. HCA anticipates that detailed discussion regarding systems integration and resulting interfaces and information exchange will occur during the DDI phase of the project. The approval of the final set of interfaces will occur then. 

		Interface Name

		Description

		From

		  To

		Current IF Type

		Current Frequency



		Client Eligibility

		Updates from the MMIS including, but not limited to: client eligibility and demographics, Nursing Home and Hospice information, Managed Care, Third Party Liability (TPL), Medicare, Restriction.

		MMIS

		POS

		Batch 

		Daily and every 15 minutes if updates

HCA desires real-time



		Client Eligibility Full Refresh

		MMIS sends a full set of client eligibility records to POS monthly.  

		MMIS

		POS

		Batch

		Monthly



		Prescriber Details

		Detailed prescriber details from MMIS

		MMIS

		POS

		Batch

		Daily

HCA desires real-time



		Pharmacy Details

		Detailed provider details from MMIS

		MMIS

		POS

		Batch

		Daily HCA desires real-time



		Payment Confirmation

		Payment cycle processing details (e.g. warrant and remittance, information, TCN, account coding)

		MMIS

		POS

		Batch

		Weekly



		Claims Extract File

		Daily POS claim/encounter adjudication results

		POS

		MMIS

		Batch

		Daily



		Pharmacy Prior Authorization

		Pharmacy prior authorization information) 

		POS

		MMIS

		Batch

		Daily



		Medical Claims with NDC

		Medical claims (primarily injectables) with NDC’s 

		MMIS

		POS

		Batch

		Daily 



		Medical Encounters with NDC

		Medical encounter claims (primarily injectables) with NDC’s

		MMIS

		POS

		Batch

		Daily 



		Drug Rebate Invoice Summary

		Invoice summary data

		POS

		MMIS

		Batch

		Quarterly



		Drug Rebate Labeler Contact Information

		Labeler Contact Information updates from CMS files and DR subsystem

		POS

		MMIS

		Batch

		Quarterly



		Provider-neutral Adjustments

		Provider specific adjustment transactions that do not affect a provider payment or RA (e.g. account coding updates)

		MMIS

		POS

		Batch

		Daily 



		Client Diagnosis updates

		Updated diagnosis information from claims subsystem

		MMIS

		POS

		Batch

		Weekly



		Client Restriction

		Client Restriction information including specific provider (prescriber) and/or specific pharmacy location.

		MMIS

		POS

		Batch

		Daily 



		Drug Rebate Information

		Drug Rebate records received from CMS plus information regarding supplemental rebate

		POS

		MMIS

		Batch

		Quarterly



		Drug Rebate Invoice Correspondence Information

		Invoice correspondence information including invoice contact, media type sent to labelers

		POS

		MMIS

		Batch

		Quarterly



		Drug Rebate Invoice Claim detail

		Invoice claim-level detail

		POS

		MMIS

		Batch

		Quarterly



		Drug Reference

		Drug Reference file information

		POS

		MMIS

		Batch

		Weekly



		Client Benefit Plan

		Information regarding client POS benefit plan. Sent through MMIS for inclusion in data warehouse. 

		POS

		MMIS

		Batch

		Weekly



		Linked Clients

		Linked Clients are clients who have multiple records representing the same individual in the MMIS.

		MMIS

		POS

		Batch

		Daily 



		Drug Rebate Labeler updates from CMS

		Labeler updates from CMS.

Will need to discuss during design if the POS vendor and solution receives this from CMS or if it continues to be retrieved by the MMIS vendor.

		CMS

		MMIS and POS

		Batch

		Quarterly



		Drug Rebate Details from CMS

		Rebate details from CMS

Will need to discuss during design if the POS vendor and solution receives this from CMS or if it continues to be retrieved by the MMIS vendor.

		CMS

		MMIS and POS

		Batch

		Quarterly



		Drug Rebate Aggregator file

		This file is produced by the MMIS vendor and delivered to HCA to support invoice claim level detail discussions with manufacturers. Detailed discussions need to occur to understand if the MMIS vendor will still need to produce this due to the inclusion of a manufacturer portal in this RFP or if a different solution is needed. 

		MMIS

		HCA

		Batch 

		Quarterly
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[bookmark: _Toc58933613]Attachment 7:

Response Form for Section 2, Management Proposal

[bookmark: _Hlk62460789]Bidder must use this provided response form for responding to Section 2, Management Proposal. This document is restricted to editing, but text boxes are provided below for Bidder’s response. Please note that the text boxes are formatted to display any inputted text in blue font for contrast and to allow evaluators to more easily distinguish the section prompt from the response. 



*	*	*	*	*



[bookmark: _Toc482783726]MANAGEMENT PROPOSAL

Bidder’s Management proposal must respond to each of the subsections below. Sections labeled as Mandatory Requirements (“MR”) means that prompt will be evaluated on a pass/fail basis and no numerical score will be given. Sections labeled as Mandatory Scored (“MS”) means that prompt is both required and will receive a numerical score. DO NOT include any marketing material in your responses.

1 [bookmark: _Toc52809671][bookmark: _Toc52810522][bookmark: _Toc52810944][bookmark: _Toc52811257][bookmark: _Toc52983837][bookmark: _Toc52983915][bookmark: _Toc53132702][bookmark: _Toc53132779][bookmark: _Toc56153516][bookmark: _Toc56153592][bookmark: _Toc56846555][bookmark: _Toc57278516][bookmark: _Toc57278593][bookmark: _Toc58150571][bookmark: _Toc58155651][bookmark: _Toc58156484][bookmark: _Toc58483751][bookmark: _Toc58933614][bookmark: _Toc58933615]

2 

2.1 GENERAL INFORMATION OF BIDDER (MR)

The prompts within this section consists of Mandatory Requirements, and will be evaluated on a pass/fail basis.

Respond to the following:

2.1.1 Identify the name, address, principal place of business, telephone number, and e-mail address of legal entity or individual to be named as a party to the contract.

Click or tap here to enter text.

2.1.2 Identify the name, address and the telephone number(s) of the Principal Officers or Owners of Bidder’s company/corporation.

Click or tap here to enter text.

2.1.3 Identify the legal status of the Bidder (sole proprietorship, partnership, corporation, etc.) and the year the entity was organized to do business as the entity now substantially exists.

Click or tap here to enter text.

2.1.4 Federal Employer Tax Identification number or Social Security number and the Washington Uniform Business Identification (UBI) number issued by the state of Washington Department of Revenue. If the Bidder does not have a UBI number, the Bidder must state that it will become licensed in Washington within 30 calendar days of being selected as the Apparent Successful Bidder.

Click or tap here to enter text.

2.1.5 Identify and describe any merger or acquisition in which the Bidder is involved or may become involved during the period of this contract. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.6 Identify the location of the facility from which the Bidder would operate.

Click or tap here to enter text.

2.1.7 Identify any state employees or former state employees employed or on the firm’s governing board as of the date of the proposal. Include their position and responsibilities within the Bidder’s organization. If following a review of this information, it is determined by HCA that a conflict of interest exists, the Bidder may be disqualified from further consideration for the award of a contract. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.8 If the Bidder or any subcontractor contracted with the state of Washington during the past 24 months, indicate the name of the agency, the contract number, and project description and/or other information available to identify the contract. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.9 If the Bidder’s staff or subcontractor’s staff was an employee of the state of Washington during the past 24 months, or is currently a Washington State employee, identify the individual by name, the agency previously or currently employed by, job title or position held, and separation date. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.10 If the Bidder has had a contract terminated for default in the last five years, describe such incident. Termination for default is defined as notice to stop performance due to the Bidder’s non-performance or poor performance and the issue of performance was either (a) not litigated due to inaction on the part of the Bidder, or (b) litigated and such litigation determined that the Bidder was in default. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.10.1 If applicable, submit full details of the terms for default including the other party’s name, address, and phone number. Present the Bidder’s position on the matter. HCA will evaluate the facts and may, at its sole discretion, reject the proposal on the grounds of the past experience. 

Click or tap here to enter text.

2.1.11 If Bidder’s proposal includes subcontractors, provide similar and separate information for every proposed subcontractor in response to all Section 2.1 requirements. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.12 Any information in the proposal that the Bidder desires to claim as proprietary and exempt from disclosure under the provisions of RCW 42.56 must be clearly designated. The page must be identified and the particular exemption from disclosure upon which the Bidder is making the claim must be listed. Each page claimed to be exempt from disclosure must be clearly identified by the word “Proprietary” printed on the lower right hand corner of the page. In your response, Bidder must list which pages and sections that have been marked “Proprietary” and the particular exemption from disclosure upon which the Bidder is making the claim. State “Not applicable” if this section does not apply.

Click or tap here to enter text.

2.1.13 Agree that Bidder will collect, report, and pay all applicable State taxes if selected as the Apparent Successful Bidder.

Click or tap here to enter text.

2.2 [bookmark: _Toc58933616]EXECUTIVE SUMMARY (MS) 10 Page Limit

The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR. Limit the overall response to all requirements in this section to a maximum of 10 pages.

 

Respond to the following:

2.2.1 Identify and describe the product the Bidder proposes as the basis of its Pharmacy POS solution.

Click or tap here to enter text.

2.2.2 Briefly summarize the proposed project management (PM) approach and overall services in order to give the evaluators a strong general overview of the Management, Technical, and Functional proposals of the Bidder.

Click or tap here to enter text.

2.2.3 Identify any unique or innovative features.

Click or tap here to enter text.

2.2.4 Provide a brief overview of the risks associated with this project, critical success factors, and actions HCA should consider during the analysis and implementation stages.  

Click or tap here to enter text.

2.2.5 Explain how the proposed solution represents to HCA the best option for its Pharmacy POS, and why HCA should select the proposed solution.

Click or tap here to enter text.

2.2.6 Briefly describe Bidder’s, and any subcontractor’s, experience in implementation and/or operation of the proposed Pharmacy POS solution in other state’s Medicaid programs. Include timeframe, cost of implementation, number of users or other solution sizing information, and whether the system was certified or pre-certified by CMS.

Click or tap here to enter text.

2.2.7 Briefly describe Bidder’s, and any subcontractor’s, experience in implementation and/or operation of the proposed Pharmacy POS solution for non-state, comparably sized organizations. Include timeframe, cost of implementation, and number of users or other solution sizing information.

Click or tap here to enter text.

2.2.8 Agree that the Bidder will comply with the procurement process described in the RFP.

Click or tap here to enter text.

2.2.9 Agree that the Bidder understands the scope and objectives of the project and agrees to meet the requirements specified in the RFP.

Click or tap here to enter text.

2.2.10 Agree that the Bidder will perform the services described in the RFP.

Click or tap here to enter text.

2.2.11 Agree that the Bidder will work cooperatively with HCA and HCA’s designees.

Click or tap here to enter text.

2.2.12 Agree that the Bidder’s proposed solution will meet all federal MMIS Certification requirements relevant for a Pharmacy POS solution.

Click or tap here to enter text.

2.2.13 Agree that the Bidder’s proposed solution is fully HIPAA compliant.

Click or tap here to enter text.

2.3 [bookmark: _Toc58933617]SOFTWARE DEVELOPMENT LIFECYCLE METHODOLOGY (MS)

The prompts within this section consists of Mandatory Scored Requirements, and will be scored. 

Respond to the following:



2.3.1 Describe the proposed system development lifecycle (SDLC) methodology you will use to set-up, configure, and if needed, customize the proposed Pharmacy POS solution to meet all HCA requirements, including the integration with the current MMIS.

Click or tap here to enter text.

2.3.2 Describe the proposed SDLC to be used during the Operations and Maintenance phase. 

Click or tap here to enter text.

2.3.3 Explain the benefits of the recommended methodologies.

Click or tap here to enter text.

2.4 [bookmark: _Ref52980737][bookmark: _Toc58933618]PROJECT APPROACH / METHODOLOGY (MR & MS)

 This project will be assessed by internal and external oversight for its compliance with project management practice standards defined in the Project Management Institute’s Project Management Book of Knowledge. For example, independent non-HCA Quality Assurance monitoring will be conducted throughout the term of the project. The ASB will be expected to apply industry best-practices to manage this project. In addition to bi-weekly project status reports, the ASB may be required to generate status materials and attend additional meetings with oversight/stakeholders upon the request of the HCA project manager. 

The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR. 

Respond to the following:

2.4.1 Describe the Bidder’s proposed project management approach and methodology for the project. This description should convey Bidder’s understanding of the proposed project and should include, but not be limited to, planning, organizing, and managing the staff and activities throughout the life of the project.

Click or tap here to enter text.

2.4.2 Explain with specificity the Bidder’s approach to promoting teamwork, facilitating open and timely communication, and ways the Bidder’s staff will support a collaborative effort among the Bidder, any subcontractors, HCA, and HCA designees.

Click or tap here to enter text.

2.4.3 Describe how the Bidder will coordinate efforts with the HCA project team to address multiple stakeholder needs. 

Click or tap here to enter text.

2.4.4 Agree that the Bidder will provide on-going assistance to HCA and its contracted MMIS vendor (and any other contracted entity) throughout the contract phase, and will work directly with HCA when coordination and collaboration efforts are needed. Bidder will not directly contact any contracted entity of HCA without HCA’s prior approval.

Click or tap here to enter text.

2.4.5 Agree that the Bidder will either conduct internal quality assurance or will retain an independent firm to conduct quality assurance.

Click or tap here to enter text.

2.4.6 Agree that the Bidder will provide to HCA any quality assurance reports that are produced during the project.

Click or tap here to enter text.

2.4.7 Agree that the Bidder will provide overall management of the Bidder's proposed solution.

Click or tap here to enter text.

2.4.8 [bookmark: _Ref52980970]Project Risk Assessment and Mitigation Requirements

Respond to the following:

2.4.8.1 Describe an overall approach to risk management and mitigation for the project.

Click or tap here to enter text.

2.4.8.2 Describe the Bidder’s process for documenting, monitoring and reporting risks and risk status to HCA. Include information related to the proposed tools you will use to manage this process.

Click or tap here to enter text.

2.4.8.3 Describe potential risks currently foreseeable to the Bidder for this engagement, rank in order of highest risk, and identify recommended steps to mitigate those risks.  

Click or tap here to enter text.

2.4.8.4 Explain the benefits of the Bidder’s proposed risk management process to HCA.

Click or tap here to enter text.

2.4.8.5 Agree that the Bidder’s proposed risk management tools will be accessible by Bidder staff, HCA staff, and HCA designees.

Click or tap here to enter text.

2.4.9 Project Issue Resolution Requirements

Respond to the following:

2.4.9.1 Describe the Bidder’s approach and process for issue identification, communication, resolution, escalation, tracking, approval by HCA, and reporting. 

Click or tap here to enter text.

2.4.9.2 Identify and describe the Bidder’s proposed tool to track, manage, and report on issues/action items and facilitate its issue resolution process that includes an automated tracking and management system. 

Click or tap here to enter text.

2.4.9.3 Explain the benefits of the Bidder’s issue resolution approach. 

Click or tap here to enter text.

2.4.9.4 Agree that the Bidder’s issue resolution tool will be accessible by Bidder staff, HCA staff, and HCA designees.

Click or tap here to enter text.

2.4.10 [bookmark: _Ref58144155]Project Change Control Requirements

Controlling scope and providing for system changes caused by legislative mandates or other causes is extremely important to HCA in maintaining project accountability. Change control will be ongoing throughout the entire duration of the contract. During DDI, HCA may exercise its option for change requests for system enhancements consistent with the change control process outlined below. During Operations and Maintenance, HCA may exercise its option for change requests for system enhancements as outlined below. These system enhancements are more complex in nature, may require customized coding and cannot be accomplished by state staff.  See SECTION 5, Cost Proposal for more details.

Respond to the following:

2.4.10.1 Describe both graphically (e.g., via a flowchart) and in text a recommended approach to change control, including steps, roles and responsibilities, and decision points.  

Click or tap here to enter text.

2.4.10.2 Describe the Bidder’s cost estimating steps and process for providing a written estimate to HCA of the cost and duration for every change. 

Click or tap here to enter text.

2.4.10.3 Identify and describe the Bidder’s proposed tool(s) to track, manage, and report on change control items and to facilitate the Bidder’s change control approach, including an automated tool that tracks history in a database. 

Click or tap here to enter text.

2.4.10.4 Describe steps for updating the work plan for changes identified during DDI and approved by HCA.

Click or tap here to enter text.

2.4.10.5 Explain the benefits of the recommended change control approach for HCA. 

Click or tap here to enter text.

2.4.10.6 Agree that written approval by HCA is mandatory for every change before the Bidder begins development of that change.

Click or tap here to enter text.

2.4.10.7 Agree that written approval by HCA is mandatory for every change before the Bidder begins implementation of that change.

Click or tap here to enter text.

2.4.10.8 Agree in the proposed change control process that the Bidder will provide HCA with justification of every change suggested by the Bidder. 

Click or tap here to enter text.

2.4.10.9 Agree that any changes must be provided at a reasonable price to be negotiated between the Bidder and HCA, and that if the Bidder and HCA cannot come to an agreement on price and schedule to implement such mandated changes, the Bidder agrees to perform the work at the price proposed by the State’s project manager and to pursue the dispute resolution process to resolve open issues.

Click or tap here to enter text.

2.4.10.10 Agree that the Bidder’s proposed change control tools will be accessible by the Bidder, HCA, and HCA designees.

Click or tap here to enter text.

2.4.10.11 Agree that the Bidder must include the estimate and actual cost and duration for every change request as well as cumulative cost and schedule impacts for all changes for all periods HCA specifies.

Click or tap here to enter text.

2.4.11 [bookmark: _Ref52981025]Project Communication and Coordination Requirements

Respond to the following:

2.4.11.1 Describe the Bidder’s approach to communication and coordination and the Bidder’s proposed tools to facilitate its approach. 

Click or tap here to enter text.

2.4.11.2 Describe the proposed lines of authority, coordination, and communication to include communication between the parties. At a minimum it should describe lines of authority/communications between HCA and Bidder executives, directors, and officers and lines of authority/communications between HCA and Bidder project management.

Click or tap here to enter text.

2.4.11.3 Provide an example status report(s) from past projects of Bidder and a recommended sample report format.

Click or tap here to enter text.

2.4.11.4 Agree that every other week the Bidder will provide such reports in a format and level of detail subject to HCA acceptance.  

Click or tap here to enter text.

2.4.11.5 Agree that the status reports will describe the following: (1) the previous two weeks’ activities, including problems encountered and their disposition, results of tests (if applicable), what was accomplished as expected and on-time, what was not accomplished as expected and on time, recommendations on meeting missed deadlines; (2) plans for the coming two weeks; (3) tasks behind schedule, e.g., tasks at risk of not being completed by their deadline, and what the Bidder is doing to mitigate the risks; and (4) any action items or problems that have arisen that need to be addressed immediately.

Click or tap here to enter text.

2.4.11.6 Agree that HCA reserves the right to formally state disagreements with status reports and may, at the discretion of HCA, require revised status reports.

Click or tap here to enter text.

2.4.11.7 Agree that the Bidder’s Project Manager will attend weekly status meetings, with the understanding that HCA may agree to the Project Manager's remote attendance to the extent that it will not jeopardize project progress.

Click or tap here to enter text.

2.4.11.8 Agree that the Bidder will actively participate with project staff to ensure effective communication and coordination within the project, including Bidder staff, subcontractor staff, HCA, and other stakeholders within and external to the agency, including providers.

Click or tap here to enter text.

2.4.11.9 Agree that the Bidder will cooperate with internal and external oversight to this project whenever necessary in the State’s opinion.

Click or tap here to enter text.

2.4.11.10 Agree that the Bidder will attend additional, albeit infrequent, oversight/stakeholder management meetings at HCA’s request.

Click or tap here to enter text.

2.4.11.11 Agree that the Bidder’s proposed communication and coordination process is subject to HCA approval.

Click or tap here to enter text.

2.4.12 [bookmark: _Ref52980597]Project Work Plan 

Keeping a structured work plan that facilitates tracking of the stages, activities, and implementation phases required to implement the Pharmacy POS solution is critical to project success. The ability to identify, discuss and report on the critical path of the project is required. HCA expects the Bidder to track all tasks assigned to Bidder staff, and any subcontractors. 

Respond to the following:

2.4.12.1 Include a preliminary proposed project work plan in electronic form using Microsoft Project that aligns with HCA’s Design, Development, and Implementation (DDI) stages in Section 2.8.

Click or tap here to enter text.

2.4.12.2 Include in the schedule the tasks, milestones, deliverables, task dependencies and resources, including HCA resources, for delivering the proposed solution.

Click or tap here to enter text.

2.4.12.3 Identify activity start and completion dates and the planned dates for initial submission, HCA’s initial review, HCA’s return to Bidder for revision/correction, and HCA acceptance of each deliverable.

Click or tap here to enter text.

2.4.12.4 Identify all proposed resources by name. 

Click or tap here to enter text.

2.4.12.5 Show tasks requiring HCA resources, summarize the proposed use of HCA resources, and state any assumptions regarding anticipated involvement of these resources. 

Click or tap here to enter text.

2.4.12.6 Show task and individual time assignments and schedules in a Gantt type chart.  

Click or tap here to enter text.

2.4.12.7 Provide a critical path diagram showing all significant tasks/activities and inter-dependencies.

Click or tap here to enter text.

2.4.12.8 Agree that throughout the Contract period, all deliverables will be developed in the form and format agreed to by HCA and the Bidder using a Deliverable Expectations Document (DED) delivered within timeframes outlined in the Project Work Plan. 

Click or tap here to enter text.

2.4.12.9 Agree that the Project Work Plan must have tasks delineating the deliverable process and all approval and review periods.

Click or tap here to enter text.

2.4.12.10 Agree that the Bidder must allow 10 business days for State approval of each submission of each Deliverable. If re-submission of a deliverable is needed, agree that dates of final acceptance are negotiable and may not take an additional 10 days.

Click or tap here to enter text.

2.4.12.11 Agree that the Bidder retains final responsibility for the quality of the deliverables.

Click or tap here to enter text.

2.4.12.12 Agree that the Bidder will finalize and baseline the Work Plan, developed jointly with and accepted by HCA no later than 45 calendar days after contract signing.

Click or tap here to enter text.

2.4.12.13 Agree that the finalized Work Plan becomes part of the Bidder’s response and that it will be incorporated in the contract by reference upon its acceptance by HCA.

Click or tap here to enter text.

2.4.12.14 Agree that the Bidder will meet with HCA every two weeks to walk-through proposed updates and to obtain HCA’s consent to updates proposed by the Bidder.

Click or tap here to enter text.

2.4.12.15 Agree that the Bidder will maintain its detailed work plan and publish the plan where the Bidder, HCA, and HCA designees have access.

Click or tap here to enter text.

2.5 [bookmark: _Toc58933619]BIDDER QUALIFICATIONS (MR & MS)

[bookmark: _Toc72316723][bookmark: _Toc71361576]The prompts within this section consist of both MR and MS Requirements. Only the “Agree” prompts are MR.

2.5.1 [bookmark: _Toc72316726][bookmark: _Toc71361579]Bidder’s Prior Experience Requirements 

Respond to the following:
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2.5.1.1 Complete the following table for each POS solution that the Bidder has implemented or is implementing in other states that support that state’s Medicaid program :

		State

		Start & End Month/Year

		Certification Month/Year

		Platform

		Primary Language

		Database

		Annual
Claim Volume

		Annual Claim Dollars

		# of Users

		Contract Amount

		Client Contact (name/role/phone/email)



		[bookmark: Text1]     

		     

		     

		     

		     

		     

		     

		     

		     

		     

		     



		     

		     

		     

		     

		     

		     

		     

		     

		     

		     

		     



		     

		     

		     

		     

		     

		     

		     

		     

		     

		     

		     



		     

		     

		     

		     

		     

		     

		     

		     

		     

		     

		     









2.5.1.2 Complete the following table for any other relevant, large-scale components the Bidder has implemented or is implementing that are not identified above:

		Client

		Start & End Month/Year

		Platform

		Primary Language

		Database

		Annual
trans. Volume

		Annual trans. Dollars

		# of Users

		Contract Amount

		Client Contact (name/role/phone/email)
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2.5.1.3 Explain why this is the system the Bidder is proposing and the degree of fit with Washington’s requirements, including the percentage of Washington’s requirements that the system meets without modification and the basis for that assessment.

Click or tap here to enter text.

2.5.1.4 Describe the Bidder's role in each engagement described above and state Bidder’s level of responsibility (for example, primary, subcontractor) for all phases of the project including requirements analysis, process design, construction, testing, and final implementation. Also, describe any pilot implementation phases.

Click or tap here to enter text.

2.5.1.5 Clearly describe the scope and scale of those projects, including the Bidder's performance in terms of schedule and budget. Also, explain positive and negative variances from the schedule and budget.

Click or tap here to enter text.

2.5.1.6 Describe the Bidder’s experience in developing and operating systems on the hardware (if applicable) and software platforms proposed for Washington.

Click or tap here to enter text.

2.5.1.7 Identify and describe any units in Bidder’s organization that have reached Capability Maturity Model (CMM) Level 3 or higher certification, and describe those units’ involvement in this project.

Click or tap here to enter text.

2.5.1.8 Describe how Bidder will employ CMM processes and practices in this project.

Click or tap here to enter text.

2.5.1.9 Agree that HCA reserves the right to contact all above client contacts and any other contacts provided by current or former clients, and that HCA reserves the right to disqualify Bidder based upon said contact.

Click or tap here to enter text.

2.5.2 [bookmark: _Toc72316727][bookmark: _Toc71361580]Bidder Customer References Requirements 

This section is mandatory and will receive a score. These references are for the Bidder organization (Section 2.6.2.2 relates to Key Staff references). HCA reserves the right to conduct checks of Bidder references, by telephone or other means, and evaluate the Bidder based on these references. HCA considers references to be extremely important, and HCA reserves the right to disqualify Bidder based upon poor reviews/references. It is the Bidder's responsibility to ensure that every reference contact is available during the evaluation period. (See Section 7.2, Estimated Schedule of Procurement Activities, for the planned RFP evaluation period). HCA will e-mail Bidder’s references a questionnaire to complete and return to HCA. HCA will evaluate and score this section based on the references’ responses to the questionnaire. HCA may also call references. 

Respond to the following:

2.5.2.1 Refer to Attachment 2, Bidder References Form and complete a copy of that form for the Bidder organization. Bidder must include 3 customer references for the Bidder organization. At least 2 of these references must be from POS comparable projects. For every reference, the Bidder’s proposal must provide the company name, contact name, contact job title, address, telephone number and email for that reference. Combine completed Bidder Reference Forms into one document and include as a separate attachment to your proposal.

2.5.2.2 Provide similar and separate references for every proposed subcontractor.

2.5.2.3 Agree that all references must be independent of the Bidder’s and subcontractor’s company/corporation (e.g., non-Bidder owned, in whole or in part, or managed, in whole or in part).

Click or tap here to enter text.

2.5.2.4 Agree that HCA reserves the right to contact all above customer references, and that this contact will be considered by HCA in scoring the Bidder. 

Click or tap here to enter text.

2.5.2.5 Agree that HCA reserves the right to contact any other entity or person it wants to contact with regard to the Bidder and subcontractor, including parties in addition to those recommended by the Bidder. This contact may be used by HCA in scoring the Bidder.

Click or tap here to enter text.

2.5.2.6 Agree that the Bidder and subcontractor has or will timely notify each customer reference that they may be contacted by HCA and has assured that each reference will be available during the evaluation period. (See Section 7.2, Estimated Schedule of Procurement Activities for the approximate RFP evaluation period).

Click or tap here to enter text.

2.6 [bookmark: _Toc71361582][bookmark: _Toc58933620]APPROACH TO ORGANIZATION AND STAFFING (MR & MS)

The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.

The organization of Bidder staff and the appropriate assignment of tasks are extremely important to HCA to ensure the overall success of this project.  HCA expects that Bidders will propose their best-qualified staff for this project. Should proposed staff not be available when work begins, Bidder must provide evidence in the form of résumés and descriptions of relevant experience for any staff proposed as alternates to the proposed team members.

2.6.1 [bookmark: _Toc72316729][bookmark: _Toc71361583]Overall Project Organization Approach 

Respond to the following:

2.6.1.1 Include a description of the overall approach to project organization and staffing, including subcontractors if applicable, that addresses the entire scope of the project.  

Click or tap here to enter text.

2.6.1.2 Include a project organization chart identifying by name and position the Bidder’s staff (e.g., down to at least the lead level), including subcontractors, responsible for carrying out the entire scope of the project.  

Click or tap here to enter text.

2.6.1.3 Identify by name and position in the project organization chart the Key Staff person(s) that will perform the following during the DDI phase (individuals may fill more than one role):

a. Account Director 

b. Project Manager

c. Pharmacy Business Lead

d. Drug Rebate Business Lead

e. Solutions/Technical Manager

f. Test Manager 

g. Implementation Manager

h. Certification Manager

Click or tap here to enter text.

2.6.2 [bookmark: _Toc72316730][bookmark: _Toc71361584]Project Management and Key Staff Qualifications Requirements 

Scores for this section will be based on the proposed Key Staff’s qualifications and experience. Experience from projects where the work performed was different than this project may not score as well as experience where the work performed was similar to this project. At its discretion, HCA will contact the project manager and key staff references. 

Respond to the following:

2.6.2.1 Refer to Attachment 3, Résumé Form and complete a copy of that form for each of the proposed Key Staff. Combine completed Résumé Forms into one document and include as a separate attachment to your proposal.

2.6.2.2 [bookmark: _Ref56849363]Refer to Attachment 4, Key Staff References Form and complete a copy of that form for each of the proposed Key Staff. Bidder must include 3 customer references for each Key Staff. Combine completed Key Staff Reference Forms into one document and include as a separate attachment to your proposal. HCA will e-mail Key Staff references a questionnaire to complete and return to HCA. HCA will evaluate and score this section based on the references’ responses to the questionnaire. HCA may also call references.

2.6.3 [bookmark: _Toc72316732][bookmark: _Toc71361586][bookmark: _Ref58250647]Project Staffing Requirements

For the purpose of this section, “Project Staff” includes Bidder personnel and all subcontractor staff.

Respond to the following:

2.6.3.1 State the minimum number of staff that will be assigned to this project throughout the life of the project. If this number will change throughout the life of the project, identify when those changes will take place and the minimum number of staff that will be assigned to this project during those changes.

Click or tap here to enter text.

2.6.3.2 Identify where all staff assigned to this project, including developers, will be geographically located (city, state, country) throughout the lifecycle of the project.

Click or tap here to enter text.

2.6.3.3 Explain how and to what extent they will be accessible to the HCA project team.

Click or tap here to enter text.

2.6.3.4 Agree that the Project Manager will be in Olympia full-time throughout the project or as otherwise agreed to in contract negotiations. HCA recognizes the seriousness of COVID-19, and this local/on-site requirement will be adjusted to conform to state and HCA COVID-19 requirements and guidelines.

Click or tap here to enter text.

2.6.3.5 For staff geographically located outside of Olympia, Washington, identify what Bidder staff will come on-site to work with stakeholders (e.g., for requirements validation, testing, and business process change) and describe in detail the tasks or phases for which they will come on-site, when, and for how long. HCA recognizes the seriousness of COVID-19, and this local/on-site requirement will be adjusted to conform to state and HCA COVID-19 requirements and guidelines.

Click or tap here to enter text.

2.6.3.6 Agree that the Bidder must provide all office space and equipment for its staff.

Click or tap here to enter text.

2.6.3.7 Describe the process and timeline for bringing proposed staff onto the project.

Click or tap here to enter text.

2.6.4 [bookmark: _Toc72316733][bookmark: _Toc71361587]Continuity of Project Personnel Requirements 

In order to ensure the success of this project, it is important that there is a continuity of Key Staff assigned to the project.

 Respond to the following:

2.6.4.1 Describe policies, plans, and intentions with regard to maintaining continuity of personnel assignments throughout the performance of any agreement resulting from this RFP.

Click or tap here to enter text.

2.6.4.2 Address whether availability of any of the proposed personnel could be impacted from existing or potential contracts to which such staff are assigned or proposed.

Click or tap here to enter text.

2.6.4.3 Describe what priority HCA would have in cases of conflict between existing or potential contracts.

Click or tap here to enter text.

2.6.4.4 Discuss the Bidder's plans to avoid and minimize the impact of personnel changes.

Click or tap here to enter text.

2.6.4.5 Identify planned backup personnel assignments.

Click or tap here to enter text.

2.6.4.6 Agree that Bidder’s proposed project personnel may not be reassigned, replaced, or added during the project without the prior written consent of the HCA Project Manager. Should a key staff position be vacated, Bidder must give HCA résumés of, and an opportunity to interview and approve, potential replacements for that employee.

Click or tap here to enter text.

2.6.4.7 Agree that the HCA Project Manager reserves the right to require a change in Bidder's project personnel at the HCA Project Manager’s sole discretion and that HCA must be given an opportunity to interview and approve potential replacements for that employee. However, HCA will not unreasonably exercise this option and will take reasonable steps to work with the Bidder toward a solution.

Click or tap here to enter text.

2.6.4.8 Agree to HCA’s use of the Key Staff personnel identified in the proposal and agree to HCA's right to approve proposed personnel changes to Key Staff during the term of the contract.

Click or tap here to enter text.

2.6.4.9 Agree that responses to Section 2.6.3 requirements apply to proposed Subcontractor key staff as well as Bidder’s proposed staff.

Click or tap here to enter text.

2.7 [bookmark: _Toc58933621]PROJECT DELIVERABLES (MR & MS)

The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.

The Bidder must identify its approach to developing and submitting the project deliverables identified in this RFP. The approach to project deliverables must identify the proposed steps in the deliverable development process, from development of Deliverable Expectation Documents, templates, and acceptance criteria through review, finalization, and acceptance. Bidders are encouraged to deliver partial drafts (e.g., section by section) especially when deliverables are lengthy to manage mutual expectations and to ensure the satisfactory completion of deliverables. Bidders also must consider the impact on reviewers when multiple deliverables are under review simultaneously by the same stakeholder group and adjust review and correction periods accordingly.

Respond to the following:

2.7.1 Include a full list of all deliverable titles and expected delivery dates. 

Click or tap here to enter text.

2.7.2 Describe the Bidder’s general approach to deliverables development, acceptance criteria, draft submission, revisions, and final acceptance.

Click or tap here to enter text.

2.7.3 Agree that Bidder will submit for State approval acceptance criteria before work begins on the deliverable.

Click or tap here to enter text.

2.7.4 Agree that Bidder will produce deliverable outlines or templates for HCA acceptance before work begins on the deliverable.

Click or tap here to enter text.

2.7.5 Agree that the Bidder will incorporate comments and distribute revised draft deliverables to HCA project staff for review and comment.

Click or tap here to enter text.

2.7.6 Agree that the Bidder will include a change log specifying the section, page number and brief description of any changes with the submission of a revised deliverable.

Click or tap here to enter text.

2.7.7 Agree that upon HCA request, the Bidder will conduct formal walk-throughs of draft deliverables with identified HCA stakeholders.

Click or tap here to enter text.

2.8 [bookmark: _Ref52979175][bookmark: _Toc58933622]DESIGN, DEVELOPMENT AND IMPLEMENTATION REQUIREMENTS (MR & MS)

The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.

HCA has defined the following high-level stages for this project:

1. Planning and Start-Up

2. Requirements Verification and Design

3. Set-up, Configuration, and Customization (including integrations)

4. Data Conversion

5. System and Integration Testing

6. Operational Readiness

7. User Acceptance Testing

8. Deployment/Implementation

9. Certification

Within this section, Bidders are asked to respond to the requirements of each major stage.  Responsibilities include, but are not limited to, the following:

State Responsibilities:

· Review and acceptance of the proposed Deliverable Expectation Document (DED) of all Deliverables prior to development; 

· Review ASB deliverables, determine whether the deliverable complies with applicable specifications, and provide written comments to the ASB within timeframes mutually agreed to;

· Participate in bi-weekly status meetings with the ASB to review progress against the work plan;

· Review bi-weekly written status reports and bi-weekly work plan/task schedule updates;

· Monitor ASB progress to task milestones; and

· Work with the ASB to resolve issues.

Pharmacy POS ASB Responsibilities:

· Prepare a DED and obtain acceptance from HCA for the contents and format for each Deliverable before beginning work on the Deliverable;

· Obtain written acceptance from HCA on the final Deliverables;

· Revise Deliverables, if required, using HCA review findings to meet content and format requirements and comply with applicable specifications;

· Report progress and status through bi-weekly status reports;

· Conduct bi-weekly work plan reviews;

· Attend bi-weekly status meetings with the HCA Project Manager and project team members;

· Deliver written status reports and updated work plans/schedules 1 business day, at least 24 hours, before the status meeting; and

· Identify scope of work issues and seek HCA acceptance before commencing changes to work described in the RFP.

2.8.1 Approach to Planning and Startup 

Respond to the following:

2.8.1.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Revised Project Work Plan

		See section 2.4.12



		Project Management Plan

		A formal, approved document used to guide both Project execution and control of the Project consistent with the guidance of the Project Management Body of Knowledge that includes processes Bidder proposes in response to section 2.4



		Certification Plan

		A formal planning document that details the approach for achieving federal Certification. The plan describes the processes for assisting HCA in the Operational Readiness Review and Certification Review stages of Outcome Based Certification. 



		Risk Register

		See section 2.4.8



		Bi-weekly Status Reports

		See section 2.4.11







Click or tap here to enter text.

2.8.1.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.1.3 Demonstrate the Bidder’s understanding of the certification requirements and the process for obtaining CMS certification by describing in detail the steps that Bidder will take to achieve certification, including how the Bidder will support HCA in the CMS certification process.

Click or tap here to enter text.

2.8.1.4 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities for HCA, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.1.5 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder’s to ensure overall project success.

Click or tap here to enter text.

2.8.2 Approach to Requirements Verification and Design 

Respond to the following:

2.8.2.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		 Deliverable Name

		Description



		Requirements Traceability Matrix (RTM) – Interim

		An interim document that links requirements throughout the requirements validation process showing how HCA requirements, user stories, and use cases will be certified as functional and complete during solution configuration.



		Solution Requirements Documentation

		Documentation including Business Requirements document (BRD), System Requirements Specifications (SRS) or equivalent, features, epics and user stories 



		Solution Integration Plan

		A document describing plans to achieve modularity and how the Pharmacy solution will interact with ProviderOne to provide a fully functional system that operates as one module of the interconnected MMIS.



		Solution Design Documentation

		Final documentation of the functional and technical designs traceable back to the Requirements Traceability Matrix (RTM) and process flows, including at a minimum: 

· Configuration elements such as business rules 

· Reporting (dashboards, reports, cadence)

· Interface specification documents

· System architecture, including security and database designs







Click or tap here to enter text.

2.8.2.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.2.3 Describe Bidder’s proposed Solutions Requirements Documentation to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.2.4 Describe Bidder’s proposed content of a Solution Integration Plan to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.2.5 Describe Bidder’s proposed Solution Design Documentation to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.2.6 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities for HCA, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.2.7 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.3 Approach to Set-up, Configuration and Customization 

Respond to the following:

2.8.3.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Solution Configuration Documentation

		Documentation provided that conveys how the solution is configured to meet HCA start-up business needs.



		DDI Environment and Configuration Management Plan

		Documentation of the development, test, and training environments to be used throughout the Contract period, including definition of responsibilities for set-up and configuration tasks for each. Must describe how the Bidder will identify, control, and manage code releases throughout DDI.







Click or tap here to enter text.

2.8.3.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.3.3 Describe Bidder’s proposed content of a DDI Environment and Configuration Management Plan to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.3.4 Describe approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.3.5 Describe approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.4 Approach to Data Conversion

Respond to the following:

2.8.4.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Data Conversion Plan

		A description of the strategy, preparation, and specifications for converting data, including but not limited to claims and prior authorizations, from the source system(s) to the target system(s) or within an existing system.



		Data Conversion Test Results

		Documentation of the Data Conversion Test Results which detail issues encountered and the impact upon other table or file conversions:

· Methods used to resolve issues or an action plan for resolving outstanding issues

· Pre-conversion and post-conversion versions of each table or file converted and each interface file

· Auto-generated reports as required by HCA to spot-check and validate pre-conversion and post-conversion results at a detail and summary record levels

· A summary and metrics for the status of the conversions, including the effect of any findings on the implementation schedule







Click or tap here to enter text.

2.8.4.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.4.3 Describe Bidder’s approach to defining detailed conversion requirements. 

Click or tap here to enter text.

2.8.4.4 Describe Bidder’s final conversion verification process.

Click or tap here to enter text.

2.8.4.5 Describe Bidder’s approach for making converted files available for review online, where appropriate.

Click or tap here to enter text.

2.8.4.6 Describe approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA staff, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.4.7 Describe approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.4.8 Agree that Bidder will convert 4 years of data from the current Pharmacy POS including any lifetime or special limit information over the 4 years.

Click or tap here to enter text.

2.8.4.9 Agree that Bidder will work directly with HCA to coordinate receipt of conversion files from current POS vendor.

Click or tap here to enter text.

2.8.5 Approach to System and Integration Testing

Respond to the following:

2.8.5.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Master Test Plan

		A technical document that details a systematic approach to testing the new Pharmacy solution to ensure it will successfully perform to HCA’s requirements as a module of the overall MMIS.

· Testing must include end-to-end testing of all interfaces.

· Demonstrations of working software (e.g., module demo, interaction with other modules/systems) must be provided as specified by HCA



		System and Integration Test Results and Demonstration

		Documentation of the System and Integration test scenarios and test cases, testing results, issues and defects identified during testing, as well as the scenarios and degree of system functionality demonstrated for HCA. 



		Requirements Traceability Matrix (RTM) – Final

		A final document that links requirements throughout the requirements validation process showing how HCA requirements will be certified as functional and complete during solution configuration.



		Training Plan 

		A document for defining the strategies, tasks, and methods that will be used to meet the training requirements.







Click or tap here to enter text.

2.8.5.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.5.3 Describe any automated testing capabilities that you may utilize and include those to test specific business scenarios.

Click or tap here to enter text.

2.8.5.4 Agree that the Bidder will adopt, implement and document rigorous and professionally sound unit, system, integration, and regression test procedures.

Click or tap here to enter text.

2.8.5.5 Agree that Bidder will agree to demonstrate functionality identified by HCA that will ensure system is ready to enter UAT. 

Click or tap here to enter text.

2.8.5.6 Agree that the Bidder will ensure that preproduction testing of the solution validates capability of required test objectives and will produce required data to support objectives and identified key performance indicator measures. 

Click or tap here to enter text.

2.8.5.7 Describe Bidder’s proposed tool and procedures for tracking, managing, reporting and correcting system bugs or discrepancies discovered during testing.

Click or tap here to enter text.

2.8.5.8 Describe Bidder’s approach for updating documentation based on test results.

Click or tap here to enter text.

2.8.5.9 Describe Bidder’s proposed training model for the project which must include Knowledge Transfer sufficient to ensure operational readiness of the HCA team that will support the solution in Operations

Click or tap here to enter text.

2.8.5.10 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the proposed responsibilities for HCA, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.5.11 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.6 Approach to Operational Readiness

Respond to the following:

2.8.6.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Operational Readiness Plan

		A document detailing the approach to validating all the operations processes, system environments, software, and connectivity aspects of the solution to ensure it will be fully operable upon implementation.  Describes how the Bidder will achieve certification of Operational Readiness.



		Operations Guide

		A document that describes all required systems operational activities and provides guidance on data management, incident management, root cause analysis, corrective action plans, performance management, system maintenance, change management, tools, and approaches.



		Training Materials

		Documentation used to perform provider and user training (user guides and tutorials) on the solution.







Click or tap here to enter text.

2.8.6.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.6.3 Describe Bidder’s approach to demonstrating operational readiness and proposed content of an Operational Readiness Plan to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.6.4 Describe contents of the Operations Guide to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.6.5 Describe Bidder’s procedures for maintaining the Operations Guide throughout operations, including distribution of amendments.

Click or tap here to enter text.

2.8.6.6 Describe the roll-out of training materials to ensure staff and providers/manufacturers are ready to use the system.

Click or tap here to enter text.

2.8.6.7 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.6.8 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.7 Approach to User Acceptance Testing

Respond to the following:

2.8.7.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		User Acceptance Testing (UAT) Test Results

		Test results should include the following: 

· Summary of testing results

· Pass/fail rate

· Defect IDs and severity level of failed test cases



		Certification Artifacts



(CMS’ Operational Readiness Review stage)

		A series of system demonstrations necessary including a collection of information, including but not limited to, data, documents, automated test results, 508 compliance test reports, screenshots, other reports and/or artifacts produced in coordination with the HCA UAT cycle to support the CMS “Operational Readiness Review” certification process. 







Click or tap here to enter text.

2.8.7.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.7.3 Agree that Bidder will fully and promptly cooperate with HCA in the UAT process to include providing any Certification Artifacts for CMS review. 

Click or tap here to enter text.

2.8.7.4 Agree that Bidder will be solely responsible for making changes; providing refinements and/or upgrades; providing software, hardware, programming, and professional and/or technical services as may be necessary to correct any deficiencies, problems, failures, incompatibilities, and/or errors identified during UAT. 

Click or tap here to enter text.

2.8.7.5 Agree that Bidder will provide a separate User Acceptance Testing environment for the entire UAT period as well as the operations period of the contract. 

Click or tap here to enter text.

2.8.7.6 Describe Bidder’s approach to supporting UAT. Include availability of UAT environment, preparation of test data, response to discrepancies and resolution of problems.

Click or tap here to enter text.

2.8.7.7 Describe the support that will be provided to HCA for creation of test cases that cover all system functions, processes, and interfaces.

Click or tap here to enter text.

2.8.7.8 Describe the Bidder’s approach for supporting HCA staff in the analysis of test results.

Click or tap here to enter text.

2.8.7.9 Describe the process and timelines for correcting discrepancies and ensuring corrected code is thoroughly tested and migrated to the UAT environment for re-testing.

Click or tap here to enter text.

2.8.7.10 Agree that the Bidder will perform regression testing during UAT.  Further, agree that the Bidder will coordinate with HCA on timing of regression tests.

Click or tap here to enter text.

2.8.7.11 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities for HCA, MMIS vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.7.12 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.8 Approach to Implementation/Cutover

Respond to the following:

2.8.8.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Disaster Recovery Plan

		A plan for resuming operations in the event there are significant adverse conditions that disrupt service. See Technical Requirement 3.1.7.



		Solution Implementation/Cutover Plan

		A document reflecting the final requirements and implementation approach for the solution. Must include Cutover Schedule, plan for final data conversion and a contingency back-out plan.



		Certification of Operational Readiness 

		A formal review with key stakeholders to ensure the system/application completed its implementation processes according to the Operational Readiness Plan and that it is ready for turnover to the Operations & Maintenance team and operational release into the Production environment. Must include Bidder’s statement of readiness to perform production operations.







Click or tap here to enter text.

2.8.8.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.8.3 Describe Bidder’s approach for minimizing interruption to Pharmacy claims processing during implementation/cut-over to the new solution.

Click or tap here to enter text.

2.8.8.4 Describe contents of the Solution Implementation/Cutover Plan to include the items above and other items the Bidder feels are necessary.

Click or tap here to enter text.

2.8.8.5 Agree that final go-live of the Bidder’s solution will be dependent on formal acceptance of Certification of Operational Readiness Deliverable by HCA.

Click or tap here to enter text.

2.8.8.6 Agree to support HCA as needed in Operational Readiness review activities that may be required in order to obtain approval from the Washington State Office of the Chief Information Officer.

Click or tap here to enter text.

2.8.8.7 Describe Bidder’s approach to developing the Deliverables required for this DDI stage. List the responsibilities of HCA, MMIS Vendor and Bidder staff during this stage.

Click or tap here to enter text.

2.8.8.8 Describe Bidder’s approach to coordinating the responsibilities of HCA and the current MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.8.9 Approach to Final Certification

Respond to the following:

2.8.9.1 Agree that the Bidder must produce, at a minimum, the following deliverables in this stage:

		Deliverable Name

		Description



		Certification Artifacts -production screenshots, reports and data for final Certification Review with CMS.

		A collection of data, documents, and information provided as evidence for CMS’ final certification review. Evidence includes but is not limited to samples of production data, substantive and representative sets of reports (including performance) and any other information or data in order to validate business outcomes and applicable metrics related to Outcome Based Certification needs.







Click or tap here to enter text.

2.8.9.2 Describe any recommended changes or additions to the deliverables listed in the table above. State “Not applicable” if Bidder does not have any such recommendations.

Click or tap here to enter text.

2.8.9.3 Agree that Bidder will deliver a Pharmacy POS solution that will meet or exceed all CMS certification requirements. 

Click or tap here to enter text.

2.8.9.4 Include a proposed timeline for preparation of certification materials and presentation of the materials to the HCA Project Manager.

Click or tap here to enter text.

2.8.9.5 Describe Bidder’s approach to coordinating the responsibilities of HCA and the MMIS vendor with those of the Bidder to ensure overall project success.

Click or tap here to enter text.

2.9 [bookmark: _Toc58933623]OPERATIONS AND MAINTENANCE (MR & MS) 

The prompts within this section consists of both MR and MS Requirements. Only the “Agree” prompts are MR.

With cutover of live operations to the new POS, the former system will be taken out of service and operations and maintenance of the new system will begin. When the new POS solution is in place, HCA will continue with this Facilities Management operations model, where state staff performs the majority of operations as identified in Section 1.4, Operations and Maintenance Model. The successful Bidder will provide the system maintenance and operations described in this RFP for the life of the contract.

2.9.1 Organization and Staffing

Respond to the following:

2.9.1.1 Provide a project organization chart identifying by position and roles/responsibilities of the Bidder’s staff (down to at least the lead level), including subcontractors, responsible for carrying out the operations and maintenance of the POS after implementation.

Click or tap here to enter text.

2.9.1.2 Agree that the Account Director and Operations Manager will be considered as Key Staff designees during the Operations and Maintenance period and that HCA has the right to approve initial selection and any subsequent change to these personnel during the term of the contract.

Click or tap here to enter text.

2.9.2 Operations and Maintenance

The ASB must perform operations and maintenance throughout the life of the contract and in accordance with the fixed price O&M bid including cloud hosting operations and updates, patches and repairs to Pharmacy POS solution in the production, test and all other Washington accessible environments as well as troubleshooting with HCA, correction (including development, testing, training and implementation) of any deficiency or problem with the solution.

Respond to the following: 

2.9.2.1 Describe the Bidder’s approach to systems operations and maintenance. 

Click or tap here to enter text.

2.9.2.2 Describe Bidder’s approach to maintaining and enhancing its Pharmacy POS product to ensure it continues to comply with industry standards and CMS regulations.

Click or tap here to enter text.

2.9.2.3 Describe how changes and enhancements to the Bidder’s Pharmacy POS solution would be introduced to HCA and agree that Bidder will comply with the operational requirements in Section 4.11. 

Click or tap here to enter text.

2.9.2.4 Describe Bidder’s approach for promoting approved changes into User Acceptance Testing and from User Acceptance Testing to production environment.

Click or tap here to enter text.

2.9.2.5 Describe Bidder’s process for dealing with emergency fixes. Include how Bidder’s fix will be tested and promoted through testing environments to production.  

Click or tap here to enter text.

2.9.2.6 Agree that Bidder will respond to HCA on non-emergency troubleshooting requests within 3 days of discovery. 

Click or tap here to enter text.

2.9.2.7 Agree that the tasks identified above will be included as part of the proposed fixed price for operations and maintenance as identified in Attachment 10, Response Form for Section 5, Cost Proposal.

Click or tap here to enter text.

2.9.3 Contract Administration 

Respond to the following:

2.9.3.1 Describe the Bidder’s approach for monitoring and reporting performance of the system during operations. Include metrics that will be tracked, frequency of reporting and access methods to data.

Click or tap here to enter text.

2.9.3.2 Describe the Bidder’s approach for transitioning to another entity at the end of the contract period. Further, agree that the Bidder will cooperate completely with HCA and the subsequent entity including, but not limited to, a transition plan that includes data conversion, parallel testing, and system cutover activities.

Click or tap here to enter text.

2.9.3.3 Agree that the Bidder will continue to follow all project management processes established in Section 2.4 throughout the operations phase or the Bidder must propose alternate processes.

Click or tap here to enter text.

2.9.3.4 Agree that the Bidder will establish a problem resolution process including a help desk that satisfies requirements in Section 4.11.

Click or tap here to enter text.

2.9.3.5 Agree that the Bidder will develop an Annual Business Plan. The Plan should include the following elements; an road/map or outline of major activities planned for the coming year, business improvement objectives and outcomes for the coming year, methodology for performing activities and meeting objectives, methods for measuring customer service performance, methods for identifying where customer services performance is inadequate, approach for developing and implementing corrective actions.

Click or tap here to enter text.

2.9.3.6 Agree that the Bidder will develop a monthly report for HCA to describe compliance to the Annual Business Plan and update on any corrective action plans.

Click or tap here to enter text.

2.9.3.7 Agree that Bidder will walk-through performance reports at the request of HCA. 

Click or tap here to enter text.



END OF RESPONSE FORM
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Attachment 8:

Response Form for Section 3, Technical Proposal

[bookmark: _Hlk62461513][bookmark: _Hlk62461412]Bidder must use this provided response form for responding to Section 3, Technical Proposal. This document is restricted to editing, but text boxes are provided below for Bidder’s response. Please note that the text boxes are formatted to display any inputted text in blue font for contrast and to allow evaluators to more easily distinguish the section prompt from the response.



*	*	*	*	*

[bookmark: _Toc58933624]TECHNICAL PROPOSAL

The prompts within this section consists only of MS Requirements, and each requirement will be scored. 

Bidders must respond to the requirements below in accordance with Section 7.6.3, Proposal Format Instructions, which includes instructions on filling out each cell within the requirements tables within this Section 3. 

[bookmark: _Hlk62464787]Multiple requirements in this Section 3 request the Bidder to attach documentation. All requested attachments in this Section 3 should be combined into one PDF file, with matching section/requirement numbers listed, and attached separately in e-mail to Bidder’s proposal submission.

1 [bookmark: _Toc52809683][bookmark: _Toc52810534][bookmark: _Toc52810956][bookmark: _Toc52811268][bookmark: _Toc52983848][bookmark: _Toc52983926][bookmark: _Toc53132713][bookmark: _Toc53132790][bookmark: _Toc56153527][bookmark: _Toc56153603][bookmark: _Toc56846566][bookmark: _Toc57278527][bookmark: _Toc57278604][bookmark: _Toc58150582][bookmark: _Toc58155662][bookmark: _Toc58156495][bookmark: _Toc58483762][bookmark: _Toc58933625][bookmark: _Toc58933626]

2 

3 

3.1 OVERVIEW

HCA’s technology requirements are driven by a set of guiding principles for enterprise architecture that are designed to maximize value for HCA and the clients, providers and communities it serves. These principles include the following:

Cloud-based solutions that:

· Allow HCA to dynamically expand and contract capacity quickly to respond to business needs, such as handling peak capacity periods.

· Reduce cost by not owning hardware and infrastructure.

· Better manage robust security across applications.



SaaS/COTS solutions are preferred over custom-built and/or custom components in order to:

· Share and leverage best practices that have been developed across the industry and more quickly respond to industry changes.

· More effectively plan, track and monitor development, administration and operations costs.

· Limit code development as much as possible to configuration.

· Implement new features on shorter and predictable implementation cycles.



Maintain loose coupling between systems based on natural system boundaries to:

· Dramatically reduce integration costs through the use of open Application Program Interfaces (APIs).

· Minimize cost and disruption in the event a major component of the system has to be replaced.

HCA requires the ASB meet or exceed Federal certification and performance standards by meeting the conditions defined in 42 C.F.R. 433.112(b) and those principles established under the Medicaid Information Technology Architecture (MITA) initiative and framework. This includes the goals and technical principles that promote rules engines, where possible, to extend the system’s configuration abilities to be managed by the business community. All conditions must be met in order for HCA to remain eligible for Federal Financial Participation (FFP) funding. HCA requires that the ASB establish and maintain a performance record of high availability.

HCA requires the ASB meet or exceed HIPAA security, privacy and transaction standards, accessibility standards established under section 508 of the Rehabilitation Act or standards that provide greater accessibility for individuals with disabilities and compliance with Federal civil rights laws; standards adopted by the Secretary under section 1104 of the Affordable Care Act (ACA); and standards and protocols adopted by the Secretary under section 1561 of the ACA.

In addition to Federal requirement compliance, the ASB’s system must comply with all applicable State of Washington Office of the Chief Information Officer (OCIO) standard and security requirements including a cyber-security design review. The OCIO sets information technology (IT) policy and direction for the State of Washington and the State CIO is a member of the Governor’s Executive Cabinet and advisor to the Governor. The ASB will be required to participate in a yearly disaster recovery exercise with HCA in which results will be made available to the State Auditor’s Office (SAO).







REQUIREMENTS TABLE ON THE FOLLOWING PAGE












HCA RFP No. 		Page 3 of 128




HCA RFP No. 2020HCA28	Page 23 of 129	Attachment 8 – Response Form for 
		Section 3, Technical Proposal

		3.1.1 General 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.1.1 

		Describe your product's technical offering and include any ranges of high availability and business continuity options available. Describe any unique, innovative or additional features available in your offering and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.



		3.1.1.2 

		Describe your product’s architecture design. Include your current and target architecture and design principles and degree to which your current product meets those principles. List your use of included technologies and versions and include when your product last had a significant upgrade as well as your product roadmap for future technology enhancements.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.



		3.1.1.3 

		The Bidder must maintain all Third-Party Software products at either their most current version or no more than one version back. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.1.4 

		Identify, if any, the third-party providers, organizations or other organizational resources other than your company that you intend to use to support these technology requirements. Indicate the nature and overall content of the contractual agreement that you plan to have with this external resource. Indicate the viability of the proposed resource(s) in terms of the following: market position, ability to meet requirements, alignment with industry standards and practices, industry implementation track record and Bidder implementation track record.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.1.5 

		The Bidder must collaborate with HCA and the MMIS contractor to develop and/or update conceptual and logical data models. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 3.1.1


		3.1.2 Standards 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.2.1 

		Describe how the Bidder’s solution complies with applicable Washington State Office of the Chief Information Officer (OCIO) standards. Please respond specifically to the link and standard below and attach any evidence of compliance.  

https://ocio.wa.gov/policy/securing-information-technology-assets

Security 141.10



		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.2.2 

		Describe how Bidder would ensure that any components installed on State workstations, now and in the future, must be compatible with HCA currently supported software versions of, and future updates and patches for, the Microsoft Operating System, Microsoft Office Suite, and all modern internet browsers.  

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.2.3 

		The Bidder’s solution must comply with all applicable current and future Center for Medicare and Medicaid Services (CMS) certification requirements. Attach any evidence of previous certification from other implementations.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.2.1 

3.1.2.2 

3.1.2.3 

3.1.2.4 

		Describe how the Bidder’s solution complies with all NIST standards for cloud computing. Relevant links are listed below. Attach any evidence of compliance and/or certification.

https://www.nist.gov/itl/nist-cloud-computing-related-publications

https://www.nist.gov/news-events/news/2018/02/nist-releases-evaluation-cloud-computing-services-based-nist-sp-800-145

https://csrc.nist.gov/publications/detail/sp/500-299/draft

https://bigdatawg.nist.gov/_uploadfiles/M0008_v1_7256814129.pdf

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.2.5 

		Describe how the Bidder’s solution complies with all applicable Section 508 of the Rehabilitation Act of 1973 standards and attach your response to the checklist referenced in the link below.

https://www.hhs.gov/web/section-508/index.html

https://www.hhs.gov/web/section-508/accessibility-checklists/index.html

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.2.6 

		The Bidder must provide HCA an annual report from its external auditor on effectiveness of internal controls. The report must be provided at go-live and annually thereafter. The report must be compliant with the American Institute of Certified Public Accountings (AICPA) Statement on Standards for Attestation Engagement (SSAE) No. 18, Reporting on Controls at a Service Organization, Service Organization Control (SOC) 1, SOC 2, and Type 2 Report. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.



		3.1.2.7 

		Describe how the Bidder’s solution complies with any applicable Americans with Disabilities Act (ADA) standards. Attach any evidence of compliance.

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		3.1.2.8 

		The Bidder’s solution must inform a user of applicable privacy policy and terms of service prior to granting access. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.





END OF SECTION 3.1.2


		3.1.3 Security 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.3.1 

		Describe how the Bidder’s solution’s security integrates with the State's access and identity management tools and Active Directory authentication system for HCA users through single sign on as described in OCIO 141.10. Solutions which use Domain trusts will not be acceptable.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.3.2 

		Describe how the Bidder’s solution will deliver services through the state's identity access management infrastructure that provides single sign on to all modules/functions within the system enabled in the user's security profile.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.3.3 

		The Bidder’s solution must provide secure access to vendors and Providers working outside the State's firewall in compliance with OCIO 141.10 policy via Secure Access Washington (SAW). Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.3.4 

		Describe how Bidder’s solution security will dynamically control and administer role-based user access for all users, including the ability for users to have more than one role. Include a description of how role hierarchy is addressed in Bidder’s solution.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.3.5 

		The Bidder must participate in the Office of Cyber Security (OCS) design review process and successfully pass the review using the Office of Chief Information Officer (OCIO) 141.10 standard and OCS vendor design review checklist. A copy of the OCS checklist is included herein as Attachment 5, OCS Design Review Checklist. The Bidder must complete Checklist B of this Attachment 5 and return the completed version in their response for this requirement. The Bidder is also required to add in Notes within Checklist B to indicate current and future ability to maintain compliance with the Checklist B items. Bidder understands that a full design review including the ability to successfully pass the review will still be required if selected as the ASB. This design review will also include any third-party providers that will support the technology requirements.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.3.6 

		The Bidder’s solution, data, and all facilities and services provided to Washington State will be located within the United States. Data cannot be moved offshore.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.





END OF SECTION 3.1.3


		3.1.4 System Auditing 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.4.1 

		The Bidder’s solution must ensure that all system events are written to a system event log.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.









END OF SECTION 3.1.4


		3.1.5 Database 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.5.1 

		The Bidder’s solution must maintain historical records (e.g., a log file) of table updates and data logged including but is not limited to, user ID, data before change, change data and date/time stamp. Describe your ability to meet this requirement including the ability to provide the information to HCA when requested.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.









END OF SECTION 3.1.5


		3.1.6 Back-Up and Recovery 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.6.1 

		Describe the Bidder’s system’s process for complete backup and recovery of all database tables and system files.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.6.2 

		Describe the Bidder’s solution’s ability for point-in-time recovery of data to the last completed transaction.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.6.3 

		The Bidder’s system must allow for continued use of the system during backups. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.









END OF SECTION 3.1.6


		3.1.7 [bookmark: _Ref52982654]Disaster Recover and Business Continuity 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.7.1 

		Describe your proposed disaster recovery and business continuity plan. Describe the testing methodology and frequency for recovery.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.7.2 

		The ASB must perform an annual disaster recovery test demonstrating the efficacy of their Disaster Recovery Plan. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.







END OF SECTION 3.1.7


		3.1.8 Test Environments 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.8.1 

		Describe how the Bidder controls the software promotion process through the testing approval process using an automatic management and version control tool.  Identify the tools used for software promotion, testing, and version control.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.8.2 

		Ability to provide a User Acceptance Test environment that mirrors the production environment of the POS solution.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.8.3 

		Ability to use claims data necessary to meet the testing objectives.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.8.4 

		Ability to maintain regression test case packets to support regression test methods.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.8.5 

		Ability to compare regression testing results and automatically identify variations from expected results.

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.







END OF SECTION 3.1.8


		3.1.9 Interfaces 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.9.1 

		Describe your product’s application programming interface (API) architecture for the exchange of data between your system and others.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.9.2 

		Describe how the Bidder’s solution will support the required interfaces to and from the MMIS and other partner systems as outlined in Attachment 6, Interfaces.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.9.3 

		Ability to produce load reports that monitor and report performance of all electronic data exchange into and out of the POS.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.9.4 

		Describe how you identify and respond to load issues and make modifications to the POS to meet demand.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.9.5 

		Bidder’s solution must be able to receive Prior Authorizations (PA) as a faxed or scanned form and import the contents of the PA to the POS system. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.9.6 

		Bidder’s solution is compatible with a modern IVR system and can return a Prior Authorization status update. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 3.1.9


		3.1.10 Health Insurance Portability and Accountability Act



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		3.1.10.1 

		The Bidder solution must comply with all HIPAA current and future rules as they become final or amendments to final rules. Describe your ability to meet this requirement. 

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		3.1.10.2 

		Describe in detail how the proposed solution uses current and supports future encryption/decryption standards for sensitive HIPAA Level 1-4 data, (e.g. Social Security Number, address, medical information), both at rest stored in the database and in transit.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.10.3 

		Describe how the Bidder’s solution provides masking of personally identifiable information (PII), HIPAA, or other state category 3 and above data within development, test, and live environments unless authorized to view such data.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		3.1.10.4 

		Ability to test the transmission of electronic claims for new providers or providers who have changes in provider software or billing agency to ensure HIPAA and Companion Guide (CG) compliance. Testing must be completed through a complete payment cycle prior to authorizing live submissions.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.









END OF RESPONSE FORM
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Attachment 9:

Response Form for Section 4, Functional Proposal

Bidder must use this provided response form for responding to Section 4, Functional Proposal. This document is restricted to editing, but text boxes are provided below for Bidder’s response. Please note that the text boxes are formatted to display any inputted text in blue font for contrast and to allow evaluators to more easily distinguish the section prompt from the response. 



*	*	*	*	*

[bookmark: _Ref53056421][bookmark: _Ref53056450][bookmark: _Ref53056463][bookmark: _Toc58933627]FUNCTIONAL PROPOSAL

The prompts within this section consists only of MS Requirements, and each requirement will be scored.

Bidders must respond to the requirements below in accordance with Section 7.6.3, Proposal Format Instructions, which includes instructions on filling out each cell within the requirements tables within this Section 4.

1 [bookmark: _Toc52809686][bookmark: _Toc52810537][bookmark: _Toc52810959][bookmark: _Toc52811271][bookmark: _Toc52983851][bookmark: _Toc52983929][bookmark: _Toc53132716][bookmark: _Toc53132793][bookmark: _Toc56153530][bookmark: _Toc56153606][bookmark: _Toc56846569][bookmark: _Toc57278530][bookmark: _Toc57278607][bookmark: _Toc58150585][bookmark: _Toc58155665][bookmark: _Toc58156498][bookmark: _Toc58483765][bookmark: _Toc58933628][bookmark: _Toc50452426][bookmark: _Toc58933629]

2 

3 

4 

4.1 ELIGIBILITY & PHARMACY BENEFIT PLANS 

The POS system must have the ability to integrate with the MMIS (ProviderOne) system to receive real-time and accurate information regarding client eligibility, insurance, and demographic information on individuals eligible for HCA programs in the State of Washington. This data is required to support all eligibility determination and claims processing functions and to provide accurate reporting and analysis functions.

It is HCA’s desire to leverage upgraded technology and provide consistent and real-time information from ProviderOne to the new POS. HCA requires the ability to configure Pharmacy Benefit Plans in the POS using a broad set of characteristics from client demographics, eligibility, claim characteristic, provider characteristics and groups of procedures, diagnoses and drugs. Assignment of clients to Pharmacy Benefit Plans is maintained in the POS. Although not currently implemented, HCA needs the ability to configure a Copay within a benefit plan based on a broad range of criteria.









REQUIREMENTS TABLE ON THE FOLLOWING PAGE
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		3 

4.1.1 
General

(2-Page Limit for Response to Section 4.1.1.1; 1-Page Limit per Response to Sections 4.1.1.2 – 4.1.1.14)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.1.1.1 

		Describe your product's Eligibility and Pharmacy Benefit Plan offering and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.2 

		Ability to receive client data from the MMIS in real time including, but not limited to: client demographics, Managed Care Organization (MCO) information, Third Party Liability (TPL) information, client diagnoses, and restrictions (a.k.a. lock-in).

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.3 

		Ability to use the client ID from the MMIS as the client ID in POS.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.4 

		Ability to maintain and associate multiple client IDs and link those IDs for the same client.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.5 

		Ability to view, define and configure (create and modify) pharmacy benefit plans using a broad range of characteristics from client demographics, eligibility, claim characteristics, provider characteristics, ranges or groups of procedures, diagnoses, or National Drug Codes (NDC).

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		4.1.1.6 

		Ability to view, define and configure pharmacy benefit plans to identify clients as Indian Health Service (IHS) eligible American Indian (AI)/Alaska Native (AN) clients.

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		4.1.1.7 

		Ability to identify client restrictions that originate in the MMIS and define pharmacy benefit plans that restrict all benefits to a specific provider (prescriber) and/or specific pharmacy location.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.8 

		Ability to modify client restriction data in the POS, including effective/end dates, assigned provider (prescriber) and assigned pharmacy directly in POS to support claims processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.9 

		Ability to view current and historical claims data and the client's corresponding eligibility data that applied at the time of claim adjudication.  

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.10 

		Ability to define and configure single or tiered copay in pharmacy benefit plans on a broad range of criteria that include, but are not limited to, client demographics, drug, drug class, price ranges.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.11 

		Ability to accumulate client cost share (e.g. deductible, maximum out of pocket costs, or copay accumulator).

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.12 

		The ability to search current and historical client data using a combination of single, partial, and multiple filters.  Examples:  MMIS client ID, last name + date of birth, range of from-to eligibility dates, last name + Recipient Aid Category (RAC) + county.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.13 

		Ability to upload files to mass update current client information.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.1.1.14 

		Ability to feed client data with POS information back to the MMIS on at least a weekly basis.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.







END OF SECTION 4.1

4.2 [bookmark: _Toc58933630]PROVIDER

The Washington State MMIS is the system of record for all Provider types including Prescriber and Pharmacy Providers. The MMIS includes providers who practice in multiple provider locations and may have more than one Drug Enforcement Administration (DEA) number in the MMIS for the same National Provider Indicator (NPI).  The MMIS manages enrollment and credentialing of these Providers and currently feeds Provider data to the POS on a nightly basis. HCA’s desire is to leverage upgraded technology and provide consistent and real-time Provider information from the MMIS to the new POS.

HCA requires the ability to manage additional data about Prescribers and Pharmacies in the POS, including the ability to configure groups and assign Providers to multiple groups/networks. Some examples of providers groups that need to be managed in the POS are:

· Endorsing providers - Washington State contracts with the Center for Evidence-Based Policy (Oregon EPC), Oregon Health and Science University (OHSU) and classifies providers as “Endorsing” when there is agreement to automatically interchange any non-preferred drug with a preferred drug in that therapeutic class. The endorsing provider information is received from OHSU on a weekly basis and loaded into the POS. 

· Managed Care Organizations (MCO) - Washington’s MMIS also treats Managed Care Organizations (MCO) as a type of provider. 









REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.2.1 General

(2-Page Limit for Response to Section 4.2.1.1; 1-Page Limit per Response to Sections 4.2.1.2 – 4.2.1.11)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.2.1.1 

		Describe your product's Provider offering and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.2 

		Describe any additional source files or services your product uses to acquire or validate provider data.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.3 

		Ability to receive provider (prescriber and pharmacy) data from the MMIS in real time.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.4 

		Ability to view and use all provider records if there are multiple Drug Enforcement Agency (DEA) numbers associated with the same National Provider Identification number (NPI) to support claims processing functions.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.5 

		Ability to maintain and associate multiple MMIS provider IDs, such as NPI, for the same provider.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.6 

		Ability to maintain and store current and historical provider data, such as type, specialty, taxonomy, Employer Identification Number (EIN), license information, and other data to support claims processing.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.7 

		Ability to use effective start and end dates that support provider eligibility (e.g., sanctions, inactive or 340b status) to support claims processing and drug rebate.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.8 

		Ability to reactivate inactive providers, either manually or automatically.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.9 

		Ability to define, configure and group the providers, based on provider attributes for both prescribers and pharmacies, to  facilitate claims processing and reporting, including but not limited to, provider types, specialties, taxonomy, pharmacy dispensing tier, pharmacy unit dose enrolled status, endorsing provider (practitioner and dental), tribal indicator, and 340B indicator.  A provider (both prescribers and pharmacies) may belong to more than one group/network.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.2.1.10 

		Ability to import data, as often as weekly, for endorsing providers from an external source file.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.



		4.2.1.11 

		Ability to define and configure IHS and tribal pharmacies as eligible to receive the encounter-based rate for services provided to their IHS-eligible AI/AN clients only, while allowing standard rates for services to all other clients.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.







END OF SECTION 4.2

4.3 [bookmark: _Toc58933631]DRUG REFERENCE FILE

The POS drug reference file functions must allow HCA staff the ability to add, update or overwrite elements of the drug reference data to accommodate HCA-required changes for its current and future pharmacy programs. This includes the ability to quickly add or change indicators and rules over time in response to legislative changes to the WA Pharmacy program. 

Detailed drug and pricing information is currently obtained weekly from Medi-Span and First Data Bank and are loaded into POS for use during claims adjudication. HCA desires the ability to obtain drug reference information from both Medi-Span and First Databank as well as product and pricing information from the Centers for Medicare and Medicaid (CMS) Drug Data Reporting (DDR) system to fully manage the pharmacy and drug rebate programs.









REQUIREMENTS TABLE ON THE FOLLOWING PAGE

		4.3.1 General

(2-Page Limit for Response to Section 4.3.1.1; 1-Page Limit per Response to Sections 4.3.1.2 – 4.3.1.4)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.3 

4.3.1.1 

		Describe your product's Drug Reference File offering, including the ability to add, update or overwrite elements (e.g. change the multi-source code indicator from a “M” to a “Y”) and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.3.1.2 

		The ability to use the weekly drug reference information from both Medi-Span and First Databank files, as directed by HCA, to support pricing and drug rebate. The vendor solution must also import the CMS Drug Data Reporting (DDR) drug rebate file and reconcile with the drug file according to HCA department policies.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.3.1.3 

		Ability to maintain a history of inactive and obsolete NDC’s from the drug reference file.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.3.1.4 

		Ability to generate a report of changes made on the Drug Reference file, including but not limited to date of change, time, change made and user ID as specified by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.3

4.4 [bookmark: _Toc50452429][bookmark: _Toc58933632]EDITS/BUSINESS RULES 

The POS system must be capable of allowing HCA state staff the ability to add, change and remove adjudication rules, configure edits and customize transmission messages. Washington State HCA staff have significant experience in defining, managing and configuring the current POS. A rules engine or similar functionality is a key element of the new POS solution to allow state staff to perform on-going program and policy updates themselves rather than rely on the Bidder to complete this work. In addition, State staff configuration through a rules engine feature or via screen should be an easy process and one that can be accomplished by HCA program staff if needed.  

The following requirements describe the different types of edits and categories of information HCA expects to be able to use to configure edits or rules for POS claims and encounter adjudication.







REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.4.1 General

(2-Page Limit for Response to Section 4.4.1.1; 1-Page Limit per Response to Sections 4.4.1.2 – 4.4.1.26)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.4 

4.4.1.1 

		Describe your product's ability to allow HCA to configure edits and customized messages (such as through a rules engine), and continue to make changes based on future program additions. Include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.2 

		Ability to define and configure and maintain edit dispositions based on criteria specified by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.3 

		Ability to define and configure an unlimited number of edits and business rules for POS claim rejection that can be tied to standard NCPDP Drug Utilization Review (DUR) reject codes for claim denial and/or ProDUR.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.4 

		Ability to define and add additional text to accompany standard NCPDP DUR reject codes and their messages.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		Note: The statement below applies to requirements 4.4.1.5-4.4.1.26. 

The Bidder's claims processing system must have functionality to provide unique editing and claims/encounter processing adjudication rules as specified and configured by HCA for each of the individual programs and data characteristics, including, but not limited to:



		4.4.1.5 

		Client and/or Pharmacy Benefit Plan Restrictions – ability to define and configure benefit plan restrictions that apply to a given Client including but not limited to: benefit restrictions on a lock-in or other monitoring programs, living arrangements (e.g. ambulatory vs long-term care settings), managed care status, Medicare status, Third Party Liability and eligibility for other HCA programs.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.6 

		Prescriber Validation – ability to define and configure edits to validate the prescriber on the claim as eligible based on real-time information from the provider subsystem in the MMIS. This includes drugs written by a dentist and endorsing providers.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.7 

		Sanctioned Providers – ability to define and configure edits to validate and deny payment for sanctioned providers (e.g. prescribers or pharmacies) as designated by the state or federal government.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.8 

		Out of State (OOS) Providers – ability to define and configure edits and process claims for OOS providers that meet HCA’s reimbursement criteria.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.9 

		Authorized Prescribers – ability to define and configure edits and limit payment for specific drugs, classes, or specific HCA programs to authorized prescribers as designated by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.10 

		Reference File – ability to define and configure edits to apply HCA-specific payment criteria based on Medi-Span, FDB and other reference files as designated by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.11 

		Co-Payments – ability to define and configure edits to apply different co-payment amounts as specified by HCA including but not limited to, different benefit plans, client attributes and drug products.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.12 

		Prior Authorizations (PA) – ability to define and configure edits for drugs requiring PA or bypass PA requirements when pre-defined criteria have been met based on HCA policy. HCA intends to automate PAs as much as possible based on multiple criteria including pharmacy and medical claims history information.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.13 

		Diagnosis-Specific – ability to define and configure edits for drugs requiring submission of specific diagnosis codes.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.14 

		Age-Specific – ability to define and configure edits for drugs requiring client age restrictions.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.15 

		Managed Care – ability to define and configure edits for a number of HCA defined policies, including but not limited to, client enrollment in a managed care program, adding new MC programs to a benefit plan and determining if a particular drug is a carve-out of the capitated rate and eligible for FFS.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.16 

		Compounded Drugs – ability to define and configure edits for compound drug claims as designated by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.17 

		Preferred Drug List and Other Formulary – ability to define and configure edits for preferred, non-preferred, and non-covered drugs at the Generic Product Identifier (GPI) or drug class level to different client’s benefit plans.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.18 

		Quantity, Days’ Supply, Limits, and Frequency of Service – ability to define and configure edits for claims to assure that the quantity of services, supply, limit and frequency is consistent with HCA’s policies to include using pharmacy and medical claims history information.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.19 

		Proposed Less-Than-Effective Drugs – ability to define and configure edits on drugs that the federal government has identified as proposed less than effective under the Therapeutic Equivalency Code (TEC) program or other CMS qualifying designation.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.20 

		Other CMS-Restricted Drugs – ability to define and configure edits for any drug that CMS has identified as restricted.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.21 

		Approved Manufacturers – ability to define and configure edits to reject claims for drugs from manufacturers who are not participating in the Medicaid drug rebate program.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.22 

		340B Providers – ability to define and configure edits based on valid submitted values (e.g., NPI, submission clarification code) for use in claims adjudication and processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.23 

		Morphine Milligram Equivalent – ability to define and configure edits for the MME of opioids as specified by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.24 

		Managed Care Encounter Processing – ability to define and configure a unique set of edits and edit dispositions to managed care encounter records as specified by HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.25 

		Pharmacy Tribal Encounter Reimbursement – ability to define, configure and use a unique set of edits to validate IHS eligible American Indian/Alaskan Native (AI/AN) Clients and IHS or Tribal Pharmacies and their eligibility for an encounter-based reimbursement rate.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.4.1.26 

		Pricing & Reimbursement – ability to define, configure and use specific pricing edits as defined by HCA, including but not limited to identifying upper and lower limits and differences between billed charge and price of the product.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.4

4.5 [bookmark: _Toc50452430][bookmark: _Toc58933633]PRIOR AUTHORIZATION

Pharmacy prior authorization (PA) requests are submitted to the Health Care Authority by a Pharmacy when a POS claim has rejected and a PA is needed to fill the prescription. Pharmacy staff and prescribers can request authorization by faxing a state-designed paper request form, via phone call or in rare cases mailing in the request to HCA. Although the new POS solution must continue to support these legacy methods, HCA is looking to enhance current operational procedures by reducing paper requests and allow both pharmacies and/or prescribers to submit a PA request via an on-line secure portal. The portal would also allow providers to monitor the PA request, submit or attach additional information as required and retrieve applicable correspondence related to the PA request. 

HCA also desires robust PA workflow management processes including dashboard-type functionality that is accessible to state staff. State supervisory staff need an efficient way to assign work, ensure state staff are completing requests within approved timelines and monitor staff performance. State staff need the ability to understand their workload and be alerted when deadlines are approaching. 

HCA intends to leverage updated technology within newer POS PA components to allow state staff to configure the criteria to automate PA approvals wherever possible. This is turn will reduce staff workload and the manual processing needed of many PA requests. Currently, HCA uses a process referred to as Expedited Authorization to automate approval of many of the PA requests. Expedited Authorization approval is achieved when a pharmacy submits a pre-defined PA number on the claim that attests to certain client conditions. It is the desire of HCA to eliminate the need for Expedited Authorizations and find additional ways to achieve the same outcomes. It is also HCA’s desire to automate PA denials if specific information is not received within HCA-defined timelines.

Prior Authorization processing results in correspondence that is either printed locally and faxed or printed centrally and mailed using existing State print facilities. PA requests may also be faxed back to the prescriber when more information is needed. Although these processes will continue to need to be supported, HCA is looking to maximize the on-line portal usage for correspondence retrieval to reduce paper printing and mailing costs as well as minimize the amount of faxing that state staff are currently required to perform. Correspondence template functionality in the new system must support the nine languages currently required by HCA. The nine supported languages include the following: English, Chinese, Cambodian-Khmer, Korean, Laotian, Russian, Somali, Spanish and Vietnamese.

The POS needs the ability to send Prior Authorization data back to the MMIS for use in analytics to the data warehouse.









REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.5 

4.5.1 General

(2-Page Limit for Response to Section 4.5.1.1; 1-Page Limit per Response to Sections 4.5.1.2 – 4.5.1.8)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.5.1.1 

		Describe your product's Prior Authorization offering and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.1.2 

		Ability to assign and use a unique Prior Authorization number which can be associated with claims.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.1.3 

		Ability to use Prior Authorization (PA) effective dates for processing claims against that PA.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.



		4.5.1.4 

		Ability to update data fields in an existing Prior Authorization (PA) (e.g., update the end date to extend the PA) regardless of whether a claim has been processed against that PA.

		☐		☐		☐		☐

		Response: 

		Click or tap here to enter text.



		4.5.1.5 

		Ability for Providers (through an online portal) and HCA staff to add date-specific free form comments to the Prior Authorization (PA). HCA staff and pharmacists need the ability to add an unlimited amount of comments. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.1.6 

		Ability for a very select number of HCA staff, controlled by user profile, to delete comments on a PA record for situations such as when data was applied to the wrong client.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.1.7 

		Ability to define and configure and capture the source (input method) of the Prior Authorization, including but not limited to fax, phone, portal, mail.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.1.8 

		Ability to capture prior authorization data from a faxed-in request and automatically generate a prior authorization record that is available in the workflow and processes according to state-specific rules.  

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.5.1



		4.5.2 Workflow and Prior Authorization Status

(1-Page Limit per Response to Sections 4.5.2.1 – 4.5.2.5)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.5.2.1 

		Ability to define and configure Prior Authorization categories for workflow assignment and track, manage, monitor, and report all workflow changes, including time spent in each stage and cumulative overall time to complete the PA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.2.2 

		Ability to capture and retain the date of the Prior Authorization determination or decision.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.2.3 

		Ability to change workflow assignments and route Prior Authorizations. Access to this ability to be limited to a set of users.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.2.4 

		Ability to automatically update the status of a Prior Authorization record when additional required PA data has been received from the provider.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.2.5 

		Ability to define and configure automated changes to the status of a Prior Authorization based on a configurable list of rules, including, but not limited to, passage of time intervals which govern required action.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.5.2

		4.5.3 Exception Processing

(1-Page Limit per Response to Sections 4.5.3.1 – 4.5.3.9)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.5.3.1 

		Ability to use a Prior Authorization to adjust the price a pharmacy will be paid on a claim-by-claim basis.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.2 

		Ability to define and configure PA criteria to support automatic approval of PA requests that meet that criteria, including but not limited to automatic generation of a PA for clients with chronic conditions based on continued eligibility for a program.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.3 

		Ability to define and configure Prior Authorization limitations controlling the dispensing of products with effective date ranges, including but not limited to, total units per year with a monthly limit, dollar limit, age group limit and combinations of elements.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.4 

		Ability to identify a Prior Authorization request for which an Administrative review/appeal has been filed, and track the comments and outcome.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.5 

		Ability to select a rejected claim and generate a new Prior Authorization from it, prepopulating PA data from the rejected claim.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.6 

		Ability for authorized state personnel to use a denied PA, update with newly acquired information and create a new PA request for processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.7 

		Ability to define and configure criteria for override codes that will bypass any Prior Authorizations or limitations for exceptional cases.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.8 

		Ability to define and configure criteria associated with a system-assigned PA or override number (Pre-selected PA number).

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.3.9 

		Ability to process claims when a service that meets the predefined criteria and is paid by submitting a preselected PA or override number.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.5.3

		4.5.4 Correspondence

HCA requires functionality from the Bidder that will allow the creation and storage of PA templates within the new solution provided.  The Bidder will not be required to mail out the correspondence but instead generate and provide a data file to the State printing facility.

(2-Page Limit for Response to Section 4.5.4.1); 1-Page Limit per Response to Sections 4.5.4.2 – 4.5.4.7)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.5.4.1 

		Describe your product’s Correspondence offering and include any unique, innovative or additional features available and the advantages/benefits they bring to HCA.  

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.4.2 

		Ability to define, create, configure, and store templates for correspondence to prescribers, pharmacies and clients in at least nine languages supported by HCA. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.4.3 

		Ability to automatically generate and print Prior Authorization approval, pending or denial correspondence to clients, pharmacies and prescribers.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.4.4 

		Ability to send a data file to the State printing facility for printing and mailing of PA correspondence.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.4.5 

		Ability to upload and associate Prior Authorization supporting documents received via mail, fax, or portal to a PA record.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.4.6 

		Ability for state staff to attach documents or forms to correspondence prior to faxing or mailing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.4.7 

		Ability to search, sort, and filter all documents, images, and attachments associated with a Prior Authorization.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.5.4

		4.5.5 Dashboard Functionality

(2-Page Limit for Response to Section 4.5.5.1)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.5.5.1 

		Ability to provide a performance dashboard, accessible by state staff and customizable by user, that is updated in real time for viewing and monitoring the end-to-end processing of PA requests. This includes, but is not limited to, the ability to capture the receipt, status changes in workflow, user name, and elapsed time in process. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.5.5

		4.5.6 Web-based Prior Authorization Portal

(2-Page Limit for Response to Section 4.5.6.1 and 4.5.6.2)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.5.6.1 

		Ability for providers (pharmacies and/or prescribers) to access a secure web-based portal to enter in Prior Authorization requests, add/upload supporting documentation, view correspondence, view status of request and receive notifications.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.5.6.2 

		Describe any additional features available with your product’s web-based Portal offering including, but not limited to, the ability to resurrect a denied request and resubmit, or to perform editing (e.g., client eligibility) while a provider is entering a request. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.5.6 & END OF SECTION 4.5

4.6 [bookmark: _Toc50452431][bookmark: _Toc58933634]CLAIMS AND ENCOUNTERS

The POS claims processing system must be able to receive and process real-time electronic claims for adjudication and immediately notify the provider of the claim disposition. The state of Washington does not accept paper claims.

 The POS claims processing system must accept, and process claims in the current National Council for Prescription Drug Program (NCPDP) format and have the ability to support future formats without additional cost to HCA. The POS claims processing system must also support both provider and state staff claims adjustments. The POS system must be fully Accredited Standards Committee (ASC) X12 compliant and receive and maintain Centers for Medicare and Medicaid (CMS) federal certification. 

In addition, the POS claims processing system must be able to accept and process these additional transactions noted below and apply state-specific rules per HCA direction. These claims and encounters are initially accepted through the MMIS:

· Medical Fee for Service (FFS) claims that include a National Drug Code (NDC) are sent to the POS for adjudication and inclusion in claims history and drug rebate. 

· MCO pharmacy encounters are accepted in the POS for adjudication and inclusion in claims history and drug rebate. 

· MCO medical encounters that include an NDC are sent to the POS for adjudication and inclusion in claims history and drug rebate.

Encounters can be received daily and are central to HCA’s ability to fulfill a variety of federal reporting requirements including rate setting and utilization management activities. 

HCA requires the ability to set up all pricing rules in the POS, including the ability to price compound drugs at the ingredient level and establish the pharmacy actual acquisition cost (AAC) based upon the available prices in the drug file. POS will need functionality that allows for a reimbursement algorithm based on the lowest of the available rates using the following price points: 

· National average drug acquisition cost (NADAC)

· Maximum allowable cost (MAC)

· Federal Upper Limit (FUL)

· Automated maximum allowable cost (AMAC)

· Provider’s usual and customary charge to the Non-Medicaid population  

· AAC for drugs purchased under section 340B of the Public Health Services (PHS) Act and dispensed to medical assistance clients.

As part of the weekly payment processing cycle, the POS system will be required to send claims/encounters and adjudication results to the MMIS. All payments, including the remittance advice (RA), to POS providers will continue to be made from the MMIS.  The results of payment processing will be sent back to the POS, including warrant, RA information, Transaction Control Number (TCN) and account code details. 

The POS system will also be required to send claims and encounters to the Drug Rebate component to support rebate invoicing processes.







REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.6 

4.6.1 General

(2-Page Limit for Response to Section 4.6.1.1; 1-Page Limit per Response to Sections 4.6.1.2 – 4.6.1.13)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.6.1.1 

		Describe your product's Claims and Encounter processing offering and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.2 

		Ability to accept electronic claims data in the current HIPAA-adopted NCPDP format for both Fee for Service (FFS) claims and Managed Care Organization (MCO) encounters. This includes the ability to support additional or updated NCPDP formats within the contract period.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.3 

		Ability to establish and maintain control procedures to ensure that all electronic claims and encounters are processed appropriately, including a full reconciliation of all records submitted, the number of submitted records not imported into POS, and a description of the error(s) for those records not imported.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.4 

		Ability to capture all data submitted in NCPDP format as part of the claim/encounter record regardless of whether it is used for processing the claim.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.5 

		Ability to accept batch files in the NCPDP format.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.6 

		Ability to accept and process medical claims and encounters with NDC’s from the MMIS.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.7 

		Ability to process claims denied by the MCO as encounter records and include capturing the denial reason.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.8 

		Ability to distinguish encounter records from FFS claims and apply unique edits to validate the data, including but not limited to, provider or recipient on file.  Encounters that fail the user defined edits will receive a disposition of "Rejected."

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.9 

		Ability to differentiate the source of FFS claims and Encounter data: for example, FFS claims from pharmacies, MCO NCPDP encounters, medical FFS claims with NDC’s and MCO encounters with NDC’s from the MMIS.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.10 

		Ability to capture the MMIS TCN for medical claims with NDC’s that are sent to the POS for processing and maintain this transaction number as the primary transaction number in the POS. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.11 

		Ability to use multiple sets of drug coverage limitations when the client falls into more than one pharmacy benefit category and apply a benefit coverage hierarchy to facilitate claim processing. For example, a client on Medicare that also resides in a skilled nursing facility and has coverage for both.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.12 

		Ability to capture all PA’s submitted on the claim and all PA’s used to adjudicate the claim at the time of claims processing. This includes allowing state staff to easily view the PA’s from the claim record.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.1.13 

		Ability to associate TPL-recovered dollars without adjusting the claim(s).

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.6.1

		4.6.2 Pricing

(1-Page Limit per Response to Sections 4.6.2.1 – 4.6.2.12)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.6.2.1 

		Ability to evaluate the results of pricing algorithms to determine which of several methods apply to a specific NDC and use the method which yields the lowest net cost.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.2 

		Ability to apply pricing rules and determine the price for a medical claim/encounter with a National Drug Code (NDC) received from the MMIS.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.3 

		Ability to maintain a history of rates and their respective effective dates for up to 10 years.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.4 

		Ability to define, configure, and use date effective pricing rules for claims and encounters which support automatic selection of the appropriate price for the claim line item on a compound.  Pricing rules to be applied to individual ingredient lines of the compound claim.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.5 

		Ability to override the rate of a claim and either select an alternate pricing method or manually enter a new price.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.6 

		Ability to price a claim based on the combination of a Prior Authorization (PA) code and a drug product code.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.7 

		Ability to price a claim based on the presence of another product(s) in claims history for the client.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.8 

		Ability to retain both the selected pricing method and the resulting price for claims as well as encounters, regardless of whether the claim/encounter is paid or denied.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.9 

		Ability to define and use provider-specific rates for dispensing fees.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.10 

		Ability to price claims based on provider characteristics.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.11 

		Ability to apply state-defined co-payments at the time of adjudication.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.2.12 

		Ability to price and reimburse qualified tribal pharmacies at an encounter-based rate for services provided to IHS-eligible qualified tribal members.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.6.2

		4.6.3 Payment Details/Results

(1-Page Limit per Response to Sections 4.6.3.1 – 4.6.3.2: 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.6.3.1 

		Ability to extract FFS claim and encounter data processing results and send to the MMIS via a daily interface.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.3.2 

		Ability to receive payment results from the MMIS and associate to each paid POS claim the warrant number, warrant amount, TCN, AFRS account coding, and remittance advice information.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.6.3

		4.6.4 Adjustments/Mass Adjustments

(1-Page Limit per Response to Sections 4.6.4.1 – 4.6.4.3)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.6.4.1 

		Ability to process different claim and encounter adjustments, including but not limited to, provider or state initiated and mass adjustments.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.4.2 

		Ability to identify the type and source of any adjustment performed.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.6.4.3 

		Ability to define criteria for a mass adjustment for state users to evaluate and modify the results prior to final submission by state staff.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.6.4 & END OF SECTION 4.6

4.7 [bookmark: _Toc50452432][bookmark: _Toc58933635]COORDINATION OF BENEFITS / THIRD-PARTY LIABILITY

The POS system must have the ability to validate claims to determine whether there is a liable third party that must be billed prior to billing HCA, which is the payer of last resort. Third party liability (TPL) information combined with client information is transferred to the POS from the MMIS and must be used to ensure all other payment opportunities are exhausted. The POS system must have the functionality to report TPL plan information to the billing providers when another payer is primary or available as well as capture any TPL information submitted on the claims.

The POS system must also maintain Medicare Plan indicators to identify Medicare eligibility and applicable drugs covered under that plan and process claims accordingly. Obtaining maximum cost avoidance and reimbursement for clients covered by third parties is an important objective of HCA.





REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.7 

4.7.1 General

(2-Page Limit for Response to Section 4.7.1.1; 1-Page Limit per Response to Sections 4.7.1.2 – 4.7.1.8)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.7.1.1 

		Describe your product's Coordination of Benefits/Third Party Liability (COB/TPL) offering and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.2 

		Ability to view and access Third Party Liability (TPL) insurance information received from the MMIS to support accurate coordination of benefits processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.3 

		Ability to return TPL plan information to billing providers when another payer is primary (or available).

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.4 

		Ability to view and access Medicare Part B, C and D plan information received from the MMIS to support accurate coordination of benefit processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.5 

		Ability to process Medicare Part B cross-over claims.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.6 

		Ability to manually update Third Party Liability (TPL) information in POS if needed to support coordination of benefit processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.7 

		Ability to identify, track and report all cost avoided amounts due to third party liability (TPL) coverage when a claim is denied due to TPL, or when a primary insurance payment impacts the Medicaid reimbursement amount.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.7.1.8 

		Ability to capture the primary payer’s TPL information, including co-payments, submitted on claims and apply during the time of claims processing.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.7




4.8 [bookmark: _Toc50452433][bookmark: _Toc58933636]DRUG REBATE 

The Medicaid Drug Rebate Program (MDRP) is a federal program authorized by Section 1927 of the Social Security Act. The program requires drug manufacturers to participate in a rebate program with state Medicaid agencies in exchange for coverage of most of their drugs.  

HCA staff fully manage the federal Drug Rebate Program in Washington. This includes support and management of invoicing for Supplemental and value-based rebates. Drug rebate processing is currently accomplished both in the drug rebate component of the legacy POS system and the MMIS. The legacy drug rebate component contains a set of programs and procedures that support quarterly drug rebate invoicing. The MMIS is considered the system of record for the processing of manufacturer invoice payments. Payments and other accounts receivable functions will continue to be recorded in the MMIS as that system directly interfaces with Washington’s financial system.

It is the intent of HCA to procure a flexible system that can support electronic invoicing and a means for manufacturers to access their individual invoice data electronically. The system must also have the ability to allow staff to manage all drug rebate programs including; updating labeler information, real-time access to claims level detail to support invoicing disputes/resolution and the ability to perform ad-hoc queries for information within the drug rebate component. 









REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.8 

4.8.1 General

(2-Page Limit for Response to Section 4.8.1.1)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.8.1.1 	

		Describe your product's Drug Rebate offering and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.8.1


		4.8.2 State Configuration/Usage

(1-Page Limit per Response to Sections 4.8.2.1 – 4.8.2.9)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.8.2.1 

		Ability to import and maintain the CMS Quarterly Unit Rebate Amount file, Unit Rebate Offset Amount file and Labeler file.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.2 

		Ability to separately configure and identify traditional rebates from supplemental or value-based rebates as defined by contract.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.3 

		Ability to create a conversion factor to address Unit of Measure changes for invoicing and rebate purposes.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.4 

		Ability to update labeler information in the drug rebate system.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.5 

		Ability to identify claims/encounters which are eligible for drug rebate and exclude those that are ineligible for drug rebate.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.6 

		Ability for medical claims/encounters which contain NDCs to be included in the drug rebate process.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.7 

		Ability for drug rebate staff to access all invoice claim level detail online.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.2.8 

		Ability to maintain 10 years of drug rebate data.

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		4.8.2.9 

		Ability to perform ad hoc queries of drug rebate information using a wide variety of search criteria.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.8.2


		4.8.3 Drug Rebate Invoicing

(1-Page Limit per Response to Sections 4.8.3.1 – 4.8.3.7)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.8.3.1 

		Ability to produce electronic invoices for eligible Fee for Service (FFS) claims, Managed Care Organization (MCO) encounters, Supplemental and Value-Based Rebate agreements and claims for Physician Administered drugs.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.3.2 

		Ability to produce invoices in a printable fashion such as pdf or excel.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.3.3 

		Ability to calculate invoices for supplemental and value-based rebate agreements, separate from federal rebates.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.3.4 

		Ability to calculate unit conversions between NDC and HCPCS units on the claim to support claim processing functions.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.3.5 

		Ability to adjust claim/encounter units in the drug rebate solution solely for invoicing purposes.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.3.6 

		Ability to conduct trial runs of all invoices as many times as needed to confirm the data is correct prior to closing the rebate quarter, and sorted by, but not limited to, labeler, contract, and program. This includes the ability to flag and correct claims before invoices are finalized.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.3.7 

		Ability to send invoice and claim level data to the MMIS necessary for the drug rebate accounts receivable process.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.8.3


		4.8.4 Adjustments and Disputes

(1-Page Limit per Response to Sections 4.8.4.1 – 4.8.4.4)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.8.4.1 

		Ability to produce invoices that reference changes made to claim information reported on previously produced invoices. These prior period corrections must reflect original invoice quarter.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.4.2 

		Ability for any claim/encounters adjustments in MMIS or POS to be reflected in drug rebate claim details.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.4.3 

		Ability to associate the claims with NDC level detail related to a manufacturer's dispute and assign a dispute category.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.8.4.4 

		Please describe how your solution processes manufacturer’s adjustments to unit rebate amounts and considers the information for future invoices.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.8.4


		4.8.5 Manufacturer Portal

(2-Page Limit for Response to Section 4.8.5.1) 



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.8.5.1 

		Ability to provide a secure web portal that allows manufacturers at a minimum to update their labeler information, access claim level detail specific to their invoices, and view any correspondence.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.8.5 & END OF SECTION 4.8

4.9 [bookmark: _Toc49436827][bookmark: _Toc50452434][bookmark: _Toc58933637]OPERATIONAL REPORTING

The POS solution must provide a comprehensive suite of operational reports in full support of HCA programs. HCA considers operational reports to be those reports directly connected to the on-line transaction processing (OLTP) data files and whose purpose is to support OLTP functions within the modular POS solution. Examples of these reports include prior authorization and workflow management, post-adjudication claims/encounter utilization and expenditure results, and drug rebate pre- and post-invoicing support.

The POS solution must feed detailed information regarding clients, providers, prior authorization, claims/encounters, Preferred Drug List (PDL) configuration and drug rebate information to the MMIS daily so that each week an extract, transfer and load (ETL) process moves this data to the data warehouse. HCA state staff will perform analytic and compliance reporting using the data warehouse repositories. This includes CMS-64 and T-MSIS reporting, retroactive drug utilization reporting and provider fraud, waste and abuse investigations. 

It is HCA’s intent to leverage to the extent possible, the operational reports contained within the Bidder’s suite and modify as needed to meet HCA’s needs. HCA desires a flexible reporting system that can easily accommodate changes to existing reports as well as the creation of new reports to support HCA program updates. All reports should be delivered in formats that are acceptable to HCA. 

HCA is also interested in any reporting tools that may be available for state staff use. The desired emphasis is for users to have most of the information they need available to them through screens, operational reports, online dashboards and portals. However, if the tool is part of combined features of the Bidder’s offering, HCA would like to understand what is available and how state staff would access the tool.









REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.9 

4.9.1 General

(2-Page Limit for Response to Section 4.9.1.1 and 4.9.1.2; 1-Page Limit per Response to Sections 4.9.1.3 – 4.9.1.13)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.9.1.1 

		Describe your product's Pharmacy operational reporting offering and suite of reports and include any unique, innovative or additional features available and the advantages they bring to HCA. Include any information regarding reporting tools or ad hoc capabilities that may also be included in your offering.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.2 

		Describe your product’s Drug Rebate operational reporting offering and suite of reports and include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.3 

		Ability to export all report results in multiple formats, including but not limited to Excel, Microsoft Word (.docx) and CSV so that state staff can manipulate the data.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.4 

		Ability to produce reports that reflect PA workflow management and overall processing timeframes, including but not limited to, receipt, source, count, status, time at each stage, overall aging and processing time.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.5 

		Ability to report on PA’s and drug utilization for a specific period of time, including but not limited to, specific drug requested, prescriber, number of requests, approvals and denials.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.6 

		Ability to report workflow productivity details for each staff member processing PA requests, including but not limited to, overall count processed each day and processing status results (e.g. number of approved, denied, pended, cancelled).

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.7 

		Ability to report on claims and encounter processing results on an ad hoc basis that includes the specific DUR edit(s) applied, amount paid, captured and rejected percentages, override information, pricing information including co-payment amounts.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.8 

		Ability to report all adjustments made to Unit Rebate Amounts (URAs) for all NDCs for a select period of time.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.9 

		Ability to produce reports that support drug rebate pre and post invoicing processes, including but not limited to:

· - Labeler and associated invoices for selected quarter(s). 

· - An individual Invoice and all claims data for that invoice.

· - Identify whether claims exist where the supplemental utilization value is 0 or negative.

- Identify NDCs which are being used but are not being invoiced.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.10 

		Ability to report on 340B providers showing submitted costs versus the NADAC for a specific drug.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.11 

		Ability to report on supplemental rebate products and the contracted supplemental rate.

		☐		☐		☐		☐

		Response:

		Click or tap here to enter text.



		4.9.1.12 

		Ability to produce post-adjudication utilization and expenditure reports, including but not limited to:

· -Preferred and Non-preferred drug utilization

· -Specialty Drug vs Traditional drug utilization

· -Prescriber patterns

· -Pharmacy dispensing patterns (e.g. use of DAW codes, or DUR overrides).

-Top fifty drugs by total expenditure and total claims

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.9.1.13 

		Ability to report configuration updates made by HCA staff, including before and after values of updates.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.9

4.10 [bookmark: _Toc49436828][bookmark: _Toc50452435][bookmark: _Toc58933638]USER AND SYSTEM DOCUMENTATION 

HCA requires the ASB to provide user and system documentation that includes:

· POS user manuals and tutorials

· POS system documentation

· A complete data dictionary

The POS user manuals and tutorials must be online assets that ensure internal and external stakeholders know how to use the system to perform job functions. The user documentation must be provided in electronic form and be available in its final form during user acceptance testing and remain current throughout operations. User groups include HCA staff for all POS functions and subsystems, pharmacy and prescribers for all provider-facing functions, such as a Prior Authorization Portal and Manufacturers for manufacturer-facing functions, such as a Manufacturers’ portal.

The POS system documentation provides HCA with the functional specifications of how the system functions in order for HCA to conduct proper User Acceptance Testing (UAT) and ensure the system is operating as designed. System documentation includes the technical specification for all electronic interfaces sufficient for development of the sending or receiving system to integrate with the POS.  System documentation must be available in its final form prior to UAT and kept current with each subsequent release in operations prior to UAT.

The ASB must provide a complete data dictionary that includes field-level definitions for all data elements in the POS in clear business language that describes the meaning of the data, including any valid values, ranges and other business rules.









REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.10 

4.10.1 General

(2-Page Limit for Response to Section 4.10.1.1 – 4.10.1.4; 1-Page Limit per Response to Sections 4.10.1.5 – 4.10.1.9)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.10.1.1 

		Describe your product's User documentation offering including any online manuals and/or user tutorials. Include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.2 

		Describe your product's System documentation offering including functional specifications and interface technical specifications. Include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.3 

		Describe your product's Data Dictionary offering. Include any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.4 

		Describe your product's Online Help features. Include any unique, innovative or additional features available and the advantages they bring to HCA. Include information regarding how the help feature is continually updated.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.5 

		User and system documentation must be kept current and available in time for user acceptance testing as all upgrades and new releases are applied to the POS during operations. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.6 

		All user and system documentation must be provided to the state through a shared secure repository that is available to both Bidder and HCA staff.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.7 

		The Bidder must provide online user manuals, tutorial and/or other tools to ensure all user groups are fully trained in how to use the system. User groups include HCA staff, Pharmacies, Prescribers and Manufacturers. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.8 

		The Bidder must provide an electronic searchable data dictionary that defines all data elements in the POS solution in clear business language.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.10.1.9 

		The data dictionary must be kept current and available in time for user acceptance testing as all upgrades and new releases are applied to the POS during operations.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.10






4.11 [bookmark: _Toc49436829][bookmark: _Toc50452436][bookmark: _Ref52984454][bookmark: _Toc58933639]OPERATIONS

The ASB will be responsible for the performance and operation of the POS solution, ensuring all system functions are efficient, reliable and accurate. The Bidder is required to have established operational procedures and provide qualified personnel throughout the life of the contract. The Bidder will provide all software, facilities and supplies necessary to support the production and operation of the POS, as well as meet the requirements and performance standards described in this RFP. The Bidder’s POS solution must comply and remain in full compliance with all HIPAA standards and CMS certification requirements.

The Bidder will be responsible for system, application and network performance of the portions of the solution defined as Bidder’s responsibility. The Bidder will provide a problem-resolution tracking system and participate in issue identification, escalation, prioritization and resolution. The Bidder will be required to report on performance metrics.

The Bidder must comply with all applicable federal and state data retention rules as described in these requirements for all program information, data, and correspondence that is received and produced through the POS solution.









REQUIREMENTS TABLE ON THE FOLLOWING PAGE



		4.11 

4.11.1 General

(2-Page Limit for Response to Section 4.11.1.1; 1-Page Limit per Response to Sections 4.11.1.2-4.11.2.5))



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.11.1.1 

		Describe your proposed Operations offering, including any unique, innovative or additional features available and the advantages they bring to HCA. Include any information regarding the suite of performance reports that may be available for monitoring the system.  

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		4.11.1.2 

		The Bidder must comply with all state and federal audit requests and provide any necessary data, information and/or reports as directed by HCA. Describe your ability to meet this requirement. 

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		4.11.1.3 

		The Bidder must provide HCA with responses and Corrective Action Plans (CAP) for any performance or service level agreement (SLA) audit review findings, and must ensure all subcontractors, if applicable, also comply. In addition, the Bidder must provide monthly status updates for each CAP until the CAP is complete and the finding is remediated. Describe your ability to meet this requirement.  

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.1.4 

		The Bidder must participate in, support all requests for demonstrations, documentation and reports, and achieve federal certification of their solution in accordance with the Outcomes Based Certification approach defined by CMS. Describe your ability to meet this requirement. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.1.5 

		The Bidder must maintain federal certification of their solution by complying with all ongoing evaluation and reporting requirements as directed by HCA and CMS. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.





END OF SECTION 4.11.1



		4.11.2 Performance

 (1-Page Limit per Response to Sections 4.11.2.1 – 4.11.2.7)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.11.2.1 

		The Bidder must monitor and report actual response times and other performance measures to the State in both graphic and tabular/text depiction. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.2.2 

		The monthly average time to fully adjudicate each electronic POS claim must not exceed three seconds.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:   

		Click or tap here to enter text.



		4.11.2.3 

		All components of the POS solution must be available 99.5% of the time 24 hours per day, 7 days a week on a monthly basis, excluding any negotiated and approved downtime. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.2.4 

		The daily average screen response time for all components of the POS solution must not exceed four seconds within business hours (M-F, 6:00 A.M.-7:00 P.M. Pacific Time). Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.2.5 

		Describe your ability to satisfy response time requirements for at least 300 concurrent internal state users.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.2.6 

		Describe your ability to process 250,000 claims/encounters per day.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.2.7 

		The Bidder must be able to produce a periodic 508 compliance test report as directed by HCA. Describe your ability to meet this requirement. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.11.2


		4.11.3 Problem Resolution

 (1-Page Limit per Response to Sections 4.11.3.1 – 4.11.3.7)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.11.3.1 

		The Bidder will provide procedures for problem resolution and exception handling that will be approved by HCA.  Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.3.2 

		The Bidder must provide a problem-resolution tracking system available to HCA for reporting. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.3.3 

		The Bidder must provide an initial response to all unplanned outages within 30 minutes of the incident and continue the response every hour until resolved. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.3.4 

		The Bidder will provide a single point of contact for all problem resolution for the POS solution. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.3.5 

		The Bidder must provide and maintain a system change request repository for use by HCA and Bidder staff. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.3.6 

		The Bidder must deliver a change request response (Firm Offer) within 20 business days of receipt of a HCA Change Request, unless otherwise agreed. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.3.7 

		The Bidder must provide a process for HCA to obtain a high-level estimate of a requested enhancement(s) to the system. This is especially critical during the WA legislative season when estimates are required within 2-3 days. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.





END OF SECTION 4.11.3




		4.11.4 User Acceptance Testing Support

(1-Page Limit for Response to Section 4.11.4.1)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.11.4.1 

		The UAT environment requires periodic refresh from Production to maintain HCA’s ability to perform User Acceptance Testing throughout the Operations phase. Describe your ability to meet this requirement.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF SECTION 4.11.4




		4.11.5 Data Retention

(2-Page Limit for Response to Section 4.11.5.1; 1-Page Limit per Response to Sections 4.11.5.2 – 4.11.5.5)



		Req. #

		Requirement

		(1) 
Comply

		(a) 
Core

		(b) 
Custom

		(c) 
3rd Party



		4.11.5.1 

		Describe your product's proposed Data Retention offering, including any unique, innovative or additional features available and the advantages they bring to HCA.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.5.2 

		Ability to configure the retention rules for each data set including having the ability to define the retention periods per State and Federal schedules.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.5.3 

		Ability to retain up to 4 years of claims history on-line, to include adjustments and all supporting transaction information.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.5.4 

		Ability to retain Client and Provider information indefinitely in the POS solution. 

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.



		4.11.5.5 

		Ability to retain PA determinations on-line for up to 10 years.

		☐		☐		☐		☐

		Response:  

		Click or tap here to enter text.







END OF RESPONSE FORM
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Attachment 10 - Cost Proposal.docx


Attachment 10:

[bookmark: _Toc71463470][bookmark: _Toc72310771]Response Form for Section 5, Cost Proposal Form

Instructions: Bidders must submit a completed Attachment 10 – Response Form for Section 5, Cost Proposal Form as indicated in Section 5 of the RFP. This cost proposal consists of 2 parts: DDI Costs and O&M costs.

DDI pricing will receive a score based on the Total DDI Cost and a score based on the Blended DDI Hourly Rate.

O&M pricing will receive a score based on the total amount for 7 O&M years of pricing and a score based on the average of the Blended Hourly Rates for those 7 O&M years.

   Fixed Price Cost Proposal for Design, Development and Implementation (DDI):

		Component

		One-Time DDI Costs[footnoteRef:1] [1:  To design, develop, test, and install the POS Replacement Project as described by RFP 2020HCA28.] 




		1. Total DDI Cost 

$5.5 million maximum for DDI Fixed Price + 10% of DDI Fixed Price.

a. DDI Fixed Price 

	for all solution functionality including, but not limited to, MR and MS requirements contained in this RFP.

b. 10% of DDI Fixed Price 
for system enhancements per RFP Section 2.4.10 and Section 5.

		1. $     



		

		a. $     



		

		b. $     



		2. Blended DDI Hourly Rate 
for system enhancements per RFP Section 2.4.10 and Section 5.

		2. $     





Note:

1. Total DDI costs must not exceed $5.5 million, and must include all applicable taxes.

a. Total cost for all deliverables completed by June 30, 2022 must not exceed $2 million.

b. Total DDI costs include (1) the fixed price for meeting all solution functionality requirements and (2) an amount set aside for system enhancements (representing 10% of the proposed fixed price).















OPERATIONS AND MAINTENANCE COSTS ON THE FOLLOWING PAGE






HCA RFP No. 2020HCA28	Page 1 of 2	Attachment 10 – Response Form for
		Section 5, Cost Proposal



Fixed Price Cost Proposal for On-going Operations and Maintenance[footnoteRef:2]: [2:  To operate and maintain the POS Replacement Project as described by RFP 2020HCA28] 


		Component

		O&M Year 1

 (9 months of pricing)

		O&M Year 2

		O&M Year 3

		O&M Year 4

		O&M Year 5

		O&M Year 6

		O&M Year 7

		Total



		O&M Fixed Price 

for annual O&M services

		$     

		$     

		$     

		$     

		$     

		$     

		$     

		$     



		Blended O&M Hourly Rate 

for System Enhancements

		$     

		$     

		$     

		$     

		$     

		$     

		$     

		$     





Note:

1. “O&M Year” means the 12-month period following go-live.

2. Annual Operations and Maintenance costs must not exceed $3.4 million for O&M year 1, and must not exceed $4.5 million for O&M years 2-7. Amounts must include all applicable taxes.

a. On-going operations and maintenance begins at go-live; however, HCA will not be charged for O&M services for those first 3 months after DDI completion and after HCA has determined the implemented system meets State acceptance criteria as defined for the implementation phase in accordance with the process detailed in RFP Section 2.8.

b. O&M Year 1 consists of 12 months of services, but costs for this period will be limited to 9 months because of the 3-month, no-cost warranty period following go-live. O&M Years 2-7 should include costs for 12 months in each period.

3. The “Total” for Blended Hourly Rate will be the average of the proposed rates in this table.

4. The Bidder must provide fixes to any defects or shortcomings of the system throughout the life of the contract in accordance with the fixed price O&M bid per RFP Section 2.9, Operations and Maintenance.
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Attachment 11 - Certifications & Assurances.docx
Attachment 11:

Certifications and Assurances

I/we make the following certifications and assurances as a required element of the proposal to which it is attached, understanding that the truthfulness of the facts affirmed here and the continuing compliance with these requirements are conditions precedent to the award or continuation of the related contract:

1. I/we declare that all answers and statements made in the proposal are true and correct. 

2. The prices and/or cost data have been determined independently, without consultation, communication, or agreement with others for the purpose of restricting competition.  However, I/we may freely join with other persons or organizations for the purpose of presenting a single proposal.

3. The attached proposal is a firm offer for a period of 150 days following receipt, and it may be accepted by HCA without further negotiation (except where obviously required by lack of certainty in key terms) at any time within the 150-day period.

4. In preparing this proposal, I/we have not been assisted by any current or former employee of the state of Washington whose duties relate (or did relate) to this proposal or prospective contract, and who was assisting in other than his or her official, public capacity.  If there are exceptions to these assurances, I/we have described them in full detail on a separate page attached to this document.

5. I/we understand that HCA will not reimburse me/us for any costs incurred in the preparation of this proposal.  All proposals become the property of HCA, and I/we claim no proprietary right to the ideas, writings, items, or samples, unless so stated in this proposal.

6. Unless otherwise required by law, the prices and/or cost data which have been submitted have not been knowingly disclosed by the Bidder and will not knowingly be disclosed by him/her prior to opening, directly or indirectly, to any other Bidder or to any competitor.

7. I/we agree that submission of the attached proposal constitutes acceptance of the solicitation contents and the attached sample contract and general terms and conditions.  If there are any exceptions to these terms, I/we have described those exceptions in detail on a page attached to this document.  

8. No attempt has been made or will be made by the Bidder to induce any other person or firm to submit or not to submit a proposal for the purpose of restricting competition.

9. I/we grant HCA the right to contact references and other, who may have pertinent information regarding the ability of the Bidder and the lead staff person to perform the services contemplated by this RFP.

10. If any staff member(s) who will perform work on this contract has retired from the State of Washington under the provisions of the 2008 Early Retirement Factors legislation, his/her name(s) is noted on a separately attached page.  

We (circle one) are / are not submitting proposed Contract exceptions. (See RFP Section 8.5.4 Sample Contract.) If Contract exceptions are being submitted, I/we have attached them to this form.

On behalf of the Bidder submitting this proposal, my name below attests to the accuracy of the above statement.  I am also submitting a scanned signature of this form with our proposal.



		



		Print Name & Signature





		



		Title

		Date
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Attachment 12:

CONTRACTOR CERTIFICATION
EXECUTIVE ORDER 18-03 – WORKERS’ RIGHTS
WASHINGTON STATE GOODS & SERVICES CONTRACTS

Pursuant to the Washington State Governor’s Executive Order 18-03 (dated June 12, 2018), the Washington State Health Care Authority is seeking to contract with qualified entities and business owners who certify that their employees are not, as a condition of employment, subject to mandatory individual arbitration clauses and class or collective action waivers.

		Solicitation No.:

		RFP# 2020HCA28







I hereby certify, on behalf of the firm identified below, as follows (check one):

[bookmark: Check1]|_|	NO MANDATORY INDIVIDUAL ARBITRATION CLAUSES AND CLASS OR COLLECTIVE ACTION WAIVERS FOR EMPLOYEES.  This firm does NOT require its employees, as a condition of employment, to sign or agree to mandatory individual arbitration clauses or class or collective action waivers.

OR

[bookmark: Check2]|_|	MANDATORY INDIVIDUAL ARBITRATION CLAUSES AND CLASS OR COLLECTIVE ACTION WAIVERS FOR EMPLOYEES.  This firm requires its employees, as a condition of employment, to sign or agree to mandatory individual arbitration clauses or class or collective action waivers.



I hereby certify, under penalty of perjury under the laws of the State of Washington, that the certifications herein are true and correct and that I am authorized to make these certifications on behalf of the firm listed herein.



		



		Print Name & Signature





		



		Title

		Date
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Attachment 13:

Diverse Business Inclusion Plan

1. Do you anticipate using, or is your firm, a State Certified Minority Business?			

[bookmark: Dropdown1]

2. Do you anticipate using, or is your firm, a State Certified Women’s Business?			



3. Do you anticipate using, or is your firm, a State Certified Veteran Business?	



4. Do you anticipate using, or is your firm, a Washington State Small Business?	



5. If you answered No to all of the questions above, please explain: 

[bookmark: Text2]     

6. Please list the approximate percentage of work to be accomplished by each group:

a. [bookmark: Text1]Minority		  	       %

b. Women			       %

c. Veteran			       %

d. Small Business		       %



Please identify the person in your organization to manage your Diverse Inclusion Plan responsibility.

Name:      

Phone:      

E-Mail:      
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ATTACHMENT 14 

BIDDER CERTIFICATION
WAGE THEFT PREVENTION – RESPONSIBLE BIDDER CRITERIA
WASHINGTON STATE GOODS & SERVICES CONTRACTS

Prior to awarding a contract, the Washington State Department of Enterprise Services is required to determine that a bidder is a ‘responsible bidder.’  See RCW 39.26.160(2) & (4).  Pursuant to legislative enactment in 2017, the responsible bidder criteria include a contractor certification that the contractor has not willfully violated Washington’s wage laws.  See Chap. 258, 2017 Laws (enacting SSB 5301).



		Procurement No.:

		RFP 2020HCA28



		Procurement Solicitation Dated:

		______________, 2021









I hereby certify, on behalf of the firm identified below, as follows (check one):

☐	NO WAGE VIOLATIONS.  This firm has NOT been determined by a final and binding citation and notice of assessment issued by the Washington Department of Labor and Industries or through a civil judgment entered by a court of limited or general jurisdiction to have willfully violated, as defined in RCW 49.48.082, any provision of RCW chapters 49.46, 49.48, or 49.52 within three (3) years prior to the date of the above-referenced procurement solicitation date.

OR

☐	VIOLATIONS OF WAGE LAWS.  This firm has been determined by a final and binding citation and notice of assessment issued by the Washington Department of Labor and Industries or through a civil judgment entered by a court of limited or general jurisdiction to have willfully violated, as defined in RCW 49.48.082, a provision of RCW chapters 49.46, 49.48, or 49.52 within three (3) years prior to the date of the above-referenced procurement solicitation date.



I hereby certify, under penalty of perjury under the laws of the State of Washington, that the certifications herein are true and correct and that I am authorized to make these certifications on behalf of the firm listed herein.

		FIRM NAME:  _____________________________________________________
		Name of Bidder – Print full legal entity name of firm



		By:	______________________________
	Signature of authorized person

Title:	______________________________
	Title of person signing certificate

Date:	________________________________

		___________________________________
Print Name of person making certifications for firm

Place:	________________________________
	Print city and state where signed
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Attachment 15:

Sample Contract
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Pharmacy Point of Sale Agreement

This Pharmacy Point of Sale Agreement (the “Agreement”) is entered into as of the Agreement Effective Date (as defined below) by the state of Washington, acting by and through the Health Care Authority, an agency of Washington State government (“HCA,” as further defined below), and Contractor.

RECITALS

To be determined after ASB selection.

[bookmark: _Toc71865097][bookmark: _Toc342564485][bookmark: _Toc346608517][bookmark: _Toc60991075][bookmark: _Toc15189125]Definitions

The following terms as used throughout this Agreement shall have the meanings as set forth below.

[bookmark: _Toc71865098][bookmark: _Toc71874606][bookmark: _Toc73347633]“Acceptance”:  A Notice from HCA to Contractor that a Deliverable has conformed to its applicable Acceptance Criteria in accordance with the process described in Section 9.4. 

[bookmark: _Toc71865099][bookmark: _Toc71874607][bookmark: _Toc73347634]“Acceptance Criteria”:  The Specifications against which each Deliverable will be evaluated in accordance with Section 9.4, which must be described in Change Orders or other Deliverables and be in alignment with the Performance Standards, warranties and other requirements described in the Agreement, and HCA’s satisfaction for Services that are not subsumed in a Deliverable.

[bookmark: _Toc71865100][bookmark: _Toc71874608][bookmark: _Toc73347635]“Acceptance Tests”:  The tests or reviews that are performed by HCA to determine there are no Deficiencies in the Deliverables and that must be satisfied before Acceptance can occur as set forth in Section 9.4, e.g., User Acceptance Tests.

“Agreement”:  This Pharmacy Point of Sale Agreement that governs Contractor’s Operations and Maintenance of, other Services for, and Enhancements and Major Enhancements to the MMIS, including all schedules, exhibits, attachments, and incorporated documents.

[bookmark: _Toc71865101][bookmark: _Toc71874609][bookmark: _Toc73347636]“Agreement Effective Date”:  The date of execution of the Agreement by HCA following CMS’s approval of the Agreement.

[bookmark: _Toc71865102][bookmark: _Toc71874610][bookmark: _Toc73347638]“Application Software”:  The Transfer Software, Proprietary Software and Third‑Party Software licensed or sublicensed to HCA from Contractor.

“Business Days”:  Monday through Friday, 8:00 a.m. to 5:00 p.m., Pacific Time, except for holidays observed by the State.

[bookmark: _Toc73347637]“Certification”:  CMS’s written certification that the System or a Major Enhancement meets CMS legal requirements in 42 C.F.R. §433, Subpart C.

“C.F.R.”:  The Code of Federal Regulations.  All references in this document to C.F.R. chapters or sections include any successor, amended, or replacement regulation. The C.F.R. may be accessed at http://www.ecfr.gov/cgi-bin/ECFR?page=browse.

[bookmark: _Toc47534358][bookmark: _Toc50437028][bookmark: _Toc71865103][bookmark: _Toc71874611][bookmark: _Toc73347639][bookmark: _Toc47534359][bookmark: _Toc50437029][bookmark: _Toc71865104][bookmark: _Toc71874612][bookmark: _Toc73347640]“Change Order” or “CO”:  A written form in response to a Change Request that modifies, deletes or adds to the Deliverables or Services, in whole or in part, and that is made in accordance with the terms of Section 15.

“Change Request” or “CR”:  A written form that proposes changes to modify, delete or add to the Deliverables or Services, in whole or in part, made in accordance with the terms of Section 15.

[bookmark: _Toc71865105][bookmark: _Toc71874613][bookmark: _Toc73347641]“Charges”:  The amount(s) to be paid for Services and Deliverables under this Agreement, in whole or in part, as described in Exhibit A or a Change Order. 

[bookmark: _Toc73347642][bookmark: _Toc71865106][bookmark: _Toc71874614]“CMS”: The Centers for Medicare and Medicaid Services, the agency within the United States Department of Health and Human Services that provides administration and funding for Medicare under Title XVIII, Medicaid under Title XIX, and the Children’s Health Insurance Program under Title XXI of the Social Security Act.

[bookmark: _Toc71865107][bookmark: _Toc71874615][bookmark: _Toc73347643]“Confidential Information”:  Information that may be exempt from disclosure to the public or other unauthorized persons under chapter 42.56 RCW or chapter 70.02 RCW or other state or federal statutes or regulations. Confidential Information includes, but is not limited to, HCA nonpublicly available Data, PHI, any information identifiable to an individual that relates to finances, education, business, use or receipt of governmental services, names, addresses, email addresses, telephone numbers, social security numbers, driver license numbers, financial profiles, credit card numbers, financial identifiers and any other identifying numbers, law enforcement records, any nonpublic Specifications, the Custom Software, other HCA Software, Source Code or Object Code, or HCA or State security information and any information that is clearly identified as Confidential by HCA when disclosed. 

[bookmark: _Toc71865109][bookmark: _Toc71874617][bookmark: _Toc73347645]“Configuration(s)”:  The arrangement of rules and workflow processes used to implement specific business decisions of HCA without using programming language or database queries. This also includes the data entered into tables that a software rules engine processes to determine variables, such as workflow sequences and value limitations.

“Confirmation”:  HCA’s receipt of notice and full supporting and written documentation (including without limitation test results) from Contractor that Contractor has, as applicable:  completed a Deliverable in accordance with its Acceptance Criteria or pretested the System for compliance with the Specifications; and confirmed the Deliverable, including but not limited to the System, is ready for applicable Acceptance Tests.

“Contractor” or “Contractor”:  Contractor, and referred to as “Contractor” in this Agreement. Contractor includes Contractor its officers, employees, agents, or Subcontractors. 

[bookmark: _Toc71865153][bookmark: _Toc71874661][bookmark: _Toc73347646][bookmark: _Toc47534366][bookmark: _Toc50437036][bookmark: _Toc71865110][bookmark: _Toc71874618]“Contractor Operations Manager”:  The individual chosen by Contractor and approved by HCA with management responsibilities for the Operations of the System, as described in Section 4.1. 

“Contractor Project Manager”:  The individual chosen by Contractor and approved by HCA with management responsibilities for the Project or for a Major Enhancement.

[bookmark: _Toc73347647]“Contractor Technology”:  Intellectual property owned by Contractor prior to the Effective Date (including modifications, enhancements or improvements to such intellectual property developed hereunder), including Contractor’s proprietary methodologies, project management and other tools, deliverable examples, procedures, processes, techniques, data models, templates, general purpose consulting and software tools, utilities, and routines; the Proprietary Software; and Contractor’s Proprietary Information.

[bookmark: _Toc71865112][bookmark: _Toc71874620][bookmark: _Toc73347649][bookmark: _Toc409095324][bookmark: _Toc410675521][bookmark: _Toc378859245][bookmark: _Toc407108121]“Control”:  The ability, whether directly or indirectly, to direct the affairs of another by means of ownership, contract or otherwise.

[bookmark: _Toc71865114][bookmark: _Toc71874622][bookmark: _Toc73347651]“Corrective Action Plan”:  The detailed written plan that Contractor submits to HCA in response to HCA’s demand that Contractor describe how it will correct or resolve a Deficiency or breach by Contractor, as further described in Section 16.7 Corrective Action Plans.

“Custom Software”:  The modifications and changes to the Application Software and other software, including without limitation Interfaces, and new software that is designed, developed or produced by Contractor under the Agreement, including without limitation Change Orders.  

[bookmark: _Toc37037392][bookmark: _Toc14175444][bookmark: _Toc14175581][bookmark: _Toc14175717][bookmark: _Toc14175854][bookmark: _Toc14247097][bookmark: _Toc14247339][bookmark: _Toc14519831][bookmark: _Toc15123510][bookmark: _Toc15123732][bookmark: _Toc15123955][bookmark: _Toc15189139][bookmark: _Toc14175445][bookmark: _Toc14175582][bookmark: _Toc14175718][bookmark: _Toc14175855][bookmark: _Toc14247098][bookmark: _Toc14247340][bookmark: _Toc14519832][bookmark: _Toc15123511][bookmark: _Toc15123733][bookmark: _Toc15123956][bookmark: _Toc15189140][bookmark: _Toc37037394][bookmark: _Toc71865115][bookmark: _Toc71874623][bookmark: _Toc73347652]“Data”:  HCA’s records, files, forms, data and other documents or information produced, furnished, acquired or used by Contractor in meeting requirements under this Agreement.

[bookmark: _Toc14175494][bookmark: _Toc14175631][bookmark: _Toc14175767][bookmark: _Toc14175904][bookmark: _Toc14247145][bookmark: _Toc14247387][bookmark: _Toc14519833][bookmark: _Toc15123512][bookmark: _Toc15123734][bookmark: _Toc15123957][bookmark: _Toc15189141][bookmark: _Toc37037395][bookmark: _Toc71865117][bookmark: _Toc71874625][bookmark: _Toc73347654]“Days” or “days”:  Calendar days, unless otherwise indicated.

[bookmark: _Toc73347655][bookmark: _Toc71865118][bookmark: _Toc71874626][bookmark: _Toc71865119][bookmark: _Toc71874627][bookmark: _Toc73347656]“DDI”:  Design, development and Implementation of a major improvement effort that qualifies for Federal Financial Participation at the 90% match rate.

“Defect” or “Deficiency”:  An incident or problem resulting from a flaw in a Deliverable or Service that causes the Deliverable or Service to fail to perform in accordance with its applicable Specifications or a failure of a Deliverable to conform to reasonable commercial or industry standards for appearance, quality, functionality, or format.

[bookmark: _Toc71865120][bookmark: _Toc71874628][bookmark: _Toc73347657]“Deliverable(s)”:  Contractor’s products that result from the Services and that are prepared for HCA (either independently or in concert with HCA or third parties) during the course of Contractor’s performance under this Agreement, work produced under Change Orders, and designs, structures, and models developed in the course of rendering the Services and incorporated into such products.

[bookmark: _Toc71865121][bookmark: _Toc71874629][bookmark: _Toc73347658]“Delivery Date(s)”:  The dates described in a Change Order or within this Agreement for the delivery of the Deliverables and Services to HCA.

[bookmark: _Toc73347659][bookmark: _Toc71865122][bookmark: _Toc71874630]“Detailed System Design Document” or “DSDD” or similarly named document:  The document(s) containing the detailed design for the System, including but not limited to, the user interface designs, and detailed design specifications for each subsystem inclusive of purpose, logical flow, inputs, and outputs.

[bookmark: _Toc71865123][bookmark: _Toc71874631][bookmark: _Toc73347660]“Dispute Notice”:  A Notice sent by the party initiating a Dispute Resolution process to the other party that describes the area(s) in dispute, the relative positions of the parties, the facts supporting its position and the remedy sought.

“Dispute Resolution”:  The process for resolving disputes as described in Section 14.

[bookmark: _Toc14175451][bookmark: _Toc14175588][bookmark: _Toc14175724][bookmark: _Toc14175861][bookmark: _Toc14247103][bookmark: _Toc14247345][bookmark: _Toc14519838][bookmark: _Toc15123516][bookmark: _Toc15123738][bookmark: _Toc15123961][bookmark: _Toc15189145][bookmark: _Toc37037399][bookmark: _Toc71865124][bookmark: _Toc71874632][bookmark: _Toc73347661]“Documentation”:  See definition for “System Documentation.”

[bookmark: _Toc71865127][bookmark: _Toc71874635][bookmark: _Toc73347666]“Documentation Repository”: The web-based repository provided and maintained by Contractor for all the Contractor-developed Deliverables, all System Documentation and Project Artifacts for POS.

 

 “Effective Date”:   The date of mutual execution of this Agreement.

[bookmark: _Toc14175453][bookmark: _Toc14175590][bookmark: _Toc14175726][bookmark: _Toc14175863][bookmark: _Toc14247105][bookmark: _Toc14247347][bookmark: _Toc14519840][bookmark: _Toc15123518][bookmark: _Toc15123740][bookmark: _Toc15123963][bookmark: _Toc15189147][bookmark: _Toc37037401][bookmark: _Toc71865128][bookmark: _Toc71874636][bookmark: _Toc73347667]“Enhancements”:  All updates, upgrades, additions, and changes to, and future releases for the Software, that include without limitation, updated versions of the Software that encompass improvements, extensions, Maintenance updates, error corrections, or other changes that are logical improvements or extensions of the Software supplied to HCA. In addition, Enhancements include changes to the Software as described in Section 5.8.

[bookmark: _Toc14175454][bookmark: _Toc14175591][bookmark: _Toc14175727][bookmark: _Toc14175864][bookmark: _Toc14247106][bookmark: _Toc14247348][bookmark: _Toc14519841][bookmark: _Toc15123519][bookmark: _Toc15123741][bookmark: _Toc15123964][bookmark: _Toc15189148][bookmark: _Toc37037402][bookmark: _Toc71865129][bookmark: _Toc71874637][bookmark: _Toc73347668]“Equipment”:  The hardware and Infrastructure to operate the System and to provide the Services, as listed in the GSDD.

[bookmark: _Toc73347669][bookmark: _Toc71865130][bookmark: _Toc71874638]“Executable Code”:  The version of the Software that is generated by an assembler from the Object Code of the Software and which will be installed in the System.

“Federal Financial Participation” or “FFP”:  The Federal government’s share of expenditures for Deliverables or Services under the Agreement.

“Firm Offer” or “FO”:  Contractor’s written response to a Change Request.

“Function(s)”:  A discrete capability or business process of the System as described in the Specifications. 

“General System Design Document” or “GSDD” or similarly named document:  The overall design documentation for the System architecture for the POS solution with design considerations for the integration between ProviderOne business and technical architecture components. 

“HCA”:  The Washington State Health Care Authority, any division, section, or office, any of the officers or other officials lawfully representing HCA, any employees, contractors, or agents.

[bookmark: _Toc14175452][bookmark: _Toc14175589][bookmark: _Toc14175725][bookmark: _Toc14175862][bookmark: _Toc14247104][bookmark: _Toc14247346][bookmark: _Toc14519839][bookmark: _Toc15123517][bookmark: _Toc15123739][bookmark: _Toc15123962][bookmark: _Toc15189146][bookmark: _Toc37037400][bookmark: _Toc71865126][bookmark: _Toc71874634][bookmark: _Toc71865131][bookmark: _Toc71874639][bookmark: _Toc73347670]“HCA Operations Section Manager”:  The person designated by HCA to be responsible for day‑to‑day management of HCA resources and the day‑to‑day Operations of the System.

“HCA Project Director” or “HCA Program Director”:  The person who is designated by HCA to be responsible for contractual matters and monitoring the Contractor’s performance under the Agreement and who has signature authority for Change Orders. The term includes an authorized representative of the HCA Project/Program Director acting within the limits of delegated authority.

“HCA Project Manager”:  The person designated by HCA to be responsible for day‑to‑day management of HCA resources for the Project and a Major Enhancement under the Agreement and monitoring the status of Contractor’s performance on that Major Enhancement.

“Holdback”:  The payment amounts held back by HCA from the Charges for each Deliverable that has received Acceptance as part of the Project or a Major Enhancement, as described in a Change Order or amendment to the Agreement.

[bookmark: _Toc15123742][bookmark: _Toc15123965][bookmark: _Toc15189149][bookmark: _Toc37037403][bookmark: _Toc14175455][bookmark: _Toc14175592][bookmark: _Toc14175728][bookmark: _Toc14175865][bookmark: _Toc14247107][bookmark: _Toc14247349][bookmark: _Toc14519842][bookmark: _Toc15123521][bookmark: _Toc15123743][bookmark: _Toc15123966][bookmark: _Toc15189150][bookmark: _Toc37037404][bookmark: _Toc14175456][bookmark: _Toc14175593][bookmark: _Toc14175729][bookmark: _Toc14175866][bookmark: _Toc14247108][bookmark: _Toc14247350][bookmark: _Toc14519843][bookmark: _Toc15123522][bookmark: _Toc15123744][bookmark: _Toc15123967][bookmark: _Toc15189151][bookmark: _Toc37037405][bookmark: _Toc47534393][bookmark: _Toc50437060][bookmark: _Toc71865134][bookmark: _Toc71874642][bookmark: _Toc73347673]“Implementation”:  The process for integrating any Deliverables into the System so that the System is fully Operational and Processing the Data in HCA’s normal business operations.

“Infrastructure”:  The basic physical and organizational structures and facilities needed for the operation of POS, including but not limited to the AWS cloud environment.

 “Interfaces”:  Custom Software that is developed by Contractor for transmitting Data between Modules or components in the System and between the System and other systems. 

[bookmark: _Toc14519844][bookmark: _Toc15123523][bookmark: _Toc15123745][bookmark: _Toc15123968][bookmark: _Toc15189152][bookmark: _Toc37037406][bookmark: _Toc71865135][bookmark: _Toc71874643][bookmark: _Toc73347674]“Interfaces Architecture Design Document” or “IADD”: The detailed design specifications that are for the Interfaces for the POS solution and that specify the design elements used to construct the Interface Software during DDI. 

“JAMS”:  Judicial Arbitration and Mediation Services, Inc.; see Section 14.3.

[bookmark: _Toc37037407]“Key Staff”:  Contractor’s key personnel as described in Section 4.4 and listed in Exhibit A.

[bookmark: _Toc73347676][bookmark: _Toc71865137][bookmark: _Toc71874645]“Maintenance”: See definition for “Operations and Maintenance.”

[bookmark: _Toc71865138][bookmark: _Toc71874646][bookmark: _Toc73347677]“Major Enhancement”:  A future Project initiative that involves a specific set of DDI activities and Project Deliverables, that provides substantial new functionality to the System and that is designated as a Major Enhancement by the parties in a Change Order or Agreement amendment. A Major Enhancement Project may involve other State contractors or other State agencies and may involve federal Certification, such as a Module replacement Project.

[bookmark: _Toc37037408][bookmark: _Toc71865139][bookmark: _Toc71874647][bookmark: _Toc73347678]“Maximum Amount”:  The maximum amount payable by HCA to Contractor under this Agreement as described in Section 2 of Exhibit A. 

“Medicaid Eligibility and Enrollment Toolkit” or “MEET”: A CMS-developed toolkit to provide additional technical assistance to the states and their contractors in the development and implementation of their Eligibility and Enrollment systems.

“Medicaid Enterprise Certification Toolkit” or “MECT”: A CMS-developed toolkit that has been updated to accommodate modular and agile development, refined certification criteria, a new approach to CMS-state partnership, updated criteria to reflect the latest regulations and guidance, and templates and tools to assist states and their contractors in the certification process, e.g., in the development and implementation of their MMIS Modules.

 “Medicaid Information Technology Architecture” or “MITA”:  An initiative sponsored by CMS that provides a national framework to support improved systems development and foster integrated business and IT transformation across the Medicaid Enterprise. 

“Medicaid Management Information System” or “MMIS”:  An integrated group of procedures and computer processing operations (subsystems) developed to meet principal objectives. For Title XIX purposes, “systems mechanization” and “mechanized claims processing and information retrieval systems” are identified in section 1903(a)(3) of the Social Security Act and defined in regulation at 42 C.F.R. 433.111. The objectives of this system and its enhancements include the Title XIX program control and administrative costs; service to recipients, providers and inquiries; operations of claims control and computer capabilities; and management reporting for planning and control. 

“Modular Acquisition”:  The iterative addition, removal, or replacement of a component, Module, and/or service.

“Modular Acquisition Plan”:  A specific set of tasks that will need to be completed to support the Modular Acquisition Project.

“Modular Acquisition Project”: A project to add, remove, or replace a specific component, Module, and/or service. A Modular Acquisition Project constitutes a Major Enhancement, regardless of whether it provides substantial new functionality.

“Module”: A set of MMIS business processes that are implemented through a collection of information technology functionality. These Functions can be replaced independently without requiring a complete overhaul of the entire System. A modular approach requires a flexible approach to systems development, including the use of open interfaces and exposed application-programming interfaces. 

“Notice”:  A written document given by a party to the other in accordance with Section 22.27 Notices.

[bookmark: _Toc14175459][bookmark: _Toc14175596][bookmark: _Toc14175732][bookmark: _Toc14175869][bookmark: _Toc14247111][bookmark: _Toc14247353][bookmark: _Toc14519846][bookmark: _Toc15123525][bookmark: _Toc15123747][bookmark: _Toc15123970][bookmark: _Toc15189154][bookmark: _Toc37037409][bookmark: _Toc410675553][bookmark: _Toc71865142][bookmark: _Toc71874650][bookmark: _Toc73347681]“Obsolete” (and any variations thereof):  A Software, Equipment, and/or other Contractor Technology product or service that will no longer receive maintenance and support, beginning as of the effective date of an end-of service life announcement from the manufacturer or licensor with respect to a product.  If no such announcement is published, then the Software, Equipment, and/or Contractor Technology product will be deemed Obsolete as of the earlier of (i) the date the manufacturer or licensor no longer maintains or supports the product or (ii) the date the manufacturer or licensor no longer includes it as part of its product and/or service offerings made generally available to its customers.

“OMSD”:  The acronym for Office of Medicaid Systems and Data, the subdivision of the Enterprise Technology Services (ETS) division of HCA.

“Operational”:  The condition when the System is totally functional in accordance with its Specifications and usable for its purposes in the daily operations of HCA, and all of the Data has been loaded into the System and is available for use by HCA.

[bookmark: _Toc73347683][bookmark: _Toc71865144][bookmark: _Toc71874652]“Operations”:  Services to keep the System Operational that will be performed by Contractor as described in the RFP, Response and this Agreement. 

[bookmark: _Toc14175460][bookmark: _Toc14175597][bookmark: _Toc14175733][bookmark: _Toc14175870][bookmark: _Toc14247112][bookmark: _Toc14247354][bookmark: _Toc14519848][bookmark: _Toc15123527][bookmark: _Toc15123749][bookmark: _Toc15123972][bookmark: _Toc15189156][bookmark: _Toc37037410][bookmark: _Toc14175461][bookmark: _Toc14175598][bookmark: _Toc14175734][bookmark: _Toc14175871][bookmark: _Toc14247113][bookmark: _Toc14247355][bookmark: _Toc14519849][bookmark: _Toc15123528][bookmark: _Toc15123750][bookmark: _Toc15123973][bookmark: _Toc15189157][bookmark: _Toc37037411][bookmark: _Toc71865145][bookmark: _Toc71874653][bookmark: _Toc73347684]“Operations and Maintenance” or “O&M”:  Services that will be performed by Contractor during the term of the Agreement as described in the ProviderOne Operations Guide, this Agreement and in Section 5 Warranty Services and Operations and Maintenance Services.

“Operations Event”:  Occurrences that adversely affect the System but do not cause an Unplanned Outage, e.g., System performance problems or slowness.

“Operations Guide”: The document that defines the processes, responsibilities and relationships of Contractor and HCA for the Operations and Maintenance of the POS solution. The POG is responsible for the content and Contractor maintains the updated document.

[bookmark: _Toc14175462][bookmark: _Toc14175599][bookmark: _Toc14175735][bookmark: _Toc14175872][bookmark: _Toc14247114][bookmark: _Toc14247356][bookmark: _Toc14519850][bookmark: _Toc15123529][bookmark: _Toc15123751][bookmark: _Toc15123974][bookmark: _Toc15189158][bookmark: _Toc37037412][bookmark: _Toc73347685][bookmark: _Toc71865146][bookmark: _Toc71874654]“Performance Standards”:  The standards to which Contractor must perform its Services and the System must perform as described in this Agreement and Exhibit C, or as otherwise agreed to by the parties in writing. The Performance Standards are sometimes referred to as “Service-Level Agreements” or “SLAs.”

[bookmark: _Toc71865125][bookmark: _Toc71874633][bookmark: _Toc73347662][bookmark: _Toc71865150][bookmark: _Toc71874658][bookmark: _Toc73347689]“Planned Downtime”: The time during which the System is unavailable due to Maintenance, code releases or other activities as per the schedules agreed to by the parties.

“POS”:  The Pharmacy Point of Sale Module of the MMIS, that encompasses the automated Functions necessary to receive, adjudicate, and process pharmacy claims and payments against eligibility, plan benefits, formularies, price, Drug Utilization Review/Drug Utilization Evaluation, prior-authorization, and rebates.  POS supports the on-line Processing of pharmacy claims submitted in real-time by pharmacies through networks provided by contracted switch contractors. 

“Processing”:  The performance by the Software of logical operations and calculations on the Data.

[bookmark: _Toc71865154][bookmark: _Toc71874662][bookmark: _Toc73347691]“Production”:   The environment where all the System Software is operating in real time for its intended uses by Users in performance of the State’s regular business operations.

“Project”:   The planned undertaking regarding the DDI activities during all Phases of the Agreement. “Project” may also include a Major Enhancement.

“Project Artifact”: A tangible by-product of a project, e.g., plans, diagrams, design schemes, templates, business rules, use cases, primarily associated with project and design documentation.

[bookmark: _Toc14175467][bookmark: _Toc14175604][bookmark: _Toc14175740][bookmark: _Toc14175877][bookmark: _Toc14247119][bookmark: _Toc14247361][bookmark: _Toc14519855]“Property”:  All HCA equipment, HCA Confidential Information, HCA intellectual property, Deliverables, Work Products, and other HCA real and personal property.

[bookmark: _Toc14175468][bookmark: _Toc14175605][bookmark: _Toc14175741][bookmark: _Toc14175878][bookmark: _Toc14247120][bookmark: _Toc14247362][bookmark: _Toc14519856][bookmark: _Toc15123535][bookmark: _Toc15123757][bookmark: _Toc15123980][bookmark: _Toc15189164][bookmark: _Toc37037417][bookmark: _Toc47534409][bookmark: _Toc50437076][bookmark: _Toc71865155][bookmark: _Toc71874663][bookmark: _Toc73347692]“Proprietary Information”:  Information owned by Contractor to which Contractor claims a protectable interest under law, including, but not limited to, the Contractor Technology, any other Contractor information protected by copyright, patent, trademark, or trade secret laws, and any information that is clearly identified as Proprietary by Contractor when disclosed; excluding any information that: (i) now is or hereafter becomes publicly available other than by a breach hereof; (ii) was rightfully acquired or previously known at the time received from the other party; (iii) is developed by one party independently of any disclosures made by the other party of such information; or (iv) is disclosed by a party pursuant to subpoena or other legal process and as a result becomes lawfully obtainable by the general public.

“Proprietary Software”:  All computer programs that were developed and owned by Contractor or Subcontractors prior to the Effective Date, or that are developed during the term by Contractor staff in performing work that is not for the POS, and any modifications thereof and derivative works based therein, and the documentation used to describe, maintain and use such Proprietary Software. 

“Protected Health Information” or “PHI”:  Information that relates to the provision of health care to an individual, the past, present, or future physical or mental health or condition of an individual, the past, present, or future payment for provision of health care to an individual. PHI includes demographic information that identifies the individual or about which there is reasonable basis to believe, can be used to identify the individual. PHI is information transmitted, maintained, or stored in any form or medium. PHI does not include education records covered by the Family Educational Right and Privacy Act, as amended.

“ProviderOne”: The MMIS for the state of Washington.

“ProviderOne Operations Group” or “POG”:  A joint team led by the HCA Operations Section Manager and the Contractor Operations Manager and any business or operational staff required to review day-to-day Operational activities or issues.

[bookmark: _Toc14175469][bookmark: _Toc14175606][bookmark: _Toc14175742][bookmark: _Toc14175879][bookmark: _Toc14247121][bookmark: _Toc14247363][bookmark: _Toc14519857][bookmark: _Toc15123536][bookmark: _Toc15123758][bookmark: _Toc15123981][bookmark: _Toc15189165][bookmark: _Toc37037418][bookmark: _Toc14175473][bookmark: _Toc14175610][bookmark: _Toc14175746][bookmark: _Toc14175883][bookmark: _Toc14247125][bookmark: _Toc14247367][bookmark: _Toc14175475][bookmark: _Toc14175612][bookmark: _Toc14175748][bookmark: _Toc14175885][bookmark: _Toc14247127][bookmark: _Toc14247369][bookmark: _Toc14519859][bookmark: _Toc37037419][bookmark: _Toc71865158][bookmark: _Toc71874666][bookmark: _Toc73347695]“RCW”:  The Revised Code of Washington. All references in this document to RCW chapters or sections include any successor, amended, or replacement provisions. The RCW may be accessed at http://app.leg.wa.gov/rcw/. 

“Release”: A consolidated grouping of agreed-upon elements, e.g., Defect fixes, CRs, patches, Enhancements, and similar Software Functions that are promoted into Production through the process described in the Operations Guide. 

[bookmark: _Toc37037420][bookmark: _Toc71865160][bookmark: _Toc71874668][bookmark: _Toc73347697]“Request for Proposals” or “RFP”:  The solicitation document, RFP 2020HCA28, dated TBD, for the procurement of the POS

[bookmark: _Toc15123761][bookmark: _Toc15123984][bookmark: _Toc15189168][bookmark: _Toc37037422][bookmark: _Toc71865161][bookmark: _Toc71874669][bookmark: _Toc73347698]“Response”:  Contractor’s response to the RFP and information provided by Contractor during the oral presentations and demonstration sections of the RFP. 

“Schedule”:  The dates described in this Agreement or a Change Order for deadlines for performance of Services and other events and activities.

[bookmark: _Toc71865162][bookmark: _Toc71874670][bookmark: _Toc73347699]“Security Incident”: The intentional or unintentional, attempted or successful, unauthorized electronic or physical access, use, disclosure, modification, or destruction of Data or Confidential Information or interference with System Operations.

“Self‑Help Code”:  Any back door, time bomb, drop dead device, or other software routine designed to disable a computer program automatically with the passage of time or under the positive control of a person other than a licensee of the Software. Self‑Help Code does not include software routines in a computer program, if any, designed to permit an owner of the computer program (or other person acting by authority of the owner) to obtain access to a licensee’s computer system(s) (e.g., remote access via modem) solely for purposes of Maintenance or technical support.

[bookmark: _Toc14175478][bookmark: _Toc14175615][bookmark: _Toc14175751][bookmark: _Toc14175888][bookmark: _Toc14247130][bookmark: _Toc14247372][bookmark: _Toc14519861][bookmark: _Toc15123540][bookmark: _Toc15123763][bookmark: _Toc15123986][bookmark: _Toc15189170][bookmark: _Toc37037424][bookmark: _Toc71865163][bookmark: _Toc71874671][bookmark: _Toc73347700][bookmark: _Toc71865164][bookmark: _Toc71874672][bookmark: _Toc73347701]“Service-Level Agreement” or “SLA”:  Another term for Performance Standards. See the definition for Performance Standards, above.

“Service Request” or “SR”: A type of service provided in Operations, and at no cost to HCA,   that addresses such activities or events as ad-hoc requests, Data patch-operation requests, Data patch-system issues, and one-time bulk configurations, as detailed in the Operations Guide.

“Services”:  The tasks and services to be performed by Contractor under this Agreement, including but not limited to development and delivery of Deliverables and O&M services described in this Agreement or added through a Change Order and those required by a Major Enhancement.

“Severity Level Deficiency 1”:   A Deficiency that causes the loss of one or more critical Functions of the System, e.g. POS or UAT, or the unavailability of one or more critical Functions to either external or State Users. 

“Severity Level Deficiency 2”:   A business Function or System component does not work as required, and no Workaround acceptable to HCA is available.

“Severity Level Deficiency 3”:   A business Function or System component does not work as required, but a Workaround that is acceptable to HCA is available.

“Severity Level Deficiency 4”:   These are non-critical/cosmetic Defects that have a negative effect on one or more business Functions or System components that do not qualify as any other Deficiency.

“Seven Standards and Conditions”:  The standards and conditions issued by CMS in 2011 to be met by states in order for Medicaid technology investments (MMIS and E&E) to be eligible for enhanced FFP funding. The Seven Standards and Conditions include 1) modularity, 2) MITA Condition, 3) Industry Standards Condition, 4) Leverage Condition, 5) Business Results Condition, 6) Reporting Condition and 7) Interoperability Condition. CMS has added to this list, see 42 C.F.R. 433, Subpart C.

“Site(s)”:  The location(s) for the HCA or Contractor Equipment and Software, as agreed to by HCA.

[bookmark: _Toc14175479][bookmark: _Toc14175616][bookmark: _Toc14175752][bookmark: _Toc14175889][bookmark: _Toc14247131][bookmark: _Toc14247373][bookmark: _Toc14519862][bookmark: _Toc15123541][bookmark: _Toc15123764][bookmark: _Toc15123987][bookmark: _Toc15189171][bookmark: _Toc37037425][bookmark: _Toc71865165][bookmark: _Toc71874673][bookmark: _Toc73347702]“Software”:  The Application Software, the Custom Software, and all Enhancements thereto all in Source Code and Executable Code formats. Enhancements provided by Contractor prior to completion of the Project and during Operations and Maintenance are included as part of the Software. The list of Application Software for the System will be maintained in the GSDD.

[bookmark: _Toc73347703][bookmark: _Toc71865166][bookmark: _Toc71874674]“Source Code”:  The series of instructions to the computer for carrying out the various tasks that are performed by a computer program, expressed in a programming language that is easily comprehensible to appropriately trained persons who translate such instructions into Executable Code which then directs the computer to perform its functions.

[bookmark: _Toc14175480][bookmark: _Toc14175617][bookmark: _Toc14175753][bookmark: _Toc14175890][bookmark: _Toc14247132][bookmark: _Toc14247374][bookmark: _Toc14519863][bookmark: _Toc15123542][bookmark: _Toc15123765][bookmark: _Toc15123988][bookmark: _Toc15189172][bookmark: _Toc37037426][bookmark: _Toc71865167][bookmark: _Toc71874675][bookmark: _Toc73347704]“Specifications”:  The technical and other written specifications that define the requirements and Acceptance Criteria, as described in the RFP, the Response, subsequent Deliverables that have received Acceptance, Change Orders, the Performance Standards, and the Documentation. Such Specifications include and must comply with all applicable State and federal policies, laws, regulations, usability standards, e.g., the Americans with Disabilities Act of 1990 (ADA), 42 U.S.C. § 12101; Older Americans Act of 1965 (OAA) Pub. L. 89-73, 79 Stat. 218; and the Rehabilitation Act of 1973, 29 U.S.C. Section 508, Subpart B §1194.21 et seq. 

[bookmark: _Toc37037427][bookmark: _Toc71865168][bookmark: _Toc71874676][bookmark: _Toc73347705]“Staff”:  Contractor’s employees, Subcontractors and agents who will provide the Services on behalf of Contractor.

[bookmark: _Toc37037428][bookmark: _Toc71865169][bookmark: _Toc71874677][bookmark: _Toc73347706]“Standard(s)”:  Standards and methodologies established by federal, State, and industry organizations.

“State”:  The state of Washington, including without limitation HCA and all of the State’s other agencies as applicable.

[bookmark: _Toc14175483][bookmark: _Toc14175620][bookmark: _Toc14175756][bookmark: _Toc14175893][bookmark: _Toc14247135][bookmark: _Toc14247377][bookmark: _Toc14519865][bookmark: _Toc15123544][bookmark: _Toc15123767][bookmark: _Toc15123990][bookmark: _Toc15189174][bookmark: _Toc37037429][bookmark: _Toc71865170][bookmark: _Toc71874678][bookmark: _Toc73347707]“Subcontractor”:  A person, partnership, or company, not in the employment of or owned by Contractor, performing Services with or on behalf of Contractor. The term “Subcontractor” means subcontractor(s) of any tier and includes the Subcontractor’s owners, members, officers, directors, partners, employees, or agents.

[bookmark: _Toc14175484][bookmark: _Toc14175621][bookmark: _Toc14175757][bookmark: _Toc14175894][bookmark: _Toc14247136][bookmark: _Toc14247378][bookmark: _Toc14519866][bookmark: _Toc15123545][bookmark: _Toc15123768][bookmark: _Toc15123991][bookmark: _Toc15189175][bookmark: _Toc37037430][bookmark: _Toc14175485][bookmark: _Toc14175622][bookmark: _Toc14175758][bookmark: _Toc14175895][bookmark: _Toc14247137][bookmark: _Toc14247379][bookmark: _Toc14519867][bookmark: _Toc71865171][bookmark: _Toc71874679][bookmark: _Toc73347708]“System”:  The complete collection of all Software, integrated and functioning together with the Data and operating on the Infrastructure in accordance with the applicable Specifications. The System, in whole and in part, is considered a good under applicable provisions of the Uniform Commercial Code as promulgated in the State of Washington, for purposes of this Agreement.

[bookmark: _Toc47534430][bookmark: _Toc50437097][bookmark: _Toc71865172][bookmark: _Toc71874680][bookmark: _Toc73347709]“System Documentation”: The collection of all the design documents (DSDD, GSDD, and IADD), the Specifications, and all Operations, technical and User manuals used in conjunction with System O&M, including but not limited to manuals provided by licensors of the Transfer Software and Third Party Software.  

[bookmark: _Toc73347710][bookmark: _Toc71865173][bookmark: _Toc71874681]“Third‑Party Software”:  Software that is developed by third parties (not including Subcontractors), that is generally distributed for commercial use, and that is not specifically designed or developed for HCA, including without limitation operating system software, tools, utilities, and commercial‑off‑the‑shelf software.

[bookmark: _Toc14175486][bookmark: _Toc14175623][bookmark: _Toc14175759][bookmark: _Toc14175896][bookmark: _Toc14247138][bookmark: _Toc14247380][bookmark: _Toc14519868][bookmark: _Toc15123546][bookmark: _Toc15123769][bookmark: _Toc15123992][bookmark: _Toc15189176][bookmark: _Toc37037431][bookmark: _Toc73347712][bookmark: _Toc71865175][bookmark: _Toc71874683]“Transfer Software”:  Software that is transferred by Contractor from another party for use by HCA and that is provided by Contractor under this Agreement in Source Code form.

[bookmark: _Toc14175487][bookmark: _Toc14175624][bookmark: _Toc14175760][bookmark: _Toc14175897][bookmark: _Toc14247139][bookmark: _Toc14247381][bookmark: _Toc14519869][bookmark: _Toc15123547][bookmark: _Toc15123770][bookmark: _Toc15123993][bookmark: _Toc15189177][bookmark: _Toc37037432][bookmark: _Toc71865176][bookmark: _Toc71874684][bookmark: _Toc73347713]“Unauthorized Code”:  Any virus, Trojan horse, worm or other software routines or equipment components designed to permit unauthorized access to disable, erase, or otherwise harm Software, Equipment, or Data or to perform any other such actions. The term Unauthorized Code does not include Self‑Help Code.

[bookmark: _Toc14175488][bookmark: _Toc14175625][bookmark: _Toc14175761][bookmark: _Toc14175898][bookmark: _Toc14247140][bookmark: _Toc14247382][bookmark: _Toc14519870][bookmark: _Toc15123548][bookmark: _Toc15123771][bookmark: _Toc15123994][bookmark: _Toc15189178][bookmark: _Toc37037433][bookmark: _Toc71865177][bookmark: _Toc71874685][bookmark: _Toc73347714][bookmark: _Toc73347715][bookmark: _Toc71865178][bookmark: _Toc71874686]“Unplanned Outage”:  The time during which the System is not performing its business operations or Functions in accordance with Specifications, excluding Planned Downtime. An Unplanned Outage begins when HCA notifies Contractor or Contractor becomes aware that the System fails to be Operational and continues until the System has been returned to Operational status in accordance with the Specifications.

“Uptime”:  The time that the System is Operational, in whole or in part, but excluding Planned Downtime, as measured 24 hours a day, Monday through Sunday, on a monthly basis, pursuant to Performance Standard 7 System Uptime, in Exhibit C.

“User Acceptance Test Environment” or “UAT”:  The testing environment provided by Contractor for  HCA’s conducting of User Acceptance Tests to confirm that Defect fixes, Deliverables, and Enhancements perform in accordance with their requirements and pass acceptance criteria, before such changes are promoted into Production.

[bookmark: _Toc37037434][bookmark: _Toc71865179][bookmark: _Toc71874687][bookmark: _Toc73347716]“User Acceptance Tests”:  A type of Acceptance Test performed by the Users to confirm that the Deliverable(s) functions as designed and according to the Acceptance Criteria.

“User(s)”:  Parties who will have use of and access to the System.

[bookmark: _Toc37037435][bookmark: _Toc71865180][bookmark: _Toc71874688][bookmark: _Toc73347717]“Warranty Period”:  The 12‑month period following Acceptance of any Major Enhancement Deliverables, during which Contractor shall provide Warranty Services, subject to extensions for Deficiency correction periods.

[bookmark: _Toc14175492][bookmark: _Toc14175629][bookmark: _Toc14175765][bookmark: _Toc14175902][bookmark: _Toc14247143][bookmark: _Toc14247385][bookmark: _Toc14519873][bookmark: _Toc15123551][bookmark: _Toc15123774][bookmark: _Toc15123997][bookmark: _Toc15189181][bookmark: _Toc37037437][bookmark: _Toc71865181][bookmark: _Toc71874689][bookmark: _Toc73347718]“Warranty Services”:  The Services to be provided to HCA by Contractor during the Warranty Period as described in Section 5.

“Washington Medicaid Enterprise”:  HCA, DSHS and the Washington Health Benefit Exchange make up the Washington Medicaid Enterprise and together provide Washington’s Enterprise technology solution. 

“Workaround”:  A temporary solution to address a Defect while the root cause for the Defect is being researched or determined and implemented.

[bookmark: _Toc14175493][bookmark: _Toc14175630][bookmark: _Toc14175766][bookmark: _Toc14175903][bookmark: _Toc14247144][bookmark: _Toc14247386][bookmark: _Toc14519874][bookmark: _Toc15123552][bookmark: _Toc15123775][bookmark: _Toc15123998][bookmark: _Toc15189182][bookmark: _Toc37037438][bookmark: _Toc71865182][bookmark: _Toc71874690][bookmark: _Toc73347719]“Work Plan”:  The overall plan of activities for the Project, a Change Order or a Major Enhancement, and the delineation of tasks, activities and events to be performed and Deliverables to be produced with regard to the Project, Change Order or Major Enhancement, as agreed to by the parties. The Work Plan and each revised Work Plan for the Project will be incorporated herein upon its Acceptance by HCA.

“Work Product”:   Data and products produced under this Agreement including but not limited to, Deliverables, discoveries, formulae, ideas, improvements, inventions, methods, models, processes, techniques, findings, conclusions, recommendations, reports, designs, plans, diagrams, drawings, Configurations, Custom Software, Data, and databases, documents, pamphlets, advertisements, books, magazines, surveys, studies, computer programs, films, tapes, and/or sound reproductions, to the extent provided by law.

*    *    *    *    *

[bookmark: _Toc60991076]Term

[bookmark: _Ref59455177]The initial term of this Agreement will commence on the Agreement Effective Date and continue for five-and-a-half years, subject to earlier termination as provided in the Agreement. 

[bookmark: _Ref59458250]HCA retains the right to unilaterally renew the term for up to three years in any time increments, subject to approval by CMS.

Notwithstanding any limitations in the above Section 2.1, and at HCA’s sole discretion, the initial term of this Agreement will be amended at Go-Live to allow for four full years of Operations and Maintenance services without affecting HCA’s ability to use the optional renewal years stated in Section 2.2.

[bookmark: _Toc60991077]Financial Matters

[bookmark: _Toc60991078]Maximum Amount  

The Maximum Amount payable under the terms of this Agreement is set forth in Exhibit A, Section 2:  Agreement Pricing, Deliverables, Services, and Key Staff.

[bookmark: _Toc60991079]Charges for Services

The Charges for Services are set forth in Exhibit A. Subject to HCA’s receipt of an accurate invoice, any Holdback amounts, Contractor’s performance of its obligations in accordance with the terms of this Agreement, and to HCA’s Acceptance of Deliverable(s) and exercise of its rights and remedies, HCA will pay Contractor the Charges for the Services that are described in this Agreement or established in a Change Order or an amendment to this Agreement, within 30 days of receipt of such invoice for Services provided in the previous month. HCA will not pay any claims for payment for Services submitted more than 12 months after the calendar month in which the Services were performed. 

[bookmark: _Toc60991080]Holdback

As set forth in Exhibit A, or as established in a Change Order or an amendment to the Agreement designating a Major Enhancement, HCA shall retain a Holdback of ten percent of the Charges for each Deliverable that has received Acceptance. For Deliverables that have received Acceptance prior to Go-Live of the POS solution, HCA will pay the holdback within 30 days following receipt of the invoice that follows HCA’s receipt of federal Certification from CMS. For Deliverables that have received Acceptance after Go-Live of the POS solution, HCA will pay Contractor the Holdback within 30 days following receipt by HCA of a properly submitted invoice following the end of the Warranty Period for the Deliverable or Major Enhancement. If the post Go-Live Deliverable or Major Enhancement requires federal Certification, however, the Holdback amount will be paid 30 days following receipt by HCA of an invoice that is issued in accordance with the terms of this Agreement following HCA’s receipt of Certification for the Deliverable or Major Enhancement. HCA will promptly notify Contractor of Certification after HCA receives written confirmation of Certification from CMS. Additionally, HCA’s payment of the holdback amount for each described situation will be subject to Contractor’s performance of its obligations in accordance with the terms of the Agreement, and HCA’s exercise of its rights and remedies.

[bookmark: _Toc60991081]Contractor Expenses

Contractor shall pay Contractor’s out of pocket expenses incurred in connection with providing the Services and any Deliverables under the Agreement, and shall be responsible for payment of all expenses related to salaries, benefits, employment taxes, insurance, travel and per diem for its Staff.

[bookmark: _Toc60991082]Taxes

HCA will pay sales or use taxes, if any, lawfully imposed on the Services or Deliverables acquired hereunder. Contractor must pay all other applicable taxes including, but not limited to, taxes based on Contractor’s income or revenue or personal property taxes levied or assessed on Contractor’s personal property.

[bookmark: _Ref514768443][bookmark: _Toc60991083]Invoice and Payment

Contractor must submit accurate invoices to the HCA Project Manager during the Project, and to the HCA Program Director during Operations and Maintenance, for all Charges and other amounts to be paid by HCA hereunder. Contractor may submit up to three invoices per month:  one monthly in arrears for the O&M Services; and two, on a semi-monthly basis, for the Project and/or Change Order related Charges. All invoices submitted must meet with the approval of the HCA Project Manager during the Project and the HCA Program Director during Operations and Maintenance prior to payment. Contractor shall submit invoices for Services or Deliverables only as permitted by this Section 3.6. Invoices must reference this Agreement, must provide detailed information, must be in the format requested by HCA, and must include the following:

HCA Agreement Number [TBD];

Contractor name, address, phone number and federal tax identification number;

Change Order Number, if applicable

Description of Services;

An itemization of each Deliverable, if applicable, including its Acceptance date;

Date(s) of delivery, installation, and Acceptance, as applicable;

Any other Project costs with a detailed, itemization of such costs, if applicable;

Holdback amounts, if any;

Credits and liquidated damages, if any;

Applicable taxes;

Total amount due.

Incorrect or incomplete invoices will be returned by HCA to Contractor for correction and reissue. The Agreement number must appear on all invoices, bills of lading, packages, and correspondence relating to this Agreement.  

[bookmark: _Ref515374473]Payment will be considered timely if deposited electronically in Contractor’s bank account or if a check or warrant is postmarked within 30 days of receipt of properly completed invoices.

[bookmark: _Ref533152648][bookmark: _Ref533152704][bookmark: _Toc60991084]Funding

The parties acknowledge and agree that this Agreement is dependent upon the availability of federal and State funding. If funding to make payments in accordance with the provisions of this Agreement is not forthcoming from the federal government or the State for the Agreement, or is not allocated or allotted to HCA by the federal government or the State for this Agreement for periodic payment in the current or any future fiscal period, then HCA shall notify Contractor in writing as soon as practicable after HCA is aware of such nonallocation or nonfunding. The obligation of HCA to make payments after the effective date of such nonallocation or nonfunding, will cease and terminate; provided, however, Contractor will be entitled to payment for Services and Deliverables as provided in Section 21.8 Termination for Nonallocation of Funds.

If funding to make payments in accordance with the provisions of this Agreement is not allocated or allotted in full, delayed (e.g., in the event of the failure of the State to timely pass a budget) or reduced from the federal government or the State in the current or any future fiscal period, then the obligations of HCA to make payments will cease, or be delayed or reduced accordingly or HCA may terminate the Agreement as provided in Section 21.6 Termination for Convenience. If such funding is reduced, HCA in its sole discretion will determine which aspects of the Agreement may proceed and which Services may be performed, with Contractor’s Charges for such Services and Deliverables determined in accordance with those then established under the Agreement. In these situations, HCA will pay Contractor for Services and Deliverables in accordance with the terms of Section Section 21.6 Termination for Convenience and Section 21.8 Termination for Nonallocation of Funds. Any obligation for HCA to pay will not extend beyond the end of HCA’s then current funding period, except as otherwise provided in Section  21.6.3 and Section 21.8.

Contractor expressly agrees that no penalty or damages will be applied accrued to HCA in the event that the necessary funding to pay under the terms of this Agreement is not available, not allocated, not allotted, is delayed or reduced. In the event of termination of this Agreement, HCA will make payments as described in Section 21 Termination.  

[bookmark: _Ref515443890][bookmark: _Toc60991085]Most Favored Customer

Contractor agrees all the prices, terms, rates, warranties, and benefits granted by Contractor are comparable to or better than the terms, prices, warranties and benefits being offered by Contractor to any present customer meeting substantially similar qualifications or requirements as HCA, except as otherwise required by applicable federal law. Except as otherwise herein provided, if Contractor shall, during the term of this Agreement, enter into arrangements as a whole with any other substantially similar customer providing greater benefits or more favorable terms than those provided herein for provision of same or similar services as provided to HCA, Contractor shall be obligated to provide the same to HCA.

[bookmark: _Toc60991086]Overpayments to Contractor

Contractor shall promptly, but in all cases within 30 days, pay to HCA the full amount of any erroneous payment or overpayment upon Notice of an erroneous payment or overpayment to which Contractor is not entitled. If Contractor fails to make such a timely refund, HCA may charge Contractor one percent per month on the amount due until paid in full.

[bookmark: _Toc60991087]Advance Payments Prohibited

Advance payments are prohibited and HCA shall make no advance payment for goods or Services furnished by Contractor pursuant to this Agreement.

[bookmark: _Toc60991088]Credits

Any credits due to HCA under this Agreement may be applied against Contractor’s invoices with appropriate information attached.

[bookmark: _Toc60991089]No Increases

Contractor shall provide the Services and any Deliverables at the amounts agreed upon in this Agreement as modified by Change Orders and amendments to the Agreement, if any. 

[bookmark: _Toc60991090]Interest

Undisputed amounts remaining unpaid after 30 days following their due date will accrue interest and shall be paid to Contractor as provided in RCW 39.76.011.

[bookmark: _Toc60991091]Project and Operations Management

[bookmark: _Toc60991092][bookmark: _Ref514767175]Reports and Meetings

Contractor must produce and submit reports described in RFP Attachment 16, Performance Standards in accordance with the terms of this Agreement.

Contractor’s Project Manager must attend weekly status meetings during the Project

Contractor must attend oversight/stakeholder management meetings at HCA’s request.

Contractor must attend bi-weekly status meetings with the HCA Project Manager and project team members.

Contractor must attend bi-weekly ProviderOne Operations Group meeting and other mutually agreed meetings, which may be conducted by telephone conference call, video conference, and/or web conference at HCA’s reasonable discretion.

[bookmark: _Toc60991093]Operations Documents

The parties will collaboratively developed the an Operations Guide for managing ongoing System Operations and defining the processes, responsibilities and relationships of Contractor and HCA for the Operations and Maintenance of the POS solution. The Contractor will maintain the Operations Guide throughout operations, including distribution of amendments.

Contractor will maintain the System Documentation in the Documentation Repository. Changes to these documents resulting from the Change Request process will be incorporated and indicated as tracked changes in the pertinent part of the documents. Contractor must incorporate and accept the tracked changes from the approved As-Built Deliverable to the appropriate part(s) of the System Documentation within 30 days of the date the complete functionality of the related Change Order is released into Production.

[bookmark: _Toc60991094]Contractor Project Manager and Operations Manager

Contractor must assign a Contractor Project Manager and a Contractor Operations Manager of management levels sufficient to assure timely responses from all Contractor Project and Operations personnel, and whose résumés and qualifications will be reviewed and subject to approval by HCA prior to appointment as the Contractor Project Manager and the Contractor Operations Manager. The approval process may include, at HCA’s discretion, an interview with the proposed Contractor Project Manager and Contractor Operations Manager. HCA will not unreasonably delay or deny approval of the Contractor Project Manager or Contractor Operations Manager. The Contractor Project Manager and Contractor Operations Manager will both be Key Staff and will both be liaisons with the HCA Project Manager and HCA Operations Section Manager, respectively.

Contractor Project Manager and Contractor Operations Manager must be fully qualified to perform the tasks required of those positions under this Agreement. The Contractor Project Manager and Contractor Operations Manager will function as Contractor’s authorized representative for all management and administrative matters of the Project and Operations, respectively, not inconsistent with the provisions contained herein. The Contractor Project Manager and Contractor Operations Manager must be able to make binding decisions about the Project and Operations and Maintenance, respectively, pursuant to this Agreement for Contractor. The Contractor Project Manager and Contractor Operations Manager or other substitute Project or Operations and Maintenance management personnel for Contractor must work out of Contractor’s Olympia, Washington office.

Contractor must not change the Contractor Project Manager or Contractor Operations Manager except as provided in Section 4.4.6. If the Contractor Project Manager or Contractor Operations Manager is removed or replaced:  (i) Contractor must appoint an interim replacement and provide the long term replacement Contractor Project Manager or Contractor Operations Manager in accordance with the Performance Standards, Exhibit C; and (ii) Contractor will submit a résumé to HCA and must obtain HCA’s approval of the replacement Contractor Project Manager or Contractor Operations Manager before the replacement Contractor Project Manager or Contractor Operations Manager begins work on the Project or Operations, respectively.

Any written commitment specific to the Project or to System Operations and Maintenance by the Contractor Project Manager or Contractor Operations Manager, respectively, or designees will be binding upon Contractor.

[bookmark: _Ref514915920][bookmark: _Ref516646796][bookmark: _Toc60991095]Contractor Staff and Key Staff

Contractor shall provide to HCA an updated organization chart of Contractor’s management structure and an updated list of Staff assigned to the Project and to positions during Operations and Maintenance, upon request.

Contractor shall provide a sufficient number of Staff that are resident at Contractor’s Olympia, Washington facilities as well as other Staff as required for the Project and to provide the ongoing Operations and Maintenance Services and any additional Services required for any Major Enhancement Projects.

[bookmark: _Ref58415136]When the parties have designated a Major Enhancement Project, Contractor must assign a Contractor Project Manager as delineated in Section 6 Major Enhancements. Contractor may also assign project managers and other project-related staff, e.g., development, implementation, test managers, for other projects and CRs.

Contractor’s ongoing Key Staff and positions for the Project and for Operations and Maintenance are listed in Section 1 of Exhibit A. The Contractor Project Manager appointed for a Major Enhancement will also be Key Staff for the duration of the Project. (See Section 6.1).

Contractor shall provide HCA with job descriptions for Key Staff positions and updated job descriptions if modified by Contractor.

[bookmark: _Ref513098816][bookmark: _Ref37031977]Except in the case of a legally required leave of absence, sickness, death, termination of employment or unpaid leave of absence, Contractor shall not change Project or Operations and Maintenance Key Staff during the Project or Operations and Maintenance period, or the Contractor Project Manager during any Major Enhancement without the prior written approval of HCA. 

For any Key Staff who have left employment with Contractor or a Subcontractor, Contractor must appoint an interim replacement and provide the long term replacement Key Staff in accordance with the Performance Standards, Exhibit C. Any Contractor-proposed replacements for Key Staff who have so left must have comparable or greater skills for performing the activities as the Key Staff being replaced.

During the term of the Agreement, HCA reserves the right to approve or disapprove Contractor’s and any Subcontractor’s Key Staff assigned to this Agreement, to approve or disapprove any proposed changes in Key Staff, or to require the removal or reassignment of any Contractor or Subcontractor Staff found unacceptable by HCA. Contractor shall provide HCA with a résumé of any member of its Key Staff or a Subcontractor’s Key Staff assigned to or proposed to be assigned to any aspect of the performance of this Agreement prior to commencing any Services. 

Contractor assumes sole and full responsibility for its acts and the acts of its Staff. Contractor understands and agrees that HCA does not assume liability for the actions of the Subcontractors or Contractor’s other agents. Contractor agrees that it has no right to indemnification or contribution from HCA for any judgments rendered against Contractor, its Subcontractors or agents.

[bookmark: _Ref519591589]Contractor agrees that any claim on behalf of any person arising out of employment or alleged employment by Contractor (including, but not limited to, claims of discrimination against Contractor, its officers, or its agents) are the sole responsibility of Contractor and are not the responsibility of HCA. Contractor will indemnify and hold HCA harmless from any and all such claims asserted against HCA. Any person who alleges a claim arising out of employment or alleged employment by Contractor will not be entitled to any compensation, rights, or benefits from HCA (including, but not limited to, tenure rights, medical and hospital care, sick and annual/vacation leave, severance pay, or retirement benefits).

[bookmark: _Ref515443937][bookmark: _Toc60991096]Reference Checks

Contractor understands and acknowledges that its staff will have access to Confidential Information when providing Services to HCA. In order to provide adequate protections for the Confidential Information, HCA may conduct a reference check on Contractor Staff to be used to provide the Services and reserves the right in its sole discretion to reject any proposed Staff as a result of information produced by such reference checks or additional sources of information.

[bookmark: _Toc60991097]HCA Project Manager

The Contractor Project Manager’s primary point of contact in matters of Project management will be the HCA Project Manager. The HCA Project Manager or designee or successor will manage this Agreement on behalf of HCA and will be the principal point of contact for the Contract concerning Contractor’s performance under this Agreement.

[bookmark: _Toc60991098]HCA Operations Section Manager

The HCA Operations Section Manager or designee or successor will manage System Operations under this Agreement on behalf of HCA and will be the principal point of contact for the Contractor Operations Manager in matters of System Operations and Contractor’s performance under this Agreement. HCA may change the HCA Operations Section Manager in its sole discretion.

[bookmark: _Ref515445773][bookmark: _Toc60991099]Employment of State Personnel

Contractor shall not knowingly hire on a full time, part time, or other basis during the period of this Agreement any managerial, professional or technical personnel of HCA that are or have been at any time during the term of this Agreement in the employ of HCA, except regularly retired employees, without the written consent of HCA. Further, Contractor shall not knowingly engage on this Agreement on a full time, part time, or other basis during the period of this Agreement any retired employee who has not been retired for at least one year, without the prior written consent of HCA.

[bookmark: _Ref515445797][bookmark: _Toc60991100]Accounting Requirements 

Contractor shall establish and maintain an accounting system with procedures and practices in accordance with generally accepted accounting principles, as interpreted by HCA and other pertinent federal and State authorities, in order to support account coding for FFP and cost allocations, and that conforms to any other accounting requirements required by HCA, or any pertinent federal and State authorities. HCA in its discretion may accept Contractor’s adoption of and Contractor’s conformance with the International Financial Reporting Standards as compliance with the requirements of this section. The accounting system must maintain records pertaining to the Services and all other costs and expenditures made under this Agreement, and the costs properly applicable to the Agreement must be readily ascertainable therefrom.

[bookmark: _Ref515445787][bookmark: _Toc60991101]Records Retention, Audit, and Access Requirements

Contractor agrees to the conditions of all applicable HCA, State and federal regulations regarding retention and access requirements relating to all financial and programmatic records, supporting documents, statistical records, and other records of this Agreement. In addition, Contractor agrees to the following terms regarding retention of records and access for HCA, State and federal government officials.

Contractor and its Subcontractors shall maintain books, records, documents and other evidence relating to this Agreement and the performance of the Services described herein, including documentation that sufficiently and properly reflects all direct and indirect costs billed to HCA during the performance of this Agreement and shall retain all such records for six years after the expiration or termination of this Agreement. If any litigation, claim or audit is started before the expiration of the six year period, the records must be retained for one year following the termination of all litigation, claims, or audit findings, including all appeals, involving the records.

At no additional cost, these records, including materials generated under this Agreement, are subject at reasonable times and upon prior Notice to examination, inspection, copying, or audit by personnel so authorized by the HCA, the Office of the State Auditor, and State and federal officials so authorized by law, rule, regulation or agreement. Contractor shall provide such books, records, reports, and other compilations of data pursuant to this Agreement for purposes that include but are not limited to: (a) monitoring Contractor performance in accordance with state and federal law (e.g., 42 USC 1396a(a)(30)); (b) conducting performance evaluation activities of Contractor; and (c) conducting audits of Contractor.

During the term of this Agreement, access to the records will be provided within Thurston County, after giving Contractor a reasonable amount of time to identify, copy and provide the records. During the six year period after this Agreement term or one year term following litigation, delivery of and access to these items will be at no cost to HCA. Contractor is responsible for any audit exceptions or disallowed costs incurred by Contractor or any of its Subcontractors. The Subcontractor Deliverables are not required to be retained by Contactor within Thurston County so long as access is provided to HCA in Thurston County in a timely manner and such delivery of and access to these items in Thurston County is at no cost to HCA.   

Contractor shall include the records retention and review requirements of this section in any of its subcontracts with Subcontractors. Contractor personnel shall accompany any HCA personnel at all times during any examination, inspection, review or audit. Contractor shall make no charges for services rendered in connection with an audit requested by HCA.

Books, records, documents, and other evidence of accounting procedures and practices related to Contractor’s cost structure, including overhead, general and administrative expenses, and profit factors are excluded from HCA’s review unless the cost or any other material matter under this Agreement is calculated or derived from these factors.

Contractor shall provide right of access to its facilities to HCA or to any other authorized agent or official of the state of Washington or the federal government, at all reasonable times, upon receipt of written notice at a mutually agreeable time in accordance with applicable State and federal law, in order to monitor and evaluate performance, compliance or quality assurance under this Agreement.

[bookmark: _Ref519840610][bookmark: _Toc60991102]Security, Audit and Risk Assessment Requirements

[bookmark: _Ref527018709]The federal government, the state of Washington and HCA all maintain security requirements regarding privacy, data access, confidentiality, integrity and protection, and other areas. At a minimum Contractor is required to comply with the appropriate portions of the HCA Information Security Policy and Standards, the state of Washington OCIO Security Standard, 141.10 (https://ocio.wa.gov/policy/securing-information-technology-assets-standards), and the HIPAA Privacy, Security and Breach Notification Rules, as updated. Contractor’s failure or unwillingnes to comply with this or any other requirement in this Section 4.11 will constitute a material breach of this Agreement.

Contractor’s compliance may be demonstrated by mapping comparable contractor controls to these IT security policies and standards, and by adding supplemental controls that close identified gaps and updating such mapping and any supplemental controls in its annual security report.

Contractor shall provide HCA with an annual report by June 30th of each year describing its security program and any updates or enhancements and including an attestation that Contractor is in compliance with the security requirements of this Section 4.11.

At HCA’s sole discretion, the HCA Chief Information Security Officer, or delegate, will conduct a security design review of Contractor once every 3 years to assess compliance with security requirements, identify any nonconformities and related causes, and track and oversee any needed corrective actions.

Contractor shall actively participate and assist HCA or State auditors or State oversight staff in conducting security design reviews, security audits, risk assessments or other audits as requested and scheduled by HCA. Contractor shall work collaboratively with HCA or State auditors and provide complete and accurate information and documentation in a timely manner at no additional cost to HCA for such participation and assistance.   

As part of the Services, Contractor shall provide, upon HCA’s request, a copy of those portions of Contractor’s or Subcontractors’ internal audit reports relating to the Services provided to HCA under this Agreement. 

At Contractor’s sole expense, Contractor must provide HCA an annual report from its external auditor on effectiveness of internal controls. The report must be provided at Go-Live and annually thereafter. The report must be compliant with the American Institute of Certified Public Accountings (AICPA) Statement on Standards for Attestation Engagement (SSAE) No. 18, Reporting on Controls at a Service Organization, Service Organization Control (SOC) 1, SOC 2, and Type 2 Report.  

1. HCA may select the Control Objectives for the examination. Contractor must submit a copy of the resulting Service Organization Control (SOC 2) Type II Report to HCA within 30 days of completion of the audit. If any relevant exceptions are noted, Contractor shall correct those exceptions at its expense in a timely manner. 

Subcontractors are subject to this audit requirement. Contactor shall make available to HCA any of the above reports or similar external audit reports that are conducted by Subcontractors, and shall provide HCA with information or documentation of any security certifications (e.g. NIST, FedRAMP, etc.) held by Subcontractors.

[bookmark: _Toc60991103]Supplemental Contracts

In compliance with CMS requirements, the state has awarded a contract for Independent Verification and Validation (IV&V) services for all modular enhancement or development projects across the Washington Medicaid Enterprise, as determined by CMS and HCA. The technology components of the Washington Medicaid Enterprise include: ProviderOne and Fraud and Abuse Detection System of HCA, the Automated Client Eligibility System of DSHS, the Washington HealthPlanFinder of the Washington Health Benefit Exchange, and any successor systems. The Washington Medicaid Enterprise may also develop or add other technology components as appropriate to the delivery of Medicaid services. Contractor shall cooperate, and must ensure that all its Subcontractors cooperate, with this Independent Verification and Validation service provider.

HCA may undertake or award other supplemental contracts for work related to this Agreement, or any portion thereof. Contractor shall cooperate with such supplemental contractors and HCA in all such cases and must ensure that all its Subcontractors abide by this provision. 

Contractor has no responsibility for the actions or inactions of HCA’s supplemental contractors or for any delays that may be caused by any such supplemental contractors, unless such delays are caused by or the result of Contractor’s actions or inactions. 

[bookmark: _Ref515092183][bookmark: _Ref515092286][bookmark: _Ref515096462][bookmark: _Toc60991104]Warranty Services and Operations and Maintenance Services

[bookmark: _Toc60991105]Warranty Services

During any Warranty Period, Contractor shall provide Services as described in this Section 5 as the Warranty Services at no additional cost to correct any Deficiencies in Deliverables and Services. After the Warranty Period, Contractor shall perform these Services as part of Operations and Maintenance at the Charges in Exhibit A.

[bookmark: _Ref519343292][bookmark: _Toc60991106]Operations and Maintenance

HCA utilizes a facilities management operations and maintenance model, where State staff perform the majority of programmatic activities and some related operations activities and Contractor provides System Maintenance and Operations as identified in this section. Teams of State staff perform the bulk of programmatic operational activities including, but not limited to, the following:

Provider enrollment and relations;

Client services and relations;

Call center staffing and management;

Prior authorization;

Claims administration and Processing;

Imaging and document automation services;

Reference file updates;

Coordination of Benefits/Third Party Liability;

Financial operations; and

Financial recovery.

[bookmark: _Ref525132683]Contractor is responsible for providing, operating and maintaining in accordance with applicable Specifications the:

Infrastructure;

 User Accepteance Testing environment

Ticketing system;

Repository for System Documentation and other related Operations and Maintenance documents and Project Artifacts;

Disaster Recovery;

Updates, patches, physical security, backup/restore, Maintenance and repairs to components of the Production, test and all other Washington accessible environments for the System including but not limited to:

Equipment;

Operating systems;

Database systems;

Application Software and other Software Modules;

Utilities for Modules, the System, the database, Software, and communications;

 Data telecommunications lines (if applicable);

Communications Software (if applicable);

Drivers; and

Configurations.

Contractor shall provide Operations Services for the System and Maintenance Services to correct Deficiencies in the System and support, repair and maintain the System, all in accordance with the Specifications and the terms of this Agreement, including but not limited to the Performance Standards in Exhibit C. Contractor’s Service responsibilities include, but are not limited to, the following while operating and maintaining the System:

Correction of any Deficiency of the System, including development, testing, and Implementation of such correction;

Maintaining and timely updating all System Documentation and incorporating As-Built Deliverables into the System Documentation;

Fulfilling Operational support Service Requests;

Upon request by HCA, re-perform any Service that fails to meet the requirements of this Agreement, at no additional cost;

Providing these Services 24 hours a day, Monday through Sunday;

Proposing revisions to the Software as necessary to meet HCA’s Processing needs;

Coordinating with HCA all tasks related to correcting problems and Deficiencies connected with the Software, Data, and Infrastructure; and

Executing on-line diagnostics from a remote Contractor location solely to assist in the identification and isolation of suspected Deficiencies.

[bookmark: _Ref515094985][bookmark: _Toc60991107]Inquiry Assistance and Response

Contractor shall provide responses to inquiries from HCA as follows:

For an Unplanned Outage or for an Operations Event, Contractor must respond as provided in Exhibit C, Performance Standard 4 Uplanned Outage or Operations Event Response Time;

For correction of a Defect or an Unplanned Outage, Contractor must respond as provided in Exhibit C, Performance Standard 6 System Maintenance;

For questions relating to the Software, e.g., identifying the source of problems, versions, patches, HCA will log an inquiry ticket in the Contractor ticketing system and Contractor must respond within three Business Days or as otherwise agreed. If Contractor fails to respond in a timely fashion, HCA may log a Defect ticket in the Contractor ticketing system;

For inquiries about the clarification of Documentation, HCA will log an inquiry ticket in the Contractor ticketing system and Contractor must respond within three Business Days or as otherwise agreed. If Contractor fails to respond in a timely fashion, HCA may log a Defect ticket in the Contractor ticketing system.

[bookmark: _Ref515095261][bookmark: _Toc60991108]Additional Assistance (if applicable)

In addition to HCA’s other remedies, if Contractor has been unable to resolve Severity Level 1 Deficiencies or Severity Level 2 Deficiencies that involve Subcontractor or Third-Party Software in the timeframes set out in Exhibit C, Performance Standards, and HCA requests additional assistance, Contractor shall, within four Business Hours of HCA’s request, engage the services and seek the expertise of such Subcontractor or Third-Party Software provider to correct the Deficiency. 

In addition to HCA’s other remedies, if Contractor has been unable to resolve Severity Level 3 or Severity Level 4 Deficiencies that involve Subcontractor or Third-Party Software in the timeframes set out in Exhibit C, Performance Standards, and HCA requests additional assistance, Contractor shall within two Business Days of HCA’s request, engage the services and seek the expertise of such Subcontractor or Third-Party Software provider to correct the Deficiency.

[bookmark: _Toc60991109]Database

Contractor shall maintain and make available online to HCA a database of all Change Requests, Deficiencies, and other problems reported by HCA. The database will include, as a minimum, the following:

1. Date and time Contractor was notified;

Date and time of arrival or inquiry response;

Time spent for resolution of Deficiencies;

Description of Deficiency;

Description of severity level of Deficiency, e.g., emergency;

Description of Deficiency resolution; and

Date of resolution.

[bookmark: _Toc60991110]Bug or Defect Reports

At the end of each calendar quarter Contractor shall provide to HCA a list and description of all potential or actual problems, bugs, errors and Defects known by Contractor to be in any version of the Software, including but not limited to Custom Software, Transfer Software, Proprietary Software and Third Party Software used by HCA, along with a schedule for resolution thereof. Deficiencies, problems, errors and bugs causing crashes or corruption of the Data must be reported by Contractor to HCA within eight hours of their becoming known to Contractor.

[bookmark: _Toc60991111]Performance Standard Measurement

Contractor shall maintain the System, in whole and in part, to meet the Performance Standards, Exhibit C. Contractor will conduct tests for measuring and certifying the achievement of the Performance Standards. Contractor must implement all testing, measurement and monitoring tools and procedures required to measure and report Contractor’s performance of the Services and System against the applicable Performance Standards. Such testing, measurement and monitoring must permit reporting at a level of detail sufficient to verify compliance with the Performance Standards and will be subject to audit by HCA. Contractor will provide HCA with information and access to all information or Work Product produced by such tools and procedures within the timeframes set out in the Performance Standards and upon request for purposes of verification.

[bookmark: _Ref515117600][bookmark: _Toc60991112]Enhancements

Contractor shall provide HCA with all Enhancements and associated documentation that are provided as general releases to the Software, in whole or in part, at no additional cost. Such documentation must be adequate to inform HCA of the problems resolved including any significant differences resulting from the release that are known by Contractor. Contractor certifies that each such Enhancement general release has been tested and performs according to the Specifications. Contractor agrees to correct corrupted Data that may result from any System Deficiency introduced by the Enhancement at no additional cost.

In addition, Contractor shall promptly produce the Enhancements that HCA requests or which Contractor requests and HCA approves, in a commercially reasonable form at an additional Charge in accordance with the Change Order process described in Section 15. Contractor shall provide Enhancements to correct any Deficiency at no additional cost and without the need for a Change Order during the applicable Warranty Period.

If Contractor develops a new Function for its System for another state, and if Contractor has rights to make it available to HCA for Washington’s use, Contractor will make available the new Function to HCA at no additional cost for the Function. Contractor may charge HCA to customize, configure and implement the Function for HCA’s specific version of the Function. If new functionality for the System must be developed for multiple states and is core to multiple customers, Contractor will develop such functionality and allocate the cost for such functionality fairly and reasonably between HCA and the other states receiving or using the functionality, and HCA would pay for work specifically for HCA as described above. Contractor must pre-test each Function and give a Confirmation that it performs according to the Specifications as modified by written agreement of the parties. Contractor agrees to correct corrupted Data that may result from any Deficiency introduced by the Function.

[bookmark: _Toc60991113]Exclusion

Contractor shall have no obligation or liability to HCA under this Section 5 to the extent that a Deficiency results from modifications to the System by HCA where such modification was not made pursuant to the Documentation or Contractor’s written guidance, instruction, training, or recommendation.

[bookmark: _Toc60991114]Continuous Improvement

On an ongoing basis, as part of its total quality management process, Contractor must keep abreast of technology advances and identify, report to HCA, and implement ways to improve performance of the System and Services and identify and apply techniques and tools from other Contractor installations that would benefit HCA operationally or financially.

On an ongoing basis, as part of its total quality management process, Contractor must keep abreast of CMS initiatives (e.g., MITA) and tools (e.g. MECT, MEET) and develop Deliverables and perform Services in alignment with such CMS initiatives and guidance.

[bookmark: _Ref516647885][bookmark: _Toc60991115]Major Enhancements 

[bookmark: _Ref514767205][bookmark: _Toc60991116]Contractor Project Manager 

When the parties have designated a Major Enhancement Project, Contractor shall assign a Contractor Project Manager of a management level sufficient to assure timely responses from all Contractor Project personnel regarding the Major Enhancement Project. The Contractor Project Manager will be Key Staff, as described in Section 4.4.3. HCA will review the résumé and qualifications and must approve the proposed Contractor Project Manager prior to appointment as the Major Enhancement Project Manager. The Contractor Project Manager will closely collaborate with the HCA Project Manager and other State agency project managers, as applicable, in jointly monitoring and controlling the Project performance, and will be the principal point of contact for Contractor for all matters related to the Major Enhancement. The Contractor Project Manager will function as Contractor’s authorized representative for all management and administrative matters of a Project not inconsistent with the provisions contained herein and decisions made by Contractor Project Manager about the Project will be binding.

[bookmark: _Toc60991117]Other Project Staff

Contractor may be required to designate additional Project-related staff for the duration of a Major Enhancement Project (e.g., a Solutions/Technical Manager, an Implementation Manager, or a Test Manager) as agreed to by the parties in the Change Order or Agreement amendment that defines the Major Enhancement.

[bookmark: _Ref515118651][bookmark: _Toc60991118]Major Enhancement Work Plan

When undertaking a Major Enhancement Project, Contractor shall define a Work Plan with detailed information including, but not limited to, tasks, Deliverables, Schedule, task dependencies, identification of resource requirements, the mutual expectations and work to be performed by HCA and Contractor in order to complete the Major Enhancement successfully. Contractor will provide updates to the Work Plan regularly, at an agreed-upon interval and as otherwise necessary throughout any Major Enhancement Project to accurately reflect the status of activities, tasks, events, Services, and the projected Schedule for such activities, tasks, events and Services and will maintain updated copies of the detailed work plans in a common location accessible by HCA. Any updates to a Work Plan must be agreed upon by HCA prior to final incorporation into the Work Plan.

The Schedule will not change as a result of time required by Contractor to correct Deficiencies, unless otherwise agreed beforehand in writing by HCA. The Schedule may, in HCA’s discretion, be extended on a day to day basis to the extent that HCA’s review of a Deliverable and review of corrections of Deficiencies in accordance with the Acceptance process and Acceptance Test Plan is longer than described in the Schedule.

Contractor agrees each Work Plan will become a part of this Agreement by amendment upon Acceptance by HCA and agrees to execute any further documents necessary to accomplish this incorporation. Work Plan progress updates must allow adequate time, in HCA’s judgment, for HCA to review and comment on the updates, as well as any new or modified Deliverables, and revision or correction of Deliverables by Contractor.  

Unless otherwise specifically agreed to in writing, HCA’s agreement on a change to a Work Plan will not relieve Contractor of liability for liquidated damages and other damages arising from such failures to perform its obligations as required in the original Work Plan. 

If HCA broadens the scope of a Project or adds other priority CRs or tasks that adversely impact Contractor’s ability to fulfill its obligations under the Work Plan and if the parties agree to revise the Work Plan as a result of such scope and priority changes, the parties agree that liquidated damages for the Deliverables and Services will be measured against the agreed-upon changes to the Work Plan.

[bookmark: _Toc60991119] Modular Acquisition

In planning for the future, HCA has developed a modular strategy that enables flexibility to add, remove, or replace Modules as regulations, technology, and user needs change. HCA’s modular acquisition approach seeks to incrementally add, remove, or replace Modules to maintain ProviderOne as a modern MMIS into the future. 

The Parties desire to protect Contractor’s ability to participate in bidding on Modular Acquisition components, Modules, and/or services. Unless otherwise agreed upon, when HCA administers a competitive solicitation for a Modular Acquisition, Contractor will not be obligated to perform any role that would preclude Contractor’s eligibility to bid, as determined by HCA. However, the Parties recognize that HCA may conduct a Modular Acquisition without launching a competitive procurement; for example, HCA may select a contractor from a cooperative contract or re-purpose an existing solution. Regardless of the method, Contractor will cooperate with all contracted entities and with HCA, and will perform related activities in accordance with the Agreement.  

Notwithstanding Section 6.3.1, HCA will be responsible for managing the Modular Acquisition process, and will notify Contractor of its decision to add, remove, or replace a component, Module, and/or service, including a draft timeline and scope document. HCA will coordinate all Change Requests/Change Orders and all other formally documented processes on behalf of contracted entities.

Contractor will provide ongoing support and assistance to HCA and its contracted entities in accordance with the Agreement. When contracted entities require support and assistance, those entities will submit such requests to HCA, and HCA will review and relay those requests to Contractor; Contractor will respond directly to HCA. Contracted entities will not directly submit requests to Contractor, and Contractor will not directly respond and provide assistance to the contracted entities, unless otherwise agreed to in writing by HCA (e-mail acceptable).

[bookmark: _Toc60991120]Services and Resources

[bookmark: _Toc15189211][bookmark: _Toc480804979][bookmark: _Toc60991121][bookmark: _Toc415632232][bookmark: _Toc443021400][bookmark: _Toc487342195]Performance

Contractor will begin performing the Services on the Effective Date and will continue to perform the Services as described in this Agreement to operate, maintain, and improve the POS in accordance with this Agreement. 

[bookmark: _Toc60991122][bookmark: _Toc15189212][bookmark: _Toc480804980]Offshoring

Contractor and its Subcontractors (and their subcontractors at any tier) shall not perform any of the Services, directly or indirectly, outside of the United States, unless agreed upon in advance and in writing by HCA for specific Services.

[bookmark: _Toc60991123][bookmark: _Toc415632233][bookmark: _Toc443021401][bookmark: _Toc487342196]Necessary Resources

HCA shall provide Property and other resources and personnel as described in the RFP and Section 5.2 Operations and Maintenance. Contractor shall provide the personnel and all other materials and resources necessary for the performance of the Services as described in this Agreement.

[bookmark: _Toc443021413][bookmark: _Toc487342208][bookmark: _Toc15189224][bookmark: _Toc480804981][bookmark: _Toc60991124][bookmark: _Toc415632297]Ownership

Title to Work Product and to all Property furnished by HCA shall remain in HCA. Title to all Property purchased by Contractor, for which Contractor has been reimbursed by HCA under this Agreement, shall pass to and vest in HCA upon the Acceptance of the applicable Deliverable in which the Property is included, unless otherwise provided in the Agreement.

[bookmark: _Toc60991125]Use of Property

Any Property furnished to Contractor must be used only for the performance of Contractor’s obligations under and subject to the terms of this Agreement.

[bookmark: _Toc60991126]Damage to Property

Contractor shall protect and be responsible for any loss, destruction, or damage to Property that results from or is caused by Contractor’s willful misconduct or negligent acts or omissions or from the failure on the part of Contractor to maintain and administer that Property in accordance with sound management practices. Notwithstanding anything to the contrary herein, Contractor shall be liable to HCA for any damages resulting from damage to Property, which damages result from or are caused by Contractor’s willful misconduct, negligence, or breach of the Agreement. Contractor shall ensure that the Property is returned to HCA in like condition to that in which it was furnished to Contractor, reasonable wear and tear excepted. Contractor shall repair or make good any such damage, destruction or loss at any HCA Site, and shall do so without requesting contribution from HCA or assistance from HCA officers or employees.

[bookmark: _Toc60991127]Notice of Damage

Upon the loss of, destruction of, or damage to any of the Property, Contractor shall notify the HCA Program Director thereof and shall take all reasonable steps to protect that Property from further damage.

[bookmark: _Toc60991128]Surrender of Property

Contractor shall surrender to HCA all Property upon the earliest of completion, termination, or cancellation of this Agreement.

[bookmark: _Toc60991129]State Property and Facilities

HCA or the State will provide Contractor access to the necessary State facilities and use of the necessary State Equipment for development, testing and implementation of the System and for Operations and Maintenance of the System. Contractor’s use of any State Equipment or facilities is subject to the State’s security and administrative requirements.

[bookmark: _Toc60991130]Equipment 

[bookmark: _Toc60991131]Contractor Equipment

Contractor shall provide Equipment in accordance with the GSDD and shall update the GSDD to reflect changes in Equipment. 

If Contractor Equipment or Infrastructure that is located at a State Site is damaged as a result of a Force Majeure event under Section 22.16, Contractor shall replace such Equipment and Infrastructure and will install such Equipment and Infrastructure in the new or temporary Site designated by HCA, at Contractor’s cost. HCA, however, shall be responsible for providing connectivity of such Equipment and Infrastructure to telecommunications facilities for which HCA is responsible.

[bookmark: _Ref519518356][bookmark: _Toc60991132]Deliverables

[bookmark: _Toc60991133]General

Contractor shall provide HCA with the Deliverables established and defined in this Agreement or in Change Orders, or as otherwise mutually agreed upon in writing. Contractor shall utilize the Specifications, a Work Plan, if applicable, Deliverables that have previously received Acceptance, Contractor’s professional knowledge, and this Agreement as the basis of subsequent Deliverables. Contractor shall retain backup copies of all Deliverables on electronic media accessible by HCA until six months after termination or expiration of this Agreement and shall provide HCA with a copy thereof upon request.

All Deliverables are subject to HCA’s Acceptance, including without limitation Deliverables provided pursuant to Change Orders.

Source Code and associated technical Documentation for the Custom Software and for the Application Software that is licensed by Contractor to HCA in Source Code form are Deliverables and are addressed in Section 10.2.  

[bookmark: _Toc60991134]Work Plan

The final Work Plan will be comprised of Contractor’s Work Plan in its Response to the RFP, as mutually revised by Contract and HCA, to relect Project changes since Contractor’s initial submission. The Work Plan will provide detailed information, in a Microsoft Project document as described in RFP Section 2.4.12.1, including but not limited to tasks, Deliverables, Schedule, task dependencies, identification of resource requirements, and Payment Schedule. The Work Plan will be inclusive of the mutual expectations and work to be performed by HCA and Contractor in order to complete the Project successfully. Contractor must deliver the revised Work Plan to the HCA Project Manager for HCA’s review not later than 30 days after the Effective Date of the Agreement. In the event of failure of the parties to agree upon this Work Plan and/or of HCA to give its Acceptance thereof within 45 days of the Effective Date, HCA may invoke its right to immediately terminate this Agreement, and, in HCA’s discretion, pursue negotiations with an alternative contractor.

The Schedule must not change as a result of time required by Contractor to correct Deficiencies, unless otherwise agreed beforehand in writing by HCA. The Schedule may, however, in HCA’s discretion, be extended on a day-to-day basis to the extent that HCA’s review of a Deliverable and review of corrections of Deficiencies in accordance with the Acceptance process is longer than described in the Schedule.

Contractor must provide updates to the Work plan regularly (no less than bi-weekly) and as otherwise necessary throughout the Project to accurately reflect the status of activities, tasks, events, Services, and projected Schedule for such activities, tasks, events and Services. Any such update changes must be agreed upon by HCA prior to their final incorporation into the Work Plan. However, unless otherwise specifically agreed to in writing, HCA’s agreement on a change to the official Work Plan will not relieve Contractor of liabilitiy for liquidated damages and other damages arising from such failures to perform its obligations as required herein. Contractor must maintain updated copies of its detailed work plans in a common repository accessible by HCA.

[bookmark: _Toc60991135]Delivery

Contractor shall deliver the Deliverables on or before the applicable Delivery Dates in the Change Order or Work Plan. All such deliveries must be complete, in an agreed-upon format, and sent to HCA via email with a link to the Deliverable and associated Documentation in the Documentation Repository. Contractor must, at no cost to HCA, deliver to HCA, upon HCA’s request during the term or at the expiration or termination of all or part of Contractor’s performance hereunder, a then-current copy of all Deliverables.

[bookmark: _Ref514765838][bookmark: _Toc60991136]Acceptance Process for Deliverables

Upon delivery of a Deliverable and receipt of Confirmation from Contractor that the Deliverable meets its Specifications, HCA will, with Contractor’s assistance and in accordance with the Work Plan, if applicable, promptly review or perform Acceptance Tests on the Deliverable to determine whether the Deliverable conforms to its Acceptance Criteria. HCA will provide Acceptance for a Deliverable if it has no Deficiencies. If a Deficiency is found, however, HCA will notify Contractor in an email or other document of Deficiencies used as the grounds for HCA’s decision not to give Acceptance. Contractor shall correct Deficiencies and resubmit a corrected Deliverable to HCA to repeat its review or Acceptance testing on the Deliverable to verify whether the Deliverable lacks Deficiencies. HCA shall then either give its Acceptance or reject the Deliverable. Contractor’s times for correcting Deficiencies and HCA’s review of Deliverables will each be ten Business Days, unless otherwise specified in an applicable Work Plan.

If Contractor is unable to correct all Deficiencies within 60 days following the Deliverable’s scheduled Acceptance, HCA may, at its option:  (a) continue reviewing or performing Acceptance Tests on the Deliverable and require Contractor to continue until Deficiencies are corrected or eliminated; (b) request Contractor to provide, at its expense, a replacement Deliverable for further review or Acceptance Tests; (c) accept the Deliverable with its Deficiencies with a corresponding set-off from the Charges to be paid for the Deliverable; or (d) after completion of the process set forth in this Section 9.4 and providing Notice of default to Contractor, terminate this Agreement as described in Section 21.2 Termination for Rejection of Deliverables.

Contractor shall continuously protect all Deliverables and backups thereof from damage, destruction or loss resulting from or caused by the acts or omissions of Contractor while such Deliverables are in the Documentation Repository.

[bookmark: _Toc60991137]Interpretation of Deliverables

Subject to the Section 22.16 Order of Precedence clause, in the event of a contradiction, conflict, ambiguity or inconsistency in or between Deliverables or between Deliverables and documents that are part of this Agreement, the RFP and the Response, any such contradiction, conflict, ambiguity or inconsistency will be resolved in favor of the latest HCA approved Deliverable, except in the case where a previous documented requirement is inadvertently omitted or not addressed directly in a subsequent Deliverable. No requirements can be omitted from the Specifications without the written consent of the HCA Program Director.

[bookmark: _Toc60991138]Representation

By submitting a Deliverable, Contractor represents that, to the best of its knowledge, it has performed the associated tasks in a manner that will, in concert with other tasks, meet the Specifications and objectives stated or referred to in this Agreement. By unconditionally giving Acceptance for a Deliverable, HCA represents only that it has reviewed the Deliverable and detected no Deficiencies of sufficient gravity to defeat or substantially threaten the attainment of those objectives and to warrant the withholding of Acceptance for the work completed.

[bookmark: _Toc60991139]Knowledge Transfer

While constructing and developing any Deliverables, Contractor shall demonstrate and provide information to staff designated by HCA about the Functions and Operations of all such Deliverables in accordance with the Specifications and any applicable Work Plan.

[bookmark: _Toc515107243][bookmark: _Toc60991140]Software

[bookmark: _Toc480805001][bookmark: _Ref515431998][bookmark: _Ref515450314][bookmark: _Ref519580656][bookmark: _Toc60991141][bookmark: _Toc402664691][bookmark: _Toc415632289][bookmark: _Toc443021420][bookmark: _Toc487342215][bookmark: _Toc15189231][bookmark: _Ref37036571]Application Software and Documentation Licenses

[bookmark: _Ref514855523]Grants

1. Contractor hereby grants to HCA a nonexclusive, perpetual, non-terminable, irrevocable license to use, demonstrate, modify, prepare derivative works based on, and reproduce the Contractor Technology, the Transfer Software, and the Third‑Party Software that Contractor provides to HCA in Source Code format, for HCA’s internal purposes and for Processing data for other State agencies and other State, tax‑supported entities. 

Contractor hereby grants to HCA a nonexclusive, perpetual license to use, demonstrate, modify, prepare derivative works based on, and reproduce the Third‑Party Software that Contractor provides to HCA in Executable Code format for HCA’s internal purposes and for Processing data for other State agencies and other State tax‑supported entities. 

[bookmark: _Ref515363860]Term

The licenses hereunder are granted as of the date of delivery of the Contractor Technology, Transfer Software, and Third Party Software and continue until HCA returns the Contractor Technology, Transfer Software and Third Party Software and copies thereof to Contractor or erases such Software from its System; however, HCA will have the right to retain a copy of any such Software for archival purposes

Title

[bookmark: _Ref519580726]Contractor and its suppliers hold all right, title and interest in the Contractor Technology, Transfer Software and Third‑Party Software. For purposes of this Section, Deliverables that contain Contractor Technology and Third-Party Software will be deemed to be compilations as defined in 17 U.S.C. §101 and will be owned by State as provided in 17 U.S.C. §103(b), and the underlying Contractor Technology and Third-Party Software included in the Deliverables by Contractor will remain owned by Contractor and its suppliers.

System Documentation

Contractor shall provide all System Documentation in the Documentation Repository, a web-based repository that will be accessible to HCA during the term of this Agreement. Contractor shall maintain the repository and provide Upgrades and revisions to the System Documentation at no additional charge to HCA during the term of the Agreement. Contractor’s System Documentation must be comprehensive, well structured, and indexed for easy reference. HCA owns all System Documentation resulting from Deliverables developed for HCA under this Agreement. Contractor grants HCA a nonexclusive, perpetual, non-terminable, irrevocable right to use, make derivative works based upon, modify, and reproduce the other System Documentation furnished pursuant to this Section, at no additional charge.

Restrictions

Except as otherwise permitted in this Agreement, HCA agrees not to otherwise copy, display, transfer, adapt, modify, reverse engineer, decompile, disassemble, or distribute to any third party or lease the Third Party Software or any copy of it that is provided in Executable Code format.

Replacement Equipment

HCA is entitled to exercise its rights to Application Software and any replacement Third Party Software chosen by HCA regardless of where it is installed without payment of additional Charges.

Third-Party Software Licenses

Prior to utilizing any Third Party Software product that may be included as part of a Software Deliverable to HCA and that will require HCA to execute a license agreement from the licensor, Contractor shall provide to HCA copies of any applicable license agreement from the licensor of the Third Party Software to allow HCA to pre-approve such license agreement.

Versions

Unless otherwise mutually agreed to in writing, Contractor shall, during the Project, maintain any and all Third Party Software products at their most current version or no more than one version back from the most current version at no additional Charge. However, Contractor shall not maintain any Third Party Software versions, including one version back, if any such version would prevent HCA from using any Functions, in whole or in part, or would cause Deficiencies in the System. If implementation of an upgrade to a Third Party Software product requires personnel in addition to the current Operations and Maintenance Staff, HCA and Contractor will discuss whether to implement such an upgrade and, if mutually agreed upon in writing, the additional Charges, if any, to be paid by HCA for such upgrade. Any additional costs that are charged by a Third Party Software manufacturer for an upgrade to a Third Party Software product that are not covered by such product’s maintenance agreement will be charged to and paid for by Contractor.

[bookmark: _Ref514926686][bookmark: _Toc60991142]Source Code

Contractor shall provide HCA with a copy of the Source Code and updated associated technical Documentation for the Custom Software and for the Application Software that is licensed by Contractor to HCA in Source Code form upon Acceptance of the System following User Acceptance Testing, when Contractor delivers an Enhancement to the System during the term of this Agreement, as described in the Work Plan, and at other times upon request by HCA. Contractor shall provide such Source Code and Documentation at no additional cost in a format acceptable to HCA. Contractor shall also place such Software into escow under the terms of the Escrow Agreement between the parties and NCC Group, Exhibit D. Contractor shall place the updated associated technical Documentation in the Documentation Repository.

[bookmark: _Ref521497910]To the extent that other Application Software is licensed by Contractor to HCA in Executable Code form, and Source Code for such Application Software can be made available through an escrow arrangement, Contractor shall use the terms of the Escrow Agreement between the parties and TBD, Exhibit TBD, or the Application Software vendor’s separate escrow agreement when required, to allow HCA to obtain access to such other Application Software source code under conditions described in the applicable escrow agreement. Contractor shall provide copies of any separate Application Software escrow agreements to HCA. 

[bookmark: _Ref519580763][bookmark: _Toc60991143]Escrow and Verification

Contractor, the state of Washington and TBD have entered into an Escrow Agreement, Exhibit TBD hereto, and established an escrow account to hold all of the Custom Software and Application Software. 

At its option and expense, HCA may request that the completeness and accuracy of the POS Software be verified to validate that the System can be successfully built from the deposited escrow materials. Such verification will be conducted by the escrow agent or, upon at least ten Business Days prior Notice to Contractor, a representative of HCA, after full disclosure to Contractor of information reasonably requested by Contractor about such representative. Unless otherwise agreed in writing by Contractor and HCA, verification will be performed on-site at Contractor’s premises, utilizing Contractor’s equipment and software, at a time reasonably acceptable to Contractor. Contractor shall make technical and support personnel available as reasonably necessary for the verification. In the event the Software or associated technical Documentation in escrow is not accurate or complete, Contractor shall promptly correct such inaccuracies or incomplete escrow, but in all cases within ten days. 

If Contractor fails to pay any fees due to the Escrow Agent under the Escrow Agreement between the parties and TBD, Exhibit TBD, HCA may pay such fees. If HCA pays the fees to obtain the Software pursuant to the  Escrow Agreement, then, in addition to its other rights and remedies, all fees so paid by HCA will become amounts due to HCA by Contractor under the Agreement.

[bookmark: _Ref515446116][bookmark: _Toc60991144]Licenses - State and Federal Governments

In accordance with 45 C.F.R. 95.617, all appropriate State and federal agencies, including but not limited to CMS, will have a royalty free, nonexclusive, and irrevocable license to reproduce, publish, translate, or otherwise use, and to authorize others to use for federal government purposes:  (i) software, modifications, and Documentation designed, developed or installed with Federal Financial Participation under 45 C.F.R. 95 Subpart F; (ii) the Custom Software and modifications of the Custom Software, and associated Documentation designed, developed, or installed with Federal Financial Participation under the Agreement; (iii) the copyright in any work developed under this Agreement except for Contractor Technology; and (iv) any rights of copyright to which Contractor purchases ownership under this Agreement except for Contractor Technology.

[bookmark: _Ref515366754][bookmark: _Toc60991145]License Grant from HCA to Contractor

HCA hereby grants to Contractor a nonexclusive, worldwide, perpetual, non-terminable, irrevocable license to use, demonstrate, modify, prepare derivative works based on, distribute and reproduce the Custom Software. Contractor shall comply with all such requirements relating to the import, export, or re-export of the Custom Software (including, but not limited to, the requirements under the U.S. Export Administration Act, Regulations of the Department of Commerce or its successors, executive orders, and other export controls of the United States of America). Contractor shall not export or re-export, or authorize or permit the export or re-export of, any such Custom Software to any restricted country without first obtaining the permission of the United States Bureau of Export Administration or its successors or other such party having legal authority to regulate export of software, unless otherwise permitted by applicable law. Contractor agrees that, if Contractor breaches or threatens to breach this Section in any manner, HCA will suffer irreparable damage and HCA is entitled to immediate preliminary injunctive relief and other injunctive relief by a court of competent jurisdiction against any breach or threatened breach by Contractor of this Section. Such injunctive relief will be in addition to, and in no way in limitation of, other remedies HCA may have under this Agreement or in law or equity for the enforcement of this Agreement.

[bookmark: _Ref515446117][bookmark: _Toc60991146]HCA Ownership

HCA will have all ownership rights in software or modifications thereof and associated Documentation designed, developed or installed with Federal Financial Participation under 45 C.F.R. 95, Subpart F. In addition, HCA shall own all right, title and interest in and to its Confidential Information, HCA’s intellectual property, the HCA Equipment, Work Products, and Deliverables (except as provided below), including without limitation the Custom Software, the other Property, the Specifications, and the System Documentation. Excluding Contractor Technology, Third-Party Software or Documentation owned by Third-Party Software licensors or Equipment manufacturers, title to all Property provided by Contractor to HCA will pass to and vest in HCA upon the earlier of Acceptance of the applicable Deliverable in which the Property is included, Acceptance of the System in which Property is included and, for other types of Property, delivery of such Property, unless otherwise provided in the Agreement. Contractor shall take all actions necessary to transfer ownership of the Deliverables to HCA upon their Acceptance. As between the parties, all products of the Services, including without limitation the Data and the Software (except for the Application Software, which for the purposes of this Section of the Agreement is not owned by HCA) are deemed works made for hire of HCA for all purposes of copyright law, and copyright will belong solely to HCA. In the event that any such work is adjudged to be not a work made for hire, Contractor agrees to assign, and hereby assigns, all copyright in such work to HCA, as well as all patents, trademarks, trade designs, trade secrets and other intellectual property rights in such works. Contractor shall, at the expense of HCA, assist HCA or its nominees to obtain copyrights, trademarks, or patents for all such works in the United States and any other countries. Contractor agrees to execute all papers and to give all facts known to it necessary to secure United States or foreign country copyrights and patents, and to transfer or cause to transfer to HCA right, title and interest in and to such works. Contractor agrees to and hereby, to the extent permissible, waives all legal and equitable rights relating to the work, including without limitation any and all rights of identification of authorship and any and all rights of approval, restriction or limitation on use or subsequent modifications.

[bookmark: _Toc60991147]Federal Certification and Funding

HCA and Contractor agree that certification for Federal Financial Participation and enhanced FFP funding from the CMS is a primary objective of this Agreement. To that end, Contractor agrees to provide Deliverables and Services in compliance with 42 C.F.R. 433, Subpart C and the Seven Standards and Conditions.

[bookmark: _Toc60991148]Contractor Obligations

Contractor shall ensure the System meets the requirements of the CMS and any other State and Federal legal requirements, regulations, Standards or other guidelines at no additional cost for meeting all regulations and any other State and Federal legal requirements, regulations, Standards or other guidelines, that were enacted or published as of the time of HCA’s application for Federal Certification. 

Contractor must provide on a timely basis, all information, data, forms, System modifications, documentation, correspondence, consultation, and assistance in training as needed to assist HCA in obtatining Federal Certification.

If CMS requirements change so that the System needs to be modified in order to receive or maintain Federal Certification, the parties will pursue the Change Order process in Section 15, to bring the Services and System into compliance with such requirements.

[bookmark: _Toc60991149]Major Enhancement Certification

If CMS Certification is required for a Major Enhancement, Contractor shall ensure that the Major Enhancement meets the requirements of the CMS and any other State and Federal legal requirements, regulations, Standards, or other guidelines that were enacted or published as of the time of HCA’s application for Federal Certification.

On a timely basis Contractor shall provide all information, data, forms, System modifications, documentation, correspondence, consultation, and assistance in training, as needed, to assist HCA in obtaining Federal Certification for the Major Enhancement.

Contractor shall design, develop, test, and implement any changes required to bring the System into compliance with and be eligible for Federal Certification should the CMS determine that the Major Enhancement is not certifiable for Federal Financial Participation

[bookmark: _Toc60991150]Representations and Warranties

[bookmark: _Ref519838674][bookmark: _Toc60991151]Legal and Regulatory Compliance

Contractor represents and warrants that the Services and Deliverables will comply with all applicable federal, State, and local laws, regulations, codes, Standards and ordinances, including but not limited to changes thereto during the term. Charges for such ongoing compliance are included in Contractor’s Charges. In the event that any Services performed or any Deliverables provided by Contractor are subsequently found to be in violation of such laws, regulations, codes, Standards or ordinances, Contractor will be solely responsible to bring the Services and Deliverables into compliance at no additional cost to HCA. In the event that there is a change in an applicable federal, State, or HCA law, regulation, code, Standard or ordinance that causes the performance of the Services or the System or any component of the System to be out of compliance, the parties will pursue the Change Order process in Section 15 Changes to bring the Services and System or System component into compliance.

[bookmark: _Toc60991152]Deliverables

Contractor represents and warrants that each Deliverable, including without limitation the System, will meet its Specifications following its Acceptance. Contractor shall immediately repair or replace each of the Deliverables that does not meet its Specifications as provided herein at no additional charge.

[bookmark: _Toc60991153]Services

Contractor represents and warrants that:

1. Contractor will perform all Services required pursuant to this Agreement in a professional manner, with qualified persons with the technical skills, training, and experience to perform such Services with high quality;

Any person assigned to perform Services hereunder meets the employment eligibility requirements of all immigration laws of the United States;

Documentation provided by Contractor under the Agreement will be in sufficient detail so as to allow technical personnel of HCA to understand the operation of the Deliverables. Contractor shall promptly, at no additional cost to HCA, make corrections to any Documentation that does not conform to this warranty;

Agrees that time will be of the essence in connection with performance of the Services; and

Will immediately, or as otherwise agreed to by the parties in writing, re-perform Services that are not in compliance with these representations and warranties at no cost to HCA.

[bookmark: _Ref515117409][bookmark: _Toc60991154]Date Warranty

Contractor warrants that the System and all Data related output or results produced by the System: (i) do not have a life expectancy limited by date or time format; (ii) will correctly record, store, process, and present calendar dates; (iii) will lose no functionality, data integrity, or performance with respect to any date; and (iv) will be interoperable with other software used by HCA that may deliver date records from the Software, or interact with date records of the Software. Any breach of these representations and warranties will be treated as a Severity Level 1 Deficiency, subject to the corresponding Performance Standard requirements.

[bookmark: _Ref519838868][bookmark: _Toc60991155]No Surreptitious Code

Contractor warrants to HCA that the Software and Contractor Technology provided to HCA under this Agreement will not contain any Self-Help Code or any Unauthorized Code. Contractor further warrants that Contractor will not introduce, via modem or otherwise, any code or mechanism that electronically notifies Contractor of any fact or event, or any key, node, lock, time out, or other function, implemented by any type of means or under any circumstances, that may restrict HCA’s use of or access to the Software, Data, or Infrastructure, in whole or in part, based on any type of limiting criteria, including without limitation frequency or duration of use for any Software provided to HCA under this Agreement.

Contractor will defend HCA against any claim, and indemnify and hold HCA harmless against any loss or expense arising out of any breach of this warranty. HCA agrees to use its best efforts to encourage the Office of the Attorney General of Washington to grant Contractor sole control of the defense and all related settlement negotiations. However, if principles of governmental or public law are involved, the State may participate in the defense of any such action, but no costs or expenses shall be incurred for the account of Contractor without Contractor’s written consent. No limitation of liability, whether contractual or statutory, shall apply to a breach of this warranty.



[bookmark: _Toc60991156]Compatibility

Contractor warrants that if the Software, Equipment or Services, in whole or in part, are replaced or upgraded by Contractor with replacement or upgraded Software, Equipment or Service components provided by Contractor, or Contractor provides Custom Software Deliverables or Enhancements, the Custom Software will be integrated into the rest of the System and the upgraded, replaced, and modified Software, Equipment and Services will operate with the rest of the Software, Equipment, and Data in the System or Services, including without limitation, Custom Software and Third-Party Software, and Enhancements, without loss of any Functions and without Deficiencies. If HCA decides to produce Enhancements or to upgrade any of the Third-Party Software that is used as part of the System or that interfaces with the System with new versions or releases, Contractor shall, at no additional cost to State, install and maintain the System, in whole and in part, to operate in accordance with its Specifications and to be compatible with the Enhancements and new versions or releases of the Third-Party Software. In addition, all of the technology-related components of the Solution will be backward and forward compatible among versions.

[bookmark: _Toc60991157]Power and Authority

Contractor represents and warrants that it has the full power and authority to grant to HCA the rights described in this Agreement without violating any rights of any third party and that there is currently no actual or threatened suit by any such third party based on an alleged violation of such rights by Contractor. Contractor further represents and warrants that the person executing this Agreement for Contractor has actual authority to bind Contractor to each and every term, condition and obligation to this Agreement, and that all requirements of Contractor have been fulfilled to provide such actual authority.

[bookmark: _Toc60991158]Registration

Contractor represents and warrants that Contractor will comply with all applicable local, State, and federal licensing, accreditation and registration requirements and Standards necessary in the performance of the Services, including without limitation the provisions of RCW 19.02, the Business License Center Act.

[bookmark: _Ref515450593][bookmark: _Toc60991159]OSHA/WISHA

Contractor represents and warrants that the Deliverables, when delivered to HCA, are designed and manufactured to meet then current federal and State safety and health regulations. Contractor agrees to indemnify, defend, and hold HCA harmless from any damages assessed against HCA as a result of the failure of the Deliverables furnished under this Agreement to so comply. HCA agrees to use its best efforts to encourage the Office of the Attorney General of Washington to grant Contractor sole control of the defense and all related settlement negotiations. However, if principles of governmental or public law are involved, the State may participate in the defense of any such action, but no costs or expenses shall be incurred for the account of Contractor without Contractor’s written consent.

[bookmark: _Ref515437413][bookmark: _Toc60991160]Written Commitments

Contractor represents and warrants that any written commitment by Contractor within the scope of this Agreement will be binding upon Contractor. Failure of Contractor to fulfill such a commitment may constitute a material breach and will render Contractor liable for damages under the terms of this Agreement. For purposes of this section, a commitment by Contractor includes:  (i) Charges, discounts, and options committed to remain in force over a specified period of time; and (ii) any warranty or representation made by Contractor in its Response. 

[bookmark: _Toc60991161]Authorization 

Contractor represents and warrants that:

Contractor is a corporation duly incorporated, validly existing and in good standing under the laws of its state of incorporation and has all requisite corporate power and authority to execute, deliver and perform its obligations under this Agreement; 

The execution, delivery and performance of this Agreement has been duly authorized by Contractor and no approval, authorization or consent of any governmental or regulatory agency is required to be obtained in order for Contractor to enter into this Agreement and perform its obligations under this Agreement; 

Contractor is duly authorized to conduct business in and is in good standing in each jurisdiction in which Contractor will conduct business in connection with this Agreement; and

Contractor has obtained all licenses, certifications, permits, and authorizations necessary to perform the Services under this Agreement and currently is in good standing with all regulatory agencies that regulate any or all aspects of Contractor’s performance of the Services. Contractor will maintain all required certifications, licenses, permits, and authorizations during the term of this Agreement at its own expense.

[bookmark: _Toc60991162]Ability To Perform 

Contractor represents and warrants that:

Contractor has the financial stability to provide the Operations and Maintenance Services, during the term of this Agreement; 

Contractor has the financial resources to fund any capital expenditures required under the Agreement without advances by HCA or assignment of any payments by HCA to a financing source; 

Each Subcontractor providing a substantial amount of the Services under this Agreement has the financial resources to carry out its duties under this Agreement; and 

Contractor’s methods of accounting are consistent with generally accepted accounting principles in order to support account coding for FFP and cost allocations.

[bookmark: _Toc15189243][bookmark: _Ref37035956][bookmark: _Ref37036599][bookmark: _Toc409095454][bookmark: _Toc410392680][bookmark: _Toc410675659][bookmark: _Toc410675873][bookmark: _Toc503964024][bookmark: _Ref519838695][bookmark: _Toc60991163][bookmark: _Toc415632428][bookmark: _Toc443021458][bookmark: _Toc487342253]Intellectual Property Rights

Contractor warrants that it is and shall be the owner of the Work Products that are to be transferred and assigned to HCA in accordance with Section 9 Deliverables without infringing or violating any rights of any third party.

Contractor represents that, as of the Agreement Effective Date, there is no actual or threatened suit by any such third party based on an alleged infringement or violation of the rights granted or licensed by Contractor to State hereunder.

Contractor warrants that the Work Products shall not infringe or misappropriate any right of, and will be free of any rightful claim of, any third person or entity based on patent, copyright, trade secret, unfair trade practice, or other intellectual property right.

Contractor represents and warrants to HCA that Contractor is the owner of the Contractor Technology licensed hereunder or otherwise has the right to grant to HCA the licensed rights to the Contractor Technology provided by Contractor through this Agreement without violating any rights of any third party and that HCA’s exercise of the licenses within the terms of this Agreement will not infringe upon any copyright, patent, trademark, or other intellectual property right worldwide or violate any third party’s trade secret, contract, or confidentiality rights. Contractor represents and warrants that:  (i) Contractor is not aware of any claim, investigation, litigation, action, suit or administrative or judicial proceeding pending or threatened based on claims that the Contractor Technology infringes any patents or copyrights, or misappropriates trade secrets or other rights of any third party, and (ii) Contractor has no actual knowledge that the Contractor Technology infringes upon or misappropriates any patents, copyrights, trade secrets or other rights of any third party. Contractor shall promptly provide State with Notice of each notice or claim of patent or copyright infringement or infringement or misappropriation of other intellectual property right worldwide received by Contractor with respect to any Contractor or Technology delivered under this Agreement.

Contractor warrants that if any Deliverable is subject to a separate shrink-wrap, click-wrap, or Third Party Software license, HCA’s use and operation of such Deliverable (including, without limitation, opening the shrink-wrapped package or clicking “accept” or “OK” or the like) will not limit any of HCA’s rights or Contractor’s obligations under the Agreement, except as specifically set forth in the Agreement or in a writing signed by HCA and Contractor.

[bookmark: _Ref519838713][bookmark: _Toc60991164]Non-Obsolescence

Contractor represents and warrants that, except as provided in this Section, the Software, Equipment, and Services will not become Obsolete during the term of this Agreement. Contractor has included the cost of replacement of Obsolete Software, Equipment, and/or Services through planned Obsolescence by the applicable manufacturer, service providers, and/or licensor in the Charges to be paid by HCA pursuant to the terms hereof. In the case that any such Software, Equipment, and/or Service becomes Obsolete during the term of this Contract, Contractor shall replace the affected Software, Equipment, and/or Service with functionally equivalent Software, Equipment, and/or Services that are subject to maintenance and support by the applicable manufacturer, service providers, and/or licensor without additional cost to State. Notwithstanding the foregoing, in the event Contractor is made aware of a manufacturer, services provider, and/or licensor’s planned obsolescence after expiration or termination of the Agreement, Contractor will provide Notice thereof to HCA.

[bookmark: _Toc60991165]Warranty Disclaimers

WARRANTIES EXPRESSLY MADE IN THIS AGREEMENT ARE CONTRACTOR’S ONLY WARRANTIES CONCERNING THE SERVICES, DELIVERABLES AND ANY WORK PRODUCT, AND ARE MADE EXPRESSLY IN LIEU OF ALL OTHER WARRANTIES AND REPRESENTATIONS, EXPRESS OR IMPLIED, INCLUDING ANY IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE OR MERCHANTABILITY.

[bookmark: _Ref515113076][bookmark: _Ref515113538][bookmark: _Ref519530285][bookmark: _Toc60991166]Dispute Resolution

Except for the right of either party to apply to a court of competent jurisdiction for a temporary restraining order or other provisional remedy to preserve the status quo or prevent irreparable harm, the parties agree to follow the Dispute Resolution process set forth in this Section 14.

[bookmark: _Toc516847354][bookmark: _Toc60991167]Good Faith Efforts

The parties agree to negotiate in good faith to promptly resolve any dispute, controversy or claim arising out of or relating to this Agreement, including but not limited to payment disputes, as provided in this Section.

[bookmark: _Toc60991168]Dispute Process

The initiating party shall provide a Dispute Notice to the responding party. 

Within five Business Days from receipt of the Dispute Notice, the responding party shall provide the initiating party with a written response to the Dispute Notice and the facts supporting its response. 

Within seven Business Days of the initiating party’s receipt of the response to the Dispute Notice, the HCA Project or Program Director and the Contractor’s senior management will meet to engage in good faith negotiations to resolve the dispute. 

In the event the dispute has not been resolved by the parties through good faith negotiation after 30 days, the parties may agree to continue negotiations or either party may give Notice to the other of the termination of the negotiations and intent to initiate the mediation process provided herein.

[bookmark: _Ref58855889][bookmark: _Toc60991169]Mediation Process

The mediation process will be before a sole JAMS mediator who has the requisite experience and skill in connection with design, development and operation of complex information technology projects. 

The parties will share the costs of the mediation and each party shall bear its own legal fees.

[bookmark: _Toc60991170]Continued Performance

Contractor and HCA agree that, the existence of a dispute notwithstanding, they will continue without delay to carry out all their respective responsibilities under this Agreement, and the parties will have the right to exercise their rights and remedies during the Dispute Resolution and Mediation processes.

[bookmark: _Ref515109058][bookmark: _Toc60991171]Changes

[bookmark: _Toc60991172]Changing Government Programs.

The parties acknowledge that the government programs supported by this Agreement will be subject to continuous change during the term of this Agreement. Except as provided in this Section 15, Contractor has provided for or will provide for adequate resources, at no additional cost to HCA, to reasonably accommodate such changes, subject to the Change Order process of this Section 15.

The parties also acknowledge that Contractor was selected, in part, because of its expertise, experience, and knowledge concerning applicable Federal or State laws, regulations, policies, or guidelines that affect the performance of the Services and System.

[bookmark: _Toc60991173]Identifying Changes

In keeping with HCA’s reliance on Contractor’s knowledge, experience and expertise, and continuous improvement, Contractor shall timely notify HCA of technology advances and improved techniques and tools from other state’s MMIS systems that could improve the System or Services. HCA and Contractor will pursue the Change Order process in this Section 15, to make any agreed-upon changes to the System or Services.

[bookmark: _Toc60991174]Noncompliance 

Contractor will be responsible for any fines, penalties, sanctions or disallowances imposed on the State or Contractor arising from any noncompliance with the laws, regulations, policies, Standards and guidelines that are applicable to the Services or Deliverables at the time that they are contracted for and that affect the Services or Deliverables that are provided by Contractor, its Subcontractors or agents. This section does not apply where Contractor has notified HCA of the need for changes to comply with such laws, and HCA has declined to make such changes.

[bookmark: _Ref516662403][bookmark: _Toc60991175]Changes in Law

If federal or state laws, rules, regulations, policies, Standards or guidelines are adopted, promulgated, judicially interpreted or changed, the effect of which is to either (i) cause the performance of the Services or the System or any component of the System not to comply with such law, regulation, policy, Standard or guideline or (ii) alter the ability of either party to fulfill its obligations under this Agreement, the parties will promptly and in good faith negotiate appropriate modifications or alterations to the Agreement and enter into any necessary Change Orders. If HCA submits to Contractor a Change Request to comply with such laws, rules, regulations, policies, Standards or guidelines and if the parties are unable to reach an agreement in writing within 15 days of HCA’s receipt of Contractor’s Firm Offer, the HCA Project or Program Director may make a determination of the revised Charges and Schedule, which will be included in the resulting Change Order, and Contractor shall proceed with the work according to such Charges and Schedule, subject to Contractor’s right to appeal the determination of the Charges or Schedule to the Dispute Resolution process under Section 14. If Contractor appeals the HCA Project or Program Director's determination of the Charges to the Dispute Resolution process under Section 14, HCA shall pay for such work up to the Charges amount determined by the HCA Project or Program Director, after which Contractor shall continue performing such work without additional payment through completion of and depending on the outcome of the Dispute Resolution process related to this Change Order. Nothing in this Section 15.4 will in any manner excuse Contractor from proceeding diligently with the Agreement as modified by the Change Order.

[bookmark: _Toc60991176]Issuance of Change Requests

HCA may, at any time by a written Change Request, request changes within the scope of the Agreement. Such changes may include, without limitation, revisions to Deliverables or Services.

[bookmark: _Ref515449759][bookmark: _Toc60991177]Contractor’s Firm Offer

Contractor shall provide a Firm Offer advising HCA of any Charges or Schedule impacts in response to a Change Request within the timeframe set forth in Exhibit C – Performance Standards. Contractor’s FO must be on a fixed price basis, must itemize costs and must include any applicable sales taxes. Contractor’s Charges for Services on CRs must be based on the reasonable number of Staff hours needed to effect the requested changes at rates presented in Exhibit A. HCA will respond to the Contractor’s FO within 20 Business Days of receipt. If HCA does not respond within 20 Business Days, the Contractor may, at its discretion, request a resubmitted CR for re-evaluation.

[bookmark: _Toc60991178]Agreement on Change Order

When the parties reach agreement on a FO, authorized representatives of the parties will execute a Change Order and the terms of this Agreement will be modified accordingly. The parties will execute a formal Agreement amendment for any CO that increases or decreases the Maximum Amount. Contractor must incorporate all COs affecting the Services and Deliverables into applicable System Documentation. 

If Contractor performs work pursuant to a CO that contained information provided by HCA that was inaccurate or incomplete so that corrective action was subsequently required, then HCA shall issue a new CR to Contractor that identifies the additional work to be done to perform the corrective action, which will be handled in accordance with the terms of this Section 15.

[bookmark: _Ref515113103][bookmark: _Toc60991179]Disagreement

If HCA disagrees with or requires more information on the Charges and Schedule impacts submitted in a Firm Offer, the Contractor Operations Manager and the HCA Project or Program Director will negotiate in good faith and in a timely manner to clarify and attempt to resolve the issues. 

[bookmark: _Toc60991180]Termination

If Contractor fails or refuses to perform its Services pursuant to a Change Order, Contractor will be in material breach of this Agreement, and HCA will have the right to terminate the Agreement for such a breach, pursuant to Section 21.1 Termination for Default.

[bookmark: _Toc60991181]Contractor Submission of Change Request

Contractor may also submit a CR to HCA to propose changes that should be made within the scope of the Agreement. Any such CR must include proposed Charges and Schedule impacts, including a breakdown of the number of Contractor’s Staff hours by level needed and an itemization of other costs to effect the requested changes. HCA will respond to such CRs from Contractor within twenty (20) days of receipt. If the parties reach agreement on the proposed changes, authorized representatives of the parties will execute a CO and the terms of this Agreement will be modified accordingly. If the parties are unable to reach agreement on a CR submitted by Contractor, the HCA Project or Program Director will be deemed to have rejected the requested CR.

[bookmark: _Toc60991182][bookmark: _Ref516498543]Changes Initiated by Contractor

Contractor must provide HCA with Notice and a description of all Contractor-initiated remedial or non-remedial changes to the System for any change that might affect or impact HCA, at least 60 days in advance of such changes. The Notice must include any known impacts the changes might have to HCA. If HCA determines the change will have an adverse impact, Contractor must not implement the change in the System.

In the event any change Contract makes to the System has an adverse impact on HCA, Contractor shall, at no cost to HCA, promptly remove the change and/or correct the change that has had an adverse impact.

Contractor shall absorb all costs associated with Contractor initiated changes to the Services.

[bookmark: _Ref515450723][bookmark: _Toc60991183]Additional Rights and Remedies

[bookmark: _Toc60991184]Liquidated Damages

The parties agree that any delay or failure by Contractor to timely perform its obligations by the dates in a Change Order, a Work Plan, if applicable, or in accordance with the Performance Standards will interfere with the proper and timely Implementation of the System and Services, to the loss and damage of HCA. Further, HCA will incur major costs to maintain the functions that would have otherwise been performed by Contractor. The parties understand and agree that the provisions in Exhibit C – Performance Standards, describe the liquidated damages Contractor will pay to HCA as a result of nonperformance hereunder by Contractor, that such liquidated damages are enforceable compensatory damages and not in the nature of a penalty, and that Contractor shall not claim at any time during and after the term that such damages are unenforceable.

The parties acknowledge and agree that Contractor could incur liquidated damages for more than one failure to timely perform its obligations as required in Exhibit C.

Any liquidated damages assessed are in addition to and not in limitation of any other rights or remedies of State. The assessment of liquidated damages does not constitute a waiver or release of any other remedy HCA may have under this Agreement for Contractor’s breach of this Agreement, including without limitation, HCA’s right to terminate this Agreement. HCA may, at its discretion, recover actual damages caused by Contractor’s failure to perform its obligations under this Agreement, but such damages will be reduced by the amounts of liquidated damages received for the same events causing the actual damages.

Amounts due HCA as liquidated damages may be deducted by HCA from any money payable to Contractor under this Agreement, or HCA may bill Contractor as a separate item therefor and Contractor shall promptly make payments on such bills.

[bookmark: _Ref518910012][bookmark: _Toc60991185]Withholding Payments

If Contractor fails to provide Operations and Maintenance Services in breach of Contractor’s obligations hereunder, and if Contractor fails to correct such failure, or come to agreement with HCA on an acceptable resolution of such failure, within 15 days of the date of Notice of such failure, or such other time period agreed to in writing by the parties, HCA may withhold payments due hereunder for Operations and Maintenance Services. 

If Contractor fails to perform Services for a Major Enhancement in breach of Contractor’s obligations hereunder such that completion of the Major Enhancement is jeopardized and if Contractor fails to correct such breach, or come to agreement with HCA on an acceptable resolution of such breach, within 15 days of the date of Notice of such breach, or such other time period agreed to in writing by the parties, HCA may withhold any and all payments due hereunder for Major Enhancement Deliverables.

If Contractor fails to satisfy its other obligations hereunder or otherwise breaches this Agreement, and if Contractor fails to correct such failure or breach, or come to agreement with HCA on an acceptable resolution of such failure or breach, within 15 days of the date of Notice thereof, or such other time period agreed to in writing by the parties, HCA may withhold any and all payments due hereunder. 

HCA may withhold any and all such payments due hereunder to Contractor, as aforesaid, without penalty or work stoppage by Contractor, until such failure to perform is cured. If a Dispute Resolution process as set forth in Section 14 is initiated, HCA may withhold any and all such payments due hereunder to Contractor, as aforesaid, during such Dispute Resolution process.

[bookmark: _Ref516645886][bookmark: _Toc60991186]Reductions in Payments Due

Amounts due HCA by Contractor, including but not limited to, liquidated or other damages authorized under this Agreement, may be deducted or set-off by HCA from any money payable to Contractor pursuant to this Agreement.

[bookmark: _Toc60991187]Substitute

If, in the reasonable judgment of HCA, a default by Contractor is not so substantial as to require termination, reasonable efforts to induce Contractor to cure the default are unavailing, Contractor fails to cure such default within ten days of receipt of Notice from HCA, and the default is capable of being cured by HCA or by another resource without unduly interfering with continued performance by Contractor, HCA may, without prejudice to any other remedy it may have, provide or procure the Services reasonably necessary to cure the default, in which event Contractor shall reimburse HCA for the reasonable cost of the Services in default. In addition, Contractor must cooperate with these resources in allowing access to the Software.

[bookmark: _Toc60991188]Performance Standards

If the System fails to meet Performance Standards during the Warranty Period and while Contractor is providing Operations or Maintenance Services, Contractor shall modify, reconfigure, upgrade or replace Software and Equipment at no additional cost to HCA in order to provide a System solution that complies with such Performance Standards.

[bookmark: _Toc60991189]Suspension for Convenience

HCA shall have the right no more than once per calendar year to order the Services of Contractor fully or partially stopped for HCA’s convenience for up to 15 consecutive days. Contractor will receive Notice of the reasons for such an order. The Schedule for any Change Orders or in place for any Services will be delayed on a day for day basis to the extent HCA has issued a stop work order to Contractor and such stop work order is causing delays in completing Services in accordance with such Schedule. In the event that HCA exercises its right to fully or partially stop the Services hereunder, Contractor is entitled to payment of all reasonable and documented actual costs that are incurred as a result of such suspension of work, subject to Contractor’s mitigating its damages and costs and subject to Contractor’s submission to HCA of a written statement of such actual costs, accompanied by supporting documentation acceptable to HCA. Any delays caused by a suspension of work directed by or caused by actions of HCA will in no way result in the assessment of liquidated damages or any other damages associated with Performance Standards or other obligations of the Contractor under the Agreement.

[bookmark: _Ref533152848][bookmark: _Toc60991190]Corrective Action Plans 

HCA Requirement for Corrective Action Plan

HCA may require Contractor to submit to HCA a Corrective Action Plan to correct or resolve a specific event or events causing the finding of a Deficiency or breach or prior to assessment of a liquidated damage.

Scope of the Corrective Action Plan

The Corrective Action Plan required by HCA under this Section must provide:

Contractor’s detailed explanation of the cause or reasons for the cited Deficiency or breach;

Contractor’s assessment or diagnosis of the cause of the cited Deficiency or breach; and

Contractor’s specific proposal to cure or resolve the Deficiency or breach.

Submission and Approval of Corrective Action Plan

Contractor must submit the Corrective Action Plan to HCA within ten Business Days following the request for the Corrective Action Plan by HCA or another date acceptable to HCA. The Corrective Action Plan is subject to written approval by HCA.

Contractor Responsibility for Performance

Notwithstanding Contractor’s submission and HCA’s acceptance of a Corrective Action Plan, Contractor remains responsible for achieving all Performance Standards and compliance with all other obligations under this Agreement. Further, HCA’s acceptance of a Corrective Action Plan under this Section will not:

Excuse Contractor’s prior performance;

Relieve Contractor of its duty to comply with Performance Standards; or

Prohibit HCA from assessing additional remedies or pursuing other appropriate remedies for continued substandard performance.

[bookmark: _Toc60991191]Right to Assurance

If HCA, in good faith, has reason to believe that Contractor does not intend to, or is unable to perform or has refused to perform or continue performing all material obligations under this Agreement, HCA may demand in writing that Contractor give a written assurance of intent to perform. Failure by Contractor to provide written assurance within the number of days specified in the demand (in no event less than five Business Days) may, at HCA’s option, be the basis for terminating this Agreement under the terms and conditions or other rights and remedies available by law or provided by this Agreement.

[bookmark: _Ref515348520][bookmark: _Ref515351884][bookmark: _Ref515352062][bookmark: _Toc60991192]Insurance

[bookmark: _Toc60991193]Required Coverage

During the term of this Agreement Contractor shall, at its sole cost and expense, obtain and maintain in full force and effect, the insurance coverage described in this Section. Contractor shall acquire such insurance from an insurance carrier or carriers licensed to conduct business in the State of Washington and must name HCA and the state of Washington, its agents and employees, as additional insureds under any Commercial General or Business Automobile Liability policy. If Contractor fails to buy and maintain the insurance coverage described in this Section 17, HCA may terminate this Agreement under Section 21.1 Termination for Default. The minimum acceptable limits with no deductible, except as indicated below, are:

Commercial General Liability covering the risks of bodily injury (including death), property damage and personal injury, including coverage for contractual liability, with a limit of not less than $1 million per occurrence/$2 million general aggregate; 

Business Automobile Liability coverage for the use of vehicles (owned, hired, or non-owned) covering the risks of bodily injury (including death) and property damage, including coverage for contractual liability, with a limit of not less than$1,000,000 per occurrence, using a Combined Single Limit for bodily injury and property damage.

[bookmark: _Ref515350298]Employers Liability insurance covering the risks of Contractor’s employees’ bodily injury by accident or disease with limits of not less than $1 million per accident for bodily injury by accident and $1 million per employee for bodily injury by disease; 

Umbrella policy providing excess limits over the primary policies in an amount not less than $3 million; 

[bookmark: _Ref515348995]Professional Liability Errors and Omissions, coverage of not less than $1 million per occurrence/$2 million general aggregate, with a deductible not to exceed $25,000, and subject to Extended Coverage in Section 17.2.

[bookmark: _Ref515349009]Crime Coverage of not less than $5 million single limit per occurrence and $10 million in the aggregate, with a deductible not to exceed $1 million and subject to Extended Coverage in Section 17.2. At a minimum, the Crime insurance must cover occurrences falling in the following categories:  Computer Fraud; Forgery; Money and Securities; and Employee Dishonesty.

Industrial Insurance Coverage, as required of an “employer” as defined in Title 51 RCW. Contractor shall maintain full compliance with Title 51 RCW during the course of this Agreement. HCA will not be responsible for payment of industrial insurance premiums or for any other claim or benefit for Contractor, or any Subcontractor or employee or agent of Contractor, which might arise under the industrial insurance laws during the performance of duties and services under this Agreement.

[bookmark: _Ref516321957]Cyber Liability/Privacy Breach Coverage insurance in an adequate amount to cover costs incurred in connection with a Security Incident, Confidential Information breach, or potential compromise of Data, in any event not less than $1 million per occurrence/$2 million general aggregate, that includes but is not limited to coverage for first-party costs and third-party claims from: (i) failure to protect Data, including unauthorized disclosure, use or access, (ii) security failure or privacy breach, (iii) failure to disclose such breaches as required by law, regulation or contract, (iv) notifications, public relations, credit monitoring, postage, advertising, and other services to assist in managing and mitigating a cyber-incident, (v) interruptions of business operations, (vi) network security failure, (vii) cyber-extortion, (viii) cyber-terrorism, (ix) communications and media liability (e.g., infringement of copyright, title, slogan, trademark, trade name, trade dress, service mark or service name in the policyholder's covered material), (x) EFT, computer, and electronic transmissions fraud and theft, and (xi) other cyber-liability and cyber-crime expenses, and subject to Extended Coverage in Section 17.2, also including but not limited to:

Computer forensics assistance to assess the impact of a Data breach, determine root cause, and help determine whether and the extent to which any notification must be provided to comply with breach notification laws;

Notification and call center services for individuals affected by a Security Incident;

Breach resolution and mitigation services for individuals affected by a Security Incident, including fraud prevention, credit monitoring, and identity theft assistance; and

Regulatory defense, fines, and penalties from any claim in the form of a regulatory proceeding resulting from a violation of any applicable privacy or security law(s) or regulation(s).

[bookmark: _Ref515349022][bookmark: _Toc60991194]Extended Coverage

For Professional Liability Errors and Omissions coverage under Section 17.1.5, Crime Coverage under Section 17.1.6, and Cyber Liability/Privacy Breach coverage under Section 17.1.8, Contractor shall continue such coverage for six years beyond the expiration or termination of this Agreement to protect against any claims made after the expiration or termination of the Agreement. 

[bookmark: _Toc60991195]Subcontractors

Contractor shall include all Subcontractors as insured under all required insurance policies, or shall furnish separate certificates of insurance and endorsements for each Subcontractor. Subcontractor(s) shall comply fully with all insurance requirements stated herein. Failure of Subcontractor(s) to comply with insurance requirements does not limit Contractor’s liability or responsibility.

[bookmark: _Toc60991196]Premiums

Contractor or its Subcontractors, as applicable, shall pay the premiums on all insurance policies required hereunder. 

[bookmark: _Toc60991197]Cancellation or Revocation

Contractor’s insurance policies shall not be canceled or revoked by the insurer until 30 days’ Notice of intended revocation thereof shall have first been given to HCA by such insurer. Contractor shall not cancel or fail to renew the insurance required by this Section 17 until Contractor has replacement insurance policies in place that satisfy the requirements set forth in this Section 17. Contractor shall not reduce the scope of coverage of any insurance required by this Section without HCA’s prior written consent.

[bookmark: _Toc60991198]Certificates of Insurance

Contractor shall furnish to HCA copies of certificates of all required insurance within 30 calendar days of the execution of this Agreement, and thereafter upon request from HCA or when Contractor makes any changes in coverage or carrier(s). These certificates of insurance must expressly indicate compliance with each and every insurance requirement specified in this Section. Failure to provide these documents will be a material breach and grounds for immediate termination or suspension of this Agreement by HCA.

[bookmark: _Toc60991199]Increased Coverage

HCA is to be notified by Contractor immediately if any aggregate insurance limit is exceeded. In such event, Contractor must purchase additional coverage to cover its additional liability.

[bookmark: _Toc60991200]Subrogation

Contractor agrees to waive all rights of subrogation against HCA for losses arising from services performed by Contractor under this Agreement.

[bookmark: _Toc60991201]Cross Liability

All insurance provided by Contractor must be primary as to any other insurance or self-insurance programs afforded to or maintained by the State and shall include a severability of interests (cross liability) provision.

[bookmark: _Ref515446118][bookmark: _Toc60991202]Confidential Information and Proprietary Information

[bookmark: _Ref515878931][bookmark: _Toc60991203]Confidential Information Protection and Security Obligations

Contractor acknowledges that some of the material and information that may come into its possession or knowledge in connection with this Agreement or its performance may consist of Confidential Information. Contractor agrees to hold Confidential Information in strict confidence and not to make use of Confidential Information for any purpose other than the performance of this Agreement, to release it only to authorized employees or Subcontractors requiring such information under confidentiality requirements no less restrictive than this Section 18, as authorized in writing by the other party, as otherwise specifically permitted herein, or to perform its obligations as authorized hereunder, and not to release, divulge, publish, transfer, sell, disclose, or otherwise make the information known to any other party without HCA’s express written consent or as provided by law. Contractor agrees to implement physical, electronic, and managerial safeguards to prevent unauthorized access to Confidential Information. 

Because Contractor will come into contact with Protected Health Information, the parties have entered into a Business Associate Agreement, #TBD, which is included as Exhibit F and incorporated herein by this reference, in compliance with the requirements of the Health Insurance Portability and Accountability Act of 1996, Pub. L. 104-191, as modified by the American Recovery and Reinvestment Act of 2009, Sec. 13400 – 13424, H.R. 1 (2009) (aka The HITECH Act and HIPAA). 

In the event that Equipment or other storage media that contains Confidential Information is decommissioned, Contractor will ensure that the Equipment or storage media are sanitized securely and safely, using formal, documented procedures consistent with NIST SP 800-88 Guidelines for Media Sanitation, and in compliance with the security requirements in Section 4.11, above, Security, Audit and Risk Assessment Requirements. Contractor shall provide a Certificate of Destruction with an attestation of the procedures used for destruction of the Data and sanitation of the media.

HCA reserves the right to monitor, audit, or investigate the use of Confidential Information collected, used, or acquired by Contractor through this Agreement. Violation of this section by Contractor or its Subcontractors may result in termination of this Agreement and demand for return of all Confidential Information, monetary damages, or penalties.

[bookmark: _Toc60991204]Proprietary Information Protection and Security Obligations

HCA acknowledges that some of the material and information that may come into its possession or knowledge in connection with this Agreement or its performance may consist of Contractor’s Proprietary Information. HCA agrees to hold Contractor’s Proprietary Information in strict confidence and not to make use of such Proprietary Information for any purpose other than the performance of this Agreement, to release it only to authorized employees or Subcontractors requiring such information under confidentiality requirements no less restrictive than this Section 18, as authorized in writing by the other party, as otherwise specifically permitted herein, or to perform its obligations as authorized hereunder, and not to release, divulge, publish, transfer, sell, disclose, or otherwise make the information known to any other party without Contractor’s express written consent or as provided by law. HCA agrees to implement physical, electronic, and managerial safeguards to prevent unauthorized access to Contractor’s Proprietary Information.

Contractor acknowledges that HCA is subject to chapter 42.56 RCW, the Public Records Act, and that this Agreement will be a public record as defined in chapter 42.56 RCW. To the extent consistent with chapter 42.56 RCW, HCA will maintain the confidentiality of Contractor’s Proprietary Information in its possession . If a public disclosure request is made to view Contractor’s Proprietary Information, HCA will notify Contractor of the request and of the date that such records will be released to the requester unless Contractor obtains a court order from a court of competent jurisdiction enjoining that disclosure. If Contractor fails to obtain the court order enjoining disclosure, HCA will release the requested information on the date specified.

[bookmark: _Toc60991205]Return

Subject to Washington record retention law requirements and to HCA’s rights under Section 10.1 Application Software and Documentation Licenses, Section 10.1.1 Grants, Section 10.1.2 Term, Section 0 System Documentation, and Section 10.3 Escrow and to Contractor’s rights under Section 10.5 License Grant from HCA to Contractor, upon termination or expiration of this Agreement, each party shall promptly return to the disclosing party all of the disclosing party’s Confidential Information or Proprietary Information, as applicable, including copies thereof.

[bookmark: _Toc60991206]Injunctive Relief and Indemnity

Contractor shall immediately report to HCA any and all unauthorized disclosures or uses of HCA’s Confidential Information of which Contractor is aware or has knowledge. Contractor acknowledges that any publication or disclosure of HCA’s Confidential Information to others may cause immediate and irreparable harm to HCA. If Contractor should publish or disclose such Confidential Information to others without authorization, HCA will immediately be entitled to injunctive relief or any other applicable remedies under law or equity, without requiring a cure period. Contractor shall indemnify, defend, and hold HCA harmless from all damages, costs, liabilities and expenses (including without limitation reasonable attorneys’ fees) caused by or arising from Contractor’s failure to protect HCA’s Confidential Information. As a condition to the foregoing indemnity obligations, HCA will provide Contractor with prompt notice of any claim of which HCA is aware and for which indemnification will be sought hereunder and will cooperate in all reasonable respects with Contractor in connection with any such claim. HCA agrees to use its best efforts to encourage the Office of the Attorney General of Washington to grant Contractor sole control of the defense and all related settlement negotiations. However, if principles of governmental or public law are involved, the State may participate in the defense of any such action, but no costs or expenses shall be incurred for the account of Contractor without Contractor’s written consent.

[bookmark: _Ref515435570]HCA will immediately report to Contractor any and all unauthorized disclosures or uses of Contractor’s Proprietary Information of which HCA is aware or has knowledge. HCA acknowledges that any publication or disclosure of Contractor’s Proprietary Information to others may cause immediate and irreparable harm to Contractor. If HCA should publish or disclose such Proprietary Information to others without authorization, Contractor will immediately be entitled to injunctive relief or any other remedies to which it is entitled under law or equity without requiring a cure period.

[bookmark: _Toc60991207]Nondisclosure of Other HCA Information

The use or disclosure by Contractor of any HCA information not necessary for, nor directly connected with, the performance of Contractor’s responsibility with respect to Services is prohibited, except upon the express written consent of HCA.

[bookmark: _Toc60991208]Survival

The provisions of this Section will remain in effect following the termination or expiration of this Agreement.

[bookmark: _Ref515367012][bookmark: _Toc60991209]Indemnifications

[bookmark: _Toc60991210]Intellectual Property

Contractor shall, at its expense, defend, indemnify, and hold HCA harmless from and against any third party claim or action against HCA that is based on a claim that any Deliverable, or any part thereof, infringes a patent, copyright, utility model, industrial design, mask work, trademark, or other proprietary right or misappropriates a trade secret, and Contractor shall pay all losses, liabilities, damages, penalties, costs, fees (including reasonable attorneys’ fees) and expenses caused by or arising from such claim. HCA shall promptly give Contractor notice of any such claim. HCA agrees to use its best efforts to encourage the Office of the Attorney General of Washington to grant Contractor sole control of the defense and all related settlement negotiations. However, if principles of governmental or public law are involved, the State may participate in the defense of any such action, but no costs or expenses shall be incurred for the account of Contractor without Contractor’s written consent.

In case the Deliverables, or any one or part thereof, are held to constitute an infringement or misappropriation, or the exercise of HCA’s rights thereto is enjoined or restricted, Contractor shall, at its own expense and in the following order of priorities: (i) procure for HCA the right to continue using the Deliverables; (ii) modify the Deliverables to comply with the Specifications and to not violate any intellectual property rights; or (iii) retrieve any or all Deliverables upon receipt of notice from HCA and refund the amount HCA paid for each Deliverable, as applicable. Notwithstanding anything to the contrary herein, the refunds that are provided under this Section are not included under the amounts of the direct damages limits set forth in Section 20.2 Contractor’s Limitation of Liability.

Contractor will not be liable to the extent claims of misappropriation or infringement arise from:  (i) Contractor’s compliance with any designs, Specifications or written instructions of HCA and Contractor could not have avoided such claims using reasonable commercial measures after becoming aware of such potential infringement or misappropriation; or (ii) the combination, operation, or use of any Deliverable furnished to HCA with equipment, programs, or data not furnished or recommended by Contractor, if such infringement would have been avoided by the use of the Deliverable without such equipment, programs, or data; or (iii) alterations or modifications made by any party other than Contractor or Subcontractors.

[bookmark: _Toc60991211]General Indemnification

Contractor shall, at its expense, indemnify, defend, and hold HCA harmless from and against any losses, liabilities, damages, penalties, costs, fees, including without limitation reasonable attorneys’ fees, and expenses from any claim or action, including without limitation for property damage, bodily injury or death, caused by or arising from the negligent acts or omissions or willful misconduct of Contractor. HCA shall promptly give Contractor notice of such claim. HCA agrees to use its best efforts to encourage the Office of the Attorney General of Washington to grant Contractor sole control of the defense and all related settlement negotiations. However, if principles of governmental or public law are involved, the State may participate in the defense of any such action, but no costs or expenses shall be incurred for the account of Contractor without Contractor’s written consent.

[bookmark: _Toc60991212]Distribution License

Contractor shall, at its expense, indemnify, defend, and hold HCA harmless from and against any losses, liabilities, claims, damages, penalties, costs, fees or expenses arising from or in connection with any action, proceeding or claim made or brought against HCA by any third party caused by or arising from any act or omission of Contractor pursuant to the exercise of its license under Section 10.5, License Grant from HCA to Contractor, above, including without limitation from any use, demonstration, marketing, sublicensing, licensing or distribution of any Custom Software by Contractor or any of its distributors, dealers, agents, or vendors. HCA shall promptly give Contractor notice of such claim, action or proceeding. HCA agrees to use its best efforts to encourage the Office of the Attorney General of Washington to grant Contractor sole control of the defense and all related settlement negotiations. However, if principles of governmental or public law are involved, the State may participate in the defense of any such action, but no costs or expenses shall be incurred for the account of Contractor without Contractor’s written consent.

[bookmark: _Toc60991213]Waiver of Statutory Immunity

CONTRACTOR INTENTIONALLY ACCEPTS THE TERMS OF THIS SECTION 19 AND WAIVES ANY AND ALL STATUTORY IMMUNITY PROVIDED BY THE WASHINGTON STATE INDUSTRIAL INSURANCE ACT, RCW TITLE 51, WITH REGARD TO ALL RIGHTS OF THE INDEMNITIES STATED HEREIN. THE TERMS OF THIS SECTION, SPECIFICALLY INCLUDING THE PRECEDING WAIVER OF IMMUNITY, ARE DEEMED MUTUALLY NEGOTIATED AND HAVE BEEN EXPRESSLY AND SPECIFICALLY NEGOTIATED AND AGREED UPON BY THE PARTIES TO THE FULLEST EXTENT ALLOWED BY THE LAWS OF WASHINGTON APPLICABLE TO HCA.

[bookmark: _Ref515450839][bookmark: _Toc60991214]Damages Limitations 

[bookmark: _Ref515370386][bookmark: _Toc60991215]HCA’s Limitation of Liability

IN NO EVENT WILL HCA’S AGGREGATE LIABILITY TO Contractor UNDER THIS AGREEMENT, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, TORT, NEGLIGENCE, STRICT LIABILITY OR BY STATUTE OR OTHERWISE, FOR ANY CLAIM RELATED TO OR ARISING UNDER THIS AGREEMENT, EXCEED THE AMOUNT PAID AND PAYABLE BY HCA TO CONTRACTOR DURING THE TERM AFTER THE EFFECTIVE DATE.

[bookmark: _Ref515367575][bookmark: _Toc60991216]Contractor’s Limitation of Liability

Except as provided in Section 20.3, in no event will Contractor’s aggregate liability to HCA under this Agreement, regardless of the form of action, whether in contract, tort, negligence, strict liability or by statute or otherwise, for any claim related to or arising under this Agreement, exceed the Amount paid and payable by HCA to Contractor during the term after THE EFFECTIVE DATE.

[bookmark: _Ref515367332][bookmark: _Toc60991217]Exceptions to Damages Limitations

The disclaimers of certain damages and the damages limitation in Section 20.2 do not apply to:  (i) damages, expenses, losses, fees, liabilities, costs or other amounts arising from indemnification obligations hereunder; and (ii) sanctions, disallowances, penalties, and fines, or such pro rata portion thereof, to the extent caused by the Contractor.

[bookmark: _Ref515450860][bookmark: _Toc60991218]Termination

[bookmark: _Ref515368734][bookmark: _Toc60991219]Termination for Default

If Contractor materially breaches this Agreement, then HCA will give Contractor Notice of such breach. Contractor will correct the breach within 30 days of receipt of such Notice, or such longer time as HCA may agree to in writing. If the breach is not corrected within the applicable cure period, this Agreement may be terminated for default immediately, in whole or in part, by Notice from HCA to Contractor. The option to terminate is at the sole discretion of HCA. 

[bookmark: _Ref515462594][bookmark: _Toc60991220]Termination for Rejection of Deliverables

If Contractor is unable to correct Deficiencies in a Deliverable, after the procedures described in Section 9.4 Acceptance Process for Deliverables, have been followed, and such Deliverable is necessary to the proper operation or Certification of the System, HCA may immediately terminate this Agreement for the rejected Deliverable in question, in whole or in part, without penalty or liability to HCA and to return the Deliverable to Contractor and any Deliverables that have previously received Acceptance and that HCA determines will not have sufficient use or value as a result of HCA’s rejecting such Deliverable. Such, termination will be deemed a termination for default of Contractor hereunder. If HCA terminates this Agreement with respect to the rejected Deliverable and other Deliverables returned to Contractor under this Section, Contractor shall, within 20 days thereafter, refund to HCA all payments made to Contractor for the rejected Deliverable and other Deliverables returned to Contractor under this Section. 

[bookmark: _Ref515370260][bookmark: _Ref515370813][bookmark: _Toc60991221]Termination for Conflict of Interest

HCA may terminate this Agreement under Section 21.1, Termination for Default, by Notice to Contractor if HCA determines, after due notice and examination, that Contractor has violated chapter 42.52 RCW, Ethics in Public Service, or any other applicable federal or state of Washington laws regarding ethics in public acquisitions and procurement and performance of contracts.

[bookmark: _Ref515435605][bookmark: _Toc60991222]Termination for HCA’s Nonpayment

If HCA fails to pay Contractor undisputed, material Charges when due under the Agreement and fails to make such payments within 60 days of receipt of Notice from Contractor of the failure to make such payments, unless HCA is exercising its withholding remedies, Contractor may, by giving Notice to HCA, terminate this Agreement as of a date specified in the Notice of termination and HCA will remain liable for payment of interest pursuant to RCW 39.76.011, and:  (i) the prorated monthly Charges for Operations and Maintenance Services that are provided prior to the date of termination; (ii) the agreed upon price for Deliverables for which Acceptance has been given by HCA; and (iii) amounts for Deliverables that are in development but which have not been delivered and received Acceptance, subject to Contractor delivering such Deliverables and their receiving Acceptance. The amounts for such Deliverables in development but not delivered and accepted will be costs actually and reasonably incurred by Contractor therefor, as based on the then-current hourly rate at the time of termination, but such costs will not exceed the Deliverable price stated in the Change Order defining the Deliverable, except as otherwise amended by the parties in writing. In addition, HCA agrees to compensate Contractor for reasonable and necessary costs incurred by Contractor as a result of HCA’s termination for convenience, including but not limited to costs associated with undepreciated or unamortized equipment and software licenses, early termination of leases, termination of Subcontractors and staff, subject to HCA’s reasonable judgment, the availability of State and Federal funds, and receipt of supporting documentation from Contractor. Contractor does not have the right to terminate the Agreement for HCA’s breach of the Agreement or otherwise except as exclusively designated in this Section.

[bookmark: _Toc60991223]Termination Remedies

In the event of termination of this Agreement by HCA under Sections 21.1–21.3, in addition to its other available remedies, HCA has the right to procure such Services and/or Deliverables needed to complete, operate and maintain the System that are the subject of this Agreement on the open market and, subject to Section 20.2, Contractor shall be liable for all such procurement damages measured by:  (i) the cost difference between the original Agreement price for the Software and/or Services and the replacement costs of such Software and/or Services necessary to satisfy the System requirements that are acquired from another vendor; and (ii) if applicable, all reasonable costs of reprocurement.

If it is determined for any reason the failure to perform is not within the Contractor’s control, fault, or negligence, the termination by HCA under Sections 21.1–21.3 will be deemed to be a termination for convenience under Section 21.6.

[bookmark: _Ref515370891][bookmark: _Toc60991224]Termination for Convenience

In addition to its other rights to terminate, HCA may terminate this Agreement, in whole or in part for HCA’s convenience, by no less than ten calendar days’ Notice to Contractor. Invocation of Section 21.7 Termination for Withdrawal of Authority, or Section 21.8 Termination for Nonallocation of Funds, will be deemed a Termination for Convenience and will require such ten calendar days’ Notice unless impracticable under the circumstances.

During this ten day period, Contractor shall wind down and cease its Services as quickly and efficiently as reasonably possible, without performing unnecessary Services or activities and by minimizing negative effects on HCA from such winding down and cessation of Services. If this Agreement is so terminated, HCA shall be liable only for payment in accordance with Section 21.6.3, provided however that payment of Contractor under Section 21.6.3 will not limit Contactor’s right to compensation that it may be entitled to receive following the conclusion of the procedures in Section 14 Dispute Resolution or Section 22.6 Claims of this Agreement.

[bookmark: _Ref515374198][bookmark: _Ref515371213]In case of such termination for convenience, HCA will pay to Contractor:  (i) the prorated monthly Charges for Operations and Maintenance Services that are provided prior to the date of termination; (ii) the agreed upon price for Deliverables for which Acceptance has been given by HCA; and (iii) amounts for Deliverables which are in development but which have not been delivered and/or received Acceptance, subject to Contractor delivering such Deliverables and their receiving Acceptance. The amounts for such Deliverables in development but not delivered and accepted will be costs actually and reasonably incurred by Contractor therefor, as based on the then-current hourly rate at the time of termination, but such costs will not exceed the the Deliverable price stated in the Change Order defining the Deliverable, except as otherwise amended by the parties in writing. In addition, HCA agrees to compensate Contractor for reasonable and necessary costs incurred by Contractor as a result of HCA’s termination for convenience, including but not limited to costs associated with undepreciated or unamortized equipment and software licenses, early termination of leases, termination of Subcontractors and staff, subject to HCA’s reasonable judgment, the availability of State and Federal funds, and receipt of supporting documentation from Contractor.

[bookmark: _Ref515463203][bookmark: _Toc60991225]Termination for Withdrawal of Authority

In the event that the authority of HCA to perform any of its duties is withdrawn, reduced, or limited in any way after the commencement of this Agreement and prior to normal completion, HCA may terminate this Agreement under Section 21.6, Termination for Convenience, in whole or in part. This Section may not be construed so as to permit HCA to terminate this Agreement in order to acquire similar Services from a third party.

[bookmark: _Ref515462097][bookmark: _Ref515462152][bookmark: _Ref515462254][bookmark: _Ref515463220][bookmark: _Toc60991226]Termination for Nonallocation of Funds

If funds are not allocated, not allotted, not forthcoming, delayed or reduced by the federal government and/or the State to continue this Agreement in any future period, as provided in Section 3.7, Funding, HCA may terminate this Agreement under Section 21.6 Termination for Convenience. HCA will not be obligated to pay any further Charges for Services for such future period, but HCA shall make payments for Services, Deliverables and Contractor’s costs as provided in Section 21.6.3, subject to HCA’s availability of funding therefor. HCA agrees to notify Contractor of such non-allocation at the earliest possible time. No penalty will accrue to HCA in the event this Section is exercised.

[bookmark: _Toc60991227]Termination and Expiration Procedures

Upon termination of this Agreement, in addition to any other rights provided in this Agreement, HCA may require Contractor to deliver to HCA any Property, including but not limited to Deliverables and Data, for such part of this Agreement as has been terminated.

After receipt of a Notice of termination, and except as otherwise directed by HCA, Contractor shall:

Stop work under this Agreement on the date, and to the extent specified, in the Notice;

Place no further orders or subcontracts for materials, Services, or facilities except as may be necessary for completion of such portion of the work under this Agreement that is not terminated;

As soon as practicable, but in no event longer than 30 days after termination, terminate its orders and subcontracts related to the work that has been terminated and have a final determination of those amounts owed to settle all outstanding liabilities and all claims arising out of such termination of orders and subcontracts, with the approval or ratification of HCA to the extent required, which approval or ratification shall be final for the purpose of this Section; and

Continue performance of such part of this Agreement as has not been terminated by HCA.

Upon the expiration of this Agreement or the termination of this Agreement for any reason, and except as otherwise directed by HCA, Contractor shall:

Take such action as may be necessary, or as the HCA Program Director may direct, for the protection and preservation of the Property related to this Agreement that is in the possession of Contractor and in which HCA has an interest;

Transfer title to HCA and deliver in the manner, at the times, and to the extent directed by the HCA Program Director, any Property that is required to be furnished to HCA and that has been accepted or requested by HCA; and

Provide written certification to HCA that Contractor has surrendered to HCA all such Property.

Upon expiration of this Agreement or the termination of this Agreement for any reason, HCA’s rights to the Contractor Technology will be as follows:

Unless otherwise agreed to between the parties as part of a turnover plan, Contractor will provide HCA or its designee with technical and professional support and maintenance at rates negotiated between the parties for the Contractor Technology licensed to HCA as set forth in Section 10.1 Application Software and Documentation Licenses. 

Contractor will support and maintain the Contractor Technology at no cost to HCA during the negotiations of the rates, with the negotiated rates applicable back to the date of termination;

Contractor’s rates for the technical and professional support and maintenance services addressed above will not exceed the lesser of: (i) Reasonable and customary rates for such Services; or (ii) Contractor’s rates for comparable services for other customers.

Upon expiration of the Agreement or Contractor’s receipt of a Notice of termination of the Agreement from HCA, Contractor will provide any turnover assistance Services necessary to enable HCA or its designee to effectively close out the Agreement and move the work to another vendor or for HCA to perform the work itself, as described in Exhibit C – Performance Standards, Standard 17 System Turnover Plan and Documentation. Within 30 days of receipt of the Notice of termination and again on the date of termination, Contractor shall provide, in machine readable form, an up-to-date, usable copy of the Data in a format as required by HCA and a copy of all System Documentation needed by HCA to utilize the Data. Contractor will ensure that all consents or approvals to allow Contractor and Subcontractors to provide the assistance required following termination or expiration have been obtained, on a contingent basis, in advance, and will be provided by the applicable third parties at no cost or delay to HCA.

Upon expiration of the Agreement or Contractor’s receipt of a Notice of termination of the Agreement, Contractor shall assign to HCA any subcontracts for System Operations. HCA will have the option to continue the use and operation of the System and Services for a period of not more than 365 days after the effective date of termination or expiration of this Contract in order to identify and complete the transition to alternative software products and services.

[bookmark: _Ref515450890][bookmark: _Toc60991228]General Conditions

[bookmark: _Toc60991229]Antitrust Violations

Contractor and HCA recognize that overcharges resulting from antitrust violations are in actual economic practice usually borne by the purchaser, HCA. Therefore, Contractor hereby assigns to HCA any and all claims for such overcharges as to goods and services purchased in connection with this Agreement, except as to overcharges not passed on to HCA resulting from antitrust violations commencing after the date of the Change Order, price quotation, or other event establishing the prices and Charges under this Agreement.

[bookmark: _Toc60991230]Assignment

Contractor may not assign or transfer this Agreement or any of its rights hereunder, or delegate any of its duties hereunder, or change the Control of the Contract without the prior written consent of HCA, provided that any permitted assignment, transfer, delegation or change in Control will not operate to relieve Contractor of any of its duties and obligations hereunder, nor will such assignment, transfer, delegation or change in Control affect any remedies available to HCA that may arise from any breach of the provisions of this Agreement or warranties made herein including but not limited to, rights of setoff. HCA may assign this Agreement to any public agency, commission, board, or the like, within the political boundaries of the state of Washington. Any attempted assignment, transfer, delegation or change in Control in contravention of this Section of the Agreement is null and void. In addition, HCA shall have the right to exercise any of its remedies in the Agreement, at law and in equity, for any attempted assignment, transfer, change in Control or delegation in contravention of this Section, including but not limited to recovery of its damages resulting therefrom, and termination or rescission of the Contract. This Agreement inures to the benefit of and is binding on the parties hereto and their permitted successors and assigns.

[bookmark: _Toc60991231]Attorneys’ Fees and Costs

If any mediation, arbitration or litigation is brought to enforce, or arises out of, the Contract or any term, clause, or provision hereof, each party shall be responsible for its own fees, costs, attorneys' fees, and expenses, as well as its own costs subsequent to judgment in obtaining execution thereof.

[bookmark: _Toc60991232]Authority

Neither party shall have authority to bind, obligate or commit the other party by any representation or promise without the prior written approval of the other party.

[bookmark: _Toc60991233]Binding Effect

Each party agrees that the Agreement binds it and each of its employees, agents, independent contractors, and representatives.

[bookmark: _Ref515463281][bookmark: _Toc60991234]Claims

Contractor must submit claims against HCA within the earlier of six months of the date upon which Contractor knew of the existence of the claim. No claims are allowed unless Notice of such claim has been given within the above-described time period. Such claims must be submitted to the HCA Program Director or designee by Contractor in the form and with the certification prescribed by the HCA Program Director or designee. Upon failure of Contractor to submit its claim within the time allowed, all rights to seek amounts due on account of such claims are waived and forever barred. Submission of such claims against HCA are Contractor’s sole and exclusive remedy in the event that HCA breaches this Agreement, except as otherwise provided in the Agreement, including but not limited to Sections 18.4.2 and 21.4.

[bookmark: _Toc60991235][bookmark: _Ref515446119]Clean Air Act

During the performance of this Agreement, Contractor shall comply with the federal Clean Air Act. In the event of Contractor’s conviction of any offense under section 113(c), this Agreement may be rescinded, canceled, or terminated in whole or in part by HCA under Section 21.1 Termination for Default, and Contractor may be declared ineligible for further contracts with HCA.

[bookmark: _Toc60991236]Clean Water Act

During the performance of this Agreement, Contractor shall comply with the federal Clean Water Act. In the event of Contractor’s conviction of any offense under section 309(c), this Agreement may be rescinded, canceled, or terminated in whole or in part by HCA under Section 21.1 Termination for Default, and Contractor may be declared ineligible for further contracts with HCA. 

[bookmark: _Ref60924062][bookmark: _Toc60991237]Compliance With Civil Rights Laws

During the performance of this Agreement, Contractor shall comply with all federal and applicable State nondiscrimination laws, including but not limited to:  Title VII of the Civil Rights Act, 42 U.S.C. §12101, et seq.; the Americans with Disabilities Act of 1990 (ADA), 42 U.S.C. §12101 et seq., 28 C.F.R. Part 35; and Title 49.60 RCW, Washington Law Against Discrimination. In the event of Contractor’s noncompliance or refusal to comply with any nondiscrimination law, regulation or policy, this Agreement may be rescinded, canceled, or terminated in whole or in part by HCA under Section 22.1 Termination for Default, and Contractor may be declared ineligible for further contracts with HCA.

[bookmark: _Toc60991238]Counterparts

This Agreement may be executed in counterparts or in duplicate originals. Each counterpart or each duplicate will be deemed an original copy of this Agreement signed by each party, for all purposes.

[bookmark: _Ref515446120][bookmark: _Toc60991239]Covenant Against Contingent Fees.

Contractor warrants that no person or selling agency has been employed or retained to solicit or secure this Agreement upon any contract or understanding for a commission, percentage, brokerage, or contingent fee, except bona fide employees or a bona fide established commercial or selling agency of Contractor.

In the event of breach of this Section by Contractor, HCA has the right to either annul this Agreement without liability to HCA, or, in HCA’s discretion, deduct from payments due to Contractor, or otherwise recover from Contractor, the full amount of such commission, percentage, brokerage, or contingent fee.

[bookmark: _Toc60991240]Cooperation of Parties

The parties agree to fully cooperate with each other in connection with the performance of their respective obligations and covenants under this Agreement.

[bookmark: _Ref60924364][bookmark: _Toc60991241]Debarment and Suspension

Contractor certifies to HCA that it and its principals are not debarred, suspended, or otherwise excluded from or ineligible for, participation in federal or State government contracts. Contractor certifies that it will not contract with a Subcontractor that is so debarred or suspended. Contractor also shall include the above requirement in any and all subcontracts into which it enters. Contractor shall immediately notify HCA if, during the term of this Agreement, Contractor becomes debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded by any federal or State department or agency from participating in transactions. HCA may immediately terminate this Agreement by providing Contractor Notice if Contractor becomes debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded by any federal or State department or agency from participating in transactions during the term hereof.

[bookmark: _Toc60991242]Drug Free Workplace Statement

The Federal government implemented the Drug Free Workplace Act of 1988 in an attempt to address the problems of drug abuse on the job. It is a fact that employees who use drugs have less productivity, a lower quality of work, and a higher absenteeism, and are more likely to misappropriate funds or services. From this perspective, the drug abuser may endanger other employees, the public at large, or themselves. Damage to property, whether owned by this entity or not, could result from drug abuse on the job. All these actions might undermine public confidence in the services this entity provides. Therefore, in order to remain a responsible source for government contracts, the Contractor certifies that the following guidelines have been adopted:

The unlawful manufacture, distribution, dispensation, possession or use of a controlled substance is prohibited in the work place.

Violators may be terminated or requested to seek counseling from an approved rehabilitation service.

Employees must notify their employer of any conviction of a criminal drug statue no later than five days after such conviction.

Although alcohol is not a controlled substance, it is nonetheless a drug. Abuse of this drug will also not be tolerated in the workplace.

[bookmark: _Toc60991243]Entire Agreement; Acknowledgement of Understanding

HCA and Contractor acknowledge that they have read the Agreement and the attached Exhibits, understand them, and agree to be bound by their terms and conditions. Further, HCA and Contractor agree that the Agreement and the Exhibits and the other documents referenced in Section 22.20 Incorporation of Documents and Order of Precedence, are the complete and exclusive statement of the Agreement between the parties relating to the subject matter of the Agreement and supersede all letters of intent or prior contracts, oral or written, between the parties relating to the subject matter of the Agreement, except as provided in Section 13.10 Written Commitments.

[bookmark: _Toc60991244][bookmark: _Ref515462532]Equal Employment Opportunity

Contractor shall comply with Executive Order 11246, entitled “Equal Employment Opportunity,” as amended by Executive Order 11375, and as supplemented by the Department of Labor Regulations (41 C.F.R. Part 60), which prohibits federal contractors and federally-assisted construction contractors and subcontractors who do over $10,000 in Government business in one year from discriminating in employment decisions on the basis of race, color, religion, sex, or national origin, and which requires Government contractors to take affirmative action to ensure that equal opportunity is provided in all aspects of their employment. In the event of Contractor’s noncompliance or refusal to comply with the rules listed in this Section 22.16, this Agreement may be rescinded, canceled, or terminated in whole or in part by HCA under Section 21.1 Termination for Default, and Contractor may be declared ineligible for further contracts with HCA.

[bookmark: _Toc60991245]Force Majeure

Neither Contractor nor HCA will be liable or responsible for delays or failures in performance resulting from events beyond the reasonable control of such party and without fault or negligence of such party. Such events include but are not limited to acts of God, strikes, lockouts, riots, acts of war, epidemics, acts of government, fire, power failures, nuclear accidents, earthquakes, unusually severe weather, acts of terrorism, or other disasters, whether or not similar to the foregoing, and acts or omissions or failure to cooperate of the other party or third parties (except as otherwise specifically provided herein). In case of such an event, the period for the performance of the act may be extended for a period equivalent to the period of the delay. 

[bookmark: _Ref515446121][bookmark: _Toc60991246]Governing Law

This Agreement is governed in all respects by the law and statutes of the state of Washington, without reference to conflict of law principles. However, if the Uniform Computer Information Transactions Act (UCITA) or any substantially similar law is enacted as part of the law of the state of Washington, said statute will not govern any aspect of this Agreement or any license granted hereunder, and instead the law as it existed prior to such enactment will govern. The exclusive jurisdiction and venue of any action hereunder will be in the Superior Court for Thurston County, Washington. Contractor accepts the personal jurisdiction of such court. 

[bookmark: _Toc60991247]Headings

The headings throughout the Agreement are for reference purposes only, and the words contained therein will in no way be held to explain, modify, amplify or aid in the interpretation, construction or meaning of the provisions of this Agreement.

[bookmark: _Ref519590701][bookmark: _Toc60991248]Incorporation of Documents and Order of Precedence

Each of the documents listed below is by this reference incorporated into this Agreement. In the event of an inconsistency, the inconsistency will be resolved in the following order of precedence:

1. Applicable federal and State laws, regulations and policies;

1. Exhibit E – Data Share/Business Associate Agreement;

1. The terms and conditions in the body of this Agreement;

1. Change Orders under this Agreement;

1. Exhibit A – Deliverables, Key Staff, and Charges;

1. Exhibit B – Equipment and Software Configuration;

1. Exhibit C – Performance Standards;

1. Exhibit D – HCA-Contractor Escrow Agreement;

1. The Specifications;

1. The Work Plan;

1. Exhibit F – RFP 2020HCA28;

1. Exhibit G – Contractor’s RFP Response; and

Any other provision, term or material incorporated herein by reference or otherwise incorporated, including all Contractor publications, written materials and schedules, charts, diagrams, tables, descriptions, other written representations and any other supporting materials Contractor made available to HCA and used to effect the sale of Deliverables and Services to HCA.

[bookmark: _Toc60991249]Independent Status of Contractor

The parties hereto, in the performance of this Agreement, will be acting in their individual, corporate or governmental capacities and not as agents, employees, partners, joint venturers, or associates of one another. The parties intend that an independent contractor relationship is created by this Agreement. The employees or agents of one party will not be deemed or construed to be the employees or agents of the other party for any purpose whatsoever. Contractor shall not make any claim of right, privilege or benefit that would accrue to an employee under chapter 41.06 RCW (State Civil Service Law) or Title 51 RCW (Industrial Insurance).

[bookmark: _Toc60991250]Licensing Standards

Contractor shall comply with all applicable HCA, State, and federal licensing requirements and Standards necessary in the performance of this Agreement.

[bookmark: _Ref515446142][bookmark: _Toc60991251]Lobbying Activities

Contractor shall comply with all certification and disclosure requirements prescribed by Section 319, Public Law 101-121 (31 U.S.C. § 1352), 45 C.F.R. Part 93. No federal funds under this agreement may be used to influence or attempt to influence an officer or employee of any agency, a member of Congress, an officer or employee of Congress, or an employee of a member of Congress in connection with the awarding of any federal contract, continuation, renewal, amendments other than federal appropriated funds.

[bookmark: _Toc60991252]Modifications and Amendments.

No modification, amendment, alteration, addition or waiver of any Section, term or condition of this Agreement will be effective or binding unless it is in writing and signed by an authorized representative of each of the parties.

[bookmark: _Toc60991253]Nonwaiver

Except as otherwise specifically provided herein, any failure or delay by either party to exercise or partially exercise any right, power or privilege under the Agreement will not be deemed a waiver of any such right, power, or privilege under the Agreement. Any waivers granted by HCA for breaches hereof will not indicate a course of dealing of excusing prior, subsequent, or other breaches. Contractor agrees that HCA’s pursuit or non-pursuit of a remedy under this Agreement for Contractor’s breach of its obligations will neither constitute a waiver of any such remedies or any other remedy that HCA may have at law or equity for any other occurrence of the same or similar breach, nor estop HCA from pursuing such remedy.

[bookmark: _Toc60991254]Notice of Delay

When either party has knowledge that any actual or potential situation is delaying or threatens to delay the timely performance of this Agreement, that party shall, within five Business Days, give Notice thereof, including all relevant information with respect thereto, to the other party. If a party delays in providing additional information, data, guidance, or approvals that are requested by the other party, or in performing its obligations, the other party may submit claims for damages that are caused by such delays and are permitted under the Agreement. The party submitting the claim shall provide Notice of such claim to the other party prior to filing the claim.

[bookmark: _Ref515461783][bookmark: _Toc60991255]Notices

Any notice or demand or other communication required or permitted to be given under this Agreement or applicable law, except service of process, is effective if and only if it is in writing, properly addressed, and delivered in person, or by a recognized courier service, or deposited with the United States Postal Service as first class mail, postage prepaid certified mail, return receipt requested, or by electronic mail, to the parties at the addresses and email addresses provided in this Section.



		To Contractor at: 

		and to:



		Contractor

		Contractor



		Attn: 



		Attn: 





		Mailing Address: 



		

		Mailing 

Address: 

		



		E-mail Address:

		

		E-mail Address:

		



		Telephone:

		

		Telephone:

		







		To HCA at:

		and to:



		State of Washington

Health Care Authority 

		State of Washington

Health Care Authority



		Attn: 

		Attn:  



		Mailing Address:

		

		Mailing Address:

		



		Street Address:

		

		Street Address:

		



		E-mail Address:

		

		E-mail Address:

		



		Telephone:

		

		Telephone:

		







Notices will be effective upon receipt or four Business Days after mailing, whichever is earlier. The Notice addresses provided above may be changed by Notice given as provided above.

[bookmark: _Toc60991256]Publicity

The award of this Agreement to Contractor is not in any way an endorsement of Contractor or Contractor’s Services by HCA and must not be so construed by Contractor in any advertising or publicity materials. Contractor agrees to submit to the HCA Project or Program Director all advertising, sales promotion, and other publicity matters relating to this Agreement in which HCA’s name is mentioned, language is used, or internet links are provided from which the connection of HCA’s name with Contractor’s services may, in HCA’s judgment, be inferred or implied. Contractor further agrees not to publish or use such advertising, sales promotion materials, or publicity or the like through print, voice, the Web, and other communication media in existence or hereinafter developed without the express written consent of HCA prior to such use. Contractor also agrees not to release any informational pamphlets, notices, press releases, research reports, or similar public notices concerning this Agreement without obtaining the prior written approval of HCA.

[bookmark: _Toc60991257]Remedies

Except for remedies explicitly designated as exclusive, no remedy conferred by any of the specific provisions of the Agreement is intended to be exclusive of any other remedy, and each and every remedy shall be cumulative and shall be in addition to every other remedy given hereunder, now or hereafter existing at law or in equity or by statute or otherwise. The election of any one or more remedies by either party shall not constitute a waiver of the right to pursue other available remedies.

[bookmark: _Toc60991258]Severability

If any term or condition of this Agreement or the application thereof to any person(s) or circumstances is held invalid, such invalidity shall not affect other terms, conditions, or applications that can be given effect without the invalid term, condition, or application; to this end the terms and conditions of this Agreement are declared severable.

[bookmark: _Ref515446158][bookmark: _Toc60991259]Sovereign Immunity

Nothing in this Agreement will be construed as a waiver by HCA or the state of Washington of the State’s immunity under the 11th Amendment to the United States Constitution or any other immunities from suit or from liability that HCA or the state of Washington may have by operation of law.

[bookmark: _Ref515442999][bookmark: _Toc60991260]Subcontractors (if applicable)

Contractor may, with prior written permission from the HCA Program Director, which consent will not be unreasonably withheld, enter into subcontracts with third parties for its performance of any part of Contractor’s duties and obligations. Subject to the other provisions of this Section 22.32, HCA expressly consents to Contractor’s use of the following Subcontractors: TO BE DETERMINED. HCA’s Subcontractor approval may be rescinded at HCA’s sole discretion; provided that, if HCA rescinds its approval of a previously approved Subcontractor without cause, HCA must utilize the Change Order Process provided in Section 15. Contractor is responsible and liable for the proper performance of and the quality of any work performed by any and all Subcontractors. In no event will the existence of a subcontract operate to release or reduce the liability of Contractor to HCA for any breach in the performance of Contractor’s duties. In addition, Contractor’s use of any Subcontractor will not cause the loss of any warranty from Contractor. 

All subcontracts will be made in writing and copies provided to HCA upon request. HCA has the right to refuse reimbursement for obligations incurred under any subcontract that do not comply with the terms and conditions of this Agreement. Contractor agrees to indemnify, defend, and hold HCA harmless from and against any and all claims, actions, losses, liabilities, damages, costs and expenses (including reasonable attorney fees) arising out of or related to acts or omissions of Contractor’s Subcontractors, their agents, or employees. At HCA’s request, Contractor shall forward copies of subcontracts and fiscal, programmatic and other material pertaining to any and all subcontracts. For any Subcontractor, Contractor shall:

Be responsible for Subcontractor compliance with the Agreement and the subcontract terms and conditions; and

Ensure that the Subcontractor follows HCA’s reporting formats and procedures as specified by HCA;

Include in the Subcontractor’s subcontract substantially similar terms as are provided in Sections 3.7 Funding, 3.8 Most Favored Customer, 4.5 Reference Checks, 4.8 Employment of State Personnel, 4.9 Accounting Requirements, 4.10 Records Retention and Access Requirements, 4.11 Audit and Risk Assessment Requirements, 10.4 Licenses – State and Federal Governments, 11 HCA Ownership, 17 Insurance, 18 Confidential Information and Proprietary Information, 22.7 Clean Air Act, 22.8 Clean Water Act, 22.9 Compliance with Civil Rights Laws, 22.11 Covenant Against Contingent Fees, 22.13 Debarment and Suspension, 22.14 Drug Free Workplace Statement, 22.16 Equal Employment Opportunity, 22.18 Governing Law, 22.23 Lobbying Activities, and 22.31 Sovereign Immunity and Exhibit F Business Associate Terms.

Upon expiration or termination of this Agreement for any reason, HCA or the State will have the right to enter into direct agreements with any of the Subcontractors. Contractor agrees that its arrangements with Subcontractors will not prohibit or restrict such Subcontractors from entering into direct agreements with HCA.

Participation by HCA in any Contractor evaluation of potential Subcontractors, any selection of a Subcontractor, or any activity related thereto will not change, reduce, or eliminate Contractor’s obligations under this Agreement including but not limited to obligations in this Section 22.32. Contractor will indemnify, defend, and hold HCA harmless from and against any and all claims, actions, losses, liabilities, damages, costs and expenses (including reasonable attorney fees) arising out of, or related to, HCA’s activities related to or associated with the evaluation or selection of any potential Subcontractor or related activity.

The parties agree that the times for Contractor to respond to Change Requests in Section 15.6 and the correction of Deficiencies in Exhibit C, Performance Standard 6 System Maintenance, include time for and shall apply to its Subcontractors. 

[bookmark: _Toc60991261]Subpoena

In the event that a subpoena or other legal process commenced by a third party in any way concerning the Software or Services provided pursuant to this Agreement is served upon Contractor or HCA, such party agrees to notify the other party in the most expeditious fashion possible following receipt of such subpoena or other legal process. Contractor and HCA further agree to cooperate with each other in any lawful effort by the other party to contest the legal validity of such subpoena or other legal process commenced by a third party, as may be reasonably required and at the expense of the party to whom the legal process is directed, except as otherwise provided herein in connection with defense obligations by Contractor for HCA.

[bookmark: _Toc60991262]Survival

All Services performed and Deliverables delivered pursuant to the authority of this Agreement are subject to all of the terms, conditions, price discounts, rates and Charges set forth herein, notwithstanding the expiration of the initial term of this Agreement or any extension thereof. Further, the terms, conditions and warranties contained in this Agreement that by their sense and context are intended to survive the completion of the performance, cancellation or termination of this Agreement will so survive. In addition, the terms of Section 4.4.10, Section 4.9 Accounting Requirements, Section 4.10 Records Retention and Access Requirements, Section 10.1 Application Software and Documentation Licenses, Section 10.4 Licenses – State and Federal Governments, Section 10.5 License Grant from HCA to Contractor, Section 11 HCA Ownership, Section 13.1 Legal and Regulatory Compliance, Section 13.4 Date Warranty, Section 13.5 No Surreptitious Code, Section 13.9 OSHA/WISHA, Section 13.13 Intellectual Property Rights, Section 13.14 Non-Obsolescence, Section 14 Dispute Resolution, Section 16 Additional Rights and Remedies, Section 17 Insurance, Section 18 Confidential Information and Proprietary Information, Section 19 Indemnifications, Section 20 Damages Limitations, Section 21 Termination, Section 22 General Conditions, and Exhibit D Contractor-HCA-TBD Escrow Agreement, Exhibit E Business Associate Agreement. 

[bookmark: _Toc60991263]UCC Applicability

Except to the extent the sections of this Agreement are clearly inconsistent, this Agreement will be governed by the Uniform Commercial Code as set forth in Title 62A RCW. To the extent this Agreement entails delivery or performance of services, such services are deemed “goods” within the meaning of the Uniform Commercial Code, except when to do so would result in an absurdity. In the event of any clear inconsistency or contradiction between this Agreement and the Uniform Commercial Code, the terms and conditions of this Agreement will take precedence and will prevail unless otherwise provided by law.







IN WITNESS WHEREOF, the parties having read this Agreement in its entirety, including all attachments hereto, do agree thereto in each and every particular and have duly executed and delivered this Pharmacy Point of Sale Agreement as of the Agreement Effective Date.



		Approved

		

		Approved



		State of Washington

Health Care Authority



		

		Contractor



		

		

		



		Signature                                                           Date

		

		Signature                                             Date



		

		

		





		Print or Type Name  

		

		Print or Type Name



		

		

		





		Title

		

		Title 
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Exhibit A:

Deliverables, Key Staff, and Charges

The parties will cooperate to provide an Exhibit A that is substantially similar to the format below.

Key Staff

Contractor’s ongoing Key Staff are listed in the table below. In addition, the Contractor Project Manager appointed for any Major Enhancement will be Key Staff.



		Key Staff Positions

		Current Approved



		Account Director

		



		Project Manager

		



		Pharmacy Business Lead

		



		Drug Rebate Business Lead

		



		Solutions/Technical Manager

		



		Test Manager

		



		Implementation Manager

		



		Certification Manager

		





[bookmark: _Ref515884011]Agreement Pricing

Maximum Amount

[bookmark: Text1]The maximum amount of the Agreement is $     .

DDI Amounts

[bookmark: Text2]The Total DDI + DDI Contingency amount is $     .  

i. The Total DDI amount is $     .

ii. The Total DDI Contingency amount is $     .

Operations and Maintenance Amount

The Operations and Maintenance amount is $     .

[bookmark: _Ref516467106]Proration

For any and all Services that are priced at a monthly rate under the Agreement, if such Services are provided fewer than all calendar days in any calendar month, then the cost for such Services will be prorated as the daily portion of the monthly rate (calculated based upon a 30-day month) times the number of days on which Services are provided. Similarly, for any and all Services that are priced at an annual rate under the Agreement, if such Services are provided fewer than all calendar days in any calendar year, then the cost for such Services will be the sum of:

1. Full months: the pro rata monthly portion of the annual rate (calculated based upon a 12 month year) times the number of months during which the Services are provided on every calendar day in the month; and

Partial months: The pro rata daily portion of the annual rate (calculated based upon a 30 day month and a 12 month year) for each month during which the services are provided fewer than all calendar days in the month.

The calculations for pro rata daily and monthly amounts identified in this paragraph 6 of Exhibit A also will be used to calculate any and all credits and price reduction amounts due to HCA under the Agreement for partial months of years.

Hourly Rates (Placeholder years)

During the initial DDI Project phase, the hourly rates that Contractor may charge HCA for additional work performed or to be performed by Contractor for the period through Go-Live is $     .

Unless otherwise negotiated, the hourly rates that Contractor may charge HCA for additional work performed or to be performed by the named Subcontractor(s) for the period through Go-Live is $     .

[bookmark: Text3]During the Operations and Maintenance phase, the hourly rates that Contractor may charge HCA for additional work performed or to be performed by Contractor for the period       are:



		O&M Year

		1

		2

		3

		4

		5

		6

		7



		Contractor

		

		

		

		

		

		

		







[bookmark: Text4]Unless otherwise negotiated, the hourly rates that Contractor may charge HCA for additional work performed or to be performed by the named Subcontractor(s) for the period       are:

		O&M Year

		1

		2

		3

		4

		5

		6

		7



		Subcontractor

		

		

		

		

		

		

		





[bookmark: _Ref516484546]Fixed Price Costs for Operations and Maintenance (O&M) Services (Placeholder years)

[bookmark: Text5]The table in this Section show the Fixed Price costs for O&M Services from the inception of Operations through      :

Table 1

Fixed Price Costs for O&M Services       –      

		O&M Year

		1

		2

		3

		4

		5

		6

		7

		Total



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		



		Total

		

		

		

		

		

		

		

		





Table of Deliverables

The dates in the following table will be revised as agreed upon by the parties in the Work Plan.

		Deliverable

		RFP Reference

		Scheduled Acceptance Date

		Price

		Holdback

		Invoice Amount



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		Total DDI

		

		

		

		

		



		Scheduled Payment of Holdback

		

		

		

		

		







Exhibit B:

Equipment and Software Configuration









This is a placeholder. The parties will cooperate to provide a replacement exhibit during contract negotiations.



Exhibit C:

Performance Standards 









See Attachment 16 of RFP 2020HCA28 for Performance Standards. This exhibit will be included and incorporated into this Agreement by reference, but is not attached herein due to page length.











Exhibit D:

Escrow Agreement









This is a placeholder. The parties will cooperate to provide a replacement exhibit during contract negotiations.



Exhibit E:

Data Share/Business Associate Agreement









See Attachment 17 of RFP 2020HCA28 for the sample Data Share/Business Associate Agreement. This exhibit will be included and incorporated into this Agreement by reference, but is not attached herein due to page length.

Exhibit F:

RFP 2020HCA28









This exhibit is included and incorporated into this Agreement by reference, but is not attached herein due to page length.

Exhibit G:

Contractor’s RFP Response









This exhibit will be included and incorporated into this Agreement by reference, but will not be attached herein due to page length.
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Attachment 16 - Performance Standards.docx
Attachment 16: 

Performance Standards

· The phrase “inaccurate or incomplete” is used in Performance Standards Numbers 4, 5, 7, 9, 15 and 17. Inaccurate or incomplete means information that is provided by the Contractor that contains an error or omission, or does not comply with Specifications or industry standards, or contains an inconsistency, that may drive incorrect decisions or actions creating additional expenditures of time or money.

· Contractor submissions that contain numerous spelling, formatting, or grammar errors will be returned for corrections, but will not incur Liquidated Damages for missing a due date as long as the substance is accurate and complete. 



		Operations – Contract Administration

		RFP Reference: 2.9.3.5 and 2.9.3.6



		Performance Requirement

		Liquidated Damages



		Contractor must develop an Annual Business Plan that must be delivered to HCA 60 calendar days prior to the beginning of each State fiscal year. Elements of the Business Plan will include the following elements:

· An outline of all major activities planned for the upcoming year.

· Business improvement objectives and outcomes for the upcoming year.

· The methodology for performing activities and meeting objectives.

· Measuring customer service performance.

· Identifying where customer service performance is inadequate

· Developing and implementing corrective actions.

		HCA shall assess $200 per calendar day for each day an Annual Business Plan is not timely delivered. If the Annual Business Plan is received on time but does not include the required elements, HCA shall access $200 per calendar day until all required elements are included in the plan.



		By the fourth Friday of each month, the Contractor must provide HCA with a progress report stating the progress in achieving goals identified in the Annual Business Plan. 

		HCA shall assess $200 per calendar day for each day an acceptable Monthly Progress Report is not timely delivered. If the Monthly Progress Report is received on time but does not include one or more of the required elements or the information is incorrect, HCA shall access $200 per calendar day until all required elements are included in the report or until the data reported is accurate.



		[bookmark: _Toc516036059][bookmark: _Toc516039992]Key Staff

		RFP Reference 2.6



		Performance Requirement

		Liquidated Damages



		During the entire duration of the contract, Key Staff commitments made by the Contractor must not be changed without 30 days prior written notice to HCA unless due to legally required leave of absence, sickness, death, resignation or mutual agreed upon termination of employment, of any named individual.

		HCA shall assess $25,000 per occurrence for each Key Staff person proposed who is changed without proper notice and approved by HCA for reasons other than legally required leave of absence, sickness, death, resignation or mutual agreed upon termination of employment.



		Contractor must replace Key Staff with individuals who are acceptable to HCA within 60 calendar days of departure unless a longer period is approved in writing by HCA. Contractor must appoint an interim replacement Key Staff within one (1) Business Day of departure of the Key Staff.  

		 If the Key Staff is not replaced within 60 calendar days of Key Staff departure, or a longer period if approved by HCA, HCA shall assess $500 per Business Day for each day beyond 60 days until an acceptable replacement has been made.







		DDI Deliverables 

		RFP Reference 2.8



		Performance Requirement

		Liquidated Damages



		During the DDI phase, Contractor shall provide Deliverables that meet State approval, by the due dates set forth in the approved Project work plan or as otherwise mutually agreed upon. The dates for completion of Deliverables will be used as a checkpoint for performance monitoring, assessment of the contractor’s progress towards operational readiness and Contractor’s payments. The Contractor’s status reports will provide information on progress towards meeting these Deliverables dates.

		HCA shall assess  $1,000 per  Business day for each Business day thereafter until the date that each Deliverable is delivered to HCA. 







		[bookmark: _Toc516036060][bookmark: _Toc516039993]System Documentation (As-Built Deliverable)

		RFP Reference 2.8



		Performance Requirement

		Liquidated Damages



		Contractor and HCA will agree upon the due date for a System Enhancement As-Built Deliverable (HCA defines an “As-built” as that portion of system documentation that needs to be updated related to the specific enhancement) and the Production release date for its Implementation in a Change Order, or as otherwise provided in Section 15.4 of the Agreement. 







Contractor must incorporate and accept the tracked changes from the approved As-Built Deliverable to the appropriate part(s) of the System Documentation within 30 days of the date the complete functionality of the related Change Order is released into Production.

For System Documentation updates not resulting from Change Orders, the due dates may be adjusted as needed based on Contractor’s priority and will be discussed and agreed by HCA and the Contractor.

		HCA shall assess $500 per Business Day for each Business Day after the due date that an acceptable As-Built Deliverable is not received by HCA. If the As-Built Deliverable is received on time but the information is inaccurate or incomplete, HCA shall assess $500 per Business Day until an acceptable As-Built Deliverable is received by HCA.

HCA shall assess $500 per calendar day for each day after the agreed-upon Production release date until the System Enhancement Deliverable is released into Production. 

HCA shall assess $500 per calendar day for each day after the due date that the System Enhancement As-Built discrepancy changes are not accepted in the appropriate part(s) of the System Documentation.







		[bookmark: _Toc516036061][bookmark: _Toc516039994]Change Request Response

		RFP Reference 2.4.10



		Performance Requirement

		Liquidated Damages



		The Contractor must deliver a Change Request response (Firm Offer) within 20 Business Days of receipt of a HCA Change Request, unless otherwise agreed.



		HCA shall assess $100 per Business Day for each Business Day after the due date that an acceptable Firm Offer (FO) is not received. If the FO is received on time but the information is inaccurate or incomplete, HCA shall assess $100 per Business Day for each day after the due date until an acceptable FO has been received.







		[bookmark: _Toc516036062][bookmark: _Toc516039995]Unplanned Outage or Operations Event Response Time

		RFP Reference 2.9.2 and 4.11.3.3



		[bookmark: _Toc516036063]“Unplanned Outage” and “Operations Event” are defined in the Agreement and further described in the Operations Guide.



		Performance Requirement

		Liquidated Damages



		Response Time Requirements 

(from HCA call/email to Contractor, or Contractor’s discovery of an Unplanned Outage or Operations Event in the Production environment and ITF environments during the UAT cycle)

		30 minutes

		For an Unplanned Outage,  Contractor must respond to a call/email/text or message from HCA or notify HCA of discovery of an Unplanned Outage via call or via email using the agreed-upon HCA Distribution List.



		30 minutes

		For an Operations Event during Business Hours, Contractor must respond to a call/email/text or message  from HCA or notify HCA of discovery of an Operations Event via call or via email using the agreed-upon HCA Distribution List.



		Prior to next Business Day

		For an Operations Event during non-Business Hours, Contractor must respond to a call/email/text or message  from HCA or notify HCA of discovery of an Operations Event via call or via email using the agreed-upon HCA Distribution List.



		Two hours from initial notice

		For an Unplanned Outage or an Operations Event, Contractor must provide status update and next steps, including, when available, the recommended resolution and estimated fix date/time for all System components, to the agreed-upon HCA Distribution List.



		Once every hour thereafter (unless other timeframe agreed upon)

		For an Unplanned Outage or an Operations Event, Contractor must give status update, including, when available, the recommended resolution and estimated fix date/time for all System components, to the agreed-upon HCA Distribution List.







		





When notice, response, recommended resolution, or update is not received by HCA within the identified time frame, HCA shall assess $350 per missed response time per each requirement.









		[bookmark: _Toc516036064][bookmark: _Toc516039996]Unplanned Outage/Operations Event Reports

		RFP Reference 2.9.2



		Performance Requirement

		Liquidated Damages



		Contractor must provide HCA with Contractor’s completed analysis of the causes for Unplanned Outages or Operations Events in the Production and UAT environments, excluding HCA-owned tickets, within four Business Days of the resolution of the issue. The analysis must include title, date and times of event, summary of event, root cause, solution, and if there are any follow-up actions needed. 

		HCA shall assess $200 per Business Day for each Business Day after the due date that the report is not received. If the report is received on time but the information is inaccurate or incomplete, HCA will provide a written outline of the deficiencies and Contractor will provide a corrected report within four Business Days. 

If an acceptable report is not received within four Business Days, HCA shall assess $200 per Business Day for each delinquent Business Day until an acceptable report is received.









		[bookmark: _Toc516036065][bookmark: _Toc516039997]System Maintenance 

		RFP Reference 2.9.2 and 4.11



		General Requirements

Contractor must provide maintenance support and correct System Deficiencies and Unplanned Outages/Operations Events for any and all System components installed and operated within Contractor and HCA Sites. System Deficiencies (also referred to as Defects) are categorized from Severity Level 1 to Severity Level 4, as defined below, according to their impact on Operations. Unplanned Outages/Operations Events are categorized as either Severity Level 1 or Severity Level 2. HCA will determine the severity level assigned to a Deficiency or an Unplanned Outage/Operations Event, taking into account HCA’s consultation with Contractor. Each Deficiency must be fixed within the required time frames for the severity level, as detailed below. All associated tickets (e.g., Service Requests for data patching, etc.) must be fixed within timeline(s) set out in the Operations Guide. The Deficiency is not fixed until all associated tickets are fixed. If a timeline for an associated ticket is not met, liquidated damages shall be assessed back to the defined approved date in the Firm Offer for the Deficiency.

Performance Tracking via Contractor’s Bi-weekly Ticket Report. Associated tickets will be tracked per the process that will be outlined in the Operations Guide.



The POS Release Schedule will be discussed and agreed to by HCA and the Contractor during Contract negotiations.







		[bookmark: _Toc516039998]Severity Level 1 – Emergency

A Deficiency that causes the loss of one or more critical Functions of the System, e.g. POS or UAT, or the unavailability of one or more critical Functions to either external or State Users.



		Severity Level 1 Performance Requirement

		Liquidated Damages



		

		Twenty-four hours 

		Contractor must have corrected Deficiency or Unplanned Outage.



















		

For Contractor’s failure to repair/correct a Severity Level 1 Deficiency or Unplanned Outage within 24 hours, HCA shall assess liquidated damages in the amount of:



		$5,000



		For each calendar day or any part of a calendar day up to 15 days.



		$10,000

		For each calendar day, or any part of a day, thereafter, until the Deficiency or Unplanned Outage is corrected.
















		[bookmark: _Toc516039999]Severity Level 2 - Disabled, no Workaround

A business Function or System component does not work as required, and no Workaround acceptable to HCA is available.

There are two types of  occurrences that can be Severity Level 2:  (1) Unplanned Outages/Operations Events; and (2) System Deficiencies. Severity Level 2 Deficiencies will be evaluated as high vs. low impact/priority by HCA staff based on the level of impact the Deficiency has on the provider, client, State users or the business impact to the State.



		Severity Level 2 Performance Requirement

		Liquidated Damages



		

Unplanned Outage/Operations Event

		Twenty-four hours 

		Contractor must have corrected Severity Level 2 Unplanned Outage/Operations Event.







Deficiency 

		For high impact/priority Deficiencies



		TBD

		Contractor must have corrected Deficiency



		For low impact/priority Deficiencies



		TBD



		Contractor must have corrected Deficiency







		

For Contractor’s failure to repair/correct a Severity Level 2 Unplanned Outage/Operations Event within 24 hours, HCA shall assess liquidated damages in the amount of:

		$350

		For each calendar day or any part of a calendar day up to 15 days.



		$700

		For each calendar day, or any part of a day, thereafter, until the Unplanned Outage/ Operations Event is corrected.







For Contractor’s failure to repair/correct either a high or a low impact/priority Severity Level 2 Deficiency within the time frame identified, HCA shall assess liquidated damages in the amount of:

		$350

		For each calendar day, or any part of a day, thereafter, until the Deficiency is corrected


















		[bookmark: _Toc516040000]Severity Level 3 - Disabled, Workaround

A business Function or System component does not work as required, but a Workaround that is acceptable to HCA is available.

Severity Level 3 Deficiencies will be evaluated as high vs. low impact/priority by HCA staff based on the level of impact the Deficiency has on the provider, client, or State users or the business impact to the State.



		Severity Level 3 Performance Requirement

		Liquidated Damages



		

		For high impact/priority Deficiencies



		TBD

		Contractor must have corrected Deficiency



		For low impact/priority Deficiencies



		TBD

		Contractor must have corrected Deficiency







		For Contractor’s failure to repair/correct either a high or a low impact/priority Severity Level 3 Deficiency within the time frame identified, HCA shall assess liquidated damages in the amount of:



		$200

		For each calendar day, or any part of a day, thereafter, until the Deficiency is corrected













		[bookmark: _Toc516040001]Severity Level 4 - Minor 

These are non-critical/cosmetic Defects that have a negative effect on one or more business Functions or System components that do not qualify as any other Deficiency.



		Severity Level 4 Performance Requirement

		Liquidated Damages



		



		Non-critical/cosmetic Deficiencies



		TBD

		Contractor must have corrected Deficiency







		

For Contractor’s failure to repair/correct a Severity Level 4 Deficiency within the time frame identified, HCA shall assess liquidated damages in the amount of:

		$100

		For each calendar day, or any part of a day, thereafter, until the Deficiency is corrected


















		[bookmark: _Toc516036066][bookmark: _Toc516040002]System Uptime

		RFP Reference 4.11.2.3



		System Uptime - Performance Requirement

		Liquidated Damages



		[bookmark: _Hlk530736979]The required Uptime for the POS System components is 99.5% of the time, 24 hours a day, 7 days a week,  on a monthly basis, excluding Planned Downtime approved by HCA. 









		Liquidated Damages for POS components:

HCA shall assess liquidated damages as specified below for each hour or portion thereof in the month that any POS system component does not meet these Uptime Performance Standards.



		$1,000/hour

		<=24 hours



		$2,000/hour

		>24 hours <=48 hours



		$3,000/hour

		>48 hours







System Uptime Liquidated Damages

Continuous

If an Unplanned Outage starts in one month and continues into the following month, all of the continuous hours of that Unplanned Outage will count in the calculation of the liquidated damages without starting over for the hours in the new month and without impacting the hours for calculating the Uptime requirement for either month. See the Calculation Example, Appendix B to this Exhibit C.

Cumulative

If there is a second Unplanned Outage in a month, the count of the hours is cumulative with the hours from the previous outage in that month. 





		System Uptime –Performance Reporting

		Liquidated Damages



		

Contractor will provide System Uptime reports as follows: 



		Monthly Uptime Report

		Monthly, by the 10th







		HCA shall assess $200 per calendar day for each day after the due date that an acceptable System Uptime report is not received. If the System Uptime report is received on time but the information is inaccurate or incomplete, HCA shall assess $200 per calendar day until an acceptable System Uptime report is received. 















		[bookmark: _Ref467153064][bookmark: _Toc516036067][bookmark: _Toc516040003]System Performance Response Times

		RFP Reference 4.11.2.4



		Performance Requirement

		Liquidated Damages



		For the POS components,  the daily average screen response time must not exceed four seconds within business hours (M-F, 6:00 a.m. to 7:00 p.m. Pacific Time). 



		HCA shall assess liquidated damages for response times that exceed the performance requirement during Business Days as follows:



		>4 seconds <=6 seconds

		$400/day



		>6 seconds <=8 seconds

		$800/day



		>8 seconds 

		$1,200/day

























		Reporting

Performance Response Times 

		Liquidated Damages



		Contractor must provide the data documenting compliance with this Performance Standard on a daily basis.

Contractor’s Average Screen Response Time Report

		HCA shall assess $200 per calendar day for each day after the due date that acceptable documentation of compliance with this Performance Standard is not received.









		[bookmark: _Ref467153111][bookmark: _Toc516036068][bookmark: _Toc516040004]System Performance – Pharmacy POS Claims Adjudication

		RFP Reference 4.11.2.2



		Performance Requirement

		Liquidated Damages



		Note:  This Performance Standard applies only to the time the claim spends “in-house” in the Contractor’s system(s), not to the time for the POS subsystem to transmit the claim, or the time the claim is transferred to or from any third party or switching company.

The monthly average time to fully adjudicate each electronic POS claim must not exceed three seconds.

		HCA shall, assess liquidated damages in the amount of $5,000 for each month in which the Pharmacy POS Claims Adjudication does not meet this Performance Standard.  





		Pharmacy POS Claims Adjudication Reporting

		Liquidated Damages



		Contractor must provide data documenting compliance with this Performance Standard by the 10th of each month for the previous month’s performance.

Contractor’s  Performance Reports

		HCA shall assess $200 per calendar day for each day after the due date that acceptable documentation of compliance with this Performance Standard is not received. 













		[bookmark: _Toc516036071][bookmark: _Toc516040007]Reference Data Maintenance

		RFP Reference 4.4



		Performance Requirement

		Liquidated Damages



		Contractor must obtain HCA prior written approval through the change request or ticketing process before Contractor makes any changes to business rules, including edits in database tables and other configuration.

		HCA shall assess $10,000 per occurrence for failure to obtain HCA prior written approval for Contractor-made changes to database tables containing business rules, including edits and other configuration.







		[bookmark: _Toc516036072][bookmark: _Toc516040008]User Acceptance Test Facility Availability

		RFP Reference 3.1.8.2



		Performance Requirement

		Liquidated Damages



		Contractor must make User Acceptance Test Facility (UAT) environments available in accordance with Specifications at least 95% of the time during normal business hours (6:00 a.m. to 7:00 p.m., Monday – Friday, Pacific Time). 

		HCA shall assess $100 per hour for each hour during normal business hours that the UAT environment does not meet this Uptime percentage or the Specifications. 







		[bookmark: _Toc516036073][bookmark: _Toc516040009]System Security

		RFP Reference 3.1.3



		Performance Requirement

		Liquidated Damages



		Contractor must participate in and cooperate with HCA in any required Security Design Reviews of any part of the System.

Contractor must maintain and document security features for all Contractor-supported automation systems to ensure the System is protected against unauthorized access in alignment with the Washington State Office of the Chief Information Officer (OCIO) Standard for Securing Information Technology Assets, Standard No. 141.10.



		HCA shall assess $500 per calendar day for each day that Contractor does not participate in a Security Design Review.

HCA shall assess $500 per calendar day for each day that Contractor does not meet the Security Performance Requirement, unless Contractor is meeting the agreed-upon schedule in completing any follow-up action plan to bring the System into compliance with the OCIO Security Standards.

HCA shall assess $500 per calendar day for each day after the due date that a milestone in any follow-up action plan to bring the System into compliance with the OCIO Security Standards is not met, until that milestone is completed.



		System Security – Performance Reporting

		Liquidated Damages



		Contractor must share security reports periodically, as required by the Operations Guide.

		HCA shall assess $200 per calendar day for each day after the due date that security reports for this Performance Standard are not received.









		[bookmark: _Toc516036074][bookmark: _Toc516040010]Disaster Recovery

		RFP Reference 3.1 and 3.1.7 



		Performance Requirement

		Liquidated Damages



		Disaster Recovery Plan

The Contractor must prepare and submit to HCA an updated and comprehensive Disaster Recovery (DR) Plan annually on the first Business Day of July. 

Disaster Recovery Testing 

The Contractor must coordinate and test DR capabilities and demonstrate disaster recovery capabilities annually in coordination with HCA.

Disaster Recovery Results

Contractor will provide HCA with the DR testing results within 30 days of the completed DR test.

		HCA shall assess $500 per calendar day for each day after the due date that an acceptable DR Plan is not received. If the DR Plan is received on time but the information is inaccurate or incomplete, HCA shall continue to assess $500 per calendar day until an acceptable DR Plan is received.

HCA shall assess $500 per calendar day for each day after the due date that the scheduled DR testing is not conducted. 

HCA shall assess $500 per calendar day for each day after the due date that the DR testing results are not received. If the DR testing results are received on time but the information is inaccurate or incomplete, HCA shall continue to assess $500 per calendar day until acceptable DR testing results are received.









		[bookmark: _Toc516036075][bookmark: _Toc516040011]Certification

		RFP Reference 2.8.9 and 4.11.1.4, 4.11.1.51



		Performance Requirement

		Liquidated Damages



		Contractor must provide all required demonstration, documentation and any other results necessary to begin and complete the CMS Outcomes Based Certification process.

		HCA shall access $1,000 per calendar day for each day demonstration, documentation and/or results are received late.



		Contractor must deliver a fully certified POS as specified in Section 2.8.9 of the RFP.

		If CMS does not grant System Certification as scheduled in the work plan, HCA shall access $5,000 per calendar day from the Scheduled date until Certification is achieved.



		Through the life of the contract, Contractor must maintain the System to the standards required by CMS (e.g., Seven Conditions and Standards) and ensure that CMS Certification is maintained throughout the period of Operations and Maintenance of the System by Contractor in accordance with the existing Certification baseline and any  additional Certification requirements.  

		HCA shall assess $250,000 per month for any month, or portion thereof, during which Federal Financial Participation is reduced as a result of failure by Contractor to maintain the System as required by CMS.











		[bookmark: _Toc516036076][bookmark: _Toc516040012]System Turnover Plan and Documentation

		RFP Reference 2.9.3



		Performance Requirement

		Liquidated Damages



		Upon a written request from HCA during the eighteen (18) months prior to the end of the then-current term of the Agreement, Contractor must submit to HCA a System Turnover Plan, a Deliverable that must be approved by HCA. The Turnover Plan must be submitted to HCA within 45 business days of the receipt of the request.  

The Turnover Plan must delineate the steps necessary to turn over the System and Operations and Maintenance of the System to either the State or a successor contractor. It must be a comprehensive Deliverable that includes, but is not limited to, the proposed schedule, activities, key staff, roles and responsibilities, and resource requirements associated with the turnover tasks. 

After HCA Acceptance of the Turnover Plan, Contractor must cooperate and collaborate with the State and any successor contractor to implement the Turnover Plan and to eliminate or mitigate any negative impacts of the turnover process. 

As part of the turnover process or within 15 Business Days of an HCA request, Contractor must provide to HCA or its designee, all updated computer Software programs, non-proprietary source program code stored in escrow, enterprise production data, program libraries, and documentation, including any updated procedures and any other documentation and records required by the State or its designee to operate the System on media approved by HCA. 

Within 30 days from the date of the turnover of System Operations and Maintenance, Contractor must provide HCA with a Turnover Results Report documenting the completion and results of each step of the Turnover Plan. Turnover will not be considered complete until this document receives Acceptance from HCA. HCA will provide either Acceptance or comments back within 10 Business Days of receipt.

		







HCA shall assess $500 per calendar day for each day after the due date that an acceptable System Turnover Plan is not submitted. If the System Turnover Plan is received on time but the information is inaccurate or incomplete, HCA shall assess $500 per calendar day until an acceptable System Turnover Plan is received.









HCA shall assess $5,000 for each calendar day beyond the 15 Business Days of an HCA request that all required materials are not delivered by Contractor.





HCA will withhold 50% of the final Operations and Maintenance monthly payment until an acceptable Turnover Results Report is received and shall assess $500 per calendar day for each day after 30 calendar days from the date of the turnover of System operations that an acceptable Turnover Results Report is not submitted. If the Turnover Results Report is received on time but the information is inaccurate or incomplete, HCA shall assess $500 per calendar day until an acceptable Turnover Results Report is received. Any assessed liquidated damages will be deducted from the withheld amount before the balance is returned to Contractor.









		[bookmark: _Toc516036078][bookmark: _Toc516040014]Payment Processing Support

		RFP Reference 4.13.2



		Performance Requirement

		Liquidated Damages



		Contractor must transfer all required data and adjudication results needed from the POS, as often as daily, to support the weekly payment cycle in ProviderOne as agreed upon and documented in the Interface Documentation, or unless the schedule for one or more interfaces is changed by mutual agreement and documented.

		HCA shall assess $5,000 per day for each day that data is not transferred to ProviderOne and a payment cycle is delayed.
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[bookmark: _Hlk531014581]Appendix A – List of Performance Reports (will be discussed and agreed to during Contract negotiations)











Appendix B – Calculation Examples for System Uptime



		· Application of Liquidated Damages (LD) will be based upon the following table.  Interpretation of the table is as follows; LD rate will accrue based upon the number of hours and where they fall within the ranges defined within the table below.

		$1,000/hour

		<=24 hours



		$2,000/hour

		>24 hours <=48 hours



		$3,000/hour

		>48 hours





· Examples:

· Duration of outage is 18 hours:  Applicable LD = $18,000 

· (18hrs X $1,000/hr) = $18,000

· Duration of outage is 36 hours:  Applicable LD = $48,000 

· 24hrs X $1,000/hr = $24,000

· 12hrs X $2,000/hr = $24,000

· Duration of outage is 72 hours:  Applicable LD = $144,000

· 24hrs X $1,000/hr = $24,000

· 24hrs X $2,000/hr = $48,000

· 24hrs X $3,000/hr = $72,000



		· Liquidated damages will be applied based upon the continuous duration of an outage regardless of the reporting period, i.e. if an outage begins in one month and continues into the following month, total duration of the outage will be used to calculate the LD’s based upon the table above.

· In the event that an outage spans multiple months the allowed Downtime will only be decremented from the period where a continuous outage began.

· Example of allowed downtime calculation for ProviderOne:

· 99.5% of the time 24 hours/day 7 days a week on a monthly basis

· June:  30 days X 24 hours = 720 hours X .005 = 3.6 hours

· July:  31 days X 24 hours = 744 hours X .005 = 3.72 hours 

· Example of 48 hour continuous outage beginning on June 30 and extending through July 1.

· 48 hour outage less 3.6 hours of allowed unplanned downtime = 44.4 hours where LDs apply

· Duration of outage is 44.4 hours:  Applicable LD = $64,800

· 24hrs X $1,000/hr = $24,000

· 20.4hrs X $2,000/hr = $40,800



		· Liquidated damages will be cumulative within each monthly reporting period.  Cumulative hours of unplanned outage will determine rate at which LDs will be applied.

· Example:  Two distinct 24 hour outages occur within June:

· First 24 hour outage:  Applicable LD = $20,400

· (24 less allowed 3.6 hours downtime) 20.4hrs X $1000/hr = $20,400

· Second 24 hour outage:  Applicable LD = $44,400

· 3.6 hrs X $1,000/hr = $3,600

· 20.4hrs X $2,000/hr = $40,800

· Total LD for June = $64,800
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Data Share Agreement/Business Associate Agreement

		[image: C:\Users\ANDERM\Desktop\HCA-logo.png]

		Data Share Agreement

[bookmark: Text10][DESCRIPTION]

		HCA Contract Number:

[bookmark: Text2]K     



		

		

		Receiving Party Contract Number: ______



		This Data Share Agreement (“Agreement” or “DSA”) is made by and between the state of Washington Health Care  Authority (“HCA”) and the party whose name appears below (“Receiving Party”) 



		Receiving Party Name

		Receiving Party doing business as (DBA)



		[bookmark: Text3]     

		[bookmark: Text4]     



		Receiving Party Address

		Receiving Party Contact Name, Title (Contract Manager)



		[bookmark: Text5]     

		[bookmark: Text6]     



		Receiving Party Contact Telephone

		Receiving Party Contact Email Address



		[bookmark: Text7]     

		[bookmark: Text8]     



		HCA Program 

		HCA Division/Section



		ProviderOne

		ProviderOne Operations and Services



		HCA Contact Name, Title (Contract Manager)

		HCA Contact Address



		Cathie Ott, Assistant Director

ProviderOne Operations and Services

		626 8th Avenue SE,  PO Box 45564

Olympia, WA  98504-5564



		HCA Contact Telephone

		HCA Contact Email Address



		(360) 725-2116

		Cathie.ott@hca.wa.gov 



		The parties signing below warrant that they have read and understand this Agreement, and have authority to execute this Agreement.  This Agreement will be binding on HCA only upon signature by both parties.



		Receiving Party Signature

		Printed Name and Title

		Date Signed



		

		

		



		HCA Signature

		Printed Name and Title

		Date Signed
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[bookmark: _Toc468455039][bookmark: _Toc468455199][bookmark: _Toc474400929][bookmark: _Ref372546158]Background 

Explain the context for sharing the data – who’s who and how we got here



[bookmark: _Toc474400930]Purpose of the DSA

[bookmark: Text9]The purpose of this Data Share Agreement (DSA) is to identify, describe and protect the Medicaid data being provided by HCA from ProviderOne to the Receiving Party. The purpose for sharing the Data is for the Receiving Party to      .

[bookmark: _Ref372546169][bookmark: _Toc474400931]Justification and Authority for Data Sharing

The Data to be shared under this DSA are necessary to comply with 

[Explain the justification for the data sharing and provide the statutory or rule authority for the data to be shared.]

[bookmark: _Ref392512325][bookmark: _Toc474400932][bookmark: _Ref487106967]Definitions

“Agreement” means this Data Share Agreement. 

“Authorized User” means an individual or individuals with an authorized business need to access HCA’s Confidential Information under this DSA. 

“Breach” means the acquisition, access, use, or disclosure of Protected Health Information in a manner not permitted under the HIPAA Privacy Rule which compromises the security or privacy of the Protected Health Information, with the exclusions and exceptions listed in 45 CFR 164.402.

“Business Associate” means a Business Associate as defined in 45 CFR 160.103, who performs or assists in the performance of an activity for or on behalf of HCA, a Covered Entity, that involves the use or disclosure of protected health information (PHI).  Any reference to Business Associate in this DSA includes Business Associate’s employees, agents, officers, Subcontractors, third party contractors, volunteers, or directors.

“Business Associate Agreement” means the HIPAA Compliance section of this DSA (Section 13) and includes the Business Associate provisions required by the U.S. Department of Health and Human Services, Office for Civil Rights.

“CFR” means the Code of Federal Regulations.  All references in this DSA to CFR chapters or sections will include any successor, amended, or replacement regulation.  The CFR may be accessed at http://www.ecfr.gov/cgi-bin/ECFR?page=browse 

“Client” means an individual who is eligible for or receiving Medicaid services.

“Confidential Information” means information that is exempt from disclosure to the public or other unauthorized persons under Chapter 42.56 RCW or other federal or state laws.  Confidential Information comprises both Category 3 and Category 4 Data as described in Section 6, Data Classification, which includes, but is not limited to, Personal Information and Protected Health Information. For purposes of this DSA, Confidential Information means the same as “Data.”

“Contract Administrator” means the individual designated to receive legal notices and to administer, amend, or terminate this DSA.

“Contract Manager” means the individual identified on the cover page of this DSA who will provide oversight of the activities conducted under this DSA.

“Covered Entity” means HCA, which is a Covered Entity as defined in 45 CFR 160.103, in its conduct of covered functions by its health care components.

“Data” means the information that is disclosed or exchanged as described by this DSA. For purposes of this DSA, Data means the same as “Confidential Information.”

“Designated Record Set” means a group of records maintained by or for a Covered Entity, that is: the medical and billing records about Individuals maintained by or for a covered health care provider; the enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health plan; or Used in whole or part by or for the Covered Entity to make decisions about Individuals.

“Disclosure” means the release, transfer, provision of, access to, or divulging in any other manner of information outside the entity holding the information.

“DSA” means this Data Share Agreement.

“Electronic Protected Health Information (ePHI)” means Protected Health Information that is transmitted by electronic media or maintained in any medium described in the definition of electronic media at 45 CFR 160.103.

“HCA” means the state of Washington Health Care Authority, any section, unit or other entity of HCA, or any of the officers or other officials lawfully representing HCA.

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Pub. L. 104-191, as amended by the American Recovery and Reinvestment Act of 2009 (“ARRA”), Sec. 13400 – 13424, H.R. 1 (2009) (HITECH Act).

“HIPAA Rules” means the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR Parts 160 and Part 164.

“Individual(s)” means the person(s) who is the subject of PHI and includes a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g).

“Minimum Necessary” means the least amount of PHI necessary to accomplish the purpose for which the PHI is needed.

“Personal Information” means information identifiable to any person, including, but not limited to, information that relates to a person’s name, health, finances, education, business, use or receipt of governmental services or other activities, addresses, telephone numbers, social security numbers, driver’s license numbers, credit card numbers, any other identifying numbers, and any financial identifiers.

“Protected Health Information” or “PHI” means information that relates to the provision of health care to an individual; the past, present, or future physical or mental health or condition of an individual; or past, present or future payment for provision of health care to an individual.  45 CFR 160 and 164.  PHI includes demographic information that identifies the individual or about which there is reasonable basis to believe, can be used to identify the individual.  45 CFR 160.103.  PHI is information transmitted, maintained, or stored in any form or medium.  45 CFR 164.501.  PHI does not include education records covered by the Family Educational Right and Privacy Act, as amended, 20 USC 1232g(a)(4)(b)(iv). 

“ProviderOne” means the Medicaid Management Information System, which is the State’s Medicaid payment system managed by HCA.

“RCW” means the Revised Code of Washington.  All references in this DSA to RCW chapters or sections will include any successor, amended, or replacement statute.  Pertinent RCW chapters can be accessed at:  http://apps.leg.wa.gov/rcw/. 

“Regulation” means any federal, state, or local regulation, rule, or ordinance.

“Receiving Party” means the entity that is identified on the cover page of this DSA and is a party to this DSA, and includes the entity’s owners, members, officers, directors, partners, trustees, employees, and Subcontractors and their owners, members, officers, directors, partners, trustees, and employees.

“Security Incident” means the attempted or successful unauthorized access, use, disclosure, modification or destruction of information or interference with system operations in an information system.

“Subcontract” means any separate agreement or contract between the Receiving Party and an individual or entity (“Subcontractor”) to perform any duties that give rise to a business requirement to access the Data that is the subject of this DSA.

“Subcontractor” means a person or entity that is not in the employment of the Receiving Party, who is performing services or any duties that give rise to a business requirement to access the Data that is the subject of this DSA.

“USC” means the United States Code.  All references in this DSA to USC chapters or sections will include any successor, amended, or replacement statute.  The USC may be accessed at http://uscode.house.gov/ 

“Use” includes the sharing, employment, application, utilization, examination, or analysis, of PHI within an entity that maintains such information

“WAC” means the Washington Administrative Code.  All references in this DSA to WAC chapters or sections will include any successor, amended, or replacement regulation. Pertinent WAC chapters or sections can be accessed at:  http://apps.leg.wa.gov/wac/.

[bookmark: _Toc474400933]Description of Data to be Shared

The Data to be shared is set out in attached Schedule 1:  Description of Shared Data.

The Data will be provided [how often and how shared – example:  one time via an HCA Secure FTP site. HCA will provide access to the Receiving Party.]

[bookmark: _Toc397413972][bookmark: _Ref372293382][bookmark: _Toc474400934]Data Classification

The State classifies data into categories based on the sensitivity of the data pursuant to the Security policy and standards promulgated by the Office of the state of Washington Chief Information Officer. (See Section 4, Data Security, of Securing IT Assets Standards No. 141.10 in the State Technology Manual at https://ocio.wa.gov/policies/141-securing-information-technology-assets/14110-securing-information-technology-assets. Section 4 is hereby incorporated by reference.)

The Data that is the subject of this DSA is classified as indicated below:

☐ Category 1 – Public Information 

Public information is information that can be or currently is released to the public. It does not need protection from unauthorized disclosure, but does need integrity and availability protection controls. 

☐ Category 2 – Sensitive Information 

Sensitive information may not be specifically protected from disclosure by law and is for official use only. Sensitive information is generally not released to the public unless specifically requested. 

☐ Category 3 – Confidential Information 

Confidential information is information that is specifically protected from disclosure by law. It may include but is not limited to: 

Personal Information about individuals, regardless of how that information is obtained;

Information concerning employee personnel records;

Information regarding IT infrastructure and security of computer and telecommunications systems; 

☐ Category 4 – Confidential Information Requiring Special Handling 

Confidential information requiring special handling is information that is specifically protected from disclosure by law and for which: 

1. Especially strict handling requirements are dictated, such as by statutes, regulations, or agreements;

Serious consequences could arise from unauthorized disclosure, such as threats to health and safety, or legal sanctions.

[bookmark: _Toc474400935]Constraints on Use of Data

The Data being shared/accessed is owned and belongs to HCA.

This DSA does not constitute a release of the Data for the Receiving Party’s discretionary use. Receiving Party must use the Data received or accessed under this DSA only to carry out the purpose and justification of this agreement as set out in sections 2, Purpose of the Data Sharing, and 3, Justification and Authority for Data Sharing. Any analysis, use, or reporting that is not within the Purpose of this DSA is not permitted without HCA’s prior written consent. 

Any disclosure of Data contrary to this DSA is unauthorized and is subject to penalties identified in law.

[bookmark: _Toc474400936]Security of Data

Data Protection

The Receiving Party must protect and maintain all Confidential Information gained by reason of this DSA against unauthorized use, access, disclosure, modification or loss.  This duty requires the Receiving Party to employ reasonable security measures, which include restricting access to the Confidential Information by:

Allowing access only to staff that have an authorized business requirement to view the Confidential Information.

Physically securing any computers, documents, or other media containing the Confidential Information.

Data Security Standards

Receiving Party must comply with the Data Security Requirements set out in Exhibit A and the Washington OCIO Security Standard, 141.10 (https://ocio.wa.gov/policies/141-securing-information-technology-assets/14110-securing-information-technology-assets.) The Security Standard 141.10 is hereby incorporated by reference into this DSA. 

Data Disposition

Upon request by HCA, or at the end of the DSA term, or when no longer needed, Confidential Information/Data must be disposed of as set out in Exhibit A, Section 5 Data Disposition, except as required to be maintained for compliance or accounting purposes. Receiving Party will provide written certification of disposition at HCA’s request.

[bookmark: _Toc474400937][bookmark: _Ref393789253][bookmark: _Ref393792931]Data Confidentiality and Non-Disclosure 

Data Confidentiality.

The Receiving Party will not use, publish, transfer, sell, or otherwise disclose any Confidential Information gained by reason of this DSA for any purpose that is not directly connected with the purpose and justification of this DSA, as set out in Sections 1 and 3 above, except:  (a) as provided by law; or (b) with the prior written consent of the person or personal representative of the person who is the subject of the Confidential Information.

Non-Disclosure of Data

[bookmark: _Ref395278387]The Receiving Party must ensure that all employees or Subcontractors who will have access to the Data described in this DSA (including both employees who will use the Data and IT support staff) are instructed and made aware of the use restrictions and protection requirements of this DSA before gaining access to the Data identified herein. The Receiving Party will also instruct and make any new employee aware of the use restrictions and protection requirements of this DSA before they gain access to the Data.

The Receiving Party will ensure that each employee or Subcontractor who will access the Data signs the User Agreement on Non-Disclosure of Confidential Information, Exhibit B hereto. The Receiving Party will retain the signed copy of the User Agreement on Non-Disclosure of Confidential Information in each employee’s personnel file for a minimum of six years from the date the employee’s access to the Data ends. The documentation must be available to HCA upon request.

Penalties for Unauthorized Disclosure of Data

State laws (including RCW 74.04.060 and RCW 70.02.020) and federal regulations (including HIPAA Privacy and Security Rules, 45 CFR Part 160 and Part 164; Confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR, Part 2; and Safeguarding Information on Applicants and Beneficiaries, 42 CFR Part 431, Subpart F) prohibit unauthorized access, use, or disclosure of Confidential Information.  Violation of these laws may result in criminal or civil penalties or fines.

The Receiving Party accepts full responsibility and liability for any noncompliance by itself, its employees, and its Subcontractors with these laws and any violations of the DSA.

[bookmark: _Toc474400939]Public Disclosure 

Receiving Party acknowledges that HCA is subject to the Public Records Act (Chapter 42.56 RCW). This DSA will be a “public record” as defined in Chapter 42.56 RCW. Any documents submitted to HCA by Receiving Party may also be construed as “public records” and therefore subject to public disclosure.

Data Shared with Subcontractors

The Receiving Party will not enter into any Subcontract without the express, written permission of HCA, which will approve or deny the proposed contract in its sole discretion. If Data access is to be provided to a Subcontractor under this DSA, the Receiving Party must include all of the Data security terms, conditions and requirements set forth in this DSA in any such Subcontract. Because the Data includes PHI, Section 13.5 Subcontracts and Other Third Party Agreements also applies. In no event will the existence of the Subcontract operate to release or reduce the liability of the Receiving Party to HCA for any breach in the performance of the Receiving Party’s responsibilities.

[bookmark: _Ref392496913][bookmark: _Toc397614557][bookmark: _Toc474400940][bookmark: _Ref392496946]HIPAA Compliance 

This section of the DSA is the Business Associate Agreement required by HIPAA. The Receiving Party is a “Business Associate” of HCA as defined in the HIPAA Rules.

[bookmark: _Ref392161419]HIPAA Point of Contact. The point of contact for the Receiving Party for all required HIPAA-related reporting and notification communications from this Section 13 HIPAA Compliance and all required Non-PHI Data breach notification communications from Section 14 Non-PHI Data Breach Notification, is:

HCA Privacy Officer

Washington State Health Care Authority

626 8th Avenue SE

PO Box 42700

Olympia, WA 98504-2700

Telephone: 360-725-1116

E-mail:  PrivacyOfficer@hca.wa.gov  

Compliance.  Business Associate must perform all DSA duties, activities and tasks in compliance with HIPAA, the HIPAA Rules, and all attendant regulations as promulgated by the U.S. Department of Health and Human Services, Office for Civil Rights, as applicable.

[bookmark: _Ref392488204]Use and Disclosure of PHI.  Business Associate is limited to the following permitted and required uses or disclosures of PHI:

Duty to Protect PHI.  Business Associate must protect PHI from, and will use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 (Security Standards for the Protection of Electronic Protected Health Information) with respect to ePHI, to prevent the unauthorized Use or disclosure of PHI for as long as the PHI is within its possession and control, even after the termination or expiration of this DSA.   

Minimum Necessary Standard.  Business Associate will apply the HIPAA Minimum Necessary standard to any Use or disclosure of PHI necessary to achieve the purposes of this DSA. See 45 CFR 164.514 (d)(2) through (d)(5). 

Disclosure as Part of the Provision of Services.  Business Associate will only Use or disclose PHI as necessary to perform the services specified in this DSA or as required by law, and will not Use or disclose such PHI in any manner that would violate Subpart E of 45 CFR Part 164 (Privacy of Individually Identifiable Health Information) if done by Covered Entity, except for the specific uses and disclosures set forth below.

Use for Proper Management and Administration. Business Associate may Use PHI for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate.

Disclosure for Proper Management and Administration. Business Associate may disclose PHI for the proper management and administration of Business Associate, subject to HCA approval, or to carry out the legal responsibilities of the Business Associate, provided the disclosures are required by law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that the information will remain confidential and used or further disclosed only as required by law or for the purposes for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been Breached.

Impermissible Use or Disclosure of PHI.  Business Associate must report to the contact identified in Subsection 13.1 in writing all Uses or disclosures of PHI not provided for by this DSA within five (5) business days of becoming aware of the unauthorized Use or disclosure of PHI, including Breaches of unsecured PHI as required at 45 CFR 164.410 (Notification by a Business Associate), as well as any Security Incident of which it becomes aware.  Upon request by HCA, Business Associate will mitigate, to the extent practicable, any harmful effect resulting from the impermissible Use or disclosure. 

Failure to Cure.  If HCA learns of a pattern or practice of the Business Associate that constitutes a violation of the Business Associate’s obligations under the terms of this DSA and reasonable steps by the Business Associate do not end the violation, HCA may terminate this DSA, if feasible.  In addition, If Business Associate learns of a pattern or practice of its Subcontractors that constitutes a violation of the Business Associate’s obligations under the terms of their contract and reasonable steps by the Business Associate do not end the violation, Business Associate must terminate the Subcontract, if feasible.

Termination for Cause. Business Associate authorizes immediate termination of this DSA by HCA, if they determine that Business Associate has violated a material term of this Business Associate Agreement.  HCA may, at their sole option, offer Business Associate an opportunity to cure a violation of this Business Associate Agreement before exercising a termination for cause. 

Consent to Audit.  Business Associate must give reasonable access to PHI, its internal practices, records, books, documents, electronic data and/or all other business information received from, or created or received by Business Associate on behalf of HCA, to the Secretary of DHHS and/or to HCA for use in determining compliance with HIPAA privacy requirements. 

Obligations of Business Associate Upon Expiration or Termination. Upon expiration or termination of this DSA for any reason, with respect to PHI received from HCA, or created, maintained, or received by Business Associate, or any Subcontractors, on behalf of HCA, Business Associate must:

Retain only that PHI which is necessary for Business Associate to continue its proper management and administration or to carry out its legal responsibilities;

Return to HCA or destroy the remaining PHI that the Business Associate or any Subcontractors still maintain in any form;

Continue to use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 (Security Standards for the Protection of Electronic Protected Health Information) with respect to Electronic Protected Health Information to prevent Use or disclosure of the PHI, other than as provided for in this Section, for as long as Business Associate or any Subcontractors retain the PHI;

Not Use or disclose the PHI retained by Business Associate or any Subcontractors other than for the purposes for which such PHI was retained and subject to the same conditions set out in Subsection 13.3 Use and Disclosure of PHI that applied prior to termination; and

Return to HCA or destroy the PHI retained by Business Associate, or any Subcontractors, when it is no longer needed by Business Associate for its proper management and administration or to carry out its legal responsibilities.

Survival. The obligations of the Business Associate under this section will survive the termination or expiration of this DSA.

Individual Rights.

Accounting of Disclosures.

1. Business Associate will document all disclosures, except those disclosures that are exempt under 45 CFR 164.528, of PHI and information related to such disclosures.  

Within ten (10) business days of a request from HCA, Business Associate will make available to HCA the information in Business Associate’s possession that is necessary for HCA to respond in a timely manner to a request for an accounting of disclosures of PHI by the Business Associate.  See 45 CFR 164.504(e)(2)(ii)(G) and 164.528(b)(1).

At the request of HCA or in response to a request made directly to the Business Associate by an Individual, Business Associate will respond, in a timely manner and in accordance with HIPAA and the HIPAA Rules, to requests by Individuals for an accounting of disclosures of PHI.

Business Associate record keeping procedures will be sufficient to respond to a request for an accounting under this section for the six (6) years prior to the date on which the accounting was requested.

Access 

1. Business Associate will make available PHI that it holds that is part of a Designated Record Set when requested by HCA or the Individual as necessary to satisfy HCA’s obligations under 45 CFR 164.524 (Access of Individuals to Protected Health Information).

When the request is made by the Individual to the Business Associate or if HCA ask the Business Associate to respond to a request, the Business Associate must comply with requirements in 45 CFR 164.524 (Access of Individuals to Protected Health Information) on form, time and manner of access.  When the request is made by HCA, the Business Associate will provide the records to HCA within ten (10) business days.

Amendment.  

1. If HCA amends, in whole or in part, a record or PHI contained in an Individual’s Designated Record Set and HCA has previously provided the PHI or record that is the subject of the amendment to Business Associate, then HCA will inform Business Associate of the amendment pursuant to 45 CFR 164.526(c)(3) (Amendment of Protected Health Information). 

Business Associate will make any amendments to PHI in a Designated Record Set as directed by HCA or as necessary to satisfy HCA’s obligations under 45 CFR 164.526 (Amendment of Protected Health Information). 

[bookmark: _Ref395256820]Subcontracts and other Third Party Agreements.  In accordance with 45 CFR 164.502(e)(1)(ii), 164.504(e)(1)(i), and 164.308(b)(2), Business Associate must ensure that any agents, Subcontractors, independent contractors or other third parties that create, receive, maintain, or transmit PHI on Business Associate’s behalf, enter into a written contract that contains the same terms, restrictions, requirements, and conditions as the HIPAA compliance provisions in this Contract with respect to such PHI. The same provisions must also be included in any contracts by a Business Associate’s Subcontractor with its own business associates as required by 45 CFR 164.314(a)(2)(b) and 164.504(e)(5).  

Obligations. To the extent the Business Associate is to carry out one or more of HCA’s obligation(s) under Subpart E of 45 CFR Part 164 (Privacy of Individually Identifiable Health Information), Business Associate must comply with all requirements that would apply to HCA in the performance of such obligation(s).  

Liability. Within ten (10) business days, Business Associate must notify the contact identified in Subsection 13.1 of any complaint, enforcement or compliance action initiated by the Office for Civil Rights based on an allegation of violation of the HIPAA Rules and must inform HCA of the outcome of that action.  Business Associate bears all responsibility for any penalties, fines or sanctions imposed against the Business Associate for violations of the HIPAA Rules and for any imposed against its Subcontractors or agents for which it is found liable.

Breach Notification.

In the event of a Breach of unsecured PHI or disclosure that compromises the privacy or security of PHI obtained from HCA or involving HCA clients, Business Associate will take all measures required by state or federal law.   

Business Associate will notify the contact identified in Subsection 13.1 by telephone and in writing within five (5) business days of any acquisition, access, use or disclosure of PHI not allowed by the provisions of this DSA or not authorized by HIPAA Rules or required by law that potentially compromises the security or privacy of the Protected Health Information. 

Business Associate will notify the HCA Privacy Officer identified in Section 13.1 above by telephone or e-mail within five (5) business days of any potential Breach of security or privacy of PHI by the Business Associate or its Subcontractors or agents.  Business Associate will follow telephone or e-mail notification with a written (fax or email acceptable) explanation of the Breach, to include the following: date and time of the Breach, date Breach was discovered, location and nature of the PHI, type of Breach, origination and destination of PHI, Business Associate unit and personnel associated with the Breach, detailed description of the Breach, anticipated mitigation steps, and the name, address, telephone number, fax number, and e-mail of the individual who is responsible as the primary point of contact. Business Associate will notify HCA prior to dissemination of any public announcement of a data security Breach involving HCA’s data and include in any such required notifications, the planned date for the public announcement. 

Solely for purposes of the performance of the Proof of Concept as more particularly set forth in Schedule 1 hereto and Schedules A hereto, if a Breach of unsecured PHI is the sole fault of Business Associate then as between Business Associate and HCA, Business Associate will remain liable for claims that may arise from such Breach, including, but not limited to, costs for litigation (including reasonable attorneys’ fees), and reimbursement sought by individuals, including but not limited to, costs for credit monitoring or allegations of loss in connection with the Breach, and to the extent that any claims are brought against HCA, must indemnify HCA from such claims (if such claims arise through no fault or breach by HCA) and  Business Associate will be responsible for any other legal or regulatory obligations which may arise under applicable law in connection with such a Breach and will bear all costs associated with complying with legal and regulatory obligations in connection therewith. For avoidance of doubt, “fault” refers to the party’s failure through act or omission to use reasonable procedures to avoid unauthorized access, use or disclosure of Personal Information.

In the event the Breach is the sole fault of HCA, then as between Business Associate and HCA, HCA will remain liable for claims that may arise from such Breach, including, but not limited to, costs for litigation (including reasonable attorneys’ fees), and reimbursement sought by individuals, including but not limited to, costs for credit monitoring or allegations of loss in connection with the Breach, and to the extent that any claims are brought against Business Associate, will indemnify Business Associate from such claims (if such claims arise through no fault or breach by Business Associate ) and HCA will be responsible for any other legal or regulatory obligations which may arise under applicable law in connection with such a Breach and will bear all costs associated with complying with legal and regulatory obligations in connection therewith.  For avoidance of doubt, “fault” refers to the party’s failure, through act or omission, to use reasonable procedures to prevent unauthorized acquisition of, access to or use of such Personal Information.

Miscellaneous Provisions.

Regulatory References. A reference in this DSA to a section in the HIPAA Rules means the section as in effect or amended.

Interpretation. Any ambiguity in this DSA will be interpreted to permit compliance with the HIPAA Rules.

[bookmark: _Toc397614558][bookmark: _Ref431905936][bookmark: _Toc474400941]Non PHI Data Breach Notification 

The Breach of non-PHI Data shared under this DSA must be reported to the HCA Privacy Officer at PrivacyOfficer@hca.wa.gov within five (5) business days of discovery.  The Receiving Party must also take actions to mitigate the risk of loss and comply with any notification or other requirements imposed by applicable law or reasonably requested by HCA in order to meet its regulatory obligations.

[bookmark: _Toc474400942]Amendments and Alterations 

This DSA, or any term or condition, may be modified only by a written amendment signed by all parties. Only personnel authorized to bind each of the parties will sign an amendment.

[bookmark: _Toc474400943]Assignment

The Receiving Party will not assign rights or obligations derived from this DSA to a third party without the prior, written consent of HCA and the written assumption of the Receiving Party’s obligations by the third party.

[bookmark: _Toc474400944]Dispute Resolution 

The parties will use their best, good faith efforts to cooperatively resolve disputes and problems that arise in connection with this DSA. Both parties will continue without delay to carry out their respective responsibilities under this DSA while attempting to resolve any dispute. When a genuine dispute arises between HCA and the Receiving Party regarding the terms of this DSA or the responsibilities imposed herein and it cannot be resolved between the parties’ Contract Managers, either party may initiate the following dispute resolution process.

The initiating party will reduce its description of the dispute to writing and deliver it to the responding party (email acceptable). The responding party will respond in writing within five (5) Business Days (email acceptable). If after five (5) additional Business Days the parties have not resolved the Dispute, it will be submitted to the HCA Director, who may employ whatever dispute resolution methods the Director deems appropriate to resolve the dispute. 

A party's request for a dispute resolution must:

Be in writing; 

Include a written description of the dispute; 

State the relative positions of the parties and the remedy sought; 

State the Contract Number and the names and contact information for the parties;

This dispute resolution process constitutes the sole administrative remedy available under this DSA. There is no right under this DSA to an adjudicative proceeding under the Administrative Procedure Act.

[bookmark: _Toc474400946]Entire Agreement

This DSA, including all documents attached to or incorporated by reference, contains all the terms and conditions agreed upon by the parties. No other understandings or representations, oral or otherwise, regarding the subject matter of this DSA, will be deemed to exist or bind the parties.

[bookmark: _Toc474400947]Governing Law and Venue

This DSA is governed by, and will be construed and enforced in accordance with, the laws of the State of Washington. In the event of a lawsuit involving this DSA, jurisdiction is proper only in the Superior Court of Washington, and venue is proper only in Thurston County, Washington. 

[bookmark: _Toc474400948]Incorporated Documents and Order of Precedence

Each of the documents listed below is, by this reference, incorporated into this DSA as though fully set forth herein. 

Schedule 1 – Description of Shared Data.

Exhibit A – Data Security Requirements.

Exhibit B – User Agreement on Non-Disclosure of Confidential Information.

Section 4 of OCIO 141.10, Securing Information Technology Assets Standards: Data Security (https://ocio.wa.gov/policies/141-securing-information-technology-assets/14110-securing-information-technology-assets.) 

In the event of any inconsistency in this DSA, the inconsistency will be resolved in the following order of precedence:

Applicable federal and state statutes, laws, and regulations; 

Sections of this DSA; 

Attachments, Exhibits and Schedules to this DSA.

[bookmark: _Toc474400949]Inspection

No more than once per quarter during the term of this DSA and for six (6) years following termination or expiration of this DSA, HCA will have the right at reasonable times and upon no less than five (5) business days prior written notice to access the Receiving Party’s records and place of business for the purpose of auditing, and evaluating the Receiving Party’s compliance with this DSA and applicable laws and regulations.

[bookmark: _Toc397614566][bookmark: _Toc474400950]Insurance

HCA certifies that it is self-insured under the State’s self-insurance liability program, as provided by RCW 4.92.130, and will pay for losses for which HCA is found liable.  

The Receiving Party certifies that it is self-insured, is a member of a risk pool, or maintains the types and amounts of insurance identified below and will provide certificates of insurance to that effect to HCA upon request. 

Required Insurance or Self-Insured Equivalent

Commercial General Liability Insurance (CGL) covering the risks of bodily injury (including death), property damage, and contractual liability, with a limit of not less than $1 million per occurrence, $2 million aggregate.

Cyber Liability/Privacy Breach Response Coverage. For the term of this DSA and 3 years following its termination or expiration, Receiving Party must maintain insurance to cover costs incurred in connection with a security incident, privacy Breach, or potential compromise of Data, including:

1. Computer forensics assistance to assess the impact of a Data Breach, determine root cause, and help determine whether and the extent to which notification must be provided to comply with Breach notification laws;

Notification and call center services for individuals affected by a security incident, or privacy Breach;

Breach resolution and mitigation services for individuals affected by a security incident or privacy Breach, including fraud prevention, credit monitoring, and identity theft assistance; and

Regulatory defense, fines, and penalties from any claim in the form of a regulatory proceeding resulting from a violation of any applicable privacy or security law(s) or regulation(s).

If any of the required policies provide coverage on a claims-made basis:

1. The retroactive date must be shown and must be before the date of the DSA or of the beginning of DSA work.

If coverage is canceled or non-renewed, and not replaced with another claims-made policy form with a retroactive date prior to the DSA effective date, the Receiving Party must purchase “extended reporting” coverage for a minimum of 3 years after completion of DSA work.

The State of Washington, including but not limited to HCA, must be named as additional insureds.

In the event of cancellation, non-renewal, revocation or other termination of any insurance coverage required by this DSA, Receiving Party must provide written notice of such to HCA within one (1) Business Day of Receiving Party’s receipt of such notice.

By requiring insurance herein, HCA does not represent that coverage and limits will be adequate to protect Receiving Party. Such coverage and limits will not limit Receiving Party’s liability under the indemnities and reimbursements granted to HCA in this DSA.

[bookmark: _Toc474400951]Legal Notices

Any other notice or demand or other communication required or permitted to be given under this DSA or applicable law will be effective only if it is in writing and signed by the applicable party, properly addressed, and either delivered in person, or by a recognized courier service, or deposited with the United States Postal Service as first-class mail, postage prepaid certified mail, return receipt requested, to the parties at the addresses provided in this section.

To Receiving Party at:



[Address of Receiving Party]





To HCA at:

Contract Administrator

Division of Legal Services

Health Care Authority

P. O. Box 42702

Olympia, Washington 98504-2702

Contracts@hca.wa.gov 

Notices will be effective upon receipt or four (4) Business Days after mailing, whichever is earlier. The notice address and information provided above may be changed by written notice given as provided above.

[bookmark: _Toc474400952][bookmark: _Ref372717288]Maintenance of Records

The Receiving Party must maintain records related to compliance with this DSA for six (6) years after expiration or termination of this DSA. HCA or its designee will have the right to access those records during that six-year period for purposes of auditing.

[bookmark: _Toc474400953]Responsibility

HCA and the Receiving Party will each be responsible for their own acts and omissions and for the acts and omissions of their agents and employees. Each party to this DSA must defend, protect, and hold harmless the other party, or any of the other party’s agents, from and against any loss and all claims, settlements, judgments, costs, penalties, and expenses, including reasonable attorney fees, arising from any willful misconduct or dishonest, fraudulent, reckless, unlawful, or negligent act or omission of the first party, or agents of the first party, while performing under the terms of this DSA, except to the extent that such losses result from the willful misconduct, or dishonest, fraudulent, reckless, unlawful, or negligent act or omission on the part of the second party. Each party agrees to promptly notify the other party in writing of any claim and provide the other party the opportunity to defend and settle the claim. 

[bookmark: _Toc474400954]Severablility

The provisions of this DSA are severable. If any provision of this DSA is held invalid by any court of competent jurisdiction, that invalidity will not affect the other provisions of this DSA and the invalid provision will be considered modified to conform to the existing law.

[bookmark: _Toc474400955]Survival Clauses

The terms and conditions contained in this DSA that by their sense and context are intended to survive the expiration or other termination of this DSA must survive.  Surviving terms include, but are not limited to: Constraints on Use of Data, Security of Data, Data Confidentiality and Non-Disclosure of Data, HIPAA Compliance, Non PHI Data Breach Notification, Dispute Resolution, Inspection, Insurance, Maintenance of Records, and Responsibility.

[bookmark: _Toc474400956]Term and Termination

Term.  This DSA will begin on [BEGINNING DATE] or date of execution, whichever is later, and continue through [ENDING DATE], unless terminated sooner as provided in this Section.  

Termination for Convenience.  Either HCA or the Receiving Party may terminate this DSA for convenience with thirty (30) calendar days’ written notice to the other. However, once Data is accessed by the Receiving Party, this DSA is binding as to the confidentiality, use and disposition of all Data received as a result of access, unless otherwise agreed in writing.

Termination for Cause.  HCA may terminate this DSA for default, in whole or in part, by written notice to the Receiving Pary, if HCA has a reasonable basis to believe that the Receiving Party has: (1) failed to perform under any provision of this DSA; (2) violated any law, regulation, rule, or ordinance applicable to this DSA; and/or (3) otherwise breached any provision or condition of this DSA.

Before HCA terminates this DSA for default, HCA will provide the Receiving Party with written notice of its noncompliance with the DSA and provide the Receiving Party a reasonable opportunity to correct its noncompliance. If the Receiving Party does not correct the noncompliance within the period of time specified in the written notice of noncompliance, HCA may then terminate the DSA. HCA may terminate the DSA for default without such written notice and without opportunity for correction if HCA has a reasonable basis to believe that a Client’s health or safety is in jeopardy. The determination of whether or not the Receiving Party corrected the noncompliance will be made by HCA, in its sole discretion.

[bookmark: _Toc474400957]Waiver

Waiver of any breach or default on any occasion will not be deemed to be a waiver of any subsequent breach or default. Any waiver will not be construed to be a modification of the terms and conditions of this DSA. 

[bookmark: _Toc474400958]Signatures and Counterparts

The signatures on the cover page indicate agreement between the parties. The parties may execute this DSA in multiple counterparts, each of which is deemed an original and all of which constitute only one agreement.
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[bookmark: SC6003GD]Exhibit A – Data Security Requirements

Definitions

In addition to the definitions set out in section 4, Definitions, of the Data Share Agreement (DSA), the definitions below apply to this Exhibit. 

“Hardened Password” means a string of characters containing at least three of the following character classes: upper case letters; lower case letters; numerals; and special characters, such as an asterisk, ampersand or exclamation point. 

Passwords for external authentication must be a minimum of 10 characters long.

Passwords for internal authentication must be a minimum of 8 characters long.

Passwords used for system service or service accounts must be a minimum of 20 characters long.

“Portable/Removable Media” means any data storage device that can be detached or removed from a computer and transported, including but not limited to: optical media (e.g. CDs, DVDs); USB drives; or flash media (e.g. CompactFlash, SD, MMC).

“Portable/Removable Devices” means any small computing device that can be transported, including but not limited to: handhelds/PDAs/Smartphones; Ultramobile PCs, flash memory devices (e.g. USB flash drives, personal media players); and laptop/notebook/tablet computers. If used to store Confidential Information, devices should be Federal Information Processing Standards (FIPS) Level 2 compliant. 

“Secured Area” means an area to which only Authorized Users have access. Secured Areas may include buildings, rooms, or locked storage containers (such as a filing cabinet) within a room, as long as access to the Confidential Information is not available to unauthorized personnel.

“Transmitting” means the transferring of data electronically, such as via email, SFTP, webservices, AWS Snowball, etc.

“Trusted System(s)” means the following methods of physical delivery: (1) hand-delivery by a person authorized to have access to the Confidential Information with written acknowledgement of receipt; (2) United States Postal Service (“USPS”) first class mail, or USPS delivery services that include Tracking, such as Certified Mail, Express Mail, or Registered Mail; (3) commercial delivery services (e.g. FedEx, UPS, DHL) which offer tracking and receipt confirmation; and (4) the Washington State Campus mail system. For electronic transmission, the Washington State Governmental Network (SGN) is a Trusted System for communications within that Network.

“Unique User ID” means a string of characters that identifies a specific user and which, in conjunction with a password, passphrase, or other mechanism, authenticates a user to an information system.

Data Transmission

When transmitting HCA’s Confidential Information electronically, including via email, the Data must be encrypted using NIST 800-series approved algorithms (http://csrc.nist.gov/publications/PubsSPs.html). This includes transmission over the public internet.

When transmitting HCA’s Confidential Information via paper documents, the Receiving Party must use a Trusted System.

[bookmark: _Ref486409037]Protection of Data

The Receiving Party agrees to store and protect Confidential Information as described:

Data at Rest:

0. Data will be encrypted with NIST 800-series approved algorithms. Encryption keys will be stored and protected independently of the data. Access to the Data will be restricted to Authorized Users through the use of access control lists, a Unique User ID, and a Hardened Password, or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards. Systems which contain or provide access to Confidential Information must be located in an area that is accessible only to authorized personnel, with access controlled through use of a key, card key, combination lock, or comparable mechanism. 

Data stored on Portable/Removable Media or Devices:

Confidential Information provided by HCA on Removable Media will be encrypted with NIST 800-series approved algorithms. Encryption keys will be stored and protected independently of the Data.

HCA’s data must not be stored by the Receiving Party on Portable Devices or Media unless specifically authorized within the DSA. If so authorized, the Receiving Party must protect the Data by:

Encrypting with NIST 800-series approved algorithms. Encryption keys will be stored and protected independently of the data; 

Control access to the devices with a Unique User ID and Hardened Password or stronger authentication method such as a physical token or biometrics; 

Keeping devices in locked storage when not in use;

Using check-in/check-out procedures when devices are shared;

Maintain an inventory of devices; and

Ensure that when being transported outside of a Secured Area, all devices with Data are under the physical control of an Authorized User. 

Paper documents. Any paper records containing Confidential Information must be protected by storing the records in a Secured Area that is accessible only to authorized personnel. When not in use, such records must be stored in a locked container, such as a file cabinet, locking drawer, or safe, to which only authorized persons have access.

Data Segregation

HCA’s Data received under this DSA must be segregated or otherwise distinguishable from non-HCA Data. This is to ensure that when no longer needed by the Receiving Party, all of HCA’s Data can be identified for return or destruction. It also aids in determining whether HCA’s Data has or may have been compromised in the event of a security breach.

HCA’s Data must be kept in one of the following ways:

0. on media (e.g. hard disk, optical disc, tape, etc.) which will contain only HCA Data; or

in a logical container on electronic media, such as a partition or folder dedicated to HCA’s Data; or

in a database that will contain only HCA Data; or

within a database and will be distinguishable from non-HCA Data by the value of a specific field or fields within database records; or

when stored as physical paper documents, physically segregated from non-HCA Data in a drawer, folder, or other container.

When it is not feasible or practical to segregate HCA’s Data from non-HCA data, then both HCA’s Data and the non-HCA data with which it is commingled must be protected as described in this Exhibit.

[bookmark: _Ref486399011]Data Disposition

When the Confidential Information is no longer needed, except as noted below, the Data must be returned to HCA or destroyed. Media are to be destroyed using a method documented within NIST 800-88 (http://csrc.nist.gov/publications/PubsSPs.html).

For HCA’s Confidential Information stored on network disks, deleting unneeded Data is sufficient as long as the disks remain in a Secured Area and otherwise meet the requirements listed in Section 3, above. Destruction of the Data as outlined in this section of this Exhibit may be deferred until the disks are retired, replaced, or otherwise taken out of the Secured Area.







		
User Agreement on Non-Disclosure of Confidential Information



		Your organization has entered into a Data Share Agreement with the state of Washington Health Care Authority (HCA) that will allow you access to data and records that are deemed Confidential Information as defined below. Prior to accessing this Confidential Information you must sign this User Agreement on Non-Disclosure of Confidential Information. 



		Confidential Information



		“Confidential Information” means information that is exempt from disclosure to the public or other unauthorized persons under Chapter 42.56 RCW or other federal or state laws. Confidential Information includes, but is not limited to, Protected Health Information and Personal Information. For purposes of the pertinent Data Share Agreement, Confidential Information means the same as “Data.”

“Protected Health Information” means information that relates to:  the provision of health care to an individual; the past, present, or future physical or mental health or condition of an individual; or the past, present or future payment for provision of health care to an individual and includes demographic information that identifies the individual or can be used to identify the individual.

“Personal Information” means information identifiable to any person, including, but not limited to, information that relates to a person’s name, health, finances, education, business, use or receipt of governmental services or other activities, addresses, telephone numbers, social security numbers, driver license numbers, credit card numbers, any other identifying numbers, and any financial identifiers.



		Regulatory Requirements and Penalties



		State laws (including, but not limited to, RCW 74.04.060, RCW 74.34.095, and RCW 70.02.020) and federal regulations (including, but not limited to, HIPAA Privacy and Security Rules, 45 CFR Part 160 and Part 164; Confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR, Part 2; and Safeguarding Information on Applicants and Beneficiaries, 42 CFR Part 431, Subpart F) prohibit unauthorized access, use, or disclosure of Confidential Information.  Violation of these laws may result in criminal or civil penalties or fines. 



		User Assurance of Confidentiality



		In consideration for HCA granting me access to the Confidential Information that is the subject of this Agreement, I agree that I:

Will access, use, and disclose Confidential Information only in accordance with the terms of this Agreement and consistent with applicable statutes, regulations, and policies.

Have an authorized business requirement to access and use the Confidential Information.

Will not use or disclose any Confidential Information gained by reason of this Agreement for any commercial or personal purpose, or any other purpose that is not directly connected with  this Agreement.

Will not use my access to look up or view information about family members, friends, the relatives or friends of other employees, or any persons who are not directly related to my assigned job duties.

Will not discuss Confidential Information in public spaces in a manner in which unauthorized individuals could overhear and will not discuss Confidential Information with unauthorized individuals, including spouses, domestic partners, family members, or friends.

Will protect all Confidential Information against unauthorized use, access, disclosure, or loss by employing reasonable security measures, including physically securing any computers, documents, or other media containing Confidential Information and viewing Confidential Information only on secure workstations in non-public areas.

Will not make copies of Confidential Information, or print system screens unless necessary to perform my assigned job duties and will not transfer any Confidential Information to a portable electronic device or medium, or remove Confidential Information on a portable device or medium from facility premises, unless the information is encrypted and I have obtained prior permission from my supervisor.

Will access, use or disclose only the “minimum necessary” Confidential Information required to perform my assigned job duties.

Will not distribute, transfer, or otherwise share any software with anyone.

Will forward any requests that I may receive to disclose Confidential Information to my supervisor for resolution and will immediately inform my supervisor of any actual or potential security breaches involving Confidential Information, or of any access to or use of Confidential Information by unauthorized users.  

Understand at any time, HCA may audit, investigate, monitor, access, and disclose information about my use of the Confidential Information and that my intentional or unintentional violation of the terms of this Agreement may result in revocation of privileges to access the Confidential Information, disciplinary actions against me, or possible civil or criminal penalties or fines. 

Understand that my assurance of confidentiality and these requirements will continue and do not cease at the time I terminate my relationship with my employer.



		Signature



		Print User’s Name

		User Signature

		Date
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