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ProviderOne Security

Log into ProviderOne, select the EXT Provider System Administrator
profile and click GO.

Welcome to the Medicaid Management Information System
for

Provider@ne

e e Doa peemame and Fassuord Select a profile to use during this session:

Unlock Account and Reset Password? Click
here

If you are a Client, Click here

Login Problems? Click here

EXT Provider System Administralm * @ co %

Note: If you are the system administrator and do not have this profile
assigned to your user account, please contact ProviderOne Security at
provideronesecurity@hca.wa.gov.
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ProviderOne Security

To create a user account, scroll down until you see the
category Admin then click Maintain Users.

Providerlye My Inbox ~

ProviderOne Id/NP1 : 2033517 / 1662810335 Name: NORCO INC

Online Services & Marageilerts

Claims. w i My Reminders ~

Claim inquiry -

Claim AdjustmentVoid e =] P Read Status > @se Bysave Fiier Y My Fiters =
On-line Claims Entry

On-ling Batch Claims Submission (837) o Alent Type HAbort Massage Alert Date Due Date Read
Resubmit DeniedVoided Claim av (8 aw avw av
Retrieve Saved Claims. No Records Found !

Manage Templates

Creste Claims from Saved Templales #  Your Recent Online Activities A E  Calendar -~
Manage Batch Claim Submission

& You have logged in with catheac Account with IP Asdress 147.55.193.214 15:09 e

W Previous S Vist 11042015 024652 PM isrsiny

nefit nquiry
i Last login failed anemet null

Client v

Payments. L Su Mo Fr Sa
View Payment 1 ]

View Capétation Payment i 1)
Managed Care b n 27
View Enroliment Roster £

View ETRR Today

Prior Authorization v

On-line Prior Authorization Submission
Prior Authonzation Inquiry

Prior Authorization Adjustment

Provider v
Provider Inquiry

Manage Provider Information

Initiate Mew Enrofimsent

Track Application

HIPAA 4

Submit HIFAA Batch Transaction
Retrieve HIPAA Batch Responses

Admin »

Change Password

Mainiain Users o
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ProviderOne Security

The next window will display a list of the users with accounts on your
domain. Click Add, to add a new user.

& Approve | @ Reject

#:  Manage Users -~
Filter By: v And: v With Status: Al [v] ®co [ SaveFilter Y My Filters ~
0O Name Domain Name Organization Status Start Date End Date

av AV AY Av AV AY
1 2033617 NORCO INC Approved 04/09/2014 12/31/2999
[]¢E 2033617 NORCO INC Approved 0372772015 12/31/2999
O 2033617 NORCO INC Approved 11/04/2015 1213172999
| 2033617 NORCO INC Approved 042212015 1213112999
| 2033617 NORCO INC Approved 04/02/2014 12/31/2999
O 2033617 NORCO INC Approved 10/05/2015 12/31/2999
] 2032617 NORCO INC Approved 04/02/2014 12/31/2999
. 2033617 NORCO INC Approved 05/01/2014 12/31/2999
e 2033617 NORCO INC Approved 011072014 12/31/2999
O 2033617 NORCO INC Approved D4/10v2014 12/31/2999
View Page: 2 ®Go | +Page Count SaveToXLS Viewing Page: 1 « First € Prev > Next || 9 Last
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ProviderOne Security

(2 Add User - Internet Explorer — - - — | = | =] 23 |
= Print @ Help

2 Add User -~

Please enle,r_myowi ng information:

First Name: Tony

§51 Name: | Watkins

User Login ID: | WatkiTC * EID: | 156

% .
%ﬂlame. Cc

User Type: Batch User ﬂ *

Date of Birth: | 01/23/1968 @& * Expiration Date: 12/31/2999 @& *

Domain Name: 2033617

Start Date: | 12/31/2015 & *

Status:  In Review v
W Next | | €3 Cancel

Server Time: 12/31/2015 01:35:51 PST

Page ID: digAddNewUser{Admin}

Environment: UAT(Beta) ID: app01_84

IMPORTANT NOTICE:

Each person that accesses ProviderOne must
have their own user account. Generic or
shared user accounts (i.e. Front Office, etc.)
are not HIPAA compliant and not allowed.

Fields marked with a "*" are required fields.

First Name: first name of user

Middle Name: not required

Last Name: last name of user

User Login ID: this field will auto-
populate, but the user login can be
changed prior to account being approved,
if desired

User Type: default is Batch User

Date of Birth: must be entered in
MM/DD/CCYY format

EID: Employee ID must be different for
each user. Do not use SSN or tax ID
numbers

Start Date: Will auto-populate with
today’s date

Expiration Date: default is 12/31/2999,
this date can be changed

Status: In Review

Comments: not required

Click Next
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ProviderOne Security

User Login ID: Displays the user
login for the account you are creating
Domain: displays the domain number
you are logged into

Password and Confirm Password:
enter the same password in both
fields. This temporary password is only
used here, do not give to the user at

this time. See the password slide later |

in this presentation. Email: enter the
users individual email address, This is
the email used to send the login
information.

Phone Number: enter the users
telephone number with no dashes.
Note: The remaining fields are not
required.

I ——> Phone Number:| 35012245

2 Welcome to MMIS - Intemnet Explorer

i Add User:

Please enter the following information:

User Login ID: WatkiTC

% Password: ssesssse

% Email: | tony.watkins@emailaddress.com
7] x |*
Mobile Number:

Address Line 1:
(Enter Street Address or PO Box Only)

Address Line 3:
State/Province:

Country:

Page ID: digAddNewUser2{Admin)

Environment: UAT(Beta) 1D: app01_584

Domain: 2033617

= % Confirm Password: sssssss

Pager Number:

Address Line 2:

City/Town:
County:

Zip Code:

© Address

4 Back || M Finish

Server Time: 12/31/2015 01:43:32 PST

O Cancel

+ 100%

-

Click Finish. User set up is not complete. Continue to next page.

6
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ProviderOne Security

The new created user account is “in review” and must be approved.
Click on the users name to display user details.

Provider' e My Inbox ~

o 4 Cathers, Aimee ~ Profile: EXT Provider System Administrator i Notepad A Reminder @ External Links @& Print @ Help

> Provider Portal > UserList

[« JelECM © Add || (& Approve | | @ Reject

Manage Users o
Filter By: |~ | And: & with Status: A1 [v] | @0 oy p—
Name Domain Name Organization Status Start Date End Date
U AY AY AY Av AY Av
(L k 2033617 NORCO INC Approved 05/08/2015 12/31/2999
[] Watkins, Tony ¢ €— 2033617 NORCO INC 123172015 12/31/2299
O 2033617 NORCO INC Approved 04/0072014 12/31/2999
O 2033617 NORCO INC In Review 11/06/2015 1113/2015
v 2033617 NORCO INC Approved 11/06/2015 12/31/2999
View Page: 4 ®Go || 4= Page Count | (i SaveToXLS Viewing Page: 5 € First | € Prev. ¥ Next 3 Last
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ProviderOne Security

Approve the account by
clicking on the Approve button.
N Click OK when the box pops up.

-
(= |
(0] 3§ Cathers, Aimee ~ Profile: EXT Provider System Administrator Message from webpage I _

> Provider Portal > UserlList > UserDetails

User Login Id: WatkiTC l I.-"' % Recordis) approval will affect the period for associated entities, Do you
\ ' want to continue?
Bsave & Approve @ Reject bl

User Details
T First Name: Tony % l QK l l Cancel l

Last Name: Watkins

r
e

Date of Birth: | 01/23/1968 &

If desired, select Reason Code

and add Remark. Click OK.

r I
Password: (23 Update Status - Internet Explorer. | L5 |
A Print @ Hel
Address Line 1:

(Enter Street Address or PO Box Cnly) WARNING: Associated profiles must be added and approved before the user is able to access
Address Line 3: ProviderOne.
Update Status rs
State/Province:
Status Type: Approved ﬂ
Country:
Reason Code:  None [v]

start Date: | 12/31/2015 | B
Remarks:

Status: In Review

> QoK | ©cancel

Reason Code: MNone ﬂ

Remarks:
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ProviderOne Security

()  LCathers, Aimee ~  Profile: EXT Provider System Administrator ki Notepad A Reminder @ External Links & Print @ Help

> Provider Portal > UserList > UserDetails

User Login Id: WatkiTC Name: Watkins,Tony C

Bsoe s
# User Details % Associated Profiles

Check List
First Name: | Tony Middle Name: C
Last Name: | Watkins Lock User: []
Date of Birth: | 01/23/1968 B Domain Name: 2023617
EID: | 156 User Type: | Balch User [v]

User Name: | WatkiTC

Password: Confirm Password:

Address Line 1: Address Line 2:

(Enter Street Address or PO Box Only)

Address Line 3: City/Town:
State/Province: County:
Country: Zip Code: - © Address
Start Date: | 12/31/2015 B Expiration Date: | 12/31/2099 &

Status: Approved
Reason Code: | None ﬂ

Remarks:

> The new account is now in approved status.
» Security profiles must now be added to the users account.

> Click the dropdown in the upper right and select “Associated
Profiles”

Washington State
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ProviderOne Security

The following window will display. Click Add in the
upper left to display the list of available profiles.

() Y Cathers, Aimee ~  Profile: EXT Provider System Administrator |5 Notepad A Reminder (@ External Links /& Print @ Help
» Provider Portal » UserList » UserDetails » UserProfileList

User Login Id: Woodw.J Name: Woodward, James I
(a0 | @ Add | | (®)Approve | | @ Reject Snowv |||

#  Manage User Profiles v

Filter By: | Fiter By ™ e V]| @0 Bsave tisfiter ¥ My Fiters v

0 Name Description Start Date End Date Status i
AT AY AY AT AY
No Records Found !
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ProviderOne Security

> Click the profile(s) you wish to assign to the users account (see the
Profile Definition Sheet for description)

> Click >> to move the profiles to the Associated Profiles field
> Click OK

(i i S 0
(=2 Welcome to Intern plorer

= Print @ Help

Add New Profiles to User A

User Name: Watkins,Tony C

Start Date: * 12/31/2015 = End Date: © 12/31/2999 =
Available Profiles Associated Profiles
EXT Provider Claims Submitter EXT Provider Claims Payment Status Checkar
EXT Provider Download Files EXT Provider Eligibility Checker-Claims Submitter
EXT Provider Eligibility Checker
EXT Provider Fle Maintenance @
EXT Provider File View Only
EXT Provider Helpdesk Staff «
EXT Provider Managed Care Only l
EXT Provider Social Services Medical
EXT Provider Super Liser W

EXT Provider System Administrator

ﬁ © oK | | © Cancel

11
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ProviderOne Security

> The profiles are “in review” status and you need to approve them.

5 Check the first check box (this will select all profiles) and click the
approve button on the top left.

m&'e My Inbox
(0] 4 Cathers, Aimee ~ Profile: EXT Provider System Administrator
> Provider Portal > UserlList > UserDetails > UserProfileList
User Login Id: WatkiTC
© Cloze

© add |( & Approve | )@ Reject

£ Manage User Profiles

Filter By: | [FTTEEN [v]

With Status: Al

Name
il

[] EXT Provider Claims Payment Status Checker

[] EXT Provider Eligibility Checker-Claims Submitter

View Page: 1

®co | =4 Page Count SaveToXLS

Click OK on the next
window. (No remarks are
required, this is for your
use only.

Name: Watkins, Tony C

[v]|@ao
Description

EXT Provider Claims Payment St....

EXT Provider Eligibility Check....

Viewing Page: 1

i Notepad A Reminder

@ External Links ¢ Print @ Help

Show »
v
B save this filter ¥ My Filters =
Start Date End Date Status
AY AT AY
121312015 12/31/2999 In Review
1213112015 1213172909 In Review

€ First £ Prev > Next || 3 Last

-
EPrint @ Help

#  Update Status

Status Type: Approved

Reason Code: None

Remarks:

12
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ProviderOne Security

The profiles are now approved and the user will receive two system generated
emails:

1. One with the domain and username and,
2.  Another with their temporary password.

Note: If the user does not receive the emails, have them check the junk mail folder.

Provider'Se My Inbox ~

(0] 3§ Cathers, Aimee ~  Profile: EXT Provider System Administrator

| Notepad A Reminder @ External Links /& Print @ Help
> Provider Portal > Userlist > UserDetails > UserProfileList

User Login Id: WatkiTC Name: Watkins, Tony C
[« JELETN | © add | | & Approve | | @ Reject Shaw >

i Manage User Profiles v
Filter By: | FTEV I~ | With Status: | Al [v] ®eo By save this fiter | | My Filters ~
O Name Description Start Date End Date Status

AT AY

AY AY AY
[ EXT Provider Claims Payment Status Checker EXT Provider Claims Payment St....
[] EXT Provider Eligibility Checker-Claims Submitter EXT Provider Eligibility Check....

12/31/2015 12/31/2399 Approved
12/31/2015 12/31/2999 Approved
= Page Count SaveToXLS Viewing Page: 1

€ First || € Prev || ¥ Next |3 Last

View Page: 1 ® co
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ProviderOne Security

» Click close to return to user details screen.

i Moizzar L Hemirce:

E aliT G e Wtk Teny

Manage User Profiles w

Filtar By~ | I~ With flanis: 5 ~| | Greo B Cee trig e My Pl =
e Eivdl Dk Shilis
AW a¥ aw aw ¥
K » Gahys Checke EXT Prowider Claimes Payment 51 Aaormved
2iE Suziidd EXT Prower ERgibay Chat ABDITGS
Wiow Paga: | | (=] e B BaaTas Viemmnp Page: 1 o i | £ P ¥ W »

> Click close to return to the manage user list screen.

Provider'Sye My Inbox ~

() A Cathers, Aimee ~  Profile: EXT Provider System Administrator i Notepad & Reminder @ External Links @& Print @ Help

> Provider Portal > UserlList > UserDetails

in Id: WatkiTC Name: Watking, Tony C

B s

Details A
First Name: | Tony Middle Name: C
Last Name: Watkins Lock User: []
Date of Birth: 01/23/1968 = Domain Name: 2033617
EID: 156 User Type: | Balch User ﬂ

User Name: ‘WatkiTC

Password: Confirm Password:

Washington State
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roviderOne Security

> The new user has been successfully added to ProviderOne.

> Please advise the new user to log into ProviderOne as soon as
possible, using the credentials they receive in the emails.

> The new user will be prompted to change their password.

> The new user is advised to set their security question and answer. The
answer to the security question is case sensitive.

15



ProviderOne Security

Additional tips for the System Administrator.

Reset the password on the user details window. 1. Enter new temporary
password.
2. Confirm password.
Mt < 3.If Lock User box is
e e . checked, uncheck it.
= e S— 4. Click save, the password
change was successful if an
e error message is not
tal 1213172015 = ration Date:  12/31/2999 & displayed .
5.Give the user the

temporary password. Once
the password is entered by
the user, they will be
prompted to change it.

Washington State
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ProviderOne Security

ProviderOne Password Requirements
The password must;:

> Be at least eight characters long
> Contain at least one letter
> Contain at least one number

» Contain at least one of the following special characters:
@A S U ANK*F()_+-<>

> The password will expire after 120 days

> The password cannot be the same as your five previous
passwords

Washington State
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ProviderOne Security

If a user no longer needs access to ProviderOne you, as the system
administrator, should expire the user account.

- My Inbox ~
thers, Aimee ~  Profile: EXT Provider System Administrator i Notepad A Reminder ExternalLinks @ Print Ip
o FT——
Name: Watking, Tony C
- I show~ R save (| @ tpprove ) @ Reject
< =
Fir:

irst Name: | [Fony x Middle Name: | C EEE Usear Details
Name: Watins  LockUser dm]
e: 20336 .
First Name: | Tony
EID: Baty v
Confirm Password: Last Name: Watkins
(Enter Street Address or PO Box Only) i
CityTown: Date of Birth:  01/23/1965 ]
County:

» Enter today’s date or future date in the Expiration Date field

> Click Save
> Click Approve IM 2
» Click OK on the popup window. "

53 Recordls] approval will affect the period for associated entities. Do you
wi to continue?

oK Cancel I
The expiration will be saved and the user will no longer have

access after that date.
18 Health Care Adthority”
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ProviderOne Security

If a user no longer needs a specific profile the system administrator can expire
that profile.

> After clicking Maintain Users, click on user's name hame

> Select Associated Profiles under Show Dropdown 01 e #rocer ciams zaymen status crecker <
1 i [[] EXT Provider Eligibility Checker-Claims Submitter
» Click on profile name XT iibiity Check t

> At the User Profile Details screen enter an expiration date and click Save.

Profile Id: 500000426 Name: EXT Provider Claims Payment Status Checker
User Login Id: WatkiTC Name: Watkins, Tony C
#: User Profile Details ~
User Name: Watkins,Tony C Profile Name: EXT Provider Claims Payment Status Checker
Status: Approved ﬂ
Start Date: 12/31/2015 & |~ ———> Expiration Date:| 12/31/2015 | &

> Click the Approve button. The profile will not be available after expiration date.

Profile Id: 500000425 Name: EXT Provider Claims Payment Status Checker
User Login Id: WatkiTC Name: Watkins, Tony C

i User Profile Details ~
User Name: Watkins,Tony C Profile Name: EXT Provider Claims Payment Status Checker
Status: In Review [v]
Start Date: 12/31/2015 B ~ Expiration Date: 12/31/2015 B ~

Washington State
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ProviderOne Security

| ErrorMessage | Definition | solution

Warning: Invalid Login
password. Try again.

The password
entered was
incorrect.

Enter the correct password or
contact your administrator to
reset the password.

Warning: Invalid Login
UserID: allen. Try again.

The User ID (i.e.
username, login ID) is
incorrect.

Enter the correct user ID,
the user ID is case
sensitive.

Warning: Invalid
Domain Name:
5555555. Try again.

The domain name
(i.e. domain
number) is
incorrect.

Enter the correct Domain
Name (i.e. domain
number).

Warning: This EID
already exists in this
domain.

When adding a new
user, the EID
(Employee ID
number) is the same
as another users

20

The employee ID number
must be unique, enter a
different number for the
employee ID to proceed.
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ProviderOne Security

| ErorWMessage | Definon | Solution

Warning: No User
Profiles assigned to the
User. Please contact
Administrator.

There are no security

profiles assigned to the
user account.

The system administrator will
need to add user profiles to the
account. The user cannot log in
until the profiles are added.

Unable to complete
request. Error Message:
Unable to perform the
specified SQL query. Error
Code: i03_9081: null

This error normally
occurs when a claim is

being submitted.

In Internet Explorer, go to
tools, popup blockers and turn
off the popup blockers.

Warning: User Id is locked
in the system. Please
contact the Administrator.

The user account is locked.

The only way to correct this
error is to contact the system
administrator to unlock the user
account.

Warning: Password
Recovery answer does
not match with the one in
the system. Please try
again.

The answer to your
secret question is
incorrect.

21

Enter the correct answer or
contact the system
administrator to reset the
password.
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Contact Us

ProviderOne Security Email: provideronesecurity@hca.wa.gov ProviderOne
Security Phone: 1.800.562.3022 ext. 19963

ProviderOne Security is only able to assist with login credentials.
For questions or other issues, please contact the following:

Phone: 800-562-3022
Phone hours are Monday - Friday 7:30 - 4:30

Webform: Send a message: https://fortress.wa.gov/hca/plcontactus/

Training: find learning resources: http://www.hca.wa.gov/medicaid/provider/Pages/
training.aspx
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