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Disclaimer

This guidance is designed to clarify the state and federal laws that limit the
use and disclosure of substance use disorder treatment information, and it
is intended to increase the common level of understanding in Washington’s
health care community. However, it is non-binding, is for informational
purposes only and should not be construed as legal advice from Washington
State or the Health Care Authority. Compliance with and interpretation of
health care privacy laws is complex. Readers are encouraged to consult an
attorney prior to operationalizing policies and procedures that control the
use and disclosure of protected information.

The Health Care Authority makes no warranties, express or implied,
regarding errors or omissions and assumes no legal liability or
responsibility for loss or damage resulting from the use of information
included in this document.



A word from Dr. Fotinos

Twenty years ago most people thought addiction to drugs or alcohol was a
choice, a weakness of character. This thinking led to discrimination and a
law enforcement focused approach to treatment. In order to protect people
from discrimination strict Federal privacy rules were put in place. While
well intended, the rules are complicated and hard to understand. This has
led to barriers in sharing important health information across different
disciplines of care.

Today we know addiction is not a choice. Brain science has helped us
understand the complicated brain changes that occur in people who suffer
from addiction to alcohol or drugs, also called substance use disorders.
Despite this knowledge, people with substance use disorders and their
families continue to carry shame and are afraid to talk about how their lives
are being affected. This is particularly true with the current opioid epidemic.

The very good news is that there are effective medical treatments for opioid
use disorder. There are also behavioral therapies that can help people with
other substance use disorders. This makes it more important than ever for
health care providers to think about and address ‘whole person’ health.

This toolkit is meant to help medical, mental health, chemical dependency
professionals and patients understand how a person’s information can be
safely shared and protected. Better information sharing across health care
disciplines will help assure medications are prescribed safely, duplicate

tests and treatments are avoided, and that health care providers can work
together to help support their patients. Substance use disorders are medical
conditions that are treatable, perhaps when healthcare providers become
better at asking about substance use and sharing this information with other
health related disciplines, there will be less shame and trying to keep hidden,
treatable conditions.

Dr. Charissa Fotinos
HCA deputy chief medical officer



Introduction

People benefit when their health care providers
have access to complete information and can
provide whole-person care. But a complex set of
privacy laws and regulations apply to Washington
providers that sometimes cause confusion and
prevent appropriate information from being
available. Whether information can be exchanged
may vary based on:

e What type of health information is being
exchanged;

e The setting where care was provided;
e Who is disclosing the information; and
e Who is receiving the information.

Substance use disorder (SUD) treatment
information is subject to stringent regulations

in 42 Code of Federal Regulations (CFR) Part 2
(sometimes just referred to as “Part 2”). Part 2

is based on legislation passed in the 1970s that
was designed to address the risk of stigma and
discrimination, and encourage people to seek
services. The regulations have been updated
recently, but because they are based on legislation
that is over four decades old they are inconsistent
with other health care privacy laws and do not
reflect current health technology capabilities or the
movement toward integrated, whole-person care.

Faced with a complex set of privacy laws, providers
may take one of two opposing approaches. They may
overprotect the information and not share at all, or
they may accidentally share more information than

is allowed by law. Neither approach benefits people
in need of services.

There are continued efforts to modify the statutes
and regulations that protect SUD treatment
information, but the Health Care Authority

believes it is important to implement current law
as effectively as possible now without waiting for
uncertain future changes. The goal of this document
is to begin to break down barriers to information
exchange and integrated care with guidance that
establishes an accepted and commonly understood
interpretation of when and how information can be
appropriately shared. Specific goals include:

e Promoting shared understanding of when
information can be shared with or without
consent;

e Enabling greater consistency in how consent
is requested and provided; and

e Facilitating whole-person care, and
promoting care coordination and patient
safety, by allowing providers more access to
comprehensive health care information.

These resources were created in collaboration
with other state agencies and valuable review

was provided by a wide range of partners in the
health care community. Continued engagement
from those participants and others in the health
care community is essential to ensure we continue
making progress that allows us to better serve
Washington residents.




Executive Summary

The rest of this document includes detailed
information about the health care privacy laws
that apply to the exchange of SUD treatment
information. This summary is intended to highlight
key points, and help you navigate the document.

Scope

This document is intended to focus on substance
use disorder treatment information. However,

it is important to recognize that there are many
different statutes and regulations that establish
protections for different types of health care
information. In particular:

e The Health Insurance Portability and
Accountability Act (HIPAA), and its
implementing regulations, establish the
minimum protections for all types of health
care information

e State law in chapter 70.02 RCW establishes
standards that largely, but not always,
mirror HIPAA

e State law in chapter 70.02 RCW also
establishes more stringent protections for
mental health and sexually transmitted
infection information

e Federal law in 42 USC 290dd-2, and its
implementing regulations in 42 CFR Part 2,
control the use and disclosure of substance
use disorder treatment information

More information about these different laws is
provided beginning on page 9.

Generally applicable guidance

Although different laws apply to different types of
information, some basic principles apply broadly

to all types of health care information. These
principles include:

e The minimum necessary standard requires
that in most circumstances, even when
information is allowed to be used, shared,
or requested, only the minimum amount
necessary to accomplish a particular purpose
should be used, shared, or requested.

e Information that has had all identifiable
information properly removed is no longer
subject to legal protection.

More information about these topics is provided
beginning on page 12.

Who is subject to 42 CFR Part 2

42 CFR Part 2 only applies to SUD treatment
information created by particular providers, called
Part 2 Programs. A provider that provides SUD
services is a Part 2 Program if it holds itself out

as offering SUD services, and is federally assisted.
The definition of federally assisted is extremely
broad and will include most providers, unless the
provider is exclusively private-pay. The definition
of “holds itself out” is less clear:

e Itislikely satisfied if the program
advertises that it provides SUD services, or
is a separate unit that specializes in SUD
services as part of a larger facility.

e Anindividual physician can be a Part 2
Program, but it is unlikely that providing
occasional medication-assisted treatment
alone would make a physician subject to
Part 2.






Even for a Part 2 Program, it is possible some of its
records are not subject to 42 CFR Part 2, such as if
it provides both mental health and SUD treatment.

People or organizations other than the Part 2 Program
can also become subject to Part 2’s restriction. For
example, when SUD treatment information is shared
pursuant to consent, Part 2’s restrictions carry through
to the recipient of the information.

More information about Part 2’s applicability is
provided beginning on page 16.

Disclosures with consent

SUD treatment information can be shared consistent
with a person’s consent. The requirements for a
valid written consent under 42 CFR Part 2 are more
specific than the requirements under HIPAA. For
example:

e Consent must describe both who can share
information, and who can receive it;

e Consent can allow sharing with “all treating
providers” through an intermediary, such
as an HIE, but the HIE must be identified
and additional restrictions attach to how
disclosures must be tracked; and

¢ The information must be accompanied
by a statement to the recipient that
the information remains subject to the
restrictions in 42 CFR Part 2.

More information about sharing SUD information
pursuant to consent is provided beginning on page 20.

Disclosures without consent

42 CFR Part 2 contains far fewer situations than

HIPAA where information can be shared without
consent, but it does include some. For example,

information can be shared:

¢ Inresponse to a medical emergency,

e For appropriately approved research
projects,

¢ For limited public health purposes, or

e With “qualified service organizations” that
provide certain administrative functions.

More information about situations where
information can be shared without consent, and the
prerequisites to sharing, is provided beginning on
page 27.

Common exchange scenarios

Many people and organizations may be involved
with a person’s care, including different providers,
contractors of those providers, and third-party payers.
This document includes detailed scenarios that walk
through how those different people and organizations
can exchange information beginning on page 45.

Provider and patient educational
materials

Much of this document is intended to be a resource
for providers to understand when SUD treatment
information can be used, shared, or requested. It
also includes materials that can be used to facilitate
gathering consent, including:

¢ A template consent form that incorporates
recent changes to 42 CFR Part 2,

¢ A sample script that could be used by a
clinician at the point of care to explain
consent, and

e A patient brochure that describes consent
and the legal protections for SUD treatment
information.

These resources begin on page 55.



Scope and Summary of Privacy Laws

The Health Insurance Portability and
Accountability Act (HIPAA) sets the minimum
standards for protecting health information.! But

if other laws establish more stringent protections,
then those more stringent laws apply.? For example,
if a Washington statute does not allow information
to be shared in a particular circumstance, then it
cannot be shared even if HIPAA would have allowed
the information to be shared.

There are several types of information that are
subject to heightened protections. SUD treatment
information is protected by federal law, and mental
health and sexually transmitted infection (STI)
treatment information are protected by state law.

Each privacy law begins with the same basic
assumption: information can never be used or
disclosed without a person’s consent. The laws
then provide lists of exceptions to that general rule.

Much of the complexity and confusion surrounding
the exchange of health information arises from
differences with respect to which exceptions apply
to which types of information.

This guidance is focused on the intersection of
laws that govern SUD information. But some basic
understanding of the laws that apply to other types
of information is helpful. Just as different types

of information are subject to different health care
privacy laws, the types of people or organizations
that are subject to each law varies. For example,
not all organizations subject to HIPAA must comply
with state law in chapter 70.02, and some health
care privacy laws have exemptions for workers’
compensation programs.® With the exception of
providing details on who 42 CFR Part 2 applies to,
this guidance is not intended to address which laws
apply to which people or organizations.

Laws That Apply to All Types of Health Information

Federal

HIPAA Privacy Rule
(45 C.FR. § 164.500 et seq.)

The HIPAA Privacy Rule establishes national standards to protect medical records and other patient-

identifying health information and applies to health plans, healthcare clearinghouses, and most health

care providers.* The entities that HIPAA applies to are called “covered entities.” Some contractors of

covered entities, called “business associates,” must also comply with HIPAA.® The Privacy Rule requires

appropriate safeguards to protect the privacy of patient-identifying health information, and sets limits

and conditions on the uses and disclosures of information without consent.® Generally, exceptions are

allowed for treatment, payment, and healthcare operations.” The Privacy Rule also gives patients’ rights

over their health information, including rights to access and to request corrections.

1 45 CFR § 160.203.

2 45 CFR § 160.203(b).

3 See, e.g, 45 CFR § 164.514(1).
4 45 CFR §160.102.

5 45CFR §160.102.
6 45 CFR Part 164, Subpart E.
7 45 CFR § 164.506.




HIPAA Security Rule
(45 C.FR. § 164.300 et seq.)

The HIPAA Security Rule establishes security standards to protect individuals’ electronic patient-
identifying information that is created, received, used, or maintained by a covered entity or its
business associate(s). The Security Rule requires appropriate administrative, physical, and technical
safeguards to ensure the confidentiality, integrity, and availability of electronic health information.

Washington State
Chapter 70.02 RCW

This chapter of Washington law, known as Washington’s Uniform Health Care Information Act,
creates privacy standards for health care providers and third-party payers. Its requirements largely,
but not entirely, mirror national standards in HIPAA, but as described below it also includes enhanced
protections for mental health and sexually transmitted infection treatment information.

Laws that Apply to Substance Use Disorder Information

Federal
42 CFR Part 2

42 CFR Part 2 applies to federally assisted treatment programs that indicate to others that they
provide SUD services, such as by obtaining certifications or publishing advertisements. These
regulations apply to information that would identify a person as having a SUD and allow very limited
disclosures of information without consent. With the exception of disclosing information in response
to a medical emergency, disclosures outside the program are not allowed for treatment functions
without explicit consent.

8 45 CFR §§ 164.522-528.
9 45 CFR Part 164, Subpart C.
1042 CFR Part 2, Subpart D.
10



Laws that Apply to Mental Health Information

Washington State
Chapter 70.02 RCW

Chapter 70.02 RCW includes enhanced protections for information related to mental health treatment,
including the fact of admission for treatment provided by a mental health professional.* This information
may be shared between providers for legitimate treatment purposes, such as care coordination or referral
from one provider to another.'? Other disclosures should be examined on a case-by-case basis.

Laws that Apply to Sexually Transmitted Infection Information

Washington State
Chapter 70.02 RCW

Chapter 70.02 RCW includes enhanced protections for information related to tests, test results,
diagnoses, or treatment for sexually transmitted infections.™ This information may be shared between
providers without written consent for legitimate treatment purposes, such as care coordination or

referral from one provider to another.'* Other disclosures should be examined on a case-by-case basis.







Generally Applicable Guidance

Although there are many considerations that help
determine whether information may be shared

in a specific circumstance, some basic health care
privacy principles apply broadly to most scenarios.
The concepts below typically apply to all types of
health information, including SUD, mental health,
and STI treatment information.

Minimum Necessary Standard

The minimum necessary standard is both a best
practice and a legal requirement. Under this
standard, even uses or disclosures that are allowed
by law must be limited to the minimum amount of
information necessary to accomplish the intended
purpose. Importantly, it applies regardless of
whether the information is being requested, used, or
disclosed.

In addition to the explicit minimum necessary
standard in HIPAA, the concept is included in both

42 CFR Part 2" and chapter 70.02 RCW, which
allows disclosures “to the extent a recipient needs to
know the information.”*¢

Although 42 CFR Part 2 and chapter 70.02 RCW

do not include explicit exceptions to the minimum
necessary standard, HIPAA clearly states there are
some scenarios where the standard does not apply:!’

¢ Disclosures to or requests by a health
provider for treatment purposes

¢ Disclosures made to the patient who is the
subject of the record

e Uses or disclosures made pursuant to a valid
patient consent

e Disclosures to the Secretary of the U.S.
Department of Health and Human Services

o Uses or disclosures required by law, such as
a statute that requires reporting suspected
abuse or a court order to share information

with an attorney




Each of these exceptions, however, may be subject

to other limitations on uses and disclosures. For
example, a disclosure pursuant to written consent
must comply with the terms of the consent. Similarly,
a disclosure required by law must be tailored to what
the law or court order requires to be disclosed.

Psychotherapy Notes

Psychotherapy notes are a specific subset of
treatment information that includes notes created
by a mental health professional documenting a
conversation during a counseling session, that are
kept separate from the rest of a person’s medical
record and are subject to different standards for
disclosure.’® These notes may be used for treatment
purposes by the provider who created the notes. In
most other circumstances, the notes cannot be used
or disclosed without patient consent.’ The consent
must specifically identify release of psychotherapy
notes. Patients may provide consent to share
medical records, while still excluding the sharing of
psychotherapy notes.

De-identified Information and
Limited Data Sets

Information that has identifying information
removed may be used or shared with fewer
restrictions than identifiable information. Fully
de-identified information and limited data sets are
two types of information that have had identifiable
information removed. They have had different
amounts of information removed and are subject to
different levels of protection.

18 45 CFR § 164.501; RCW 70.02.010(37).

19 45 CFR § 164.508(a)(2); RCW 70.02.230(2) (u) (B)(iii).
20 45 CFR § 164.514(a).

2142 CFR § 2.11.

De-identified Information

Information that has identifiers removed

so that the patient who is the subject of the
information is no longer identifiable is fully
de-identified information. Fully de-identified
information is not protected by health care
privacy laws. This principle is explicit in
HIPAA,?® and the concept is also included in 42
CFR Part 2 and chapter 70.02 RCW.

42 CFR Part 2 applies to information that
could reveal “the identity of a patient. .. with
reasonable accuracy.” 2! The Substance Abuse
and Mental Health Services Administration
(SAMHSA) has indicated that it intends for

the Part 2 definition to align with the HIPAA
identifiers discussed below.?? Chapter 70.02
RCW applies to information that “identifies

or can readily be associated with the identity
of a patient.””® HIPAA sets more specific
requirements. Information can be de-identified
using one of two standards. The first is called
the expert certification standard, and requires:

1) Obtaining a determination by a qualified
expert that the risk of re-identification is
very small; or

2) Removing specified identifying information,
in combination with an absence of actual
knowledge that the information could be
used to re-identify an individual

The second method is called the safe harbor
method. It cannot be used if there is actual
knowledge that a person could still use the

22 FR Vol. 82, No.11, p.6064, January 18, 2017.
23 RCW 70.02.010(17).
2 45 CFR § 164.514(b).



information to identify a person, and it requires
all of the following information about the
person, relatives, employers, and household

members to be removed:?®
e Names;

e All geographic subdivisions smaller than a
State, including street address, city, county,
precinct, zip code, and their equivalent
geocodes, except for the initial three digits
of a zip code if, according to the current
publicly available data from the Bureau of
the Census:

O The geographic unit formed by combining
all zip codes with the same three initial
digits contains more than 20,000 people;
and

O The initial three digits of a zip code for all
such geographic units containing 20,000
or fewer people is changed to 000.

o All elements of dates (except year) for dates
directly related to an individual, including
birth date, admission date, discharge date,
date of death; and all ages over 89 and all
elements of dates (including year) indicative
of such age, except that such ages and
elements may be aggregated into a single
category of age 90 or older;

e Telephone numbers;

e Fax numbers;

25 45 CFR § 164.514(b)(2).
26 45 CFR § 160.203(b).
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Electronic mail addresses;

Social security numbers;

Medical record numbers;

Health plan beneficiary numbers;
Account numbers;
Certificate/license numbers;

Vehicle identifiers and serial numbers,
including license plate numbers;

Device identifiers and serial numbers;
Web Universal Resource Locators (URLSs);
Internet Protocol (IP) address numbers;

Biometric identifiers, including finger and
voice prints;

Full face photographic images and any
comparable images; and

Any other unique identifying number,
characteristic, or code.



Limited Data Sets

Fully de-identifying, especially using the safe
harbor method, leads to significant information
loss that will limit the usefulness of the health
information. A limited data set is information
with most, but not all, identifiers removed. It
therefore may be more useful. The following
information about the individual, relatives,
employers, and household members must be
removed:

e Names

e Street address

e Telephone and fax numbers

e Electronic mail addresses

e Social Security Numbers

e Medical record numbers

e Health plan beneficiary numbers
e Account numbers

e License / certification numbers

e Vehicle identifiers and serial numbers,
including license plate numbers

e Device identifiers and serial numbers
e Web Universal Resource Locators (URLs)

e Internet Protocol (IP) addresses

27 45 CFR § 164.514(e)(2).
28 45 CFR § 164.514(e)(3-4).
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e Biometric identifiers, including finger and
voice prints

e Full face photographic images and any
comparable images

Unlike the safe harbor method, a limited data
set may include some indirectly identifying
information such as dates and geographic
information (except street address). However, a
limited data set is not fully de-identified and is
still considered protected health information.?’
Limited data sets can be disclosed only

for research, public health, or health care
operations purposes and must be accompanied
by a data use agreement.?



Who is Subject to 42 CFR Part 27

An entity or provider is subject to 42 CFR Part 2 if
it (1) meets the definition of a “program” and (2) is
federally assisted.?

For-profit programs and private practitioners who
only accept private insurance or self-pay patients
that do not receive federal assistance of any kind are
not subject to 42 CFR Part 2 unless they are required
to comply under state licensing or certification
standards.

Am | a program?

An individual or entity is a “program” if they provide
or make referrals for SUD services, and “hold
themselves out” out as offering SUD services.*°

An individual or entity “holds itself out” if they do
anything that would lead someone to reasonably
think that they provide SUD diagnosis, treatment, or
referral for treatment. Examples of activities that
could qualify include:

e State or federal government authorization
(e.g. licensure, certification, or registration)
to provide SUD services,

e Advertisements, notices, or other postings
or presentations about SUD services, or

e Offering consultation for non- “program”
practitioners.

29 42 CFR § 2.12(a).
30 42 CFR§ 2.11.
3142 CFR§ 2.11.
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A program can be either an individual or an entity,
and can include:*

¢ Anindividual or entity that is not part of a
general medical facility,

e Anidentified unit within a general medical
facility, or

¢ Individual personnel or staff in a general
medical facility whose primary function is
providing SUD services.

In other words, it is possible for a facility with
multiple provider functions to have certain isolated
providers or groups who are subject to Part 2, while
the facility as a whole is not subject to Part 2. For
example, a large facility may have primary care
providers and a separate unit that provides SUD
services. The SUD unit is subject to Part 2, but the
rest of the facility is not. If a patient were to receive
both primary care and SUD treatment, the SUD
providers are still subject to Part 2 and could not
share information with the patient’s primary care
provider without consent.

An individual provider who works in a general
medical facility (not in a standalone SUD facility

or an identified SUD unit) could also be a Part 2
program, but only if the provider’s primary function
is to provide SUD services. For example, a primary
care physician who provides medication-assisted



treatment would only meet the requirement if
providing services to persons with SUD is his or
her primary function. The fact that the physician
sometimes provides SUD services as part of his or
her practice does not on its own make the physician
a Part 2 program.

Am | Federally Assisted?

While there are for-profit programs and private
practitioners that may not receive federal assistance
of any kind, most SUD treatment program are
federally assisted. The definition is broad, and you
should consult with legal counsel if you are unsure
if you are federally assisted. Examples of federal
assistance include:*

e The program is conducted directly by the
federal government.

e The program is authorized, licensed,
certified, or registered by the federal
government, which could include:

O Participation in the Medicare or
Medicaid program,

O Authorization to conduct maintenance
treatment or withdrawal management, or

O Registration with the Drug Enforcement
Agency to dispense a controlled
substance in the treatment of substance
use disorders.

3242 CFR § 2.12(b).
33 42 CFR § 2.32.
3% 42 CFR § 2.52.
35 42 CFR § 2.53.
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e The program receives federal funds in any
form, even if the funds do not directly pay
for the substance use disorder services.

¢ Income tax deductions are allowed for
contributions to the program, or the
contribution is granted tax exempt status.

Recipients and Lawful Holders

Part 2 directly regulates providers who meet the
requirements explained above. But confidentiality
restrictions also apply to other individuals or
entities who receive protected SUD information from
a Part 2 program pursuant to a properly completed
consent form or under one of the other limited
exceptions that allow disclosure without consent.
The people or entities that receive information
pursuant to consent or another exception are called
lawful holders.

When a recipient like a primary care treating
provider, a third-party payer, or a health information
exchange (HIE) receives SUD information pursuant
to consent, it must protect that information to the
same extent as the Part 2 program.*®* When the
recipient receives information under one of Part 2’s
exception, the specific restrictions will depend on
which exception allowed the recipient to obtain the
information. For example, a researcher cannot re-
disclose information to anyone other than the entity
that provided the information,** and an auditor may
have to sign an agreement limiting its acceptable
uses and disclosures.*®



What records are protected? Part 2 program provides
co-located SUD and mental

The fact that a facility or individual provider is health services

subject to 42 CFR Part 2 does not mean that all of

the records held by that facility or provider are When a facility does not solely provide SUD
subject to the standard in Part 2. Only information services, then Part 2 applicability will depend
that would directly or indirectly identify a person as on the specific services and treatment provided.
having an SUD is protected.*® The examples below For this type of facility, Part 2 will apply to
show how Part 2 applicability for particular records records about patients receiving SUD services.
may vary depending on the setting where services This includes records that show treatment
are provided. for co-occurring mental health and substance
use disorders. But Part 2 will not apply to
Part 2 program information about people receiving only mental
provides only SUD services health services.

If a facility only provides SUD services, then all of ) o o

} ) ) ) In this type of facility, it can be difficult to

its patient records will be subject to 42 CFR Part o ; ) ) )

o _ efficiently segment information that is subject

2. This is true even if some of those records do ) o

. N ) ) to different standards. But it is important to

not include specific SUD treatment or diagnosis ] ] o

recognize that mental health information is not

subject to the standards in 42 CFR Part 2 and
can be shared without consent for treatment

information. The reason is that even those
records, in combination with the fact that the

facility provides only SUD services, reveals that ] ) o
purposes, including care coordination.?’

a person receiving treatment is being treated for
an SUD.




Am I a Part 2 Program?

Am I federally m
assisted?

Not subject to
42 CFR Part 2

Am I a provider in a Am I a provider

general medical m that holds itself out
facility? as providing SUD
treatment services

and provide those m
services?

Not subject to
42 CFR Part 2

Does the facility Do personnel within
have a SUD m the facility provide m
treatment program? SUD treatment?

YES

Not subject to
42 CFR Part 2

Does the facility
hold itself out as
providing SUD
treatment services

i ?

and provide those Not subject to primary purpose: Not subject to

. 42 CFR Part 2 42 CFR Part 2
services?

Is SUD treatment
the provider’s

20



Disclosures with Consent

Health care privacy laws focus primarily on uses
and disclosures without patient consent. But they
also give patients control over their information
and allow a wide range of uses and disclosures with
patient consent. In most situations, specific consent
is required for SUD information to be disclosed

for treatment, payment, or health care operations
purposes.

The consent must be documented in writing and
important restrictions apply to how the information
may be re-disclosed after the initial disclosure.

Consent Requirements

A written consent for the disclosure of SUD
information must include nine specific elements.3®
Many of these elements are straightforward

and need little explanation. Others have been
complicated by recent changes to 42 CFR Part 2, but
when properly implemented allow for more efficient
information exchange. These requirements all work
together to define what and when information can
be shared.

A consent form that meets these requirements, and
explains whether granting consent can be required by
the organization requesting consent, will also satisfy
the requirements in HIPAA and chapter 70.02 RCW.

1) The name of the patient

The consent must identify whose information may
be disclosed.

2) Who may make the disclosure

38 42 CFR § 2.31(a).
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This requirement is commonly referred to as the
“from whom” element of consent. It explains who
is allowed to disclose information. This element
may be satisfied with either a specific or general
designation.

A specific designation lists the name (or names)

of the specific program, entities, or individuals

who may disclose the information. This type of
designation minimizes how information is shared
and allows patient control. It also comes with some
practical limitations. For example, if the intent is for
reciprocal sharing between two programs, care must
be taken to ensure the consent allows both programs
to disclose information. And if the disclosing
program changes its name following a merger or
restructuring, the consent will no longer be valid.

Alternatively, the consent may include a general
designation of who may disclose information, such
as “any drug or alcohol treatment program.”

The appropriate designation depends on the
intended purpose of the consent. If the intent is to
facilitate sharing between Part 2 programs or to
facilitate sharing information via an intermediary,
such as a health information exchange, then a
general designation will be more efficient and create
more opportunities for information exchange that
supports care coordination. If the purpose is more
focused, such as to release information to a third-
party payer to receive payment, then a specific
designation is more appropriate.



3) What information may be disclosed

The consent must explain how much and what kind of information may be
disclosed, including an explicit description of the SUD information that may
be disclosed. For example, it may explain that all SUD treatment history

may be disclosed, including medications, lab test results, diagnoses, and
clinical notes. Or it may specify that only claims data may be transmitted. To
ensure that the consent can be followed, it is important that the information
is described in a manner that reflects how the information is actually
maintained and how it can be divided.

4) Who can receive the information

This requirement is commonly referred to as the “to whom” element of
consent. As with the “from whom” requirement, this information can be

in the form of a specific or general designation. The requirements for
general designations have been introduced in recent changes to allow
greater sharing for treatment purposes, particularly in the context of health
information exchange. However, these changes have also added complexity.

In general, determining whether a consent form is valid requires
considering:
e Whether there is a treating provider relationship with the recipient,
e Whether the recipient is a third-party payer,
e Whether the consent designates an individual or an entity, and

e Whether the information is shared with an intermediary (such as a
health information exchange).

The level of detail required for different scenarios is shown on the next page.
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Intermediary

Relationship

with patient

To whom
requirements

Explanation

Any, may or may not

Specific designation

Information can always be shared with

None
be a provider of individual a specifically identified individual.
. ) ) When the recipient is a treating
) ) Specific designation ) ) o o
None Treating provider _ provider, identifying the entity is
of entity o
sufficient.
o ) ) When the recipient is a third-party
) Specific designation ) o o
None Third-party payer ) payer, identifying the entity is
of entity o
sufficient.
Consent to share with a specific
individual through an intermediary
Specific designation | should identify the intermediary
Intermediary HIE Any of individual and entity. The intermediary does not
intermediary entity | have to be identified if they are a
qualified service organization of the
Part 2 program.
Consent to share with a specific entity
through an intermediary should
i i Specific designation | identify the intermediary entity.
. Single treating ) ) )
Intermediary HIE d of entity and The intermediary does not have to
rovider
s intermediary entity | be identified if they are a qualified
service organization of the Part 2
program.
General designation | Consent to share through an
of individuals or intermediary can include a general
entities with a designation to allow sharing with a
treating provider broader group of recipients, such as
relationship and all treating providers. This is a recent
. Multiple treating specific designation | change aimed at increased efficiency
Intermediary HIE . ) ) ] ) )
providers of intermediary for electronic exchange of information.
entity

The intermediary needs to be
identified regardless of whether it is
a qualified service organization of the
Part 2 program.
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In addition, a consent that includes a general
designation must also include a statement indicating
that the patient understands that they may request
and receive a list of entities that have received
information pursuant to the general designation.
More information about this requirement is included
in the “Documenting Disclosures” section later in
this document.

5) Why the information is being disclosed

The consent must include the purpose of the
disclosure. Any disclosures pursuant to the
consent must be tailored to the minimum amount
of information necessary to fulfill that purpose.

For example, if a third-party payer is authorized to
receive information to process a claim for payment,
it would typically not be necessary to share all SUD
treatment information.

6) An explanation of the right to revoke consent

The consent must explain that the patient may
revoke consent at any time prior to its expiration,*
and explain how to revoke consent. Consent
pursuant to 42 CFR Part 2 can be revoked orally,
but SAMHSA recommends obtaining revocation

in writing or documenting an oral revocation in a
person’s record.

39 42 CFR § 2.31(a)(6).
40 42 CFR § 2.31(a)(6).
1 FR Vol. 82, No. 11, p.27.

42 The requirements for a valid electronic signature in
Washington are beyond the scope of this guidance.
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Consent cannot be revoked to the extent it has
already been acted upon. For example:

e I[ftreatment is provided in reliance on
written consent that allows disclosure to
receive payment from a third-party payer,
then consent cannot be revoked to prevent
a provider from submitting a claim for
payment;*’ and

¢ Revoking consent does not have any
impact on information that has already
been appropriately shared pursuant to the
consent.

7) When the consent expires

[t is not sufficient for a consent form to say that it

is valid until revoked. Instead, it must include a
specific expiration date, event, or condition. Consent
that expires “one year from the date of my signature”
would be valid, as would consent that expires “upon
my death.”*!

8) The patient’s signature

The consent must include the patient’s signature, or
the signature of a person authorized to act on behalf
of the patient. The signature may be an electronic
signature.*?



If the consent is signed by someone other than

the patient, it should include an explanation of the
relationship between the person signing and the
patient. If the person receiving services has been
determined by a court to be incompetent, then a
court-appointed guardian or other legally authorized
person can sign.

If the patient is a minor, then whether the minor
can provide consent depends on whether they
could consent to receive treatment without parental
consent. If the minor cannot receive treatment
without consent from a parent or guardian, then
both the minor and the minor’s parent or guardian
must provide consent.*3

In Washington, a minor under the age of 13 cannot
receive SUD treatment without parental consent.
Whether a minor who is 13 or old may consent to
receive services depends on a variety of factors,
including whether the services are inpatient or
outpatient, whether the minor is emancipated,
whether minor is capable of making a rational choice
to receive treatment, and whether the Department of
Social and Health Services has determined the minor
is a child in need of services.

When a parent or guardian signs on behalf of a
person receiving services, the relationship should be
documented and confirmed.

9) The date the written consent is signed

The consent must include the date it is signed.
This establishes when information can begin to be
disclosed.

43 42 CFR §§ 2.31(a)(8); 2.14(b).
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Re-disclosure

Under HIPAA and chapter 70.02 RCW, legal
protections for information do not automatically
attach when the information is shared. For instance,
if a HIPAA-covered entity shares health information
(and the entity sharing information is not a Part 2
program) with another covered entity pursuant to
consent, the information is still protected by HIPAA
because the recipient is subject to HIPAA. But if
the consent allows disclosure to a person who

is not subject to HIPAA, then the recipient is not
required to follow HIPAA when further sharing the
information.

42 CFR Part 2 operates differently. SUD information
received pursuant to consent cannot be further
disclosed unless:

1) The consent allows the additional disclosure,

2) Separate written consent is obtained that

allows the additional disclosure, or

3) The additional disclosure is otherwise

allowed by 42 CFR Part 2 without consent.



To put the recipient of SUD information on notice of
this limitation, each disclosure pursuant to consent
must include one of these two statements:**

This information has been disclosed to you from
records protected by federal confidentiality
rules (42 CFR part 2). The federal rules prohibit
you from making any further disclosure of
information in this record that identifies a
patient as having or having had a substance use
disorder either directly, by reference to publicly
available information, or through verification

of such identification by another person unless
further disclosure is expressly permitted by

the written consent of the individual whose
information is being disclosed or as otherwise
permitted by 42 CFR part 2. A general
authorization for the release of medical or other
information is NOT sufficient for this purpose
(see § 2.31). The federal rules restrict any use of
the information to investigate or prosecute with
regard to a crime any patient with a substance
use disorder, except as provided at §§ 2.12(c)
(5) and 2.65.

_Or-

42 CFR part 2 prohibits unauthorized
disclosure of these records.

4 42 CFR § 2.32.
45 42 CFR §§ 2.13(d); 2.31(a)(4).

26

Documenting Disclosures

Even when made pursuant to consent, some
disclosures must be documented so that a list
of disclosures can be provided at the patient’s
request. This requirement only applies to
disclosures pursuant to a consent that uses a
general “to whom” designation. Specifically, the
requirement to document and provide a list of
disclosures applies when:*

e The disclosures are made by an
intermediary, such as a health information
exchange; and

e The disclosures are pursuant to a general
“to whom” designation, such as “all
individuals or entities that have a treating
provider relationship” with the patient.

A patient’s request for a list of disclosures must be in
writing and is limited to disclosures within the last
two years. The information that must be provided in
response includes:

¢ The names of the recipients;
e The date of the disclosures; and

e A brief description of the information
disclosed.



The list must be provided within 30 days of receiving
the written request.*® This requirement is separate
and distinct from the “accounting of disclosures”
process in HIPAA. The accounting of disclosures
requirement has different timelines and requires
documentation of different types of disclosures.

For example, disclosures pursuant to consent are
explicitly excluded from the HIPAA accounting of
disclosures process.

Sample Consent

HCA recognizes that providers, payers, and other
organizations have created and implemented
consent gathering processes and forms. However,
there are also occasional questions about whether
particular forms meet all of the requirements in 42
CFR Part 2, and many organizations’ forms have not
been updated to incorporate recent changes to 42
CFR Part 2.

Appendix 1 includes a sample consent form that
incorporates recent changes to 42 CFR Part 2 and

is focused on gathering consent to facilitate care
coordination. Organizations are not required to use
the form, but it is intended to be a flexible resource
that be used as in a variety of circumstances,
without being tied to a specific provider or HIE.

An organization may also choose to tailor it for

a specific use, or incorporate elements into the
organization’s existing templates.

43 42 CFR §§ 2.31(a)(8); 2.14(b).
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Uses and Disclosures Without Consent

There are many circumstances where consent is required to share SUD
treatment information, even though sharing would otherwise be allowed by
HIPAA and other health care privacy laws. But consent is not required for all
uses and disclosures. This section includes summaries of some of the most
common exceptions where information can be used or disclosed without
consent.

The exceptions are grouped into familiar categories, such as treatment,
payment, health care operations, public health reporting, and research. Each
situation includes a summary of the conditions for use or disclosure under
42 CFR Part 2, and a comparison to the requirements in HIPAA and chapter
70.02 RCW.

Even though consent is not required for these disclosures, there may be
other complicated requirements that apply. This information is only a
summary and is not a substitute for careful consideration of the applicable
regulatory provisions or legal advice.

Quicklinks to sections below:
¢ Treatment
¢ Research
¢ Payment
¢ Audit and Evaluation
e Health Care Operations
¢ Law Enforcement and Judicial Proceedings
¢ Access by Person with SUD
¢ Confirming Enrollment

¢ Public Health Reporting
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Treatment

Information that is subject to 42 CFR Part 2 cannot normally be shared for treatment purposes without

consent, which presents a significant barrier to care coordination and providing whole-person care. But the

information can be shared in response to a medical emergency, and can be shared between providers in the

same Part 2 program. The second situation is important because it allows sharing between providers who are

treating co-occurring mental health and substance use disorders within the same Part 2 program.

Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Communication
within a Part 2

program

Information can be shared within a Part 2 program for
legitimate treatment purposes without written consent.

Conditions for use or disclosure:

e Need for sharing must arise from providing
diagnosis, treatment, or referral for treatment

e Disclosure only allowed to personnel of Part 2
program or entity with direct administrative
control over the program

Tips:

e A Part 2 program may be located within a facility
that has other functions that are not considered
part of the Part 2 program and are not covered by
this exception

42 CFR § 2.12(c)(3).

Information can be used

and disclosed for legitimate
treatment purposes without
written consent. 42 CFR Part 2
is more restrictive.

45 CFR § 164.506(c);
RCW 70.02.050(1).
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Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Medical
emergencies

Information can be shared in response to a medical

emergency.

Conditions for use or disclosure:

e Disclosure must be necessary to respond to bona
fide medical emergency

e Only applies when informed consent cannot be
obtained

e The Part 2 program must document who made
the disclosure, who received the information,
when information was disclosed, and the reason
information was disclosed

42 CFR §2.51.

Information can be used

and disclosed for legitimate
treatment purposes without
written consent. 42 CFR Part 2
is more restrictive.

45 CFR § 164.506(c);
RCW 70.02.050(1).
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Payment

Information that is subject to 42 CFR Part 2 cannot normally be shared for payment purposes without consent.
Payment functions include a broad range of activities such as determining eligibility for benefits, claims
management, or requesting prior authorization. Even submitting a claim for payment requires consent. But
information can be shared within a Part 2 program to perform payment functions and can also be shared with
contractors to perform payment functions on behalf of the Part 2 program.

Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Communication
within a Part 2
program

Information can be shared within a Part 2 program for

legitimate payment purposes without written consent.

Conditions for use or disclosure:

¢ Need for sharing must be related to payment
functions that arise from diagnosis, treatment, or

referral for treatment

e Disclosure only allowed to personnel of Part 2
program or entity with direct administrative
control over the program

Tips:

e A Part 2 program may be located within a facility
that has other functions that are not considered
part of the Part 2 program and are not covered by

this exception

42 CFR § 2.12(c)(3).

Information can be used

and disclosed for legitimate
payment purposes without
written consent. 42 CFR Part 2
is more restrictive.

45 CFR § 164.506(c);
RCW 70.02.050(1).
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Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Disclosures
from Part 2
program to
contractors

Information can be shared with a contractor that provides
payment-related services to a part 2 program, such as data
processing or bill collecting.

Conditions for use or disclosure:

e The contractor must sign an agreement called a
Qualified Service Organization Agreement (QSOA)
that limits its uses of the information to the
specified payment functions and includes:

O Only applies when informed consent cannot
be obtained

O The Part 2 program must document who
made the disclosure, who received the
information, when information was disclosed,
and the reason information was disclosed

Tips:

e A contractor that meets these requirements is
referred to as a “qualified service organization”

e This justification for sharing does not apply
to treatment-related services, including care
coordination

42 CFR §§ 2.11; 2.12(c)(4).

Information can be shared

with contractors that provide
services to or on behalf of

a covered entity. These
contractors are referred to

as “business associates” and
must sign a business associate
agreement (BAA). HIPAA
includes specific requirements
for business associate
agreements. Ifa Part 2 program
is also a covered entity, then

it needs both a QSOA and

BAA with the contractor. The
requirements for QSOAs and
BAAs can be combined into one
agreement.

45 CFR § 164.504(e).
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Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Disclosures from
lawful holder to

An organization that receives information under a written
consent to disclose for payment purposes, such as a

The restrictions on a lawful
holder’s ability to share

contractors third-party payer, can further disclose information to its information with contractors
contractors to perform payment functions. depends on whether the lawful
holder is subject to HIPAA.
Conditions for use or disclosure: If a third-party payer is a
. o covered entity under HIPAA,
e The contractor must sign an agreement that limits _
] ) i then contractors that provide
its uses of the information to uses necessary to ) ,
o ] services to the third-payer
carry out the purposes specified in the written . i
payer are business associates
consent _ )
and a BAA is required.
42 CFR §§ 2.33(b); 2.13(a).
45 CFR § 164.504(e).
Disclosures Information can be disclosed without consent to obtain Information can be used
related to payment when a person has a medical condition that and disclosed for legitimate
incapacitated prevents the person from acting on his or her own behalf. | payment purposes without

or incompetent
person

Conditions for use or disclosure:

e Scope of consent must be solely to obtain payment
for services

e Person must be unable to effectively act on his or
her own

e Part 2 program director must act on the person’s
behalf to consent to disclosure

Tips:

e This exception does not apply to minors or
people who have already been determined to be
incompetent by a court

42 CFR § 2.15(a)(2).

written consent. 42 CFR Part 2
is more restrictive.

45 CFR § 164.506(c);
RCW 70.02.050(1).
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Health Care Operations

Information that is subject to 42 CFR Part 2 cannot normally be shared for health care operations purposes
without consent. Health care operations include a broad range of provider activities that do not involve treatment

or payment activities. Examples include quality improvement, provider performance review, fraud and abuse
detection, or receiving legal services. Information can be used internally to perform these functions and can also
be shared with contractors to perform health care operations functions on behalf of the Part 2 program.

Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Communication
within a Part 2
program

Information can be shared within a Part 2 program for

legitimate payment purposes without written consent.

Conditions for use or disclosure:

¢ Need for sharing must be related to health care
operations functions that arise from diagnosis,
treatment, or referral for treatment

e Disclosure only allowed to personnel of Part 2
program or entity with direct administrative
control over the program

Tips:

e A Part 2 program may be located within a facility
that has other functions that are not considered
part of the Part 2 program

42 CFR § 2.12(c)(3).

Information can be used and
disclosed for legitimate health
care operations purposes
without written consent. 42
CFR Part 2 is more restrictive.

45 CFR § 164.506(c);
RCW 70.02.050(1).
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Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Disclosures from
Part 2 program
to contractors

Information can be shared with a contractor that provides
health care operations services to a part 2 program, such
as legal or accounting services, or population health
management

Conditions for use or disclosure:

e The contractor must sign an agreement called
a Qualified Service Organization Agreement
(QSOA) that limits its uses of the information to
the specified health care operations functions and
includes:

O Acknowledgement that the contractor is fully
bound by 42 CFR Part 2

O Arequirement that the QSO will resist in court
inappropriate efforts to obtain SUD treatment
information

Tips:

e A contractor that meets these requirements is
referred to as a “qualified service organization”

e This justification for sharing does not apply
to treatment-related services, including care
coordination

42 CFR§§ 2.11; 2.12(c)(4).

Information can be shared
with contractors that provide
services to or on behalf of

a covered entity. These
contractors are referred to

as “business associates” and
must sign a business associate
agreement (BAA). HIPAA
includes specific requirements
for business associate
agreements. Ifa Part 2 program
is also a covered entity, then

it needs both a QSOA and

BAA with the contractor. The
requirements for QSOAs and
BAAs can be combined into one
agreement.

45 CFR § 164.504(e).
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Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Disclosures from
lawful holder to
contractors

An organization that receives information under a written
consent to disclose for health care operations purposes can
further disclose information to its contractors.

Conditions for use or disclosure:

e The contractor must sign an agreement that
limits its uses of the information to the purposes
specified in the written consent

42 CFR §§ 2.33(b); 2.13(a).

The restrictions on a lawful
holder’s ability to share
information with contractors
depends on whether the lawful
holder is subject to HIPAA. If
the entity is a covered entity
under HIPAA, then contractors
that provide services to the
third-payer payer are business
associates and a BAA is
required.

45 CFR § 164.504(e).
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Access by Person with SUD

As with other health care information, a person has the ability to view and receive their own treatment
information.

HIPAA
Exception Part 2 Requirements and Chapter 70.02
RCW Requirements
Access to a A competent adult with SUD can view and receive their Under HIPAA and chapter 70.02
person’s own own treatment information. RCW a person has the right to
treatment access their own information.
information Conditions for use or disclosure: Who can exercise that right

. .. . is dependent on whether the
e Arequest to review and receive information can

erson has been determined to
be made by the person with SUD or their personal .

) be incompetent, the person’s
representative. )
age, and the types of services
e The right to view and receive information abouta | provided.
person who has been determined by a court to be
incompetent is controlled by their legal guardian or | 45 CFR § 164.502(g);
other legally authorized representative. 45 CFR § 164.524(a);
RCW 70.02.080;

e More complicated rules apply for records about
RCW 70.02.130.

minors, depending on the minor’s age and whether
the services are inpatient or outpatient

42 CFR §§ 2.23(a); 2.14.
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Public Health Reporting

Although there is no blanket exception that allows SUD treatment information to be used or disclosed for public

health purposes, there are several specific situations where reporting is allowed.

Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

cause of death

allow investigation into cause of death.

Conditions for use or disclosure:

¢ The release must be consistent with the law that
allows the investigation

42 CFR § 2.15(b)(1).

Reporting vital | Information about cause of death can be released Under HIPAA and Washington
statistics consistent with laws that require the collection of death or |law, information can be released
other vital statistics. to appropriate authorities for
a wide range of public health
Conditions for use or disclosure: purposes that include reporting
e The release must be consistent with law that and investigating deaths.
requires collection of the information
45 CFR § 164.512(b);
42 CFR § 2.15(b)(1). RCW 70.02.050(2).
Investigating Information can be released consistent with laws that Under HIPAA and Washington

law, information can be released
to appropriate authorities for

a wide range of public health
purposes that include reporting
and investigating deaths.

45 CFR § 164.512(b);
RCW 70.02.050(2).

Reporting child
abuse and
neglect

Reports of suspected child abuse and neglect can be
reported to appropriate authorities.

Conditions for use or disclosure:

e Reports should be consistent with permitted or
mandatory disclosures under state law

Tips:

e The original information held by the Part 2
program is still protected, and restrictions on
disclosure still apply to any requested disclosure
for civil or criminal proceedings that arise out of
the report of abuse or neglect

42 CFR § 2.12(c)(6).

Under HIPAA and Washington
law, information can be released
to appropriate authorities for

a wide range of public health
purposes that include reporting
child abuse or neglect.

45 CFR § 164.512(b);
RCW 70.02.200.
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Research

The requirements that must be met to provide identifiable information to researchers without consent

incorporate the requirements in the HIPAA Privacy Rule.

HIPAA
Exception Part 2 Requirements and Chapter 70.02
RCW Requirements
Providing Information can be disclosed to a researcher so long as Information can be disclosed
information to the research project meets the research requirements in to research so long as the
researcher the HIPAA Privacy Rule or the Health and Human Services | research projects the research

regulations regarding the protection of human subjects, as | requirements in the HIPAA
applicable. Privacy Rule, which will require
approval and waiver of consent
Conditions for use or disclosure: from an institutional review

. board or privacy board.
e Part 2 program must be a HIPAA-covered entity or

subject to Health and Human Services regulations
45 CFR § 164.512(i);

regarding the protection of human subjects (45
RCW 70.02.210.

CFR Part 46), or both

e HIPAA and/or 45 CFR Part 46 research
requirements must be satisfied, depending on
which requirements apply

e Appropriate waiver of consent must be obtained
from institutional review board or privacy board

e Researcher cannot send identifiable information to
anyone other than who the information originally
came from.

Tips:

e Research can also be conducted with explicit
consent from the research subjects

42 CFR § 2.52.
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Audit and Evaluation

Audits and evaluations are a specific subset of health care operations that are allowed by 42 CFR Part 2 under
very specific circumstances.

Exception

Part 2 Requirements

HIPAA
and Chapter 70.02
RCW Requirements

Audit or
evaluation

that does not
require copying
or removing
records

If records are not copied or removed, then in limited
circumstances a Part 2 program may allow an audit or
evaluation on its premises.

Conditions for use or disclosure:

e Auditor or evaluator must agree in writing that
identifiable information will:

O Not be disclosed to anyone

O Only be used to carry out the purpose of the
audit or evaluation

e Auditor or evaluator must be one of:

O A governmental agency authorized to regulate
the Part 2 program

O Any individual or entity that provides
financial assistance to the Part 2 program

O A third-party payer that covers people treated
by the Part 2 program

O A quality improvement organization
performing a utilization or quality control
review

e Part 2 program must:
O Determine the auditor or evaluator is

qualified

42 CFR § 2.53(a).

Under HIPAA and chapter 70.02
RCW an audit or evaluation
could be completed as part

of the entity’s health care
operations.

45 CFR § 164.506;
RCW 70.02.010;
RCW 70.02.050;
RCW 70.02.200.

40




HIPAA

Exception Part 2 Requirements and Chapter 70.02
RCW Requirements

Audit or If records will be removed, additional restrictions apply to | Under HIPAA and chapter 70.02
evaluation that | allow an audit or evaluation. RCW an audit or evaluation
requires copying could be completed as part

or removing Conditions for use or disclosure: of the entity’s health care
records operations.

e Auditor or evaluator must agree in writing that
identifiable information will:

45 CFR § 164.506;
O Not be disclosed to anyone RCW 70.02.010;

RCW 70.02.050;
O Only be used to carry out the purpose of the

RCW 70.02.200.

audit or evaluation

O Be maintained and destroyed consistent 42
CFR Part 2 security requirements

O Beretained as required by any applicable
records retention laws

e Auditor or evaluator must be one of:

O A governmental agency authorized to regulate
the Part 2 program

O Any individual or entity that provides
financial assistance to the Part 2 program

O A third-party payer that covers people treated
by the Part 2 program

O A quality improvement organization
performing a utilization or quality control
review

Tips:

e Removing records includes anything that would
lead to information leaving the Part 2 program,
including copying, downloading, or forwarding
information

42 CFR§ 2.53(b).
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HIPAA

Exception Part 2 Requirements and Chapter 70.02
RCW Requirements

Medicare, Information can be disclosed as part of a Medicare, Under HIPAA and chapter 70.02
Medicaid, or Medicaid, or CHIP audit or evaluation, including an audit RCW an audit or evaluation
Children’s or evaluation necessary to meet the requirements for could be completed as part
Health a Centers for Medicare & Medicaid Services-regulated of the entity’s health care
Insurance accountable care organization or similar CMS-regulated operations.
Program organization.
(CHIP) audit or 45 CFR § 164.506;
evaluation Conditions for use or disclosure: RCW 70.02.010;

e Auditor or evaluator must agree in writing that RCW70.02.050;

RCW 70.02.200.

identifiable information will:
O Not be disclosed to anyone

O Only be used to carry out the purpose of the
audit or evaluation

O Be maintained and destroyed consistent 42
CFR Part 2 security requirements

O Beretained as required by any applicable
records retention laws

e Audit or evaluation can be any civil or
administrative investigation by a federal, state,
or local government agency with oversight
responsibilities for Medicare, Medicaid, or CHIP

Tips:

e Additional administrative requirements apply
for audits or evaluations necessary to meet the
requirements for a CMS-regulated accountable
care organization or similar CMS-regulated
organization.

42 CFR§ 2.53(c).
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Law Enforcement and Judicial Proceedings

In limited circumstances information can be disclosed to law enforcement or during judicial proceedings.
The summary below describes the circumstances when information can be disclosed to law enforcement to

report a crime.

Other provisions allow information to be shared for noncriminal judicial proceedings, or to investigate
or prosecute criminal activity, pursuant to a properly obtained court order. Keep in mind that a court
order authorizing or requiring disclosure is not the same as a mere subpoena or discovery request. The
requirements for those disclosures in 42 CFR Part 2, HIPAA, and chapter 70.02 RCW are complicated and

beyond the scope of this document.

HIPAA
Exception Part 2 Requirements and Chapter 70.02
RCW Requirements
Reporting a Limited information can be disclosed to law enforcement | HIPAA and chapter 70.02
crime to report a crime. RCW allow disclosures to law

enforcement to report a crime

Conditions for use or disclosure: that occurs on the premises

. ) of the entity, as well as in

e The crime must occur at the program, or against i

, several other circumstances.

the program’s staff ) )

If the crime did not occur on

e The only information that can be disclosed is: premises, 42 CFR Part 2, HIPAA,

) o and chapter 70.02 RCW should

O The factual circumstances of the incident, i )

all be considered before making

O The fact that the person is receiving services, | a disclosure.

O The person’s name and address, and
45 CFR § 164.512(f);

O The person’s last know whereabouts RCW 70.02.200.

Tips:

e Athreat to commit a crime at the program or
against the program’s staff meets the criteria above

42 CFR § 2.12(c)(5).
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Confirming Enrollment

In limited circumstances the fact that someone is present in a facility can be confirmed.

HIPAA
Exception Part 2 Requirements and Chapter 70.02
RCW Requirements
Confirming A Part 2 program can confirm a person’s presence in the A provider can maintain a
presence in a facility if the fact that the person has a substance use directory that includes a
facility disorder is not revealed. person’s name, location in the

facility, and general description
Conditions for use or disclosure: of the person’s condition. But
. ) ] the provider must first give

e The facility cannot solely provide SUD services .
the person an opportunity to
e The confirmation cannot reveal that the person has | object. 42 CFR Part 2 is more

an SUD restrictive.

e No additional information may be disclosed
45 CFR § 164.510(a);
Tips: RCW 70.02.010;

) ) RCW 70.02.200.
e Carefully consider your response; stating that 42

CFR Part 2 restricts the disclosure of a person’s
information reveals that the person has an SUD

42 CFR§ 2.13(c).
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Scenarios and Guidance
for SUD Data Exchange

The primary beneficiary of the exchange of SUD
information is the patient. In order to provide

the best care for the whole person, health care
professionals and other entities who provide
services to people with SUD need to collaborate and
communicate. This approach puts the individual at
the center of care coordination.

45

This graphic shows examples of the types of people
and entities that may be involved in a person’s care,
and the following scenarios show when information
can be shared amongst these people and entities.
The scenarios are grouped into the categories of

(1) treatment, and (2) payment and health care
operations.



Potential Touchpoints for Persons with SUD
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Quicklinks to the scenarios below:

Treatment Scenarios

Scenario 1
Communication within a Part 2 Program

Scenario 2
Communication between different Part 2 Programs

Scenario 3
Sharing information with a provider not subject to Part 2

Scenario 4
Sharing information with emergency personnel

Scenario 5
Sharing SUD information through an HIE

Scenario 6
Provider not subject to Part 2 sharing with Part 2 Program

Scenario 7
Communication between Part 2 Program and School

Payment and Health Care Operations Scenarios

Scenario 1
Disclosures from a Part 2 Program to Contractors

Scenario 2
Disclosures to Third-Party Payer
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Treatment Scenario 1:
Communication within a Part 2 Program

Key take away: Information can be shared within a Part 2 program

for legitimate treatment purposes without written consent

Providers are in
the same Part 2
Program

. L LITANAAY

I ST T

Scenario Description:

Providers within the same
Part 2 program want to share
information with each other
to coordinate care.

Remember:

A Part 2 program may be
located within a facility that
has other functions that are
not considered part of the
Part 2 program.

Sharing the same physical
location does not mean that
all providers are within the
Part 2 program.

"

Patient treated by SUD Patient records Other providers within Part

4—»;’4—»’

provider in Part 2 Program updated 2 Program are able to review

t treatment information

42 CFR Part 2 Conditions HIPAA and Chapter
for Use or Disclosure of 70.02 RCW Requirements:

SUD Information: _
e Information can be used

e Need for sharing must arise and disclosed for legitimate
from providing diagnosis, treatment, payment, and
treatment, or referral for health operations purposes
treatment. without written consent. 42

. CFR Part 2 is more restrictive.
e Disclosure only allowed

to personnel of a Part 2
program or entity with direct
administrative control over
the program.

e See Payment Scenario 1
and Health Care Operations
Scenario 1 for specific detail
around disclosures within a
Part 2 program for payment
or health care operations.
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Treatment Scenario 2:
Communication between different Part 2 Programs

Key take away: Information shared between different Part 2 programs

requires valid written consent

iy

AT Y [T ]
| | |
[ | |

Patient treated by SUD
provider in Part 2 Program

Scenario Description:

Separate part 2 programs
want to share SUD
information with each other.

Remember:

To share information back
and forth, the written

consent must indicate that
information can be shared
both to and from provider.

—

O-.

=

SUD information can
be shared in multiple
formats: verbal, direct
exchange, EHR

42 CFR Part 2 Conditions
for Use or Disclosure of
SUD Information:

Valid written consent.

Information shared must
be tailored to the written
consent.
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Patient treated by SUD
provider in separate Part 2

Program

HIPAA and Chapter
70.02 RCW Requirements:

e Information can be used
and disclosed for legitimate
treatment purposes without
written consent. 42 CFR Part
2 is more restrictive.



Treatment Scenario 3:
Sharing information with a provider not subject to Part 2

Key take away: Information shared from Part 2 program to other

treating provider requires valid written consent

iy

AT Y [T ]
| | |
[ | |

Patient treated by

SUD provider in Part 2
Program, who verifies or
obtains proper consent

Scenario Description:

e Part 2 program wants to
share information with
primary care physician.

Remember:

e The requirements for
specificity in the consent
vary depending on whether

there is a specific or general

designation.

e The requirement for written

consent does not prevent
the primary care physician
from sharing with the Part
2 program. See Treatment
Scenario 6 for more
information.

SUD information can
be shared in multiple
formats: verbal, direct
exchange, EHR

42 CFR Part 2 Conditions
for Use or Disclosure of
SUD Information:

e Valid written consent.

¢ Information shared must
be tailored to the written
consent.
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Primary care physician
verifies or obtains proper
consent

HIPAA and Chapter
70.02 RCW Requirements:

e Information can be used
and disclosed for legitimate
treatment purposes without
written consent. 42 CFR Part
2 is more restrictive.



Treatment Scenario 4:
Sharing information with emergency personnel

Key take away: Part 2 information can be shared without consent with
emergency personnel when responding to a legitimate emergency

o=
L ‘ —
=== =

~{{1-@®

Patient arrives at Emergency room SUD information can Patient treated SUD provider in
emergency room personnel request be shared from Part Part 2 Program
SUD information 2 program to ER in documents
from Part 2 Program multiple formats: verbal, disclosure
direct exchange, EHR
Scenario Description: 42 CFR Part 2 Conditions HIPAA and Chapter

for Use or Disclosure of 70.02 RCW Requirements:

, i SUD Information:
a medical emergency arrives J

e A person who is experiencing
Information can be used

at an emergency facility. The .
treating provider is aware

that the person has previously

been treated for SUD by a

Part 2 provider, but it is not

possible to obtain consent to

receive SUD information. .

Remember:

e A Part2 program may be
located within a facility that
has other functions that are
not considered part of the
Part 2 program.

e Sharing the same physical
location does not mean that
all providers are within the
Part 2 program.

Disclosure must be necessary
to respond to a legitimate
emergency.

Only applies when informed
consent cannot be obtained.

The Part 2 program that
makes the disclosure must
document who made the
disclosure, why it was made,
and when it was made.
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and disclosed for legitimate
treatment purposes without
written consent. 42 CFR Part
2 is more restrictive.



Treatment Scenario 5:
Sharing SUD information through an HIE

Key take away: Part 2 information can be shared via an HIE. Conditions
for sharing depend upon terms of consent and recipient’s use of data

Specific

' _} ) . Designation

| -
Patient treated by M Emergency

SUD provider in HIE manages disclosures Personnel
Part 2 Program, who consistent with terms of
verifies or obtains consent and recipient’s
General
proper consent use of data ) .
Designation
Specific Designation Emergency Personnel
e Part 2 program wants to ¢ Emergency personnel
share information with wants to access information
specific provider through HIE. in response to legitimate

.- emergency and it is not
Part 2 Conditions: ,g d ,
possible to obtain consent.

e Valid written consent that .
. . Part 2 Conditions:
specifies HIE and a specific
treating provider; specified ¢ Requirements in Treatment
treating provider can be Scenario 4 satisfied .

either individual provider or . . )
e HIE is qualified service

the provider entity. o
organization of the Part 2
o Ifthe HIE is a qualified program, and fulfills role of
service organization of the documenting the disclosure.

Part 2 program, the consent
only needs to identify the
specific treating provider.
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’ Primary care
0 physician
Emergency
room personnel
O q All treating
l providers

General Designation

e Part 2 program wants to share
information with all treating
providers through HIE.

Part 2 Conditions:

e Valid written consent that
specifies HIE and general
designation of all treating
providers.

e Consent must specify HIE,
regardless of whether the
HIE is a qualified service
organization of the Part 2
program.

e Upon request from the person
with SUD, the HIE must
provide a list of the entities
that received information, the
date information was shared,
and brief description of what
was shared.



Treatment Scenario 6:
Provider not subject to Part 2 sharing with Part 2 Program

Key take away: Information shared by non-Part 2 provider is

governed by HIPAA and consent is not required

Information about physical
health care requested by
Part 2 Program

Scenario Description:

Part 2 program wants to
receive physical health care
records from non-Part 2
provider

Remember:

The restrictions in 42 CFR
Part 2 do not apply to
information being sent to a
Part 2 program, but Part 2
program should take care

when requesting information

to not inappropriately reveal
that person is being treated
for SUD.

Records can be
shared in multiple
formats: verbal, direct
exchange, EHR

42 CFR Part 2 Conditions
for Use or Disclosure of
SUD Information:

e 42 CFR Part 2 does not
control disclosures from a
non-Part 2 program to a Part
2 program.
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I

Part 2 Program receives
information

HIPAA and Chapter
70.02 RCW Requirements:

e Information can be used
and disclosed for legitimate
treatment purposes without
written consent.



Treatment Scenario 7:
Communication between Part 2 Program and School

Key take away: Information can be shared between a Part 2 program
and student’s school with written consent.

— —
School requires Provider verifies Student is seen SUD provider shares
student to receive or obtains consent by SUD provider information with school
SUD assessment if consent has been given
Scenario Description: Conditions for Use HIPAA and Chapter
) or Disclosure of SUD 70.02 RCW Requirements:
e School requires SUD .
Information: :
assessment and treatment e Information should only be
recommendation. e Valid written consent. shared with consent.
e School wants confirmation ¢ Information shared must
from SUD provider. be tailored to the written
consent.

Remember:
) e School becomes a lawful
e The school should only receive
] i holder and must protect
what it needs to confirm
records from further
there has been an assessment .
) disclosure.
and recommendation.
o Ifthe information is shared
with a multidisciplinary team
that includes people other
than school employees, all
recipients should be listed on

the consent.
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Payment and Health Care Operations
Scenario 1: Disclosures from a Part 2 Program to Contractors

Key take away: If proper agreements are in place, information can be

shared with a contractor that provides payment-related services to a

Part 2 program, such as submitting claims or bill collecting

_} T,

Part 2 Program enters contract

for payment or health care

operations services

Scenario Description:

Part 2 program wants to hire
a third-party contractor to
perform payment functions,
such as submitting claims or
bill collecting.

Remember:

A contractor that meets these
requirements is referred

to as a “qualified service
organization.”

A Part 2 program can also
share information with its
own staff to perform these
types of payment functions.

Just like Part 2 programs,
lawful holders can use
contractors to perform these
types of payment functions.

O=

SUD information can be shared
in multiple formats: verbal,

direct exchange, EHR

e This justification for sharing
does not apply to treatment-
related services, including
care coordination.

42 CFR Part 2 Conditions
for Use or Disclosure of
SUD Information:

e The contractor must sign
an agreement that limits its
uses of the information to the
specified payment functions.

e The agreement must include
an acknowledgement by
the contractor that it is fully
bound by 42 CFR Part 2.

¢ The agreement must
require the contractor to
resist inappropriate efforts
to obtain SUD treatment
information.
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— 9

Qualified Service Organization

(QS0O)

HIPAA and Chapter
70.02 RCW Requirements:

Information can be shared
with contractors that provide
services to or on behalf of

a covered entity. These
contractors are referred

to as “business associates”
and must sign a business
associate agreement.
HIPAA includes specific
requirements for business
associate agreements that
should also be included in
agreements with a qualified
service organization.



Payment and Health Care Operations
Scenario 2: Disclosures to Third-Party Payer

Key take away: Written consent must be obtained before submitting
a claim for payment to a third-party payer

=/ — , —'?_'E?? —’gg

Provider verifies Part 2 Program SUD information can Third-party Payer
or obtains submits claim for be shared in multiple receives information to
consent payment formats: verbal, direct make payment

exchange, EHR

Scenario Description: 42 CFR Part 2 Conditions HIPAA and Chapter
for Use or Disclosure of 70.02 RCW Requirements:
e Part 2 program wants to c
i ] SUD Information: )
submit a claim for payment to e Information can be used
a third-party payer. e Valid written consent. and disclosed for legitimate
t ithout

Remember: ¢ Disclosure must be tailored to pEyMESE IR Lo

) written consent. 42 CFR Part

e Ifaperson revokes consent the written consent. 2 is more restrictive.

before a claim can be

submitted, the Part 2 program

can still submit the claim if

it relied on the fact that the

consent had been signed

when it provided treatment.

e Ifaperson is unable to
effectively act on his or her
own, a Part 2 program director
can consent to disclosure for
the sole purpose of obtaining
payment.
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Appendix 1 — Consent Form

This sample form is intended to support gathering consent to facilitate care
coordination between providers. Itis consistent with changes to 42 CFR
Part 2 that allow disclosures to all treating providers. The form can be used
as is, or tailored to a specific scenario. Any modifications or other uses
should be reviewed to ensure consistency with the requirements in Part 2
and consultation with legal counsel is encouraged.

When disclosing information pursuant to consent, one of the following
statements must be sent along with the records:

This information has been disclosed to you from records protected by federal confidentiality rules (42
CFR part 2). The federal rules prohibit you from making any further disclosure of information in this
record that identifies a patient as having or having had a substance use disorder either directly, by
reference to publicly available information, or through verification of such identification by another
person unless further disclosure is expressly permitted by the written consent of the individual whose
information is being disclosed or as otherwise permitted by 42 CFR part 2. A general authorization for
the release of medical or other information is NOT sufficient for this purpose (see § 2.31). The federal
rules restrict any use of the information to investigate or prosecute with regard to a crime any patient
with a substance use disorder, except as provided at §§ 2.12(c)(5) and 2.65.

_Or-

42 CFR part 2 prohibits unauthorized disclosure of these records.

Although the sample consent form includes this language, it is important that
this statement be communicated to a recipient separately if the completed
consent form itself is not sent with the records.
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Washington State

Health Care Authority

Consent to Coordinate Care and Treatment

Completion Instructions for Form
Purpose of this form:

Our goal is to provide you with the best care
possible. To do this, your health care providers may
need to communicate and work together.

Federal laws require that we get your permission

to share your substance use disorder treatment
records to coordinate your care. However, you do not
need to sign this form to receive care or services.

Your treatment records are strictly protected -
There are requirements in federal law (42 CFR Part 2)
that encourage you to seek treatment for substance
use disorder without fear of consequences. These
requirements protect the privacy of your treatment
records and, in most instances, prohibit sharing your
records without your permission.

Who will my information be shared with? -

You are in control of who has access to your treatment
records. You can provide a general approval, such

as “I give my permission to share my substance use
disorder treatment information with all individual(s)
or organization(s) with whom I have a past, current,
or future treating provider relationship.” Or, you can
choose to be very specific and share your information
with only the individuals or entities that you clearly
name, such as “Dr. Jane Smith at ABC Clinic.” You can
choose how long you want to share your information
and you have the ability to change your mind later.

HCA 60-0018 (4/19)

Definitions

Treating provider - A treating provider includes
anyone who has provided you diagnoses, evaluation,
treatment, or consultation, for any condition,

or anyone you have agreed or legally required

to receive diagnoses, evaluation, treatment, or
consultation from.

Health Information Exchange - A secure
electronic system that sends your treatment medical
information and allows doctors, mental health
providers, nurses, pharmacists, and other health
care providers to appropriately access and securely
share this information—improving the speed,
quality, safety and cost of your care.



Personal information
Note: Patient identification label may be affixed here in lieu of completing this section.

Middle Date of Birth
First name initial Last name (mm/dd/yyyy) ZIP Code

SECTION 1: What information am I agreeing to share?

[ give my permission to share the following information (please select one or both):

D Option 1: Substance Use Disorder (SUD) treatment records maintained by my providers
(including, but not limited to, medications and dosages, lab test results, clinic visits, diagnostic
information, discharge summary etc.)

|:| Option 2: Claims data related to Substance Use Disorder (SUD) treatment, which include only a
summary of my diagnoses and services received

[] Option 3 “Iselect both Option 1 and Option 2"

SECTION 2: Who may share my Substance Use Disorder (SUD) information?
This section identifies which of your providers can share your information.

Please select one or both of the following options:

|:| Option 1: “I give permission for all of my past, current, or future treating providers to share
my substance use disorder treatment information.”

D Option 2: “I give permission for these specific individual(s) or organization(s) to share my
substance use disorder treatment information.”

Name of the individual(s) and/

L ) Enter their contact information:
or healthcare organization(s) with

whom I have (or had) a treating

provider relationship: Phone City State ZIP Code

|:| Option 3: “I select both Option 1 and Option 2”




SECTION 3: Who do I want to share my information with?

This section identifies who can receive your information.

[ give my permission to share the following information (please select one or both):

D Option 1: Providers may choose to send and receive patient treatment information through
a secure electronic system called a Health Information Exchange (HIE). Doctors, mental health

providers, nurses, pharmacists, and other health care providers are only allowed to receive and

share your information from an HIE if they have the right permissions to do so.

“I understand that my past or current treating providers may currently use, or plan to use, the following

HIE to manage my information:

[ agree to share my information through the HIE with all individual(s) or organization(s) that I have a past,

current or future treating provider relationship with.”

|:| Option 2: “I give my permission to share my substance use disorder treatment information

with these specific individual(s) or organization(s).”

Name of the individual(s) and/
or healthcare organization(s) with
whom [ have (or had) a treating
provider relationship:

Enter their contact information:

Phone

City

State

ZIP Code

[]Option 3: “I select both Option 1 and Option 2”

Note to receiving provider or entity: 42 CFR part 2 prohibits unauthorized disclosure of these records.




SECTION 4: Consent Expiration

[ understand that my permission will end: (please select one only)
|:| On this date:
|:| One year from the date of my signature, or

|:| Upon my death.

[ understand that I can take back or cancel my permission to share my information at any time. When I take
back or cancel my permission, I understand that going forward, my information will no longer be shared.

[ understand that any information that may have already been shared before I cancelled my permission
cannot be taken back.

To take back or cancel your permission to share your information, please contact:

SECTION 5: Signature

[ have read this form or have had it read to me in a language [ can understand. I have had my questions about
this form answered. I understand that I do not need to sign this form to receive care or services.

Print the name of person giving consent or legal representative

Signature of person giving consent or legal representative Date (mm/dd/yyyy)

Relationship to Individual

D Self |:| Parent |:| Guardian D Authorized

Representative




Appendix 2 — Provider Script

This script (pages 63 - 64) is meant as a consent aid for providers. The focus
of the script is providing a safe, trusting environment for the provider and
person receiving services to discuss the benefits of care coordination. This
script is not meant to replace the ability of providers to use their professional
judgement and established relationships to customize conversational needs.
You know the people in your care and the best way to approach sensitive
conversations.
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Washington State

Health Care Authority

Provider Script

When introducing patients to the concept of
consent management and its purpose, the
following three discussion components are

recommended:

1) Providing a patient consent conference in a

non-judgmental environment.

2) Setting the clear intention for improved

patient care experience.

3) Supporting the patient in self-directed
decision making around consent and being
in control of that decision.

HCA 60-0019 (4/19)

Below are sample discussion points to facilitate the
introduction and request for consent to share SUD
information. While positioned from a PCP point of
view, the key points are applicable to Behavioral
health/SUD providers.

Initiating the patient consent
conference

Welcome

e Thanks for coming in today. [ really appreciate
you doing that. I know it’s hard sometimes to get
to a place where you're able to come in and thank
you for sharing your story with me.

This is a safe place

e [ want to be sure you understand and know that
this is a safe place. | appreciate that you've
been honest with me and shared your struggle
with opiate use disorder with me and I know
it’s hard to do

e My jobis to help you figure out how best to
manage that. And it’s at your pace and your
time. But this is something that is a chronic
condition. It’s not because you want this, not
because you have a moral weakness, it’s a
chronic medical condition and so we’re going to
work together to address that.

Setting a clear intention for
improved patient care experience

Asking for information from other
providers

e One of the things that will be really helpful
for me to do, is to find out information, such
as the diagnoses and medications you have
received, from other providers that you've
seen but not specifically what you’ve talked
about with your counselors, or what kind of
group sessions you were in.



e Ifyou want to share something with me, that’s
fantastic. But that’s not necessary to my taking
care of you. What is helpful for me to know is
if they have some sort of diagnoses that you
may have not remembered so that I can find out
if those may or may not still be present, but more
important is to find out if they treated you
with any medications.

Your privacy is protected

e  When you give me permission to talk to
your other providers, you are giving me
permission to ask for and share health care
information about you.

e You are only giving me permission to look
at this. If the police or someone else were to
say “hey, so and so, I think they have a chemical
dependency problem or have they been to a
methadone clinic, can you send me all the records
on that?” the answer is “no.” You have legal
protections and I cannot share this privileged
information that you are agreeing to let me
have with anybody else. That is illegal. So that
protection is built in as well.

e This information will not be shared with your
employer or family.

Supporting self-directed decision
making about consent and being in
control of their consent

Your permission is voluntary

e I will take care of you no matter what you
tell me.

e By giving me permission, you're not giving
everybody who might ask for something from
me your permission as well. You tell me who'’s
okay to have this information and who'’s not.

e This is your information. And yes, it might be
helpful to me, but if it makes you feel unsafe or
worried maybe it’s not the right time to do that
right now.

e It'simportant for us to protect the privacy
of everything that everybody tells us. Your
medical condition, what meds you're on, what
you come in for today, if you have a history of a
substance use disorder, if you have a history of a
mental health disorder; it is all equally important
for us to protect and let you share what you want
with people. It is not about what we want to
share. We will only share what we feel we
need to. That helps to provide care for you and
specifically in this case, we need your permission.

e You decide how long this information can be
shared. Once you give permission, we can’t take
back information already shared, but we can stop
any additional information from being shared.

If someone is not sure about their
other providers or not able to share
that information

Do you have a case manager in your program?
How would it be or how would it be with you that I
talk to your case manager? That way they may give
me information that you don’t think is important,
but it might be helpful to me. And that if they are
worried about you they can give me a call and get
through if you're not able to and I found that working
as a team helps people better. [s that ok?



Appendix 3 — Brochure

This brochure is intended as a consent aid for
people receiving services. It is structured similar

to brochures aimed at educating patients on HIPAA
regulations or research studies. These brochures can
be made available in public spaces in a clinic and are
highly encouraged to be used while discussing the

benefits of consent. On the back fold of the brochure,

there is space for the provider/clinic to place their
contact information. Along with a copy of the
consent, the person should be encouraged to take a
brochure home with them to ensure they know who
to contact if they decide to cancel their consent or
have additional questions.

How long will my information
be shared?

You choose! If you agree to share, you
can choose when your consent to share
information should end. Even after choosing
a date, you can take back or cancel your
permission at any time.

Of course, information may have already been
shared with providers before you cancel or
take back your permission.

How do I give my permission?

A short form is all that is needed to consent to

share information. We can walk you through it.

Why are we asking for this?

Our goal is to provide you with the best and
safest care possible.

We are asking for your Substance Use
Disorder (SUD) information to be shared
with providers with the same level of
confidentiality as other health care
information.

Sharing this information allows your
providers to see you as a whole person. For
example, sharing this information:

Allows your SUD treatment provider to better
coordinate with your diabetes doctor.

Allows the doctor treating your high blood
pressure to understand what medications you
are receiving from your SUD provider.

HCA 82-0182 (4/19)

Who will my information
be shared with?

You are in control of who has access
to your treatment records. You have
the following options:

« You can choose to provide
ageneral approval to all
individuals and entities that
you have/might have received
treatment from.

+ You can choose to be very
specific and share your
information with only

specifically named individuals or

entities.

Will this information

be shared with my family,

landlord or employer?

No, your information will not be
shared without your permission.

What You Should Know
About Substance Use Disorder
Information Sharing

Washington State
Health Care /\m

How do | know my treatment
information won’t be shared
without my permission?

Sharing your information is voluntary. Your
treatment records are strictly protected under
federal law and, in most instances, will not be
shared without your permission.

Under Federal Law 42 CFR Part 2:

You are entitled to seek treatment without
fear of legal or social consequences.

The privacy and confidentiality of your

records prevents their sharing without your
permission.
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Why are we asking for this?

Our goal is to provide you with the best and
safest care possible.

We are asking for your Substance Use
Disorder (SUD) information to be shared
with providers with the same level of
confidentiality as other health care
information.

Sharing this information allows your
providers to see you as a whole person. For
example, sharing this information:

Allows your SUD treatment provider to better
coordinate with your diabetes doctor.

Allows the doctor treating your high blood
pressure to understand what medications you
are receiving from your SUD provider.

Who will my information
be shared with?

You are in control of who has access
to your treatment records. You have
the following options:

¢ You can choose to provide
a general approval to all
individuals and entities that
you have/might have received
treatment from.

¢ You can choose to be very
specific and share your
information with only
specifically named individuals or
entities.

Will this information
be shared with my family,
landlord or employer?

No, your information will not be
shared without your permission.

How do | know my treatment
information won't be shared
without my permission?

Sharing your information is voluntary. Your
treatment records are strictly protected under
federal law and, in most instances, will not be
shared without your permission.

Under Federal Law 42 CFR Part 2:
You are entitled to seek treatment without
fear of legal or social consequences.

The privacy and confidentiality of your
records prevents their sharing without your
permission.


https://www.chhs.ca.gov/wp-content/uploads/2018/10/State-Health-Information-Guidance-January-2018.pdfhttps:/www.chhs.ca.gov/wp-content/uploads/2018/10/State-Health-Information-Guidance-January-2018.pdf
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