




 

  Page 1 of 9 

Washington State Health Information Infrastructure: 
Final Report and Roadmap for State Action 

Status Report Update July 2009 

 
Introduction 
 
This status report provides an overview of the activities and accomplishments of the 
Washington State Health Care Authority (HCA) and the Health Information Infrastructure 
Advisory Board (HIIAB) to promote statewide health information technology infrastructure.  The 
report discusses the activities that followed recommendations made by the HIIAB in the Final 
Report submitted to the Legislature in 20061 and guided by subsequent legislation found in 
Engrossed Second Substitute Senate Bill (E2SSB) 5930.  Information in this report is organized 
in conjunction with the milestone timeframes presented in the Health Information Infrastructure 
Vision and Target – A Roadmap for Washington State included in the Final Report. 
 
 
Background 
 
May 2005 – December 2006: Lead and Explore 
 
In 2005, the HCA was directed to develop a strategy for the adoption and use of electronic 
medical records and health information technologies that are consistent with emerging national 
standards and promote interoperability of health information systems.  The HIIAB was appointed 
to assist the HCA in this work.  Following an aggressive project timeline, the HCA and HIIAB 
explored the current health information technology (HIT) landscape, emerging strategies, and 
technologies that would best meet the legislative directives.  Taking advantage of the 
opportunity to promote a health information infrastructure to promote the adoption of electronic 
medical records and provide consumers with access to electronic health information, a 
consumer-centric health record banking (HRB) model was selected as the pilot project 
prototype.  The culmination of this effort resulted in the following recommendations for 
legislative action during the 2007 Legislative Session: 
 

1. Complete the plan for initial implementation of the health record bank prototype. 
2. Implement the first health record banks. 
3. Engage consumers in the development of health record banking. 
4. Promote electronic medical record adoption in the health care provider community. 
5. Provide funding for the 2007-2009 biennium. 

 
 
Status Update 
 
January – June 2007:  Adopt the Vision 
 
During the 2007 Legislative Session, Engrossed Second Substitute Senate Bill (E2SSB) 5930 
was passed providing funding for the HRB Pilots project.  Over the course of the next several 
months HCA reconstituted the HIIAB, developed the project plan, procured consulting 
resources, convened project workgroups, and completed the Request for Proposal for the HRB 
pilots. 

                                                 
1 Washington State Health Information Infrastructure: Final Report and Roadmap for State Action, prepared by the 
Washington State Health Care Authority in collaboration with the Health Information Infrastructure Advisory Board, 
December 1, 2006, http://www.hca.wa.gov/hit/documents/final_wa_hca_hii_report.pdf 
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July 2007 – June 2009: Test and Learn 
 
In August 2008, following a rigorous proposal and selection process, organizations in three 
communities across Washington were selected to pilot this technology concept.  The 
organizations are: 
 

• St. Joseph Hospital Foundation & Critical Junctures Institute in Bellingham, Washington 
partnering with Microsoft HealthVault 

• Community Choice Healthcare Network in Cashmere, Washington partnering with 
Microsoft HealthVault 

• Inland Northwest Health Services in Spokane, Washington partnering with Google 
Health  

 
In cooperation with HCA, the pilot communities agreed to pursue the following project 
objectives: 
 

1) Determine the technology architecture and interface programming it would take to 
develop and implement a scalable HRB model and launch the design prototype; 

2) During the pilot period identify governance, financial sustainability, and privacy and 
security barriers that need to be addressed to allow for HRB or similar consumer-
controlled personal health information sharing model expansion and; 

3) Explore provider and patient participation and experience in the HRB pilots examining 
practicality of use, social and clinical acceptance of consumer-controlled personal health 
information, and valued benefits of information exchange for both provider and patients.   

 
 
HRB Pilot Activity 
 
Organizations selected for the HRB pilots approached the development of the prototype using 
existing technology (where applicable) and specific architectural and interface designs to 
communicate with either the Microsoft HealthVault or Google Health Personal Health Record 
(PHR) platforms as the patient access to the HRB.  The HRB serves as a repository of copies of 
electronic clinical health information from various data sources such as clinic electronic medical 
record systems or health information networks and data aggregators such as pharmacy benefit 
management systems. 
 
The pilot communities leveraged relationships with community health care providers and 
consumer and provider advisory groups for input on pilot design, functionality, privacy and 
security protocols, and use of information.  Patients participating in the pilots are able to view 
and print a copy of specific clinical data elements made available through the HRB.  Providers in 
the pilot communities are aware that participating patients have access to a copy of the data 
elements supplied by the HRB, but do not have access to the patient’s HRB account unless the 
patient provides them authorization to do so. 
 
The technical design and programming for two of the three pilots took longer than expected and 
pilot “go live” dates were delayed as a result.  New technology prototype programming 
challenges, competing daily operational technology priorities with industry and clinical partners, 
and evolving technology with industry PHR platforms contributed to the technology delays.  
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Developing and executing the Business Associate Agreements with the data suppliers and 
reaching agreement on data use with providers comprised the remainder of the project delays.  
However, all pilot locations are operational.  Following is an update on current pilot activity: 
 
St. Joseph Hospital Foundation & Critical Junctures Institute2(Institute), using a newly 
updated version of their Shared Care Plan PHR, this pilot became operational as a HRB on the 
Microsoft HealthVault platform in August.  Building on a robust electronic health record 
information database at St. Joseph Hospital and affiliated clinics, the transition of the Shared 
Care Plan to HealthVault provides patients with access to health information from HealthVault 
partners and the ability to incorporate medical device information into their Shared Care Plan.  
Designed several years ago with oversight from the Institute and financial assistance provided 
by a grant from the Robert Wood Johnson Foundation, the Shared Care Plan was a PHR 
designed by patients, for patients and thus has the most patient-oriented configuration of the 
PHR applications in use by the pilots.  Patients have access to problem lists, medication, 
allergy, and laboratory information as well as functionality in the PHR to include legal 
documents and other specific information that patients want their care team to know about 
them.  Personal health information may also be included in the PHR such as diet and exercise 
routines, weight management charts, daily diabetic insulin logs, and listing of over-the-counter 
medications used by the patient. 
 
The Shared Care Plan HRB currently has 3,056 active Shared Care Plan accounts.  Recruiting 
efforts began in May to reintroduce the Shared Care Plan and announce the HRB in the 
community.  Recruitment and enrollment teams have participated at community health care 
events, made presentations to target audiences at senior citizen centers, school districts, 
partner obstetrics-gynecology clinics, and in conjunction with St. Joseph Hospital Foundation 
community outreach activities.  Local EMS has also been a key partner in the effort to share the 
Shared Care Plan news and provides this information during emergency calls to homebound 
disabled and elderly members of the community.  An opt-in and opt-out enrollment pilot in 
conjunction with the St. Joseph Hospital Emergency Department is currently underway to 
explore patient reaction and interest in being offered the opportunity (through direct mailing 
following discharge) to activate a HRB account. 
 
Community Choice Network Health3 realized their goal to connect several community clinic 
partners in their HRB pilot the end of July.  In contrast to the other HRB pilots, Community 
Choice needed to create a community health information network to connect with their HRB.  
Prior to being selected as an HRB pilot, Community Choice was already engaged in a project 
with provider partners to establish this network.  Funding from the HRB grant enabled 
Community Choice to develop a multi-clinic and critical access hospital network that operates in 
conjunction with the HRB.  Data supplied by these partners provides information for a large 
majority of the patient population in North Central Washington and includes the following 
payloads – patient identifiers (demographics), medications, and allergies.  The Community 
Choice HRB partnered with the Washington State Department of Health to make the first live 
connection with the CHILD Profile Immunization Registry and deliver a fourth payload that will 
provide immunization history to the patient’s HRB account.  Work is currently underway to 
explore adding problem list, laboratory, and radiology information to the HRB.  Similar to the St. 
                                                 
2 Information obtained from Health Record Bank Evaluation Interim Report, St. Joseph Hospital Foundation and Critical Junctures 
Institute, June 2009. 
3 Information obtained from Community Choice Health Record Bank Mid-term Progress Report, Creating Informed, Active 
Consumers While Improving Access, Quality, and Safety in Healthcare Delivery, June 2009. 



 

  Page 4 of 9 

Joseph Hospital Foundation HRB, patients access this information through Microsoft 
HealthVault and a modified version of the Shared Care Plan PHR. 
 
The patient recruitment process for this HRB began in January with an aggressive awareness 
campaign including news articles and radio interviews through several communication vehicles.  
This was done to introduce the community to the HRB concept and create a communication 
stream that could continuously feed information about this pilot.  The response to the awareness 
campaign was very positive and created much anticipation and excitement from community 
members evidenced by the calls and inquiries received.  During the spring and summer, 
Community Choice outreach teams participated in multiple community health events and visited 
target audiences to talk with community members about the HRB.  Key target audiences 
included senior centers, participating clinics, school districts, and migrant community centers.  In 
July, certified HRB registrars began enrolling patients in a coordinated and targeted enrollment 
campaign.  There are 34 certified registrars located in 21 different communities covering four 
counties.  Since the beginning of the concerted enrollment campaign effort, Community Choice 
has enrolled over 300 patients for HRB accounts.  
 
Inland Northwest Health Services (INHS)4 went live with the Health Record Bank (HRB) pilot 
in late March.  This pilot partners INHS’s extensive health information network in eastern 
Washington with the consumer-friendly, web-based application available from Google Health.  
With the HRB pilot, INHS has begun to expand its current health information exchange to 
include consumers and to facilitate sharing of information between providers in ambulatory care 
settings.  In its initial phase, the INHS HRB has connected the electronic medical record system 
of three separate clinics in the Spokane area to Google Health, allowing patients who enroll in 
the HRB to request the transfer of their medication and allergy information from the clinic to their 
Google Health account.  The Google Health system also allows patients to add personal health 
information such as over-the-counter medications or allergic reactions and to grant access for 
physicians or family members to view that information.  The patient can also use the web-based 
system to import data from non-INHS data sources such as pharmacies and to conduct 
research into their health conditions. 
 
INHS began its enrollment efforts with a campaign targeted at employees of INHS and the 
participating clinics as a way to “beta test” and model the process.  As of the end of June, 71 
individuals had completed the registration process and established active health record bank 
accounts that have received data from at least one of the participating clinics.  In cooperation 
with Rockwood Clinic, INHS will be sending enrollment information on the program directly to 
the homes of more than 13,000 Rockwood patients during the week of July 13.  Future mailings 
to Rockwood patients will be staggered over the course of the summer to give Rockwood staff 
time to accommodate patient registration requests and answer questions. 
 
 
Data Collection 
 
An important component of the project is the evaluation and assessment of the pilot activity.  
Several key categories were highlighted for information collection – governance (participation, 
structure, mechanisms for dispute resolution); policy issues (provisioning of records, privacy, 
security, patient control of information, legal barriers); operations (interfaces, cooperation with 
                                                 
4 Information obtained from Inland Northwest Health Services, Health Record Bank Project – Interim Report, June 2009. 
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data providers, providing access to data, enrollment and identity management, user 
authentication); financial sustainability (costs, revenue); provider and patient participation 
(awareness, use, trust, perceived value, impact of marketing and recruitment efforts, participant 
demographics); and potential unanticipated impacts of new technology (community, providers, 
patients).  Information is collected through bi-that collection process is still underway.5 
 
This qualitative evaluation and assessment had two goals 1) gather baseline information about 
the development and implementation of health record banks, activities associated with the daily 
operations, and provider and patient participation to better understand this concept and 2) share 
this information with the HRB pilots to create a learning lab where pilots can leverage promising 
practices and explore ways to overcome obstacles during development, implementation, and 
operational phases of the pilot.  This qualitative evaluation and assessment was not intended to 
be a well-designed, statistically significant survey instrument.  Rather, its purpose is to inform 
HCA and interested parties about pilot activity and collect information that can guide the 
development of formal studies for future HRB models. 
 
In addition to the qualitative evaluation and assessment, the pilots jointly decided to create a 
quantitative survey tool that would explore patient perceptions of the HRB upon newly enrolling 
for a HRB account, capture some basic demographic information about that population and 
explore baseline activation of their enrollees (awareness of and personal responsibility for 
health and health care) through the use of the Patient Activation Measurement™ instrument 
exclusively licensed by Insignia Health.  Following the use of this “pre-pilot” survey, the pilots 
are planning to send a “post-pilot” survey to respondents from the first survey that probes into 
perceived value of the HRB account and reexamines the respondents’ activation level.  
Because of the “go live” delays and the relatively small number of HRB enrollees, the current 
number of survey respondents is only 225 or approximately 8% of the enrolled population.  In 
order to collect data from a larger percentage of the enrolled population the pilots have agreed 
to continue this survey through the end of the year, then send out the post-pilot survey 
beginning in 2010.   
 
 
Interim Findings and Key Learning 
 
The contractual time period for the HRB pilot projects ended on June 30, 2009.  Because of the 
delayed implementation and interest in learning more about provider and patient participation in 
this unique information sharing technology concept, all pilots have agreed to continue 
operations until the end of 2009.  Although the pilots have only been operational for a short time 
there have been several findings and significant learning in the areas of awareness and 
adoption, use, and trust of the system as well as patient control of information.  Little is known at 
this time about perceived value of the HRB for providers and patients because of limited patient 
enrollment and time to fully engage in the use of the HRB.  However, several unanticipated 
impacts with respect to data transparency, patient mindsets for managing health, and provider 
indifference to patient involvement in managing electronic health information have surfaced.  
 

                                                 
5 The survey instrument is the HRB Evaluation Data Collection document used by the pilots and HCA Project Management Staff to 
capture information during the bi-weekly pilot interviews.  This document contains a summary of these interviews beginning in April 
2009 following “go live” of the first HRB pilot. 
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Awareness and Adoption – All pilot locations have spent considerable time marketing the 
HRB concept in the local media, engaging and recruiting patients for enrollment in local health 
care venues and participating clinics, and sending direct mailings to clinic patients.  Limited 
enrollment is a testament to the adage that new concepts and technology are hard to sell, 
particularly when they are involve something as personal as health care information. 
 
Recruitment teams from the St. Joseph Hospital HRB have been holding enrollment fairs and 
informational booths at community events for several months and have tracked trends in patient 
behavior with respect to awareness and adoption of the HRB.  Although observational in nature, 
the St. Joseph team notice patients move from awareness to adoption in the following stages: 1) 
changing mindset and getting comfortable with the technology, 2) willingness to learn more and 
overcome the technology hurdles, 3) engage in enrollment and if “user-friendly” successfully use 
the HRB account, 4) once enrolled, finds the system easy to navigate and find tools that meet 
immediate needs, and 5) continues to use the HRB account and gains enough proficiency and 
positive experience to tell friends about the technology. 
 
Based on this observation, the recruiting teams found that the best time to impact enrollment 
behavior is during the first two stages where education and information can often move the 
patient along the continuum to enrollment.  However, some patients never move past the first 
stage.  Privacy concerns and security threats seem to be the biggest hurdle to overcome, 
particularly with the older generation, and has been a consistent theme from all the pilot 
locations.  The next most frequent reason cited for not signing up for a HRB account is 
“personal inertia” – folks just don’t get around to doing it.  
 
Use – Albeit based on limited data, there have been early indications that at least the initial use 
of the HRB increases an individual’s interest in exploring his or her own health information.  At 
the INHS HRB, users have the ability to see prescription orders written by their doctor and what 
was filled at the pharmacy if the pharmacy is a data partner of Google Health.  Anecdotally, 
some patients have reported that they’ve seen a difference in prescriptions ordered by their 
physician and what was filled by the pharmacy piquing an interest to make closer comparisons 
to this transaction in the future. 
 
Physician partners have also raised questions about how medication information is populated 
into Google Health via the HRB data feed.  Patients with a HRB account can potentially have up 
to three ways for individual medication information to be entered into their account: 
 
1) The medication information can be populated into the patient’s account from the 

participating physician’s EMR,  
2) Medication information from a pharmacy where a patient has had a prescription filled can be 

uploaded to Google Health if patients grant permission and if that pharmacy is participating 
in Google Health, and  

3) Patients can manually enter this information into their own Google Health account.  
 
Conceivably a single medication could be listed under three slightly different names.  Patients 
who are entering information manually in their HRB account can select medication names off of 
a pick list, or type it in directly.  Pharmacies tend to use coded data, so the medication is listed 
in the Google Health account by both a code and a standard industry name.  Physicians might 
use a code or might type in the name of a medication directly.  In addition, a medication might 
be listed under a brand name or a generic name.  Google Health and INHS are both aware of 
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this issue and have concluded at this stage of the HRB implementation and Google’s PHR 
development the potential for confusion with the listing as it stands is far outweighed by the 
advantage of having this complete listing available for the patient and their provider to review 
and compare.  The data sources are clearly listed and the information presented in the HRB 
account actually provides an interesting (if not telling) medication reconciliation history. 
 
This scenario suggests that knowledge derived from the HRB may also lead users to ask more 
questions of their physician during an encounter as well as examine other available data 
elements in their account with similar scrutiny.  As the pilot project continues and more users 
are enrolled it will be interesting to learn how widespread this behavior is, and whether it will 
continue beyond the initial excitement of establishing a HRB account.  
 
Trust – Moving healthcare organizations from a culture where they are the primary 
guardians/controllers of patient medical information to a culture of providing patient access to 
copies of their health data presented significant challenges in the development and 
implementation of the HRB pilots.  The natural tendency to avoid any legal risk coupled with the 
lack of any case law or substantive “safe harbors” represented a significant hurdle to overcome.  
This affected the clinic’s requirements for authorization and release of information for their 
patients who requested access to their data in the HRB account.  All the pilots experienced 
similar authorization hurdles during the implementation stage and this took considerable time to 
work through.  
 
Providers too had some concerns about liability that might derive from the release of a patient’s 
health information.  They were concerned that the patients might hold the provider personally 
responsible if the information transferred to the HRB was deemed to be incomplete or led the 
patient to make an inappropriate health decision.  There were also concerns about how the 
patient might manage the data and where the patient might hold the provider responsible if 
someone other than the patient gained access to the information in their HRB account such as 
through a data breach or the patient’s own actions.  In general, providers participating in the 
HRB pilots decided that the risks they outlined are present whether the data is released to a 
patient on paper or electronically.  Also, providers recognize that patients have a fundamental 
right to receive a copy of their own health information.  The result was all the pilot locations’ 
provider and clinic partners requested all documents related to the release of a patient’s 
information be very clear about the limits of the providers and clinic’s responsibility. 
 
HIPAA authorization has been the biggest deterrent to patient enrollment.  This mass of legal 
speak is confusing to patients and raises concerns with respect to who is and who isn’t allowed 
to disclose information and for what purpose.  This disclosure law is also confused with privacy 
laws and further confounds the problem.  Pilots enrolling patients in the HRB spent a lot of time 
educating people about this authorization.  Patients need to be aware that under HIPAA law 
providers have the ability to share data for treatment, payment, and operations, but once a copy 
of the data is in their HRB account they have complete control over where the data goes and an 
audit trail is provided for consumers to see who has accessed it.  This has been a significant 
barrier to enrollment processes and an issue that suggests the need for improved patient 
education. 
 
Unanticipated impacts – Although the impacts the evaluation interviews were intended to 
uncover were those made by the HRB pilots on patients, providers or the participating health 
care community; several arose during the pilot that were ostensibly unrelated, but nonetheless 
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impacted the HRB pilots.  New federal laws impacting Business Associate agreements for data 
sharing in the HRB pilot projects were one of several unanticipated impacts.  The HITECH act in 
the federal stimulus bill which was released on February 17, 2009 included language that was 
intended to characterize personal health record providers such as Google Health and Microsoft 
HealthVault as business associates and require them to comply with HIPAA regulations.  Both 
vendors maintained from the inception of the project that they were acting on behalf consumers 
and therefore is not a business associate of data providers.  All pilots engaged in a legal review 
of the law which corroborated this position.  However, because the HITECH language imposes 
new requirements on business associates, the pilots are modifying current agreements with the 
participating clinics to reflect this change. 
 
Another unanticipated impact to the HRB pilots was the entry of data into EMR systems used by 
participating providers and clinics.  Information entered by providers in common EMRs was not 
done so consistently and thus was reported that way in the HRB accounts.  For example, not 
only is there variability between physicians within a clinic, but between clinics as well.  This lack 
of standardization not only can cause technical issues when establishing interfaces, but can 
also affect a patient’s ability to understand the information being uploaded into their HRB 
account.  Beyond the HRB records, the lack of standardization has the ability to adversely affect 
any efforts to implement clinician to clinician electronic health information exchange.  In order to 
fully support this and future information exchange, whether it is between physicians and patients 
or across clinical care settings, physicians will need to develop a more uniform approach to 
entering information into electronic medical record systems. 
 
Inconsistent use of EMRs is also worth noting because it was around the relatively simple case 
of medication information, which is the most likely among all health information to be coded and 
standardized across different information systems, where this issue was discovered.  With each 
new data type that is introduced in the HRB pilots or other similar efforts, such as laboratory 
results or diagnoses, there will be a major increase in complexity in terms of how data from 
different sources will be incorporated into the HRB and how it will be presented to the patient 
and any caregivers for review and interpretation.  Furthermore, providers have acknowledged 
that they sometimes enter information into the medical record that they would rather the patient 
didn’t see, or at least that they had the opportunity to interpret for the patient when the patient 
first sees it.  These situations and others, as the pilots move forward, may have the potential to 
change the dynamic of information exchange between the patient and the provider. 
 
While it is still too early to learn what impact the HRBs may have, there are several observations 
about potential customers’ mindsets with respect to prevention and care management that have 
the potential to impact HRB use.  Patients interviewed at recruiting events attended by the HRB 
pilots typically come from the mindset of the acute care world where “the doctor will take care of 
me and the insurance company will pay the bill.”  Prevention, patient activation and 
engagement, as well as responsibility for management of clinical information through the use of 
PHRs is a new paradigm in patient participation in their health care.  Further complicating the 
adoption and use of health information technology by patients is the dearth of sufficient 
resources, support, and electronic clinical data.  Data may be available, but is typically isolated 
in various industry, entity, and provider EMR systems so patients aren’t able to access the 
information in an integrated and useful way.  These resources (PHRs) and data also need to 
work together seamlessly because if this activity isn’t readily accessible and easy to use that 
creates an additional deterrent to patient’s use of technology.  
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Recommendations and Next Steps 
 
July 2009 – June 2011: Prove and Build 
 
There is still much to learn about the provider and patient participation experience in the HRB 
pilots.  Now that the pilots have successfully reached the operational stage, they are actively 
engaged in recruiting and survey efforts.  Also, little is known about HRB pilot ability to scale 
technology as well as leverage this infrastructure to participate in statewide HIE.  The 
consumer-centric features of the HRB model also present an interesting option worth exploring 
with respect to its ability to meet the forthcoming meaningful use requirements put into motion 
by the Health Information Technology for Economic and Clinical Health Act provisions of the 
American Reinvestment and Recovery Act.  Although the pilots have voluntarily extended their 
pilot participation until the end of the year, HCA should explore the possibility of extending 
available funding to continue the pilots for an additional year to address these and other issues: 
 

• Gather information to fulfill the remaining learning objectives and report requirements 
outlined in the original funding contract. 

• Explore integration of HRB pilot activity in statewide HIE Planning and Operational plan 
development activities. 

• Evaluate the technical design of the HRB and positioning in the statewide HIE plan. 
• Expand and integrate the role of AMH in statewide and local HIE. 
• Monitor use of the HRB by providers and patients. 
• Identify and further explore the proper role of government. 
• Establish additional data payloads to the HRBs. 
• Evaluate privacy and security policies and procedures. 
• Address legal and governance policy issues. 
• Explore financing and sustainability of the HRB model. 
• Study participation, activation, and perceived value of the HRBs for both providers and 

patients. 
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Criteria for Pilot Privacy and Security Assessment: 
 

Final 11/19/08 
 Page 1 of 4 
 

Below are the proposed criteria that each pilot will be assessed against.  The criteria have been derived from several sources, including but not 
limited to: 
 
1) Markle Foundation – This work was originally published as part of a compendium called The Connecting for Health Common Framework for 

Networked Personal Health Information.  The details of this work can be found at:  http://www.connectingforhealth.org/phti/index.html and is 
copy written but is publicly available at no charge. 

 
2) Patient Privacy Certified, Inc. (PPC) – This framework has been provided in relation to the PPC privacy certification process and has been 

provided to us for our consideration.  The full certification is fee based and requires a security audit in advance.  For details contact PPC’s 
CEO, at william.yasnoff@nhiiadvisors.com 

 
3) John R. Christiansen with Christiansen IT Law – has provided a privacy and security assurance framework and the principles contained 

within it have been used to inform certain aspects of this assessment approach.  John’s website is located at http://www.christiansenlaw.net/. 
 
The goal of the assessment is to provide a baseline level of assessment to allow the HCA to better understand the approach and policies of the 
pilots in each of the key areas of security and privacy.  Pilots must also meet their contract commitments to the HCA, namely the 
requirements established in the grant solicitation regarding security (requirement #7 on pages 6/7). 
 
Additionally, the AccessMyHealth.Org project team will be using the results of the assessment to ensure that the communication materials are 
accurate and that patients and providers receive a clear description and transparency of each pilot’s business practices in each of these key 
areas.  The list of criteria nor the actual assessment results are intended to serve as an endorsement or certification of the pilot’s business 
practices.  The assessment results will be shared with the HCA and other project staff as may be needed.  Where feasible, health record banks 
are encouraged to seek “certification” of the security and privacy practices. 
 
Procedure for the Assessment: 
 
1. Bill Yasnoff, MD, PhD will interview and discuss the proposed approach, technologies (where necessary), privacy policies, and business 

practices for each pilot and will use these criteria to guide his review and discussions. 
2. Dr. Yasnoff will distill his findings and review them with Howard Thomas.  The Consultants will apply the basic assessment criteria and provide 

feedback to the pilots and solicit a reply and seek any clarifications as necessary. 
3. The Consultants will complete their findings and recommendations and provide the feedback to the HCA and the pilots. 
4. The HCA will evaluate the assessment results, seek additional input if necessary, and provide direction based on the results. 
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Criteria for Pilot Privacy and Security Assessment: 
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Security Assessment Criteria: 
 

Principle Criteria Comments and additional sources 

A) Authentication of 
Consumers and other 
individuals using the 
system. 
 
Markle CT2 and 
Christiansen framework - 
page 16, level 3 
procedures. 

A.1 All users and machines* that interact with the system have 
been thoroughly authenticated and documented. 

A.2 Authentication policy is in place and has high level of 
assurance (see level 3 in Christiansen framework, pg. 16, e.g. 
identify is vetted against government issued ID.) 

Authentication practices form the 
cornerstone of security and privacy. 
 
* Only machines that automatically 
provide clinical data to the HRB will be 
authenticated. Users can use any 
machine with a browser to access the 
HRB with security code. 

B) Authentication of 
Consumers and other 
individuals using the 
system. 
 
Markle CT2 and 
Christiansen framework - 
page 16, level 3 
procedures. 

B.1 All users and machines* that interact with the system have 
been thoroughly authenticated and documented. 

B.2 Authentication policy is in place and has high level of 
assurance (see level 3 in Christiansen framework, pg. 16, e.g. 
identify is vetted against government issued ID.) 

Authentication practices form the 
cornerstone of security and privacy. 
 
* Only machines that automatically 
provide clinical data to the HRB will be 
authenticated. Users can use any 
machine with a browser to access the 
HRB with security code. 

C) Authentication of 
Consumers and other 
individuals using the 
system. 
 
Markle CT2 and 
Christiansen framework - 
page 16, level 3 
procedures. 

C.1 All users and machines* that interact with the system have 
been thoroughly authenticated and documented. 

C.2 Authentication policy is in place and has high level of 
assurance (see level 3 in Christiansen framework, pg. 16, e.g. 
identify is vetted against government issued ID.) 

Authentication practices form the 
cornerstone of security and privacy. 
 
* Only machines that automatically 
provide clinical data to the HRB will be 
authenticated. Users can use any 
machine with a browser to access the 
HRB with security code. 
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Criteria for Pilot Privacy and Security Assessment: 
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Principle Criteria Comments and additional sources 

D) Binding Agreements are 
used for all parties and 
establish a chain of trust. 
 
Christiansen framework - 
page 8, the factors for 
Business Agreements. 

D.1 All agreements are in accordance with the privacy policies & 
other polices of the system. 

D.2 Organizations/individuals that serve to register individuals 
agree to register in accordance with authentication standards. 

D.3 Consumers execute binding usage agreements. 
D.4 Providers that access the data execute binding agreements 

Evaluate that basic agreements that are 
used. 
 
Use Christiansen (page 8) and Markle 
frameworks to review the contracts and 
provide feedback on basic elements 
contained. 

E) Provision with ID and 
initiation code, out of band. 
 
Christiansen framework 
identifies this on page 7, 
under provisioning. 

E.1 Users are delivered a user name and code (initial password) 
to initiate the account. 

E.2 The information is provided either in person, via US mail or in 
a manner that can not be intercepted. 

Review process flow and basic 
procedures to ensure elements that lead 
to non-repudiation are in place and 
effective. 
 
Identify any holes and provide guidance. 

 
Privacy Criteria: 
 

Principle Criteria (references to PPC) Comments and additional sources 

F) Policy Notice to 
Consumers. 
 
Markle CP2 and PPC 
criteria. 

F.1 Patients have easy access to the written privacy policy and 
any related materials. (1.3, 1.10, 1.11) 

F.2 Policy is written in a manner that is easy to understand. (1.4, 
1.5, 1.6, 1.7, 1.8, 1.9) 

F.3 Policy statement explicitly includes all related technology 
vendors and applies to all “downstream” companies that may 
have access the information. (1.2, 2.2, 2.6, 2.8, 2.14) 

F.4 Policy and or related materials clearly describe who and 
when/how others may have access to the personal 
information. (1.2, 2.4, 2.6, 2.7, 2.8) 

F.5 Policy clearly binds other that may have access to the 
information. (2.14, 4.1, 4.2) 

Transparency is a key to trust, policy 
should be clear, easily accessible and 
apply to all downstream entities. 
 
Determining if a policy is “easily 
understood” is subjective and requires the 
assessor to provide meaningful feedback 
and edits so that improvement ideas are 
actionable, use of PPC specific criteria 
may be helpful in this regard. 
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Criteria for Pilot Privacy and Security Assessment: 
 

Final 11/19/08 
 Page 4 of 4 
 

Principle Criteria (references to PPC) Comments and additional sources 

G) Consumer Consent.   
 
Markle CP3 and PPC 
criteria. 

G.1 Patients have clearly “opted in” to put their data into the HRB 
and any related applications. (3.1, 3.2) 

G.2 Patients clearly consent to the release of their data to specific 
individuals/organizations and or to role based situations if 
proper patient consent is communicated and subsequently 
obtained, including but not limited to any use or sales of the 
data in aggregate form. (2.8, 3.1, 4.1) 

Tell consumers what you will and won't do 
with their data, disclose all third parties 
involved.  
 
Consumers explicitly decide to be 
included in all uses of their data, even if in 
aggregated form. 

H) Consumer Obtainment and 
Control  
 
Markle CP8 and PPC 
criteria. 

H.1 Patients are told what data they can control and any 
limitations that may exist. (1.1, 2.5, 13.4) 

H.2 Patients are told how their data may be accessed during an 
emergency and how such an emergency is later reviewed and 
they are notified. (7.6, 7.7, 2.6, 2.7, 2.10, 2.11, 10.1) 

H.3 Patient may choose to close their account and delete all 
records within a specified time. (3.3, 6.2) 

Describe accurately to consumers the 
extent to which the employed technology 
let's them control who sees what and to 
what degree of granularity 

I) Immutable Audit Trails. 
 
Markle CT3 and PPC 
criteria. 

I.1 Ensure audit trails are in place for all occurrences of data 
access, batch and real time. (9.1, 9.2, 9.3, 9.4, 9.5) 

I.2 Can audit trails be produced if requested by the patient? (9.7) 
I.3 Are audit trails immutable and secure? (9.6) 
I.4 Patients have ability to report concerns about privacy or 

security concerns. 

Develop audit trails as far as we can 
towards a log of who-saw-what-info-when 

J) Limitations on Identifying 
Information. 
 
Markle CT4 and PPC 
criteria. 

J.1 Patients are told about profiling or tracking practices and the 
specific data used for this purpose is disclosed. (5.1, 5.2) 

Understand and disclose the extent to 
which the pilots and their partners will be 
capturing electronic-not demographic-
identifiers and what risks that poses and 
especially if that information is shared 
with other organizations. 
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9/11/09 10/16/09 1/1/141/15/10 3/15/10 5/17/10 7/19/10 1/1/11 1/1/12 1/1/13

Letter of 
Intent to 
ONC

Application
to ONC

Strategic Plan
to ONC

HIE Governance body**
model
agreed to

HIE Governance Body 
Formation begins

Shared Infrastructure
& Implementation Phases 
agreed to

Phase I ‐ Tech  Design Details
Infrastructure components
& implementation for phase I

Project Plan to Implement HIE 
Phase I – Proof of Concepts
‐ Resource plans
‐ Federal funds
‐ Contracts

State HIE Running and Supported within 
the state

Technical and Business Operations in Place
Policies Established
Governance Body Functioning
Business Plan Created and Sustaining 

Financials

Governance Body In Place 

Technical Infrastructure Defined
Long Range Infrastructure Defined
Technical Specifications Determined 
(detailed implementations proposed)
Standards are Agreed Upon

Business Plan is Outlined
Operations Design Created
Financial Analysis and Plan Proposed
Adoption Plan Identified
Policy and Legal Framework Created

9/30/11*

Operational Plan
to ONC

•end of Federal Fiscal Calendar 2011
** Organizing and Owning Entity

Appendix:  G
State HIE Project Timeline & Milestones
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9/11/09 10/16/09

State HIE Project Timeline & Milestones – first 2 years by Organization
1/15/10 3/15/10 5/17/10 7/19/10 1/1/11 1/1/12

Letter of 
Intent to ONC

Application
to ONC

Strategic Plan
to ONC

HIE Governance body
Model agreed to

HIE Governance Body 
Formation begins

Shared Infrastructure
& Implementation Phases 
agreed to

Phase I ‐ Tech  Design Details
Infrastructure components
& implementation for phase I

Project Plan to Implement HIE 
Phase I – Proof of Concepts
‐ Resource plans
‐ Federal funds
‐ Contracts

Infrastructure Defined

Business Plan 
is Outlined

9/30/11*

Operational Plan
to ONC

•end of Federal Fiscal Calendar 2011

HCA

HCA
With
HIE Lead Org
collaboration

HIE Lead Org
and
HIE Governance
Body

Establish
Cooperative 
Agreement
with ONC

Governance Body
In Place 
Standards are Agreed to

4/10/10

ARRA 
Quarterly 
Reporting

Annual 
Financial 
Status 
Reporting 
for OMB

Annual 
Reporting 
to ONC

Annual 
revisit & 
update of 
Strategic  & 
Operational 
Plans

Progress 
Reporting
to ONC

Policy & Legal 
Framework Created
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Governance

Legal/Policy

State HIE Project Timeline & Milestones – first 2 years by ONC Domain

Business & 
Tech Ops

Tech 
Infrastructure

1/1/123/15/10

Finance

5/17/10 1/1/11 9/30/11*7/19/10

HIE Governance body
model agreed to

HIE Governance Body 
Formation begins

Initiate
Enabling Legislation, 
if needed

Shared Infrastructure
& Implementation Phases
agreed to

Phase I Tech Design Details
Infrastructure components
& implementation phase I

Project Plan to Implement HIE  
‐ Phase I Proof of Concepts

‐ Resource plans
‐ Federal funds
‐ Contracts

Governance Body In Place
Standards are Agreed to

Technical Infrastructure Defined
Long Range Infrastructure Defined
Technical Specifications Determined
(detailed implementations proposed)

Business Plan is Outlined
Policy and Legal Framework 
Created

Business Plan is Outlined
Operations Design Created

Business Plan is Outlined
Financial Analysis and Plan 
Proposed
Adoption Plan Identified

12/15/09

• end of Federal Fiscal Calendar 2011

ONC Domain
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Overview 
The Washington State eHealth Collaborative Enterprise (eHCE) is a public-private stakeholder workgroup formed by the Health Care Authority 
(HCA), and vetted by the Health Information Infrastructure Advisory Board (HIIAB), to act as the coordinating body to drive statewide collaborative 
processes, address key considerations, assess barriers, and recommend policies, practices and solutions to expand the adoption and meaningful use of 
Health Information Technology (HIT) and the secure exchange of health information in Washington State. 
 
The eHCE is the first of many collaborative enterprises the HCA will form to address the requirements of the Health Information Exchange 
Collaborative Agreement with the Office of the National Coordinator (ONC). This agreement will help fund and facilitate positive changes in 
Washington’s health care delivery system that will increase health and health care outcomes for Washingtonians. 

Purpose 
The purpose of this Communication Plan is to provide the framework to effectively manage and coordinate the wide variety of communications that 
will take place as part of Washington State’s Collaborative Agreement with the ONC. It addresses target audiences, communication strategies and 
tactics, key messages, timeline, and evaluation methods. 
 
Actual delivery of many of the communication messages will be through designated ‘communicators’ - presenting and facilitating status meetings, 
and via published communications that can be readily and consistently accessed by the target audiences. The major tasks and resources required to 
develop the specific communication materials and methods are included in Attachment A:  Communication Work Plan 
 

Communication Goal 
The eHCE goal of communications is to produce relevant, accurate, and consistent information in multiple formats and delivery mechanisms for 
access by the target audiences at all times, in compliance with state and federal requirements for accountability and transparency.  
 
The state eHCE strives to operate with open communications, where information is readily available and collaboration is encouraged. 
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Section One - Project Audiences 
The following table identifies each target audience and their vested interests and expectations for communications. 

Table One – Project Target Audiences 

INTERNAL to HCA 

Audience Participants Communication Interests 
Expectations for 
Communications 

HCA Executive 
Sponsor 

Steve Hill 
 

 Project accountability 
 Deployment and use of resources. 
 Policy development  
 Performance of HCP in developing the 

eHCE 

 Project is well planned 
 Project progresses as planned 
 Issues are identified 
 Policy monitoring 

State eHealth 
Collaborative 
Sponsor 

Richard Onizuka  State eHealth Vision  
 Resource Allocation 
 Stakeholder Management 
 Policy Development  
 Project Deliverables 

 Status reporting 
 Policy issue identification 
 Project planning 
 Input in the review of project 

deliverables 
Project Manager Juan Alaniz  Project Strategy, Direction and 

Implementation 
 Delegation and Integration 
 Resource Deployments 
 Strategic and Policy alignment 

(state/federal/regional) 
 Stakeholder Management  

 Status Reports 
 Notification of variances 

from strategy and project 
charters 

 Accountability for project 
resources 

Project Staff - Staff 
assigned directly or 
indirectly to work on 
the project. 

Kelly Llewellyn 
Annette Burgin 
Heather Masters 
Steve Lewis 
Dwayne Eriksen 
Anne Wahrmund 

 Program area expertise  
 Skill set application 
 Program accountability  
 Clear direction and delegation of tasks. 
 Consistent quality management. 

 Clear and attainable 
deliverables 

 Review and feedback on 
deliverables 

 Content for communications 
and reports 
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EXTERNAL 

Audience Participants Communication Interests 
Expectations for 
Communications 

ONC  State Project Officer   Guidance and Oversight  Status Reports 
 Audit reports 

Lead Organization(s) 
(LO) 

HITECH Funding 
Category LO for: 
 EHR Loan Program 
 Regional Extension 

Centers (RECs) 
 Workforce 

Development 
 R&D  
 TeleHealth/TeleMe

d/ 
Broadband  

 Roles and Responsibilities 
 Oversight 
 Deliverables 
 How much funding is there 
 What resources are needed 

 Bi-weekly newsletter 
 
 

HIIAB2/3 - Oversight 
for eHCE and 
Stakeholders 

HIIAB Board Members  Development, implementation, and 
ongoing operation  

 Status Reports 
 Notification of Variances 

from strategy and project 
charters 

 Accountability for project 
resources 

Other State Agencies DSHS, DOH, DVA, 
L&I, DOC,  

 Project Success 
 Accountability of Project resources 

 Status Reports 
 Business Benefit Realization 

Governor’s Office OFM – Jill Satran,  
Johnathon Seib 

 Impacts of eHCE on state budget 
 How much federal funding can we get 

for our state 
 How hard are we working to get federal 

funding 

 Status Reports 
 Notification of Changes in 

Policy 
 Strategic plan 
 Operational plan 

Legislature Legislative 
representatives who 
advocate HIT 

 Impacts of eHCE on state budget 
 How much federal funding can we get 

for our state 
 How hard are we working to get federal 

funding 

 Status Reports 
 Notification of Changes in 

Policy 
 Strategic plan 
 Operational plan 
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Audience Participants Communication Interests 
Expectations for 
Communications 

HRB Pilots Jesus Hernandez 
Lori Nichols 
Jac Davies 

 How the funding will work and the 
impact on them. 

 Changes in current business procedures 
and policies. 

 

 Bi-weekly newsletter 
 Fact Sheet 

HRB/HIIAB 
Community 

Organizations that 
submitted a grant 
request but did not get 
funding for their HRB 
Pilots 

 State and federal funding opportunities 
 Pilot Status and evolution 

 Bi-weekly news letter 
 Fact Sheet 
 Press Releases 

Public and Main- 
Stream Media 

General Public  Overview of the Project 
 Status 

 Bi-weekly news letter 
 Fact Sheet 
 Press Releases 
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Section Two – Communication Strategies and Tactics 
The purpose of this section is to outline the communication strategies and tactics, along with the product deliverable, intended audience, 
delivery mechanism, content provider(s), timeline, and responsibility. The table also lists specific communication tactics that will be carried 
out to support the communication strategies for the eHCE project through March 2010. 
 
Strategy 1 - Develop a graphic identity (logo and style) with key messaging to be used in all eHCE communications to achieve 
a unified and instantly recognizable message that is understood by the intended audiences. 
 
Tactics: Product Audience Delivery 

Mechanism 
Content Provider Timeline Responsibility 

Develop Graphic 
Identity for eHCE  

Logo all .jpg logo 
files 

HCA print and 
production staff 

10/05/09 HCA print and 
production staff 

Develop templates for 
eHCE Communication 
Documents 

Templates for:  
 Strategic and 

Operational 
Report  

 Electronic 
Newsletter 

 PowerPoint 
Presentation  

 Fact Sheet 

eHCE 
program 
staff 

electronic 
and print-
ready 
templates 

HCA print and 
production staff w/ 
input from 
Heather/Kelly/Juan 

2/17/10 
10/9/09 
10/09/09 
10/2009 

HCA print and 
production staff 

Develop unified Key 
Messages for eHCE 
and get buy-
in/approval from 
eHCE project team 

Key Messages all all  eHCE project team 10/09/09 Heather 
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Strategy 2 - Develop and maintain open and consistent lines of communication and coordination with stakeholders and 
interested parties using existing state agency communication methods and tools, in addition to free marketing and advertising 
opportunities. 
 
Tactics: Product Audience Delivery 

Mechanism 
Content Provider Timeline Responsibility 

Procure and setup 
Listserv for electronic 
stakeholder 
communications 

State listserv 
(through DIS) 

Stakeholders 
and interested 
parties 

email Heather 9/17/09 Annette/ 
Heather 

Develop Bi-weekly 
eHCE newsletter 

electronic 
newsletter 

Listserv 
subscribers 

email and 
web page 

eHCE project team / 
LOs / ONC 

Bi-weekly 
Starting 
10/16/09 

Heather 

Prepare weekly eHCE 
Internal Status Reports 

weekly report Beth Dupre email eHCE project team / 
LOs / ONC 

Weekly, 
Starting 
9/18/09 

Heather 

Prepare “Monday 
Alert” 

weekly alert  Governor’s 
Office 

email eHCE project team Fridays at 
noon 

Heather/Dave 
Wasser 

Develop eHCE Status 
Presentation that can 
be repurposed for 
different speaker 
engagements 

Presentation Stakeholders 
and interested 
parties 

in-person Heather/Kelly 9/25/09 Heather 
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Tactics: Product Audience Delivery 
Mechanism 

Content Provider Timeline Responsibility 

Develop eHCE web 
page 

HCA web page 
for HCA 
internet and 
HCP intranet 

Internal HCA 
and external 
stakeholders 
and interested 
parties 

www Heather/and HCA 
web team 

10/2009  after 
PEBB OE 

Heather 

Maintain and update 
AccessMyHealth.org 
Web site 

AccessMyHealt
h.org web site 
for consumer 
information, 
education and 
outreach 
materials, as 
well as HRB 
pilot status 

Doctors and 
patients who 
want to know 
more about 
electronic 
health records 

AMH 
website 

Heather OPEN Heather 

Develop eHCE Fact 
Sheet  

electronic Fact 
Sheet (print –
ready .pdf file) 

all print and 
online 

eHCE project team / 
LOs / ONC 

10/2009 Heather 

Press Release Press release All – targeted 
state main-
stream media 
and health 
industry pubs 

email eHCE project team 
/ LOs / ONC 

10/2/09 – 
announce HIE 
LO 

Heather/Dave 
Wasser 

**Free Marketing and 
Advertising 
Opportunities 

News articles 
for eHealth 
publications 

eHealth 
publication 
subscribers 

TBD eHCE project team 
/ LOs / ONC 

As needed Heather 
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Strategy 3 – Solicit and track feedback and evaluate effectiveness of communication tools and events based on feedback. 
 
Tactics: Product Audience Delivery 

Mechanism 
Content Provider Timeline Responsibility 

Solicit feedback from 
meeting attendees  

Word of mouth Public 
attendees and 
HIIAB 
members 

in-person Heather Starting next 
HIIAB 
meeting 

Heather 

Develop a survey pop-
up to install on the 
eHCE webpages. 

survey Webpage 
users 

online Heather 2010 Heather 
Web Team 

Add a comment 
category in FUZE for 
public comments 

FUZE online public online Heather 10/6/09 Heather 
Web Team 

Provide avenue for 
public comment on 
Newsletter 

Newsletter LISTSERV 
subscribers 

Email 
LISTSERV 

Heather 10/9/09 Heather 

Track feedback from 
all communication 
tools. 

Tracking 
Spreadsheet 

eHCE Project 
Team 

Report out, 
upon request 

Heather open Heather 

 
Strategy 4 – Develop and deliver a communication plan to support Lead Organizations; to include key messaging and weekly 
status reports. 
 
Strategy 5 – Update the communication plan and change communication strategies based on stakeholder feedback, project 
milestone, and project budget changes. 
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Section Three – Key Messaging 
An essential and foundational component of any communication plan is the development of the project’s key messaging. Key messaging 
describes the “who, what, when, where, why and how” of the eHealth Collaborative Enterprise (eHCE) project. The key messaging for this 
project must closely align and be consistent with Washington State’s core values and principles for development of statewide Health 
Information Technology (HIT).  
 

Health Information Technology Vision 
Washington State’s vision for HIT is to make the best use of information technology to provide health care information when and 
where it’s needed – enabling patients, providers, and the community to make the best health care decisions possible to improve the 
quality of care, the health of Washingtonians, and the safety and efficiency of our health care delivery system.   

 
The following bullets outline the high-level key messaging that will be used in eHCE communications to ensure a consistent and unified 
message that is easily understood by target audiences. As lead organizations are selected and communication plans are developed for their 
purpose, this key messaging will be modified to meet the needs of their target audiences. 
 

 The Washington State eHealth Collaborative Enterprise (eHCE) is a public-private stakeholder workgroup formed by the Health 
Care Authority (HCA), and vetted by the Health Information Infrastructure Advisory Board (HIIAB), to act as the coordinating 
body to drive statewide collaborative processes, address key considerations, assess barriers, and recommend policies, practices and 
solutions to expand the adoption and meaningful use of Health Information Technology (HIT) and the secure exchange of health 
information in Washington State. 

 
 The eHCE will convene work groups to support Washington’s eHealth American Reinvestment and Recovery Act activity 

including: 
o Coordination of statewide eHealth initiatives. 
o Cross-state collaboration to ascertain the current HIT and health information exchange (HIE) landscape needs, 

requirements, and recommended approaches for the anticipated Recovery Act programs, 
o Developing shared directories and technical services that leverage resources, such as a master patient index, health 

information organizations, and Medicaid Management Information Systems, supporting statewide HIE, 
o Establishing goals, objectives, and performance measures that will: 

 Assist providers in meeting HIE meaningful use criteria 
 Ensure coordination, integration, alignment with Medicaid and public health programs with HIE efforts 
 Improve health care delivery systems and increase health and health care outcomes for Washingtonians. 

 
 The eHCE facilitates policy and procedure development for HIE in the following areas:  

o Clinical objectives and priorities 
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o Privacy and Security 
o Business and technical considerations 
o Financial sustainability 
o Oversight and accountability 

 
 The eHCE facilitates collaboration with Lead Organizations, (required by Substitute Senate Bill 5501), subject matter experts, and 

stakeholders. 
 
 The eHCE guides milestone deliverables and timeframes to meet the federal funding requirements. 

 

Section Four – Communication Timeline & Major Project Milestones 
Attachment B: Communication Timeline shows the communication events that occur for each month of the project through March 2010. 
These events are scheduled around major HIE project milestones. 
 

Section Five – Evaluation and Applied Learning 
Communication Plan effectiveness will be evaluated by collecting and measuring qualitative and quantitative stakeholder and interested party 
feedback.  In addition to determining whether people feel our communicators are doing a credible job, feedback will focus on defining and 
measuring responses in a series of domains: 

 Understand what the project will deliver; 
 Understand when the project will deliver specified capabilities; 
 Understand the progress of the project; 
 Understand the issues of the project; 
 Feel they have been involved in what is happening; 
 Feel they have had a chance to voice their opinions; 
 Feel their questions have been answered. 

 
By evaluating feedback we will be able to adapt the Communication Plan in order to meet the needs of the audience at any given point in 
time.  This applied learning will enable continuous improvement in communications. 
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Face to face communication events (i.e., stakeholder meetings, speaking engagements) will provide an opportunity for the audience to give 
feedback directly to the communicators.  The online Fuze bulletin board is also a place where people can post feedback questions. 
 
Details of the feedback received about the eHCE communications, together with any subsequent changes to the plan, will be given to program 
management at designated meetings.
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Attachment A:  Communication Work Plan 

  

Communication Tasks   Lead Notes 

    

Month 

Key 
Deliverables   Due Date     SEPT  OCT  NOV  DEC  JAN  FEB  MAR  APR 

  Develop Graphic Identity for eHCE 10/6/09 Heather done                 

  
Develop templates for eHCE Communication Documents 

October Heather In progress                 

  

Develop unified Key Messages for eHCE and get buy-
in/approval from eHCE project team 10/9/09 Heather 

draft provided on 
10/7                 

  

Procure and setup Listserv for electronic stakeholder 
communications 9/25/09 Annette done                 

  Develop Bi-weekly eHCE newsletter 9/25/09 Heather In progress                 
  Prepare weekly eHCE Internal Status Reports 9/18/09 Heather In progress                 
  Prepare “Monday Alert” to Gov's Office - as needed 9/18/09 Heather In progress                 

  

Develop eHCE Status Presentation for PRSC that can be 
repurposed for different speaker engagements 9/25/09 Heather done                 

  Develop eHCE web pages 10/8/09 Heather starts after PEBB OE                 
  Develop eHCE Fact Sheet Oct Heather not started                 
  Press Release Announcing Lead Orgs 10/2/09 Heather OneHealthPort done                 
  Free Marketing and Advertising Opportunities TBD Heather AARP in progress                 
  Solicit feedback from meeting attendees TBD Heather at next HIIAB mtg                 

  

Develop a survey pop-up to install on the eHCE 
webpages. Dec Heather not started                 

75 Press Release announcing allocation amount from ONC  TBD Heather 
awaiting official ONC 
notice                 

101 Edit Project Narrative, Budget and Abstract 10/12/09 Heather starts 10/12/09                 
104 Edit resumes required for key staff Oct Heather                   
105 Write draft letter from the Governor Oct Heather                   

106 
Press Release announcing State HIT Coordinator 
appointed Oct Heather                   

  Collect stakeholder feedback Jan Heather                   
  Evaluate and report out on Comm Plan Effectiveness Jan Heather next HIIAB mtg                 
  Weekly updates to eHCE web pages ongoing Heather not started                 
  Monthly updates to AMH website ongoing Heather not started                 
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Attachment B: Communication Timeline 

Sept NovOct Dec Jan Feb Mar Apr

2

Communication Timeline
State HIE 
Program 
Milestones

Communication 
Timeline

App 
Due

Funding 
Available

Logo & 
Key Msgs

Newsletter

Press Release

2009 2010

Dev. Logo

Web page

LOI

Fact 
Sheet

Newsletter 
design

Select 
LOs

Presentations PSRC
9/25

Watcom
10/5

Other
10/20

*Wkly Reports

Explore 
Free 

Media

* Weekly Reports = Beth Dupre / Monday Alert / From Lead Organizations (LOs)  
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Consumers of the Health Information Exchange 
Who are they and why do they matter? 

 

Washington State eHealth Collaborative Enterprise  Page 1 
 
X:\Health Policy\ARRA_HITECH Stimulus\HIE Application\Appendices\I_Consumers of Health Information Exchange_Final.doc 

A consumer is defined as anyone receiving health care services in Washington State.  It is 
important to realize the diversity of Washington consumers and seek to engage as many of these specific 
groups as possible in the creation and evolution of the HIE.  Each group will have distinct needs and 
concerns related to electronic, sharable health information.  The adoption and success of HIE, both 
economically and politically, will depend on whether these needs are addressed and harnessed as a 
driver in the marketplace, or whether they will lead to fear and mistrust.  The Washington State eHealth 
Collaborative Enterprise and the HIE governing body should consider collaborating with organizations like 
those listed below as a way to reach these groups.  However, these organizations should never be 
allowed to replace true consumer participation in advisory or stakeholder groups.  “Professional patients” 
or advocates are most effective when they facilitate inclusion of real consumers in the work of HIE.  We 
recognize that the groups and organizations listed below are not all-inclusive and must be augmented as 
HIE development and implementation proceeds.  A phased outreach strategy is recommended that 
reaches out to certain groups first as determined by local needs and priorities. 
 
Grouped by Consumer groups Examples of organizations working with them 
Health 
Status 

 People with Disabilities 
 Chronically Ill 
 Home and Hospice Care 
 Catastrophic Illness or Injury 

 Dept of Justice Amer. w/Disabilities Division 
 Shared Care Plan Family Advisory Council 
 Cancer Society and other support groups 

Health 
Influencers 
Primary 
Informers of 
the 
“Consumer” 

 Providers 
 Caregivers 
 Family Health Managers  

o Adult Children 
 Watchdogs 

o Privacy/Rights Groups 
 Academics and Bio-ethicists 

 WSMA/WANP 
 Area Agencies on Aging 
 Foundation for Healthcare Quality 
 ACLU 

Age  Children 
 Young Adults (19-30) 
 Adults 
 Pre-Medicare Seniors (50-65) 
 Seniors 

 Children’s Alliance, OSPI 
 Universities/Community Colleges/Trade Schools 
 AARP 
 Senior Centers, School Retirees Assoc (& others)

Ethnicity/ 
Language 

 Native Americans 
 Latinos 
 Russian Speakers 
 67 other languages present in WA 

 Tribal Councils 
 Latino Health NW 
 DSHS Interpretation Contractors 

Socio-
economic 

 Uninsured 
 Medicaid 
 Transient/Homeless 
 Incarcerated 
 Rural 
 Non-residents (OR,ID, BC, beyond) 

 Community Health Centers 
 Medicaid Outreach Committee-WACOMO 
 WA Rural Health Association 
 Department of Corrections 
 Rural Outreach Projects (CM, MYCC) 
 Health systems in Portland, Spokane, Bellingham 

Affiliation  Employees of Self-insured 
 Union Members 
 Veterans Affairs/Department of 

Defense Users 
 L & I Recipients 
 Indian Health Services 
 HMO Members 

 Boeing 
 AFL/CIO Labor Council 
 Representatives from: 

o Department of Labor and Industries 
o Bureau of Indian Affairs 
o Group Health 
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FTE – Full Time Employee

Vacant Position -

Washington State
Health Information 

Technology Coordinator
Technical and

Operations 
Consultant

Office
Assistant 

Administrative 
Assistant 

Policy
and Program
Consultant

Special Deputy
 (.5 FTE)

HITECH Program 
Lead

Sr. HITECH 
Operations Mgmt.  

Consultant

Sr. Technical and 
Operational Mgmt. 

Consultant

Deputy Project 
Manager

Communications 
Consultant Fiscal Analyst

Project Office
Project Manager 

Administrative 
Assistant

Staffing Organizational Chart
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HIE Implementation & Planning

EHR Loan Program

Regional Extension Center
(REC)

Workforce Training
& Development

 (WT&D)

TeleHealth, TeleMed, Broadband
(Tele-M/H/B)

Research & Development
(R&D) 

Governance
Body

Washington State
HIE Strategic and 
Operational Plans

ARRA-HITECH
Funding Categories

WA Substitute 
Senate Bill 5501

Technical Design

Privacy & Security

Organization & 
Governance

Financial 
Sustainment

Communication & 
Outreach

Guiding Legislation Guiding Organizations

Governor
HIE

Lead Org.

Public/Private

Stakeholders

Tele-M/H/B

Lead Org.

Consumers

AccessMyHealth.org

REC 

Lead Org.

R&D a

Lead Org.

WT&D

Lead Org.
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Consulting Resources 
 

• OneHealthPort (OHP) - the HIE Lead Organization designated by the HCA to fulfill the 
requirements of SSB 5501 for statewide health information exchange and assist in the 
development of the statewide HIE Strategic and Operational Plans. 

• William Yasnoff, NHII Advisors – Consultant for the Health Record Bank Pilot project. 
• John Christiansen, JD, Christiansen IT Law - A state and nationally recognized expert in 

HIT privacy and security law. 
• Howard Thomas, HT Consulting – Health IT/Business consultant for the Health Record 

Bank Pilot project. 
• Senior Technical Consultants – Dwayne Eriksen and Anne Wahrmund 
• Manatt Health Solutions – Consultant for Washington State’s ARRA Opportunity 

Assessment and provides consulting in areas of strategy formulation, HIE community 
sensing and surveying, analysis and recommendations development. 

• Health IT Consultant Pool-Master Convenience Contracts – Current pool of consultants 
contracting with HCA to provide HIT technical and infrastructure; consumer and provider 
engagement and activation; privacy, security, and confidentiality; and policy, 
organization, governance, and finance consulting services. 

• Health IT Project Aggregator – Consulting from firms such as Sierra Systems, 
Accenture, Electronic Data Systems, Browersoft, etc. to assist HCA and the HIE LO in 
project integration for implementation of statewide HIE infrastructure. 

 
Community and Public Resources 
 

• HIIAB – Advisory body (and stakeholder committees under its auspices) to the HCA for 
the Health Record Bank Pilot project.   

• AccessMyHealth.org – The consumer and provider engagement and activation entity 
responsible for communication, outreach, education.  Serves as a resource to HCA and 
HIE communities on consumer and provider engagement strategies and activities.  

• Health Record Bank Pilot Project - Communities and implementation teams providing 
project expertise gained from pilot experience in community HIE. 

• HITECH Lead Organizations – In addition to OHP, HCA has structured functional 
coordination between the HIE and other HITECH program activities to assure overall 
congruence and maximum use of resources.  These lead organizations will participate in 
providing technical work products and perform stakeholder management functions.  
These lead organizations will represent Regional Extension Centers, workforce training 
and development activities, research and development initiatives, and telehealth and 
telemed projects. 

• The Washington State Department of Health (DOH) - Assist in expanding HIE capacity 
and capabilities for HIE to support public health initiatives.  

• Washington Telehealth Consortium 




